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Skill level: EExpertxpert (requires knowledge of IPSec tunnel setup)

GoGoalal

To build an IPSec tunnel through the 63xx router's WAN internet connection, and use that IPSec tunnel to access
endpoints inside a VPN.

SeSetuptup

For this setup the Accelerated router will need an active WAN Internet connection (cellular for the CX series, cellular
or wireline broadband for the SR and MX series). This connection must have a publicly reachable IP address.

Similarly, the SonicWall firewall must have an active Internet connection with a publicly reachable IP address.

SampleSample

The sample configuration below shows a 6350-SR building a tunnel to a SonicWall TZ300 through its cellular modem.
A client laptop connected to the LAN Ethernet port of the 6350-SR will be able to access the SonicWall's LAN (and vice
versa).
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Sample ConfigurSample Configuraation: 6350-tion: 6350-SRSR

Open the cOpen the configuronfiguraation prtion profile fofile for the 6350-or the 6350-SR.SR. UnderUnder IPIPSec, crSec, creeaatte a nee a new entrw entryy
with the fwith the folloollowing sewing setttings:tings:

1. Enter in a PSK into the PrPree-shar-shared ked keeyy. This must match what is ultimately entered as the SonicWall's "Shared
Secret."

2. Check the Enable MODECFEnable MODECFG clientG client box.
3. Change LLococalal endpointendpoint to IntInterferfacacee and select the intended route for the IPSec tunnel: "Modem" to leverage a

cellular connection or "WAN" for a wireline ISP.
4. Set LLococal Endpointal Endpoint -> ID -> ID type> ID -> ID type to "IPv4"
5. Set the local ID in LLococalal endpoint -> ID ->endpoint -> ID -> IPv4 ID VIPv4 ID Valuealue to the publicly reachable IP address associated with the

selected Interface in step 3.

 NONOTE:TE: Leaving LLococal endpoint -> typeal endpoint -> type to IntInterferfacacee as DefDefault rault routoutee will allow the tunnel to be built through any
available WAN interface.

6. The RRemoemotte endpointe endpoint HosHostnametname is the publicly reachable IP address of the SonicWall.
7. Change RRemoemotte endpoint -> ID -> ID typee endpoint -> ID -> ID type to IPv4IPv4
8. Set the IP address of the SonicWall device in RRemoemotte endpoint -> ID -> IPv4 ID Ve endpoint -> ID -> IPv4 ID Valuealue (same value as step 6).
9. Set IKE -> ModeIKE -> Mode to AggrAggressivessive modee mode.

10. Set IKE -> Phase 1 PrIKE -> Phase 1 Proposalsoposals and IKE -> Phase 2 PrIKE -> Phase 2 Proposalsoposals to match the IKE settings required by the SonicWall. In
this example, both proposals are set to 3DES, SHA1, MODP1024 (DH 2).

11. Under NANATT click the AddAdd button and specify the DesDestinatination netion netwtworkork. This will be the same value entered in the
remote policy specified below.

Under IPUnder IPSec -> PSec -> Policies, clickolicies, click ""Add"Add" tto cro creeaatte a nee a new policw policyy, and ent, and enter theer the
ffolloollowing sewing setttings:tings:

1. Set PPolicolicy -> Ly -> Lococal neal netwtwork -> Tork -> Typeype to CCususttom neom netwtworkork..
2. Enter the local subnet of the Accelerated router in the CCususttom neom netwtworkork field (192.168.2.0/24 by default).
3. Set PPolicolicy -> Ry -> Remoemotte nee netwtworkork to the IPv4 network you wish to access through the tunnel. (The local subnet of the

SonicWall.)
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Under FirUnder Fireewwall -> Pall -> Packackeet filtt filtering, crering, creeaatte a nee a new entrw entry by by clicking Add and enty clicking Add and enterer
the fthe folloollowing sewing setttings:tings:

AcAction:tion: Accept

IP VIP Verersion:sion: IPv4

PrProottococol:ol: UDP

SecurSecure ze zone:one: IPsec

SourSourcce addre address:ess: any

SourSourcce porte port:: any

DesDestinatination ztion zone:one: Internal

DesDestinatination addrtion address:ess: any

DesDestinatination porttion port:: any
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Sample ConfigurSample Configuraation: SonicWtion: SonicWall Tall TZ300Z300

SSttep 1: Crep 1: Creeaatte a nee a new Addrw Address Objecess Object ft for VPN Subneor VPN Subnettss

1. Log in to the SonicWall Management Interface
2. Navigate to NeNetwtwork > Addrork > Address Objecess Objecttss, click on ADDADD button.
3. Configure the Address Object as depicted above, click AddAdd and click CloseClose when finished.
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 NONOTE:TE: The NeNetwtworkork and NeNetmasktmask must match the local subnet on the Accelerated router. Settings depicted in the
screenshot above assume the router is still configured per its defaults.

SSttep 2: Configurep 2: Configure a VPN police a VPN policy on the SonicWy on the SonicWallall

1. Navigate to VPN > SeVPN > Setttingstings page. Click AddAdd button. The VPN Policy window is displayed.
2. Click the GenerGeneralal tab.
3. Select IKE using PrIKE using Preshareshared Secred Secreett from the AAuthenticuthenticaation Metion Methodthod menu.
4. Enter a name for the policy in the NameName field.
5. Enter the WAN IP address of the Accelerated connection in the IPIPsec Primarsec Primary Gay Gatteewwayay Name or AddrName or Addressess field.
6. Enter a SharShared Secred Secreett password to be used to setup the Security Association the Shared Secret and Confirm

Shared Secret fields. The Shared Secret must be at least 4 characters long, and should comprise both numbers
and letters.

 NOTE: The shared secret must match the Pre-shared key entered into the Accelerated configuration.
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7. Click the NeNetwtworkork tab.
8. Under LLococal Neal Netwtworksorks, select Choose locChoose local neal netwtwork frork from lisom listt and specify the "X0 Subnet."
9. Under RRemoemotte Nee Netwtworksorks, select Choose desChoose destinatination netion netwtwork frork from lisom listt and specify the Address Object created in

Step 1 above.

10. Click the PrProposalsoposals tab.
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11. Under IKE (Phase 1) PrIKE (Phase 1) Proposaloposal, change the EExxchangchangee field to "Aggressive Mode."
12. Leave the default settings for EncrEncrypyptiontion and AAuthenticuthenticaationtion ("3DES" and "SHA1," respectively) for both Phase 1Phase 1

and Phase 2Phase 2 PrProposalsoposals.
13. LifLife Timee Time may be left at its default value as well.
14. Under Ipsec (Phase 2) PrIpsec (Phase 2) Proposaloposal, leave "ESP" as the selected PrProottococolol
15. Check Enable PEnable Perferfecect Ft Fororwwarard Secrd Secrececyy, leaving Group 2 selected in the corresponding field.

16. Click the AdvAdvancanceded tab.
17. Select Enable KEnable Keep Aliveep Alivee.
18. Finalize these settings by clicking the OKOK button.
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