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1.1 Outline

This document describes how to troubleshoot an OpenVPN connection on TransPort routers.

OpenVPN is a full-featured SSL VPN which implements OSI layer 2 or 3 secure network extension using
the industry standard SSL/TLS protocol, supports flexible client authentication methods based on
certificates, smart cards, and/or username/password credentials, and allows user or group-specific
access control policies using firewall rules applied to the VPN virtual interface.

When configuring a TransPort router as a OpenVPN Server or Client, users can experience issues in the
connection establishment or in the traffic routing through it. This document provide a guide on how
collect debug and traces useful to troubleshoot those kind of problems.

In this example will be considered a scenario as the following, where 2 Transport routers are used as
OpenVPN Client and Server, but the same troubleshooting guide applies to the case where only one of
them is a Transport router and the other one is, for example, a Windows PC.

(1] OVPN )
/M/ // |
=y
OVPN Server

OVPN (WR21)

Client
(WR11)
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1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product and of the requirements for their specific
application. It also assumes a basic ability to access and navigate a Digi Transport router and
configure it with basic routing functions.

This application note applies to:

Model: Digi Transport WR21 /WR11

Other Compatible Models: All Digi WR Transport models
Firmware versions: 5.077 and later

Configuration: This Application Note assumes the devices are configured to establish an OpenVPN
connection.

1.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be
addressed to: tech.support@digi.com.

Requests for new application notes can be sent to the same address.

1.4 Version

1.0 Published
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2.1 Enabling SSL and OpenVPN debug

By default, when there is an OpenVPN connection attempt, the result can be seen in the eventlog
section (). Anyway, in case of issues, the eventlog will not give many details. To deep analyse what is
going on, the SSL and OpenVPN debug can be enabled. The easiest way to do this is to access the
router (client or server or both) via a serial/telnet/SSH connection and issue the following CLI
commands:

OVPN x debug ON
sslcli x debug ON

Where x is the OpenVPN/SSL instance that must be monitored, so for example if it is 0, it will be as
following:

o 172.16.001:23 - Tera Term YT
File Edit Setup Control Window Help

IUPH 0 debug OH

1i 0 debug 0K

Once the debugs are enabled, in order to see the output of them, there are the following options
depending on how the router is accessed by the user:

- Serial Port:

Depending on which serial port is used, the debug output will be shown after issuing the following
commands:

debug 0 (if ASY 0)
debug 1 (If ASY 1)
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-Telnet:

When using a Telnet connection, the command to issue in order to see the debug output is the
following:

debug t
-SSH:
To obtain debug output through SSH connect to the router via an SSH client & log in:

SSH Authentication — >

Logging in to 172,16, 1,1

File  Edil Authentication required.

I User name: : username

Passphrase: | sensenns

Remember password in memory
[JForward agent

(®) Use plain password to log in

(O Use RSA/DSA/ECDSA/ED25519 key to login

(O Use challenge respanse to log in(keyboard-interactive)

(O Use Pageant to login

Disconnect

Now, from the command line run the CLI command "TELNET 127.0.0.1" & log in:

T 172.16.1.1 - Tera Term VT - O *
File Edit Setup Control Window Help
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It is now possible to send the debug output to the Telnet port running the CLI command "debug t" to
see the debug output:

T 172.16.1.1 - Tera Term VT - O >

File Edit 5etup Control Window Help
12 (

Please note:

In order to be sure to have all the debug output without losing old logs, please assure that the scroll
line limit is high (for example 2000). In Teraterm, for example, the “Scroll buffer” value can be checked
and changed in Setup > Window:

Tera Term: Window setup *

Title: |Tera Term | | (4] 4 |

Cursor shape

[IHide title bar Cancel
@© Block [J Hide menu bar
O Vertical line 16 Colors (PC style) Help
O Horizontal line 16 Colors [aixterm style]

256 Colors [xterm style]

Enable bold font Scroll buffer: iéuuul | lines
Color
® Text Attribute Mormal ~
O Background Reverse
R: 2hh < >
G: 2hh <« >
B: 2hh <« >

[¥] Always use Normal text's BG
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Moreover, the logging function of the emulator can be used to collect the debug:

T 10.104.1.102 - Tera Term VT

File Edit Setup Control Window Help

& New connection... Alt+N
Duplicate session Alt+D T| Tera Term: Log
Cygwin connection Alt+G ss3191203(] Savein: | | Debug logs ~ @ F e B
Log... Name 2 Date modified
- e Me items match your search.
L 1a ]
Send file...
<
Transfer » |
File: name: |debugOVPN | | Save
SSH 5CP...

Save as type:

Change directory... A7)

Replay Log...
Option
TTY Record [IBinary Append Plair text
TTY Replay [ timestamp [(Hide dialog [Jindude screen buffer
Print... Alt+P

It will generate a log file filled what all the debug shown on the current session:

7| debugQVPN - Motepad - O P4
File Edit Format View Help

hest test
ERROR

55319128

5531912@>

55319128

55319128

55319128>

55319128

55319120>
s5319128>test again
ERROR

55319128>

Once the debugs and their output are enabled, the OpenVPN/SSL connection can be monitored to
catch eventual issues. In the following session some example will be shown.
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2.2 Good OVPN debug

In case there is no error or issue in the communication between Client and Server, the debug will be
like the following (the client one is shown, on the server will be similar):

$s319120>debug t

OK

ss319120>

OVPN @ link socket connected

OVPN © init ctx

OVPN 0@ start key negotiation

OVPN @ start negotiation timer

OVPN @ negotiation waiting on initial ACKS to complete

Client cipher list: SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-
SHA:DH-DSS-AES256-GCM-SHA384 : DHE-DSS-AES256-GCM-SHA384 : DH-RSA-AES256 -GCM-SHA384 : DHE -
RSA-AES256 -GCM-SHA384 : DHE-RSA-AES256-SHA256 : DHE-DSS-AES256-SHA256 : DH-RSA-AES256-
SHA256 :DH-DSS-AES256-SHA256 : DHE-RSA-AES256-SHA : DHE-DSS-AES256-SHA : DH-RSA-AES256-
SHA:DH-DSS-AES256-SHA:AES256-GCM-SHA384 : AES256-SHA256 : AES256-SHA : PSK-AES256-CBC-
SHA:SRP-DSS-AES-128-CBC-SHA:SRP-RSA-AES-128-CBC-SHA:SRP-AES-128-CBC-SHA:DH-DSS -
AES128-GCM-SHA256 :DHE-DSS-AES128-GCM-SHA256 :DH-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-
GCM-SHA256 :DHE-RSA-AES128-SHA256 : DHE-DSS-AES128-SHA256 : DH-RSA-AES128-SHA256 : DH-DSS -
AES128-SHA256:DHE-RSA-AES128-SHA:DHE-DSS-AES128-SHA :DH-RSA-AES128-SHA:DH-DSS-AES128-
SHA:AES128-GCM-SHA256 : AES128-SHA256 : AES128-SHA : PSK-AES128-CBC-SHA

SSL_connect:before/connect initialization
SSL_connect:SSLv3 write client hello A

Send DA _RQ to SSL ID 2 len 136

OVPN @ stop link retransmit timer

OVPN @ reliability layer timeout

OVPN @ stop link retransmit timer

OVPN © got incoming ciphertext len 1450

Send DA_IN to SSL ID 2 len 1450
SSL_connect:SSLv3 read server hello A

OVPN @ got incoming ciphertext len 614

Send DA_IN to SSL ID 2 len 614
SSL_connect:SSLv3 read server certificate A
SSL_connect:SSLv3 read server done A
SSL_connect:SSLv3 write client key exchange A
SSL_connect:SSLv3 write change cipher spec A
SSL_connect:SSLv3 write finished A
SSL_connect:SSLv3 flush data

OVPN @ stop link retransmit timer
OVPN @ got incoming ciphertext len 226
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As shown in the debug output, the SSL and OpenVPN exchange ends successful with the OVPN
interface going UP and the route pushed from the server being added to the routing table.
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Related to this negotiation, what is shown on the event log section is the following:

13:39:06, 01 Aug 2017,0VPN 0 Available,Activation
13:39:06, 01 Aug 2017,0VPN 0 up

2.3 Bad OVPN debug

In this section, some examples of debug related to common issues that can be experienced using
OpenVPN will be shown.

2.3.1 Server not responding

Below is shown an example of OpenVPN negotiation ending with failure due to timeout. Actually, the
negotiation never starts as the client keeps waiting for the initial ACKS exchange with the server:

OVPN @ init ctx

OVPN © start key negotiation

OVPN @ start negotiation timer

OVPN 0 reliability layer timeout

OVPN © negotiation waiting on initial ACKS to complete
OVPN © negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN 0 reliability layer timeout

OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN 0 reliability layer timeout

OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ reliability layer timeout

OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ reliability layer timeout

OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ reliability layer timeout

OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ reliability layer timeout

OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ negotiation waiting on initial ACKS to complete
OVPN @ reliability layer timeout

OVPN @ negotiation waiting on initial ACKS to complete
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OVPN O link socket disconnected
OVPN O start socket idle timer

From this output is clear that the Client is not receiving any reply from the Server and the OpenVPN
negotiation ends due to timeout expired, so, in such cases, first thing to check is that the OpenVPN
Server address configured in the Client is correct and reachable from the Client.

What is shown in the eventlog section is simply an OVPN interface down events:

14:15:21, 01 Aug 2017,0VPN 0 down

2.3.2 OVPN Configuration error

The example below shows a case where there is an error in the configuration of the OpenVPN
interface. In particular, the Cipher and Digest were different between Client and Server:

$s319120>

OVPN @ link socket connected

OVPN @ init ctx

OVPN © start key negotiation

OVPN @ start negotiation timer

OVPN @ negotiation waiting on initial ACKS to complete

Client cipher list: SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-CBC-
SHA:DH-DSS-AES256-GCM-SHA384 : DHE-DSS-AES256-GCM-SHA384 : DH-RSA-AES256 -GCM-SHA384 : DHE -
RSA-AES256-GCM-SHA384 : DHE -RSA-AES256-SHA256 : DHE -DSS -AES256-SHA256 : DH-RSA-AES256 -
SHA256 :DH-DSS-AES256-SHA256 : DHE -RSA-AES256 - SHA : DHE-DSS-AES256-SHA :DH-RSA-AES256-
SHA:DH-DSS-AES256-SHA: AES256-GCM-SHA384 : AES256-SHA256 : AES256-SHA : PSK-AES256-CBC-
SHA:SRP-DSS-AES-128-CBC-SHA:SRP-RSA-AES-128-CBC-SHA:SRP-AES-128-CBC-SHA:DH-DSS-
AES128-GCM-SHA256 : DHE-DSS-AES128-GCM-SHA256 : DH-RSA-AES128-GCM-SHA256 : DHE-RSA-AES128-
GCM-SHA256 : DHE-RSA-AES128-SHA256 : DHE-DSS-AES128-SHA256 : DH-RSA-AES128-SHA256 : DH-DSS -
AES128-SHA256: DHE -RSA-AES128-SHA: DHE-DSS-AES128-SHA : DH-RSA-AES128-SHA:DH-DSS-AES128-
SHA: AES128-GCM-SHA256 : AES128-SHA256 : AES128-SHA : PSK-AES128-CBC-SHA

SSL_connect:before/connect initialization
SSL_connect:SSLv3 write client hello A

Send DA _RQ to SSL ID 35 len 136

OVPN @ stop link retransmit timer

OVPN @ stop link retransmit timer

OVPN @ got incoming ciphertext len 1450
Send DA_IN to SSL ID 35 len 1450
SSL_connect:SSLv3 read server hello A

OVPN @ got incoming ciphertext len 614
Send DA_IN to SSL ID 35 len 614
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So, the OVPN seems going UP at the beginning but as soon as it receives the first packet it got a
decrypt error and it goes down.

On the eventlog what shown is only the OVPN going UP/DOWN:

14:33:08, 01 Aug 2017,0VPN 0 Out Of Service,Activation
14:33:08, 01 Aug 2017,0VPN 0 down

14:32:56, 01 Aug 2017,0VPN 0 Available,Activation
14:32:56, 01 Aug 2017,0VPN 0 up
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2.3.3 SSL Certs error

Another error that can be done when configuring an OpenVPN connection, is to use wrong
certificates/keys files.

In the example below, on the Client has been selected the wrong files:

Configuration - Network > SSL

» Interfaces

» DHCP Server

» Network Services

» DNS Servers

» Dynamic DNS

» IP Routing/Forwarding

b Virtual Private Networking (VPN)
¥ SSL

SSL Clients

phe atio erve = gned

©

privSSH.pem ¥ privrsa.pem v |

| vl v] | I |[no 1 @
| | L | |[no ]l @
| | 7@ | I |[o 1@
| | L I |[no L
[ v v | | Mo v B
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The SSL debug will show an error in the certificate usage. In this case, almost the same is shown also
in the eventlog:

09:17:45, 02 Aug 2017,0VPN 0 down

09:17:45, 02 Aug 2017,Certificate Code Error
Lib: SSL routines
Func: SSL CTX use certificate file
Reason: BUF 1lib

Another case can be that on the Server is used a Certifcates/Key pair not corresponding to the CA used
from the client:

Configuration - Network = SSL

» Interfaces

» DHCP Server

» Network Services

» DNS Servers

» Dynamic DNS

» IP RoutingfForwarding

» ¥irtual Private Networking {¥PN)

- 551
SSL Clients
551 (:Iie._nt _Client Allows _ _ nm_:ly t_u Yerify Rejgct
Client Cgrtlflc-ate Private Key Ir!_secure Cipher List Destination - Server Self—.S_lgned
Filename Filename Ciphers IP Address Certificate Certificates
] v v 7 Also werify date ¥ <
1 v v CJ Mo v
2 v v ’ Mo v
3 v v =) Mo v
4 v A & Mo v
S v v s Mo v
SSL Server

Server Server Allow Reject

55L
Yersion

Verify Certificate
Certificate Required

Certificate Private Key Insecure Cipher List
Filename Filename Ciphers

certsrvl.pem ¥ | privsryl.pemn ¥ | TLSvL.Z only v | = Mo v

Self-Signed
Certificates

The debug on the client will show the following:

OVPN @ link socket connected

OVPN @ init ctx

OVPN @ start key negotiation

OVPN @ start negotiation timer

OVPN @ negotiation waiting on initial ACKS to complete

Client cipher list: SRP-DSS-AES-256-CBC-SHA:SRP-RSA-AES-256-CBC-SHA:SRP-AES-256-
CBC-SHA:DH-DSS-AES256-GCM-SHA384 : DHE-DSS-AES256-GCM-SHA384 : DH-RSA-AES256-GCM-SHA
384 :DHE-RSA-AES256-GCM-SHA384 :DHE -RSA-AES256-SHA256 : DHE -DSS-AES256-SHA256 : DH-RSA
-AES256-SHA256 : DH-DSS-AES256-SHA256 : DHE -RSA-AES256-SHA :DHE-DSS-AES256-SHA : DH-RSA
-AES256-SHA :DH-DSS-AES256-SHA: AES256-GCM-SHA384 : AES256-SHA256 : AES256 - SHA : PSK - AES
256-CBC-SHA:SRP-DSS-AES-128-CBC-SHA:SRP-RSA-AES-128-CBC-SHA:SRP-AES-128-CBC-SHA:
DH-DSS-AES128-GCM-SHA256 : DHE-DSS-AES128-GCM-SHA256 :DH-RSA-AES128-GCM-SHA256 : DHE -
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OVPN @ start negotiation timer
OVPN @ link socket disconnected
OVPN © DOWN
OVPN @ stop negotiation timer
OVPN @ stop link retransmit timer
OVPN @ start socket idle timer

0

OVPN link socket idle timeout

So, a “certificate verify alert” is shown (also in the eevntlog) and the reason sent by the server is
“Uknown CA”

10:21:27, 02 Aug 2017,0VPN 0 down

10:21:24, 02 Aug 2017,0VPN 0 down

10:21:20, 02 Aug 2017,0VPN 0 down

10:21:17, 02 Aug 2017,0VPN 0 down

10:21:14, 02 Aug 2017,0VPN 0 down

10:21:10, 02 Aug 2017,0VPN 0 down

10:21:06, 02 Aug 2017,0VPN 0 down

10:21:03, 02 Aug 2017,0VPN 0 down

10:21:00, 02 Aug 2017,0VPN 0 down

10:20:56, 02 Aug 2017,0VPN 0 down

10:20:52, 02 Aug 2017,0VPN 0 down

10:20:49, 02 Aug 2017,0VPN 0 down

10:20:45, 02 Aug 2017,0VPN 0 down

10:20:42, 02 Aug 2017,0VPN 0 down

10:20:38, 02 Aug 2017,0VPN 0 down

10:20:34, 02 Aug 2017,0VPN 0 down

10:20:31, 02 Aug 2017,0VPN 0 down

10:20:27, 02 Aug 2017,0VPN 0 down

10:20:27, 02 Aug 2017,Certificate Code Error
Lib: SSL routines
Func: ssl3 get server certificate
Reason: certificate verify failed

In this case in useful also to check the server debug that will show the “tlsv1 alert unknown ca” error:

SSL error
Lib: SSL routines
Func: ssl3 read_bytes
Reason: tlsvl alert unknown ca

10:21:26, 02 Aug 2017,0VPN 0 down
10:21:10, 02 Aug 2017,GP socket connected: 37.83.252.71:22 ->
193.201.224.199:34900
10:20:43, 02 Aug 2017,GP socket connected: 37.83.252.71:22 ->
193.201.224.199:46635
10:20:27, 02 Aug 2017,Certificate Code Error

Lib: SSL routines

Func: ssl3 read bytes

Reason: tlsvl alert unknown ca
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2.4 Troubleshooting the Traffic through an OpenVPN connection

If the OpenVPN connection is UP and stable, the desired traffic should pass through it without issues.

In case this doesn’t happen, the traffic flow can be checked configuring the analyser as shown below.
Also in this case, the client side will be shown, but it will be the same on the server side:

MANAGEMENT - ANALYSER > SETTINGS

Management - Analyser > Settings

w Settings

I # Enable Anal\;serl

Maximum packet capture size: 1500 bytes
Log size: kKbytes
Protocol layers

Layer 1 (Physical)
[T =Tl 11"

I ¥ Layer 3 (Metwork) I
A0T

Enable IKE debug
Enable QMI trace

LAPBE Links
LaPB O LaPB 1

Serial Interfaces
A5 0 ASY 1 ASY 3 ASY 4 ASY 3
ASY 6 ASY 7 ASY 8 ASY 9 A5Y 10
A5y 11 A5Y 12 ASY 13 A5y 14 ASY 15
ASY 16 ASY 17 V- A
Clear all Serial Interfaces

Ethernet Interfaces
ETH O ETH 1 ETH 2 ETH 2 ETH 4
ETH S ETH & ETH 7 ETH & ETH 9
| Clear all Ethernet Interfaces |
PPP Interfaces
FFF O FPP 1 FFF 2 FFF 3 FFF 4
FPP 5 PR & FRP 7
| Clear all PPP Interfaces |

IP S0 t
* ETHO ETH 1 ETH 2 ETH 3 ETH 4

H ETH & ETH 7 ETH 8 ETH 9

4 OVPN O =T OVPN 2
PPP O | PPP 1 PPP 2 PPP 3 PPP 4

FFP 5 PPP & PPP 7
 Clear all IP Sources

IP Options
# Trace discarded packets
¥ Trace loopback packets




Where:

Enable Analyser
Maximum
packet capture
size

Log Size

Protocol layers

IP Sources

ETHO
OVPN 0
PPP 1

IP Options
Trace discarded
packets

Trace loopback
packets
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v If ticked will reveal all Analyser settings options
The number of bytes that are captured and stored for each
1500 packet. If the packet is bigger than the configured size, the packet

is truncated. The usual value used is 1500
The maximum size of the pseudo file ana.txt for storing the
captured data packets. Once the maximum size is reached, the
oldest captured data packets are overwritten when new packets
are captured. Usually the maximum value is chosen: 180Kb (but
the data is compressed so more than 180Kb of trace data will be
captured)

The check-boxes under this heading specify which protocol layers
are captured and included in the Analyser trace. In this case the
the Network Layer (Layer 3) is chosen.

Selects the IP sources over which packets are captured and
included in the Analyser trace. These sources include IP packet
transmitted and received over Ethernet, PPP and OpenVPN
(OVPN) interfaces.

LAN Interface, in this example ETH 0 is used

180

Layer 3 (Network)

Open VPN interface used, in this case in “0”

ANENAN

WAN Interface, in this example PPP 1 is used
Enabling the options below is useful in order to check if the traffic
is discarded for any reason
Enables or disables the capture of packets that are discarded by
v an interface, and displays a reason for why the packet was
discarded.

v Enables or disables the capture of IP loopback packets

Apply the changes and make a ping from a laptop in Client LAN to a device in the Server LAN:

B Administrator: Command Prompt

enVPM\easy-rsa>




How to Troubleshoot OpenVPN On TransPort Routers

If all is configured correctly on both sides and network elements, the ping should success, in case of
issues, the ana.txt can be checked by downloading it from the router or checking its content in
Management - Analyser > Trace section of the WEB UI.

Below, a “good”trace is shown as well as troubleshooting tips in case of not expected behaviour:

e A Packet arrives on the OVPN interface via PPP connection, and it is revealed as an ECHO REQ
for the client Laptop from a server LAN one:
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Please note: If the above packet is not received (with analyser correctly configured), the Client-Server
conenction should be checked on both sides.

e The ECHO REQ is routed to the laptop via the ETH 0 interface:
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Please note: If the above packet is not shown, the ETH 0 connection on the TransPort should be
checked, it can be down, disconnected or wrongly configured.

e The ECHO REPLY from the Client laptop arrives on ETH 0 interface:

Please note: If the above packet is not shown, then the client laptop and routing configuration should
be checked. Most probably can be a switch/ conenction issue on the LAN or a default gateway missing
on the client laptop configuration.
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e The ECHO REPLY is then sent out to the OVPN 0 interface via the PPP connection:
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Please note: If the above packets are not shown, the PPP connection/OVPN interface status and the
routing table should be checked on the client router.
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3 CONFIGURATION FILES

The main configuration part added to the Client router in order to debug the OpenVPN connection

establishment and traffic is shown below:




