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How To Configure IKEv2 VPN between TransPort routers using Open SSL Certificates

1.1 Outline

This document describes how to create, upload SSL certificates and configure Digi TransPort WR routers
to build a VPN tunnel using IKEv2.

(1] IKEV2/Ipsec Tunnel )

Digi WR11
VPN Responder
(Server)

Digi WR21
VPN Initator
(Client)

1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product and of the requirements for their specific
application. It also assumes a basic ability to access and navigate a Digi TransPort router.

This application note applies to:

Model: DIGI TransPort WR11/WR21

Firmware versions: 5169 and later

Please note: This application note has been specifically rewritten for firmware release 5169 and later
and will not work on earlier versions of firmware. Please contact tech.support@digi.com if your require
assistance in upgrading the firmware of the TransPort router.

1.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be addressed
to: tech.support@digi.com.
Requests for new application notes can be sent to the same address.

1.4 Version

1.0 Published
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2 GENERATE TEST CERTIFICATES

Note: If you already have certificates available, you can skip to section 3

In order to create the certificates that will be used in the IKEv2 VPN, XCA application ca be used. The first
step is to download and install the latest release of XCA which can be found at:
http://sourceforge.net/projects/xca/.

In this section will be explained how to create the Root CA certificate, the CA-Signed Host Certificates for
both the Responder and the Initiator, and all the related Keys. Will be also shown how to export those
certificates and keys in order to be then uploaded on the Transport routers.

2.1 Create a Root CA Certificate
Open the XCA application, click on File > New Database:

X Certificate and Key management = O *

File | Import  Token Extra  Help

o 1
CuleN L Certificates  Templates ~ Revocation lists

Recent DataBases ... 3 i:l'ewCEr’ﬁﬁmm
Set as default DataBase -
Close DataBase Ctrl+F4 Export
Options | IF“_!
Language » e
Exit e
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Chose a name for the Database and click “Save”:

<+ Open XCA Database x
4~ » ThisPC » Documents v | & Search Documents 2

Organize »  Mew folder =~ @

|| Common A Name Date modified Type Size 7
B Desktop (3 databases 3/16/2017403PM  XCA database 0KB

[ Documnents v [ database3 3/16/2017 251 PM  XCA database KB v

I File name: | [l EE i I )
Save as type: | XCA Databases ( *xdb ) =

(=) Hide Folders | Save I Cancel

Chose a password for the Database and click “OK”:

&” X Certificate and Key management — (] X

File Import Token Extra Help

Private Keys Certificate signing requests Certificates ~ Templates Revocation lists

~ New Password

Password %

Please enter a password, that will be used to encrypt your private keys in the database file:
C:/Users/amingo/Doc /demodatabase.xdb

d |

Repeat Password |oooooooo|

T
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Under the “Certificates” tab, click on “New Certficate”:

¥ Certificate and Key management - m} .4

File Import Token Extra Help

Private Keys Certificate signing requests I Certificates ITemplabes Revocation lists

Internal name commoniame CA Serial Expiry date I.

New Certificate ]

Export

Import

Show Details

Import PKCS#12

| |
[ |
! Delete !
| |
| |

Import PKCS#7

i Plain View |

Database: C:/Users/amingo/Documents/demodatabase xdb

The “Create x509 certificate“ window will be shown. In the “Source” tab check the “Template for the
new certificate” and ensure that “[default] CA” is selected. Then click on “Apply all”

© X Certficate and Key management ? X

Create x509 Certificate \E i)

Subject Extensions Key usage Metscape Advanced

Signing request
Sign this Certificate signing request =
Copy extensions from the request Show request

Madify subject of the request

Signing

(® Create a self signed certificate with the serial |1

Use this Certificate for signing o

Signature algorithm SHA 1 -

Template for the new certificate

| [Gefauig ca
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Go to the “Subject” tab, fill in all the information then click the “Generate a new key” button:

X Certificate and Key management ? X

Create x509 Certificate ﬁg\‘

Source Subject Extensions Key usage MNetscape Advanced

Distinguished name
Internal name |democa | organizationMame |Digi |
countryMame |DE | organizationalUnithame |5upp0rt |
stateOrProvinceName |somestate | commoniame |pigica |
localityName |Munich | emailAddress |suppcrt@digj.com| |

Type Content | Add

I- Delete

I
Private key

| 5 | [ used keys too ;gmerahe anew key

ok ]| Ganeel |

Where:
Parameter Setting Description
Internal name democa This is for display purposes in the tool only
Country Name DE The two-letter ISO 3166 abbreviation for your
country.
State or Province The state or province where your organization
somestate . .
Name is legally located. Do not abbreviate.
. . The city where your organization is legally
Locality Name Munich located. Do not abbreviate.
Organization Dici The exact legal name of your organization. Do
Name & not abbreviate your organization name.
Organizational . -
Unit Name Support Section of the organization.
Common Name DigiCA In this example DigiCA will be used.
Email Address support@digi.com = Enter your organization general email address.
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The “New Key” window will be shown, chose the name and Keysize and click on “Create™:

¥ Certificate and Key management ? *

New key %

| Please give a name to the new key and select the desired keysize

| Key properties
Mame |demnca |
Keytype |RSA -
Keysize | 1024 bif v|

[] remember as default

A pop-up window will show up as a confirmation of the Key creation:

L ? e

o = __F.-)\\

Create x509 Certificate = |

Source Subject Extensions Key usage Netscape Advanced
Distinguished name

Internal name democ <~ X Certificate and Key management > |
camtrane bE @B Successfully created the RSA private key 'democa’ [ |
stateOrProvinceMame | somes |
lacalityName Munict | “@digi.com |
Type Content | Add ]

Click “OK” to close this and click again “OK” in the main “Create x509 certificate“ window to complete
the creation of certificate. Again, a pop-up window will show up as a confirmation of the Certificate
creation:
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* ¥ Certificate and Key ma ment = O #

File Import Token Extra Help

Private Keys Certificate signinprenuests. Certificates | Temnlates  Revnratinn lists.
2 (o K Certificate and Key management >
Internal name comm I

N democa DigiCR ' @ Successfully created the certificate 'democa’

New Certificate

i Export
[ S

ok || !
m r_" Show Details
|
|
|
|

Delete

Import PKCS %12

Import PKCS#7

Plain View

Click “OK” to close this and the certificate should now appear in the XCA main window with the “CA :
YES” confirmation. If it does not say CA: YES, verify that you selected CA in the template and clicked
Apply All.

X Certificate and Key management . O *

File Import Token Exdra Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name cormmonMName CA Serial Expiry date

ﬂ democa DigiCh « Yes 01 2027-03-23

New Certificate

Export

Import

Show Details

Delete

Import PKCS#12

Import PKCS#7

Plain View

Database: Ci/Users/amingo/Documents/demodatabasexdb
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2.2 Create a CA-Signed Host Certificate (Responder)

Under the “Certificates” tab, click again on “New Certficate” and the “Create x509 certificate“ window

will be shown.

In the “Source” tab check the “Signing” section and make sure to select “Use this Certificate for

signing” and chose the previously created CA.

Under “Template for the new certificate” select “[default] HTTPS_server“and click “Apply all”:

X Certificate and Key management ? e
Create x509 Certificate fk"’-—‘?_‘?

Source Subject Extensions Key usage Metscape Advanced

Signing request

e request Shotv reguest

() Create a self signed certificate with the serial | 1 |

I (@) Use this Certificate for signing democa - |

Signature algorithm SHA 1 -

Template for the new certificate

[default] HTTPS server -

Apply extensions | | Apply subject Apply all

Cance

10
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Go to the “Subject” tab, fill in all the information then click the “Generate a new key” button:

- X Certificate and Key management ? X

Create x509 Certificate ==t

Source Subject Extensions Key usage MNetscape Advanced

Distinguished name
Internal name |hostcert | organizationName |Digi
countryMame |DE | organizationalUnithName |Support2

stateOrProvinceMame |sornestabe

| commaniName | digiwr11

localityName

| Munich

| emailAddress |support2@digi.com|

Type

Content | Add |

Private key

- | [ Used keys too |Generate a new keyi

[ ok ]| concel |

Where:
\ Parameter Setting Description
Internal name hostcert This is for display purposes in the tool, only
Country Name DE The two-letter ISO 3166 abbreviation for your
country.
State of Province The stgte ‘or provmce where your
somestate organization is legally located. Do not
Name .
abbreviate.
. . The city where your organization is legally
Locality Name Munich located. Do not abbreviate.
Organization Dici The exact legal name of your organization.
Name & Do not abbreviate your organization name.
Organizational . —
Unit Name Support2 Section of the organization.
In this example digiwr11 will be used.
Common Name digiwrll This will be used as the router Identity for the
IPSec tunnel settings on the responder
Email Address support2@digi.com E;;errezsurorgamzatlon general email

11
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The “New Key” window will be shown, chose the name and Keysize and click on “Create”:

DL e = F——

¥ Certificate and Key management ? X

New key %

Please give a name to the new key and select the desired keysize
Key properties

Mame | hostcert |

Keytype |RSA =

Keysize | 1024 bif v|

[] remember as default

A pop-up window will show up as a confirmation of the Key creation:

Create x509 Certificate ﬁ __:\

Source Subject Extensions Key usage MNetscape Advanced

Distinguished name

Internal name hostce « X Certificate and Key management * |
St e IE @ Successfully created the RSA private key ‘hostcert® B2 |
stateQrProvinceMame |somes 4 g |

|ocalityMame Muriick | 2@digi.com

Type Content

Click “OK” to close this and click again “OK” ” in the main “Create x509 certificate“ window to complete
the creation of certificate. Again, a pop-up window will show up as a confirmation of the Certificate

creation:

12



How To Configure IKEv2 VPN between TransPort routers using Open SSL Certificates

Certificate ane d Key ma anage

File Import Tokem Extra Help

Private Keys Certiﬁmbe sigmng:thmwm

Internal name comm

M democa DigiCh @
|

Certificates
¢ X Certificate and Key management

Successfully created the certificate "hostcert' 1

Click “OK” to close this and the certificate should now appear in the window under the CA certificate.

- Temrlates. Reuncation lists

bl

MNew Certificate

Export

Impart

Show Details

Delete

Import PKC5%12

Import PKCS£7

Plain View

Please Note: the value in the Common Name field for this certificate, will be used as Responder ID in the

IPsec tunnel settings.

X Certificate and Key management

File Import Token Extra Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
Internal name commonMame cAa Serial Exp| =
v =% democa Digita Yes 01 2027 | Hewcetal |
- ep bostoert Ildigim:nl Ho 02 2018 | | Export |
| Import |
| Show Details |
| Delete |
: | Impart PKCS#12 |
I | Import PKC5#7 |
| Plain View |

Database: Ci/Users/amingo/Documents/demodatabasexdb

13
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2.3 Create a CA-Signed Client Certificate (Initiator)

Under the “Certificates” tab, click again on “New Certficate” and the “Create x509 certificate“ window
will be shown.

In the “Source” tab check the “Signing” section and make sure to select “Use this Certificate for
signing” and chose the previously created CA.

Under “Template for the new certificate” select “[default] HTTPS_client“and click “Apply all”:

X Certificate and Key management 7 >
Create x509 Certificate fi@?
Subject Extensions Key usage MNetscape Advanced

Signing request

Show reguest

() Create a self signed certificate with the serial

(®) Use this Certificate for signing democa -
Signature algorithm SHA 1 -

Template for the new certificate

[default] HTTPS _dient

-

Apply extensions | Apply subject Apply all

CK Cancel

14
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Go to the “Subject” tab, fill in all the information then click the “Generate a new key” button:

Where:

X Certificate and Key management

Create x509 Certificate

Source Subject Extensions Key usage Netscape Advanced

Distinguished name

Internal name

[lienteert

| organizationMame | Digi

countryMame | DE

stateOrProvinceName | somestate

| commoniame |digiwr21

localityMame

| Munich

|
| organizationalUnitiame |support3 |
|
| emailAddress |

| support3@digi.com|

Type

Content |

Private key

'l [ used keys too

|.§enefabe anew hey:l

Parameter Setting Description
Internal name clientcert This is for display purposes in the tool only
Country Name DE The two-letter ISO 3166 abbreviation for your
country.
State or Province The.sta.te or province where your
Somestate organization is legally located. Do not
Name .
abbreviate.
. . The city where your organization is legally
Locality Name Munich located. Do not abbreviate.
Organization Dici The exact legal name of your organization.
Name & Do not abbreviate your organization name.
Organizational . -
Unit Name Support3 Section of the organization.
In this example digiwr21 will be used.
Common Name digiwr2l This will be used as the router Identity for the

IPSec tunnel settings on the initiator

Email Address

Support3@digi.com

Enter your organization general email
address.

15
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The “New Key” window will be shown, chose the name and Keysize and click on “Create”:

X Certificate and Key management T X

New key %

Please give a name to the new key and select the desired keysize
Key properties

Name | cienteert |

Keytype RSA |
Keysize | 1024 bit v|
] Remember as default

A pop-up window will show up as a confirmation of the Key creation:

Create x509 Certificate G-

Source Subject Extensions Key usage Netscape Advanced

Distinguished name

stateOrProvinceMame | someg

localityMame Munic | 0K 3@digi.com

Type Content | A_t-:i;:i- |

Internal name dienti -~ X Certificate and Key management > |
ean i IE @| Successfully created the RSA private key 'clientcert’ 3 |

Click “OK” to close this and click again “OK” in the main “Create x509 certificate“ window to complete
the creation of certificate. Again, a pop-up window will show up as a confirmation of the Certificate
creation:

16
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% Certificate and key man

File Import Token Extra Help

Private Keys Certificate signinA reauests. Certificates Temnlates | Rfmmism....i
Lo X Certificate and Key management >

s
Internal name

v m democa 1i @ Successfully created the certificate 'clientcert’ l New Certificate
Jg® clientce. i ! Export
; I
}.ﬁ hoatcert z oK | E I +

Click “OK” to close this and the certificate should now appear in the window under the CA certificate:

Please Note: the value in the Common Name field for this certificate, will be used as Initiator ID in the

IPsec tunnel settings.

© X Certificate and Key management == O bt
File Import Token Exra Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name commonMarne CA Serial Expl 5
: : s Mew Certificate
v , democa DigiCRh Yes 01 2027
flg® clisaccs |d:i.giwr2'1| 03 2018 Export
J"'!“-'- hostcert digiwrll Ho 02 2018- I +

17
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2.4 Export the certificates and keys in .PEM format
2.4.1 Export Certificates

In the "Certificates” tab, highlight the CA certificate and click on “Export”:

X Certificate and Key management 5 O X
File Import Token Extra  Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name commonhame CA Serial Ex |- e
. MNew Certificate
" lg democa DigiCh o Yes al 2027 2iioe |
‘g‘?g clientce.. digiwr2l o 03 2018 l Export
= |
J"E':".E hostcert digiwrll o 0 2018 | I p t .
Show Details

Import PKCS#7

| Plain Yiew

In the “Certificate export” window, select PEM (*.crt) as the export format and change the filename to

cacert.pem and click “OK”:

ficate and Key management = ]
Fite Import Token Extra
Private Keys Certificate signing requests Certificates Templates Revocation lists
Internal name commaniame CA Serial Exp| ‘ | =
: A e Mew Certificate
v Y R PREE mrmnnm .
X Certificate and Key management ? X Fl
Certificate export e, | #
Mame |dernoca | D
Filenames |C:!Program Files (xﬁﬁ)fxcaﬂKE\tZTesiimoert.pem I | ]| |_|
PEM Text format with headers D
Export Format D

=T =

Database: C:/Users/amingo/Documents/demodatabasexdb

18
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Repeat the previous step for the Client and Host certificate. Rename them certh.pem and certcl.pem:

. Certificate and Key ma

File Import Token Extra Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name commonMame CA Serial Exp( ‘ -
o i HE il NewCerticate |
|+ X Cetificate and Key management ? x E|
Certificate export @ E'
Name |hosteert | J_|
e |hostcer D
Filename |C:)'Program Files (xSG]JxaﬂKEvZTesiicarm.peﬂ I | |_j 1—\
PEM Text format with headers u
Export Format D
|reveen |~
<

Database: Ci/Users/amingo/Documents/demodatabasexdb

te and Key management = O b

File |mpart Token Extra Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name commaoniame CA Serial Exp‘ e
v p—im i el MNewCertficate |
" X Certificate and Key management 2 * B

-

e

Certificate export M\
|

Mame | dientcert

-

e

Filename |C:;‘Prograrr| Files (xSG}JmﬂICEvZTestlcertd.peﬂ I

|

PEM Text format with headers —_

=)

Export Format

[erces | -
——
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2.4.2 Export Keys

From the main XCA window, select the “Private Keys” tab, highlight the host certificate key and click the
"Export® button:

X Certificate and Key management e O X

File Import Token Extra Help

I Private Keys I Certiﬁmtes@gr‘u’ng requests Certificates ~ Templates Revocation lists

Internal name Type Size Use Password |

: . New Key |

.;: +~ clientcert RSR 1024 bic 1 Common T 2
v democa RSL 1024 bit 1 Common | I Export I |
I T hostoert 2 1024 bit 1 Cormon | i |
| Import PFY (PKCS#13) |
| Show Details |
| Delete |

Database: C:/Users/amingo/Documents/demodatabasexdb

In the “Export Private Key [RSA]” window, select PEM private (*.pem) as the export format and change
the filename to privh.pem and click “OK”:

ificate and Key mana

== O X
File Import Token Exra Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
Internal name Type Size Use Password |
G T O S S | ey -
.;__ X Certificate and Key management 7 * ]:i
Export private key [RSA] % a
Mame |hosbcert | ]:‘
Filename |C:_|fProgram Files (x86)fxafﬂ€Ev2‘l’as'\privh.pem|I | |:| ‘

Unencrypted private key in text format

Export Format

-
o o

Database: Ci/Users/amingo/Documents/demodatabasexdb |

20
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Repeat the previous step for the Client key and name it privcl.pem:

Token

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name Type Size Use Password

‘ | Mew Key

T e i e ERL TP I mEe A st

X Certificate and Key management T X

~ Export private key [RSA] % =

MName |dientcert | —

Filename |C:,|"Program Files (xSG}lfxmﬂKEvZTesl\privd.pem|I | Lo E

Unefcrypted private key in tekt format

Export Format

PEM private (*.pem) |

cam R

Database: Ci/Users/amingo/Documents/demodatabasexdb

After all the above steps are completed, the following files should now be available:

- cacert.pem : CAroot certificate

- certh.pem : Responder certificate
- certcl.pem : Initiator certificate

- privh.pem : Responder private key
- privcl.pem: Initator private key

Please note: It is important that each file name do not exceed the 8.3 file format and to keep the file type
and naming as the TransPort router will be searching for these and load them in the certificate
management automatically.

21
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3 DIGI ROUTERS CONFIGURATION

3.1 Responder configuration

The Responder configuration consists in uploading the certificates and the keys on the router, and then
set UP the IKEv2 VPN to use them in the negotiation with the Initiator. All this aspects will be explained in
the subsections below.

3.1.1 Upload Certficates and Keys

The upload of Certificates and Keys can be performed using an FTP client like Filezilla or using the
TransPort WEB User Interface.

In this example, in order to upload the files, the connection to the Transport is done on the local LAN (so
using the ETH o IP address of the router).

FTP:

Open an FTP connection (In this example, using FileZilla) to the TransPort router that acts as responder
and Transfer the certificates and Key files to the root directory:

username@192.168.1.1 - FileZilla = m]

File Edit View Transfer Server Bookmarks Help New version available!

#-EETRE oK %L TAaes

ﬂosrl 192‘163.1‘1\ I ‘ usemame.l username || Password‘.l seaneren ” Port: ‘ ‘ | Cuickconnect |T!
Status: Connecting to 192.168.1.1:21...
Status: Connection established, waiting for welcome message...
Status: Insecure server, it does not support FTP over TLS,
Status: Server does not support non-ASCH characters.
Status: Logged in
Status: Retrieving directory listing...
Status: Directory listing of "/" successful
Local site: | C:\Program Files (x86)\xca\IKEv2Test\ ~ | Remote site: | / v
SourceGear oltll B30
Syntellect
TeamViewer
FE teraterm "
Filename Filesize Filetype Last modified | | Filename Filesize Filetype Last modified Permi A
& Envh.éem I 887 Privacy Enhanced Mail 3/23/2017 4:08 | user File folder 2/1/2017 2:01:00 AM dr-xr-
- privcl.pem 287 Privacy Enhanced Mail 3/22/2017 408 | B privpy.zip 61,480 Archivio W.. 6/23/2017 4:07:00 PM -r-¥r3
R ——— T 3/23/2017 407 | B python.zip 1,736,922 ArchivioW... 6/23/2017 12:3400 PM -rWKry
- certcl, 1,086 Privacy Enhanced Mail 4 M 389,063 Archivio W... 6/23/2017 12:34:00 PM -y
& cacert.)Eaml 1,086 Privacy Enhanced Mail 3/23/2017 4:06 D debug.bak 34,048 BAKFile 2/2/2017 3:21:00 PM ~MWXTY
[ templog.cl 131,072 C1 File 6/23/2017 3:37:00 PM “rexres
[ A arane Aane rinmmnasan e an ans v
< > [« - : >
Selected 3 files. Total size: 3,059 bytes 51 files and 1 directory. Total size: 23,866,991 bytes
Server/Local file Direction Remote file Size Priority  Status
| Queued files | Failed transfers | Successful transfers |
@ @ Queue: empty e

22
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Where:

Host

Username
Password
cacert.pem

certh.pem
privh.pem

192.168.1.1

username

password

IP Address of the TransPort router
Username with Access Level : Super to log in
to the TransPort router (default : username)

Password for the user with Access Level :
Super to login to the TransPort router
(default : password)

CA Root certificate
Host Certificate
Host Private Key

23
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Web GUI:

Open a web browser to the IP address of the TransPort router that acts as responder and do the
following steps to upload each file:

ADMINISTRATION > X.509 CERTIFICATE MANAGEMENT > CERTIFICATE AUTHORITIES (CAs)

In the “Upload CA Certificates” section, click the “Browse” button, go to the file location where
cacert.pem is located, select the file, click “Open” and then click Upload:

Administration - X.509 Certificate > Certificate Authorities (CAs)
¥ Certificate Authorities (CAs) & Choose File to Upload X
A certificate authority (CA) is a trusted third party which issues digital certificates for use b
Digital certificates issued by the CA contain a public key. The certificate alse contains inforr L 4 xca » IKEv2Test v |8 Search IKEv2Test o
about the individual or organization to which the public key belongs.
A CA verifies digital certificate applicants’ credentials. The CA certificate allows verification o e New fold B+ M e
of digital certificates, and the information contained therein, issued by that CA. gBnie: bl
Installed Certificate Authority Certificates builds 2 - Date modified Type
Issuer Expiration Filename i Privacy Enha
D'g’;:::;?z‘rm May 13 16:32:25 2111 GMT  cadc.pem I Desktop 7 certe Privacy Enha
£ Documents 7 certh Privacy Enha
4 Downloads « privel Privacy Enhg
wmthvority (CA) certificates. Files may be in ASN.1 DER or PEM Base64 enc D Music # privh Pivey Eishid
&= Pictures
Dplond B Videos
AT CA certificates from a SCEP Server
s Windows (C) o ¢ 5
SCEP Server IP address: | Port: [0
Path: [—edit-- v File name: I cacert I “ ‘ | Al Fites (.7} -
Application: [pkiclient.exe e
CA identifier: | |
Get CA Certificates

The CA Certificate should now appear under the Installed Certificate Authority Certificates

Administration - X.509 Certificate Management > Certificate Authorities {CAs)

» Certificate Authorities (CAs)

A certificate authority (CA) is a trusted third party which issues digital certificates for use by other parties.
Digital certificates issued by the CA contain a public key. The certificate also contains information

about the individual or organization to which the public key belongs.

A CA venfies digital certificate applicants’ credentials. The CA certificate allows verification

of digital certificates, and the information contained therein, issued by that CA.

I Installed Certificate Authority Certiﬁcatesl

Issuer Filename

Expiration

DigiCA DigiCA Mar 23 14:44:00 2027 GMT cacert.pem View Delete
Digi International Digi International . n
Cerver CA CarverCh May 13 16:32:25 2111 GMT cadc.pem View Delete

Upload CA Certificates
Upload certificate authority (CA) certificates. Files may be in ASN.1 DER or PEM Baset4 encoded formats.

Upload File: C:\Program Files (x8&)'\xca\IKEv2Test\cace Browse...

Upload | File received.

Obtain CA certificates from a SCEP Server

SCEP Server IP address: |

| port: [0

Path: [—-edit-—

v

Application: |pkiclient.exe

CA identifier: |

Get CA Certificates
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ADMINISTRATION > X.509 CERTIFICATE MANAGEMENT > IPSEC/SSH/HTTPS CERTIFICATES

In the “Upload Certificates or Private Keys” section, click the “Browse” button, go to the file location
where certh.pem is located, select the file, click “Open” and then click “Upload”:

ation - X.509 Certificate > IPsec/SSH/HTIPS Certificates
b Certificate Authorities (CAs) & ChooseFile to Upload x
~ IPsec/SSH/HTTPS Certificates
Installed Certificates T~ ‘ v|e Search IKEv2Test ]
Subject Issuer Expiration Key Size Organize + New folder Bz~ TH o
Mar 22 15:36:06 2025 GMT 2048 “
builds A Name Type
l upload Certificate or Private Keys l Commen it Privacy Enha
Upload RSA keys and certilicates. Certificate and key files may be in ASN. LOER-SLBEMLBa: [ Desktop . Privacy Tnha
Upload. Fle: %) Documents Privacy Enha
& Downloads prv Privacy Enh
D Music o privh Privacy Enha
[ Automatically re-enrol aging certificates B Pictures
SCEP Server IP address: Jport:[0 | B videos
Path: [—-edit-- ~| .
Application: [pkiclient.exe | N v < >
CA identifier: | Filename [certh | | [ files () v
CA certificate: | DigiCA (cacert.pem) ~ g e
CA encryption certificate: | | Concel
CA signature certificate: | Ll
RSA Private Key: (Use Existing Key
® Generate new key with size bits

The Certificate should now appear under the Installed Certificates:

Administration - X.509 Certificate Management > IPsec/SSH/HTTPS Certificates

} Certificate Authorities (CAs)
- IPsec/55H/HTTPS Certificates

I Installed Certificates I

Subject Issuer Expiration Filename
Mar 22 15:36:06 2025 GMT 2048 certil.pem View Delete
digiwrli DigiCa Mar 23 14:54:00 2018 GMT 1024 certh.pem View Delete

Upload Certificate or Private Keys
Upload RSA keys and certificates. Certificate and key files may be in ASN.1 DER or PEM Base64 encoded formats.

Upload File: C:\Program Files (xSG)\xca\IKEvaest\cerﬂ;___ﬁ_r_c_w_\r_s_q._.__. |

Upload | File received.
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ADMINISTRATION > X.509 CERTIFICATE MANAGEMENT > KEY FILES

In the “Upload Private Key” section, click the “Browse” button, go to the file location where privh.pem
is located, select the file, click “Open”

Administration - X.509 Certificate Management > Key files

} Certificate Authorities (CAs) & Choose File to Upload 'Y
» IPsec/SSH/HTTPS Certificates
~pbecdilas 4 d xea » IKEvZTest v |  Search IKEv2Test P
Upload RSA key. Key files may be in PEM Base64 encoded farmat. Organize v Mew folder Bz [H o
Upload File: : A
& builds A Name Date modified Type
Filename: | |
Gamman < cacert 3/23/2017 406 PM  Privacy Enha
Passphrase: | |
I Desktop 7 certel 3 M Privacy Enha
Confirm Passphrase: ‘ ‘ = ;
[ Documents o certh 3/ M Privacy Enh
Upload & Download < ol 3/23) 9PM  Privacy Enha
D Music l - privh I 3/23/2017409PM  Privacy Enha
} Key Generation =] Pictures
{8 Videos
A5 Windows (C) o, ¢ 3
File name privh | <] Al Files () |

| Open I Cancel

Type the file name “privh.pem” in the Filename field and click on “Upload”.

Before leaving the page, wait for the message “Key file saved” to be displayed to be sure that the upload
is successful:

Administration - X.509 Certificate Management > Key files

b Certificate Authorities (CAs)
¢ IPsec/SSHHTTPS Certificates
- Key files

Upload Private Key
Upload RSA key. Key files may be in PEM Basetd encoded format.

Upload File: >gram Files {x86)\xca\IKEv2Test\privh.pem 5' Browse... |

Filename:lprivh.pem I |
Passphrase: |

Confirm Passphrase: | |

Upload ||KEY file saved. I
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3.1.2 VPN Configuration

In this example the WAN Interface of the responder is the Mobile one, so on the PPP 1 interface the IPsec

must be enabled:

CONFIGURATION - NETWORK > INTERFACES > MOBILE

Configuration - Network > Interfaces = Mobile

I Service Plan / APN: |Internet.t-d1.de

[] use backu

Confirm stM PIN: [ |

p APN |

sMPIN:[ | (Optional)

Username: |

Password: |

Confirm Password: |

Mobile Connection Settings

Mobile Network Settings

¥ Enable NAT on this interface
® 1P address ' IP address and Port

¥ Enable IPsec on this interface

| toptional)

[0 Re-establish connection when no data is received for a period of time

Retry the main APN after ICI minutes

Parameter Setting Description
Service internet Enter the APN of your mobile
Plan/APN provider
Enable II?Sec Enable IPSec on PPP 1
on this v i
. interface
interface
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Then, the IPsec tunnel must be configured with the following settings:

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC TUNNELS >
IPSEC 0-9 > IPSEC O

Configuration - Network = Virtual Private Networking (VPN] > IPsec > IPsec Tunnels > IPsec O

* IPsec Tunnels
¥ IPsecD

| Description: [IKEv2 with Certs | |

The IP address or hostname of the remote unitl

Use | as a backup unit
Local LAN Remote LAN
® Use these settings for the local LAN ® |Use these settings for the remote LAN
IP Address: IP Address:
Mask: |255.,255.255.0 Mask: |255.255.255.0
O use interface PPP aalfl) ) Remote Subnet ID:

Use the following security on this tunnel

O off OPreshared Keys O XAUTH Init Preshared Keys | ® RSA Signatures| O XAUTH Init RSA

[Rsa key File: [privh.pem ]|

Qur ID: |digiwr11 | |
Our ID type ®IKE ID | OFQDN  Cuser FQDN O IPv4 Address
Remote ID: |digiwr21 I |

I Use |AES (256 bit keys) V| :incnrpﬁon on this tunnel

Use [SHA1 | guthentication on this tunnel

I Use Diffie Hellman group |2 ~| I

Use IKE |vZ %|to negotiate this tunnel
Use IKE configuration:

Bring this tunnel up

Al the time
) Whenever a route to the destination is available
® on demand

If the tunnel is down and a packet is ready to be sent |dr0|:.| the packet ~

Bring this tunnel down if it is idle for |t} | hrs |D | mins |{J | SECS

Renew the tunnel after

|3 | hrs|D |rr'|ins|III |secs

||KBytes | of traffic
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Description

Local LAN IP Address

Local LAN Mask

Remote LAN IP
Address

Remote LAN Mask

Use the following
security on this tunnel

RSA Key File

OurID
Our ID type

Remote ID

Use () encryption on
this tunnel

Use () Authentication
on this tunnel

Use Diffie Hellman

group ()
Use IKE n to negotiate
this tunnel

Use IKE configuration

Bring this tunnel up

If this tunnel is down
and a packet is ready
to be sent

Ikev2 with Certs

192.168.1.0

255.255.255.0

192.168.10.0

255.255.255.0

RSA Signatures
privh.pem

digiwrll
IKE ID

digiwr21
AES (256 bit keys)

SHA1

v2

On Demand

Drop the packet

Description of the IPsec tunnel

Use this IP address for the local LAN subnet. This
is usually the IP address of the router’s
Ethernet interface or that of a specific device on
the local subnet
Use this IP mask for the local LAN subnet. The
mask sets the range of IP addresses that will be
allowed to use the IPsec tunnel.

Use this IP address for the remote LAN subnet.
This is usually the IP address of the peer’s
Ethernet interface or that of a specific device on
the local subnet
Use this IP mask for the remote LAN subnet. The
mask sets the range of IP addresses that will
be allowed to use the IPsec tunnel.
Select RSA signature security for this tunnel to
use the uploaded certificates

Private key file used for the responder

ID that is matching the CN of the certificate in the
first router (responder)

Defines how the remote peer is to process the Our
ID configuration. Set to IKE ID to match the
information used in the certificate
Remote ID that is matching the CN in the second
router certificate (initiator)

The ESP encryption protocol to use with this IPsec
tunnel

The ESP authentication algorithm to use with this
IPsec tunnel

The Diffie Hellman (DH) group to use when
negotiating new IPsec SAs.
The IKE version to use to negotiate this IPsec
tunnel.

The IKE configuration instance to use with this
Eroute when the router is configured as an
Initiator (so left as default in this case, it makes no
difference as this router will no act as initiator)

Controls how the IPsec tunnel is brought up.

Defines the action that is performed when the
IPsec tunnel is down and a packet needs to be
sent
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Then, the IKEv2 responder section must be configured with the following settings:

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IKEv2 > IKEv2
RESPONDER and > ADVANCED

* IKEv2

F IKEv2 O

P IKEv2 1

F IKEV2 2

b IKEV2 3

r IKEv2 4

w IKEv2 Responder

W] Enable IKEv2 Responder

Accept IKEvZ Requests with

COpes  [3pes  [Claes (128 bit)  [JAES (132 bit)  MIAES
" (256 bit)

Authentication: [1Mps  MIsHa1 | [IsHAZ56
PRF algorithm: [(Imps  MsHa1 | [IsHA2s6
| MODP Group between: [1 (768) V| and |2 (1024) V||

Encryption

Renegotiate after |8 |hrs |0 | mins [0 | secs

Rekey after |D | hrs |D | mins |D |secs

« Advanced

Stop IKE negohiation if no packet recerved for |30 | seconds

¥ Enable Dead Peer Detection
& Enable NAT-Traversal

WAT traversal keep-alive interval: seconds

RSA private key file: |privh.pem

Parameter Setting Description \
Encryption AES (256 bit) Defines the encryption algorithm used
Authentication SHA1 Defines the authentication algorithm used.
PRF Algorithm SHAL Defines the PRF (Ps?udo Random Function)
algorithm used
MODP Group
between x and y 1(778) and 2(1024) The acceptable range for MODP group.

The name of a X.509 certificate file holding the
Advanced > . router’s private part of the public/private key

RSA private key file privh.pem pair used in certificate exchanges. In this case is

the Private key file used for the responder
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3.2 Initiator configuration

The Initiator configuration consists in uploading the certificates and the keys on the router, and then set
UP the IKEv2 VPN to use them in the negotiation with the Responder. All these aspects will be explained
in the subsections below.

3.2.1 Upload Certificates and Keys

The upload of Certificates and Keys can be performed using an FTP client like Filezilla or using the
TransPort WEB User Interface.

In this example, in order to upload the files, the connection to the Transport is done on the local LAN (so
using the ETH o IP address of the router).

FTP:

Open an FTP connection (In this example, using FileZilla) to the TransPort router that acts as initiator
and transfer the certificates and Key files to the root directory:

username@192.168.10.7 - FileZilla - O x

File Edit View Transfer Server Bookmarks Help Mew version available!
Z-EE TR okO L Tasse
Host: IW?.-TB&JO.T Iusernamelusamame I PESMDrdJI“"““ I‘ Ecm:‘ ‘ | Quickconnect | + |

Status: Connecting to 192.168.10.1:21...
Status: Connection established, waiting for welcome message...
Status: Insecure server, it does not support FTP over TLS.
Status: Server does not support non-ASCH characters.
Status: Logged in
Status: Retrieving directory listing...
Status: Directory listing of "/" successful
Local site; | C:\Program Files (x86)\xca\IKEv2 Test), ~ | Remote site; | / (9
i e Windows Sidebar Alml s
L@ | WindowsPowerShell
i B ) xca
IKEv2Test w
Filenarne Filesize Filetype Last modified Filename Filesize Filetype Last modified Permissions  Ou ™
887 Privacy Enhanced Mail 3/23/2017 4:09:57 ... user File folder 2/1/2017 2:01:0...  dr-xr-xr-x ftp
Erivacy Enhanced Mail 3/23/2017 2:09:31 ... [ activatesb 32,636 SB File 31472017123, -rwxowxrwx ftp
Privacy Enhanced Mail 3/23/2017 407:59 .., —H 1,000,000 TXT File 323207 410, -t fip
Privacy Enhanced Mail 3232017 40727 ... % anaeth.cap 1,000,000 Wireshark...  3/23/2017 4:10...  -r-xr-xr-x ftp
ol ceceripem A Privacy Enhanced Mail 3/23/2017 4:06:33 ... G‘, anaip.cap 1,000,000 Wireshark... 3/23/2017410:.. -r-xr-xr-x ftp
[ anappp.cap 1,000,000 Wireshark ..  3/23/2017 4:10:..  -r-xr-xr-x ftp
I=Irfrert cer 1371 Serurite Ce 21473017 12:3 _rasvrarerane ftn Y
< >
Selected 3 files, Total size: 3,059 bytes 51 files and 1 directory. Total size: 19,632,232 bytes
Server/Local file Direction Remote file Size Priority  Status

| Queued files | Failed transfers | Successfultransfers |

8@ Queue empty

31



How To Configure IKEv2 VPN between TransPort routers using Open SSL Certificates

Where:

Host

Username

Password

cacert.pem
certcl.pem
privcl.pem

192.168.10.1

username

password

IP Address of the TransPort router

Username with Access Level : Super to log in
to the TransPort router (default : username)

Password for the user with Access Level :
Super to log in to the TransPort router
(default : password)

CARoot certificate
Host Certificate
Host Private Key
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Web GUI:

Open a web browser to the IP address of the TransPort router that acts as initiator and do the following
steps to upload each file:

ADMINISTRATION > X.509 CERTIFICATE MANAGEMENT > CERTIFICATE AUTHORITIES (CAs)

In the “Upload CA Certificates” section, click the “Browse” button, go to the file location where
cacert.pem is located, select the file, click “Open” and then click Upload:

istration - X.509 Certificate M > Certificate Authorities (CAs)

¥ Certificate Authorities (CAs)

A certificate authority (CA) is a trusted third party which issues digital certificates for use by other parties.
Digital certificates issued by the CA contain a public key. The certificate also contains information

about the individual or organization to which the public key belongs.

A CA verifies digital certificate applicants' credentials. The CA certificate allows verification
of digital certificates, and the information contained therein, issued by that CA.

Installed certificate Authority Certificates « . xca » IKEv2Test v B Search IKEv2Test o

@ Choose File to Upload X
o

Issuer Expiration Filename Qrganize » New folder o @
Digi;:rtf;'actl“"al Digi;:rtf;??:tional May 13 16:32:25 2111 GMT  cadc.pem 55 Windows (G * Name h Date modified Type
Intel Privacy Enha
elior Lem o TTETTTD (CA) certificates. Files may be in ASN.1 DER or PEM Base64 en ManageEngine 7 certh Privacy Enha
Upload File: MININT " priuch Privacy Enha
PerfLogs 7 privh Privacy Enh

Upload

Program Files
UBTAMTA certificates from a SCEP Server 2

Program Files |

SCEP Server 1P address: ‘ | Port: ‘0
source il s .
Path: [--edit— v|
Application: ‘pkiclisnt.exe | File name: I(B(Eft I V‘ All Files (*.#) |

CA identifier: ‘ | | Open I Cancel
Get CA Certificates

The CA Certificate should now appear under the Installed Certificate Authority Certificates

Administration - X.509 Certificate Management > Certificate Authorities (CAs) ‘

¥ Certificate Authorities (CAs)

A certificate authority (CA) is a trusted third party which issues digital certificates for use by other parties.
Digital certificates issued by the CA contain a public key. The certificate also contains information

about the individual or organization to which the public key belongs.

A CA verifies digital certificate applicants' credentials. The CA certificate allows verification

of digital certificates, and the information contained therein, issued by that CA.

| Installed Certificate Authority Certificates

Subject Issuer Expiration Filename
Digi International Digi International R - -
Sliliois May 13 16:32:25 2111 GMT  cade.pem

Server CA
I Digica Digica Mar 23 14:44:00 2027 GMT cacert.pem | View | | Delete ||
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ADMINISTRATION > X.509 CERTIFICATE MANAGEMENT > IPSEC/SSH/HTTPS CERTIFICATES

In the “Upload Certificates or Private Keys” section, click the “Browse” button, go to the file location
where certcl.pem is located, select the file, click “Open” and then click “Upload”:

ration - X.509 Certificate M > IPsec/SSH/HTTPS Certificates

» Certificate Authorities {CAs)
~ IPsec/SSH/HTTPS Certificates

Installed Certificates

(& Choose File to Upload b e

Issuer Expiration HE
Mar 22 15:36:06 2025 GMT 2048 cert( * nca > IKEvZTest v O | Search IKEw

Organize ~  Newfolder

= m @
Upload Certificate or Private Keys -
. builds A Name Date modified Type
PToa ByS and Certmcates. Certmcate and key files may be in ASN.1 ases4 en
Upload File: B Cammen . cacert 3/23/2017406PM  Privacy Enha

[ Desktop 3/23/2017407PM  Privacy Enh
Upload

[£] Documents 2 17407PM  Privacy Enha

Enroliment

& Downloads o privel Privacy Enha
] Automatically re-enrol aging certificates b Music o privh Privacy Enha
SCEP Server IP address: | [ Port: [0 | & Pictures
path: [--edit-- v| B Videos
Application: |pkicliant.exe ‘ S Windows (C) ¢ >
CA identifier: | | erenamel ] - E -
CA certificate: | Digi International Server CA (cadc.pem) Vv - = :
CA encryption certificate: | V| m' Eomesl =

CA signature certificate: |

¥

The Certificate should now appear under the Installed Certificates:

Administration - X.509 Certificate Management > IPsec/SSH/HTTPS Certificates

} Certificate Authorities (CAs)

¥ IPsec/SSH/HTITPS Certificates
Installed Certificates

Subject Issuer Expiration Key Size Filename

Mar 22 15:36:06 2025 GMT cert0l.pem View Delete

I digiwrz1 Mar 23 14:57:00 2018 GMT certcl.pem View
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ADMINISTRATION > X.509 CERTIFICATE MANAGEMENT > KEY FILES

In the “Upload Private Key” section, click the “Browse” button, go to the file location where privcl.pem
is located, select the file, click “Open”

Admini ion - X.509 Certificate M. > Key files & Choose File to Upload X
} Certificate Authorities (CAs) T« xea o IKEv2Test v O | Search KEv2Test £
} IPsec/SSH/HTTPS Certificates
 Key files Organize = New folder =~ O @
Upload Private Key builds A Mame Date modified Type
Upload RSA key. Key files may be in PEM Base64 encoded format.
) G ¥ cacert Privacy Enha
Uplaad. File: | Browse... | I Deskiop o certdl Privacy Enhd
i I | [E] Documents  certh /23, M Privacy Enha
Passphrase: ‘ ‘ & Downloads 3/23/20174:L9PM  Privacy Enha
v 3/23/2017408PM  Privacy Enh
Gonfirm Passphrase: | | b huse o ¥ iy g
[&] Pictures
Upload
u B Videos
i Windows (€] ¢ 5
} Key Generation

File namei privel | ] [nFies 0 <]

l Open I Cancel |

Type the file name “privcl.pem” in the Filename field and click on “Upload”.

Before leaving the page, wait for the message “Key file saved” to be displayed to be sure that the upload
is successful:

Administration - X.509 Certificate Management > Key files

» Certificate Authorities (CAs)
P IPsec/SSH/HTTPS Certificates
* Key files

Upload Private Key
Upload RSA key. Key files may be in PEM Base64 encoded format.

Upload File: )gram Files (x86)\xca\IKEv2Test\privcl.pem Browse... :

Filename] [privcl.pem

Passphrase:

Confirm Passphrase: |

| Upload “Key file saved.
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3.2.2 VPN Configuration

In this example the WAN Interface of the responder is the Mobile one, so on the PPP 1 interface the IPsec

must be enabled:

CONFIGURATION - NETWORK > INTERFACES > MOBILE

Configuration - Network > Interfaces = Mobile

I Service Plan / APN: |Internet.t-d1.de

Username: |
Password: |

Confirm Password: |

Mobile Connection Settings

Mobile Network Settings

¥ Enable NAT on this interface
® 1P address ' IP address and Port

[J use backup APN |

sMPIN:[ | (Optional)
Confirm stM PIN: [ |

¥ Enable IPsec on this interface

| toptional)

[0 Re-establish connection when no data is received for a period of time

Retry the main APN after ICI minutes

Parameter \ Setting \ Description
Service internet Enter the APN of your mobile
Plan/APN provider
Enable II?Sec Enable IPSec on PPP 1
on this 4 .
] interface
interface
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Then, the IPsec tunnel must be configured with the following settings:

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC TUNNELS >

IPSEC 0-9 > IPSEC O

+ IPsec Tunnels
= IPsec 0 - IKEv2 with Certs

Descripticun:| 1KEv2 with Certs |

The IP address or hostname of the remote unit [37.85.24,1587 |

Use | |as a backup unit
Local LAN Remote LAN
®) Use these settings for the local LAN ® Use these settings for the remote LAN
IP Address: IP Address:
Mask: Mask:
) Use interface PPP o ) Remote Subnet ID:

Use the following security on this tunnel
(Off O Preshared Keys O XAUTH Init Preshared Keys |® RSA& Signatures | O/ XAUTH Init RSA

| RS& Key File: | privcl.pem l-:

Our ID: [digiwr21
Cur ID type ®IKEID | O FQDN  C'User FQDN - ) IPv4 Address
Remote ID: |digiwr11 |

| Use |AES (256 bit keys) V||encry|:ltiun on thiz tunnel

SHA1  “|authentication on this tunnel

| Use Diffie Hellman group |2 v|

Use IKE [v2 %|to negotiate this tunnel
Use IKE configuration:

Bring this tunnel up

® All the time
) Whenever a route to the destination is available
) On demand

If the tunnel is down and a packet is ready to be sent |hring the tunnel up

Bring this tunnel down if it is idle for [0 | hrs o | mins [0 | secs
Renew the tunnel after

|8 |hrs|0 |mins|ﬂ- |secs

|[kBytes | of traffic
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Where:

Description

The IP address or
hostname of the
remote unit

Local LAN IP Address

Local LAN Mask

Remote LAN IP
Address

Remote LAN Mask

Use the following
security on this tunnel

RSA Key File

OurID

Our ID type

Remote ID

Use () encryption on
this tunnel
Use () Authentication
on this tunnel
Use Diffie Hellman
group ()
Use IKE n to negotiate
this tunnel

Use IKE configuration

Bring this tunnel up

If this tunnel is down
and a packet is ready
to be sent

Ikev2 with Certs

37.85.24.187

192.168.10.0

255.255.255.0

192.168.1.0

255.255.255.0

RSA Signatures
privcl.pem

digiwr21

IKE ID

digiwrll
AES (256 bit keys)

SHA1

v2

All the time

Bring the tunnel up

Description of the IPsec tunnel

The IP address or hostname of the remote IPsec
peer that a VPN will be initiated to.

Use this IP address for the local LAN subnet. This
is usually the IP address of the router’s
Ethernet interface or that of a specific device on
the local subnet
Use this IP mask for the local LAN subnet. The
mask sets the range of IP addresses that will be
allowed to use the IPsec tunnel.

Use this IP address for the remote LAN subnet.
This is usually the IP address of the peer’s
Ethernet interface or that of a specific device on
the local subnet
Use this IP mask for the remote LAN subnet. The
mask sets the range of IP addresses that will
be allowed to use the IPsec tunnel.

Select RSA signature security for this tunnel to

use the uploaded certificates

Private key file used for the responder

ID that is matching the CN of the certificate in the
first router (initiator)

Defines how the remote peer is to process the Our
ID configuration. Set to IKE ID to match the
information used in the certificate
Remote ID that is matching the CN in the second
router certificate (responder)

The ESP encryption protocol to use with this IPsec
tunnel
The ESP authentication algorithm to use with this
IPsec tunnel
The Diffie Hellman (DH) group to use when
negotiating new IPsec SAs.

The IKE version to use to negotiate this IPsec
tunnel.

The IKE configuration instance to use with this
Eroute when the router is configured as an
Initiator
This controls how the IPsec tunnel is brought up,
for the initiator “All the time” option is chosen
Defines the action that is performed when the
IPsec tunnel is down and a packet needs to be
sent. For the initiator in this AN the “bring the
tunnel up” option is chosen
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CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IKEv2 > IKEv2 0 and

> ADVANCED

¥ IKEv2
* IKEv2 0

Use the following settings for negotiation

Encryption: O NMone O DES O3DES O AES (128 bit) (OAES (192 bit) |® AES (256 bit)
Authentication: O None O MDS | ® sHAL | O sHAZSS
PRF algorithm: CNone O MDS | ®sHAL | O SHAZSE

MODP Group for Phase 1:§2 (1024)

Renegotiate after |8 hrs (0 mins |0 SEeCcs

Rekey after |0 | hrs |0 | mins |D | Secs

+ Advanced

Retransmit a frame if no response after seconds
Stop IKE negotiation after retransmissions
Stop IKE negotiation if no packet received for seconds

Enable Dead Peer Detection
Enable NAT-Traversal

MNAT traversal keep-alive interval: seconds

RSA private key file:

Encryption AES (256 bit)
Authentication SHA1
PRF Algorithm SHA1

MODP Group for
Phase 1 2(1024)
Advanced > rivel.oem
RSA private key file privel.p

The encryption algorithm used
The authentication algorithm used

The PRF (Pseudo Random Function) algorithm used

Sets the key length used in the IKE Diffie-Hellman
exchange to 768 bits (group 1) or 1024 bits
(group 2). In this example group 2 is chosen to enable a
1024 bit key length
The name of a X.509 certificate file holding the router’s
private part of the public/private key
pair used in certificate exchanges. In this case is the
Private key file used for the initiator.
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4 TESTING

4.1 Check the IPsec tunnelis UP

This section will show that the IPSec tunnel has been established between the Initiator and the
Responder.

The Event log will show the IKEv2 negotiation start and ends successfully in both routers:

MANAGEMENT - EVENT LOG

Initiator:

Management - Event Log

Responder:

24
L
24
24
24

24
Z24
z4
24
24

Har

Mar

Har

Mar

Har

2017, (2}

IFEvZ Negotiation completed pe,Initiator

2017 ,Erpute 0 VEN up peer: digiwrll

2017, Hew
2017, (2)
2017, (2}
2017, (2}
2017, (2)
2017, (2)
2017, (2}
2017, IEE

Management - Event Log

IPSec SR created by digiwrll

IFKE Wotification: AUTH LIFETIME, BX

IFE Eeys MNegotiated. Peer:

IFE Wotification: Initial Contact, BX

IFE Wotification: MATD dest. IP, BX

IFE Wotification: MATD source IP, B

Hew IKEvZ Hegotiation peer 37_B5.24.1B87,Initiator (Init)
Beguest Receiwved From Ercuts 0

B:10:
B-10:
B-10:
B:10:
B:10:
B-10:
B-10:

Mar
Mar
Mar
Mar
Mar
Mar
Mar

2017, WEB
2017, (1)

Login OE by username 1wl 0O
IEEvZ Megotiation completed pe, Besponder

2017,Eroute 0 VEH up peer: digiwrZl

IPSec SR created by digiwrzZl

IKE Eeys Megotiated. PBeer:

IFKE Wotification: Initial Contact,BX

IFKE Motification: HATD dest. IP,BX

IFE MNotification: MATD source IP, BX

Hew IEEvZ Hegotiation peer 37.81.80_.128, Responder [(Init)

2017, Hew
2017, (1)
2017, (1)
2017, {1}
2017, (1)
2017, (0)
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After that, in the connections status section IPsec and IKE v2 SAs will be displayed:

MANAGEMENT - CONNECTIONS > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC TUNNELS

Initiator:

~ IPsec Tunnels.

Outbound V1 SAs
No Tunnels
Inbound V1 SAs
No Tunnels
Ouﬁmund V2 sas

Remove All
]lllJmlnd V2 SAs
T peertr | LRI SRS R I
|_|37 85.24.187 1192.168.1.0 1152.168.1.255 192.168.10.0 192.168.10.255 ,m |SHAL AES(IEE) o (28732 [PRP 1 Remove

Remove All |[ Refresh

Responder:

~ IPsec Tunnels

Outbound V1 SAs
No Tunnels
Inbound V1 SAs
No Tunnels
Ouﬁmnml v2sAs

Last Rem. 1P First Loc. IP Last Loc. IP KBytes Delivered
]_‘37 81.60.128 [192.168.10.0 [192.168.10.255 [toz.165.1.0 [192.168.1.255 N/A sHaL (zse) N/A bssoa lpep 1 Remove

Remove All

]nhound V2 SAs

Last Rem. IP First Loc. IP Last Loc. IP | EspEnc | KBytes Delivered
]_‘37 81.60.128 192.168.10.0 192.168.10.255 l192.168.1.0 192.168.1.255 NIA SHAL ES(256) l28s94 pPP 1 El
Remove All || Refresh

MANAGEMENT - CONNECTIONS > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IKE SAS

ope
Initiator:
~ IKE 5As
IKEv1 SAs
No SAs
IKEV2 SAs
Peer Peer Our SESSIDI'IR K wuth Enc “";te Internal
D L] P m e Alg Alg m
digiwr1l 37.85.24,167 37.81.60.128  0x2 o shar AES
Refresh H Remove All V2 SAs
Responder:

~ IKE SAs

IKEv1 SAs
No SAs

IKEv2 SAs
Our Session Auth Enc Tinf\;a Internal
i j ] D

Rekeys Alg  Alg Led

digiwr21 37.81.60.128 37.85.24.187 Ox1 0 SHA1 (256) 28675 1: Remove

Refresh || Remove All v2 saAs
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In case of issues in the negotiation, take an IKE/IPsec trace following this guide:
http://ftpl.digi.com/support/documentation/QN 045 How To setup analyser To Get IKE IPsec trac
e.pdf.

Please note that debug settings section for IKE, even if using IKEv2, is under general IKE configuration, as
there is not a specific one for v2.

4.2 Check the Traffic passes through the IPsec tunnel

This section will show traffic passing across the tunnel. An easy way to test it, is to make a PING from a
laptop connected to the ETH of the Initiator to one connected behind the responder. Before do that, to
check how this traffic is handled by the router, the analyser section in the initator router (but the same
can be done on the responder) must be configured as follows:

MANAGEMENT - ANALYSER > SETTINGS

Management - Analyser > Settings

 Settings

¥ Enable Analyser

Maximum packet capture size: bytes
Log size: Khytes

Protocol layers
ClLayer 1 {Physical)
[ Layer 2 (Link)
M Layer 3 (Network)
COxor

[ Enable IKE debug

[J Enable QMI trace

LAPB Links
JapB0 [ LAPE1

Serial Interfaces
[ ASY O O AsY 1 O AsY 2 [ ASY 3 O AasSY 5
Oasye [Oasy7 [Oasys [Oasye [asyio
Oasvy11 Oasyi1z [Hasy13 [ AasYy14 [ ASY 15
O AsY 16 [0 ASY 17 [ W-WAN
| Clear all Serial Interfaces |

Ethernet Interfaces
OEM0O OETH1T [COEMHZ2Z [OETH3 [OEH4
[JETH5 [JETH6 [JEMH7 [JETH8 [JETH®S

| Clear all Ethernet Interfaces |

PPP Interfaces
Cpppo [IPPPL [IPPP2 [IPPP3 [IPPP4

COeeps [OprPs [IPPPY
| Clear all PPP Interfaces |

IP Sources
MEHO [OEMH1 CJETH 2 OetH3 [EH4
[JETHS [JETH& CJETHT COETH8 [JETHS
COovPNo [JOWPN1 [J OVPN 2
[Crero [+ PPP 1 Clpep2 Orerz [Irrr4a
CJPPPS O PPP & CIPPP 7
| Clear all IP Sources |
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Once the analyser is configured, do the ping from the laptop on initiator side:

BN Select Administrator: Command Prompt

Minimum

C: \windows®

ent = 1,

I % i
ved = 1,

round trip times in milli-s

tem32>

924ms, Max

Lost =

= 924ms

Then, check the trace, it will show that the ICMP request/reply packets will be sent through the tunnel 0:

MANAGEMENT - ANALYSER > TRACE

————— 24-3-2017
45 00 00 3C 75

CO A8 01 65 08

08:28:10.110
1B 00 00 80 01
00 OE 46 00 01

65 66 67 68 69 6A 6B 6C 6D 6E

75 76 77 61 62 63 64 65 66 67

IP (In) From REM TO LOC

45 IP Ver:
Hdr Len:

00 TOS:
Delay:
Throughput:
Reliability:

00 3C Length:

75 1B ID:

00 00 Frag Offset:
Congestion:

80 TTL:

01 Proto:

38 8C Checksum:

CO A8 0OA 64 Src IP:

CO0 A8 01 65 Dst IP:

ICMP:

08 Type:

00 Code:

0E 46 Checksum:

————— 24-3-2017 08:28:10.110

45 00 00 3C 75 1B
CO A8 01 65 08 00
65 66 67 68 69 6A

00 00 7F 01 39
OE 46 00 01 3F
6B 6C 6D 6E 6F

38 8C CO A8 OA 64
61 62 63 64
71 72 73 74

IFACE:
4

20
Routine
Normal
Normal
Normal
60
29979

0
Normal
May Fragment
Last Fragment
128

ICMP

14476
192.168.10.100
192.168.1.101

ETH O

ECHO REQ
0
17934

8C CO A8 OA 64
15 61 62 63 64
70 71 72 73 74

E..
.e...F.

NEPE O EGl]
efghijklmnopgrst
uvwabcdefghi

.?.abcd

efghijklmnopgrst
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75 76 77 61 62 63 64 65 66 67 68 69 uvwabcdefghi
ER 0-digiwrll From LOC TO REM IFACE: PPP 1
45 IP Ver: 4
Hdr Len: 20
00 TOS: Routine
Delay: Normal
Throughput: Normal
Reliability: Normal
00 3C Length: 60
75 1B ID: 29979
00 00 Frag Offset: 0
Congestion: Normal
May Fragment
Last Fragment
TF TTL: 127
01 Proto: ICMP
39 8C Checksum: 14732
CO A8 OA 64 Src IP: 192.168.10.100
CO A8 01 65 Dst IP: 192.168.1.101
ICMP:
08 Type: ECHO REQ
00 Code: 0
0E 46 Checksum: 17934
————— 24-3-2017 08:28:10.110 e m
45 00 00 78 00 1B 00 00 FA 32 20 58 25 51 3C 80 E..x..... 2 X%0<.
25 55 18 BB 86 65 7E 91 00 00 00 1B 24 B3 D5 85 BUo 0 0@%0 0000 S...
C2 5B OB 82 9C 49 AD AE C9 E9 A4 23 OE 46 7C F1 [ L6000 ¢ #.F|
90 73 AB 4C 9B DA FF 7D 59 7C AE 8D AA 7B 90 BF s.L 1Y {
33 3C 10 04 AC 7C 51 59 OF 54 CA A9 DA 80 5B 5F 3<...|QY.T [
82 DD 5A 44 71 47 70 FA AC DO 22 F4 E9 CA 8E 27 ZDgGp " !
2C 45 43 CB 93 4C C9 50 9E 09 CB DF D7 BC 63 25 yEC..L.P...... c%
EO 23 EB 04 CB 54 CE 90 H.LLT
IP (Final) From LOC TO REM IFACE: PPP 1
45 IP Ver: 4
Hdr Len: 20
00 TOS: Routine
Delay: Normal
Throughput: Normal
Reliability: Normal
00 78 Length: 120
00 1B ID: 27
00 00 Frag Offset: 0
Congestion: Normal
May Fragment
Last Fragment
FA TTL: 250
32 Proto: ESP
20 58 Checksum: 8280
25 51 3C 80 Src IP: 37.81.60.128
25 55 18 BB Dst IP: 37.85.24.187
————— 24-3-2017 08:28:11.040 mesmm
45 00 00 78 00 15 00 00 F4 32 26 5E 25 55 18 BB E..X..... 2&"%U. .
25 51 3C 80 AB 00 EC B3 00 00 00 15 22 15 C5 15 BO<. "o,
54 A9 77 EB 5E 0D 21 65 AO CC 27 42 88 D3 2B 88 T.w..!e..'B..+.
22 C3 DB 74 EO 9E 7E 2C A3 FO CO 7E 1C 5A 3B 41 "Lt~y o00~0Z5A
1C C6 40 73 51 93 1A F7 A7 EB 8D 54 2E 55 E8 5B ..@sQ...... T.U. [
B8 DE 62 7C 3B 6B OE AE 93 40 99 2A 44 E2 51 B3 0 0l0] £Xo 0 o @0 D@
8E 14 44 EE C6 26 68 A7 14 69 12 C4 CD 25 86 F1 ..D..&h..1i...5%..
C8 10 37 E1 F9 F5 49 B6 7...1.
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IP (In) From REM TO LOC IFACE: PPP 1
45 IP Ver: 4
Hdr Len: 20
00 TOS: Routine
Delay: Normal
Throughput: Normal
Reliability: Normal
00 78 Length: 120
00 15 ID: 21
00 00 Frag Offset: 0
Congestion: Normal
May Fragment
Last Fragment
F4 TTL: 244
32 Proto: ESIE
26 5E Checksum: 9822
25 55 18 BB Src IP: 37.85.24.187
25 51 3C 80 Dst IP: 37.81.60.128
————— 24-3-2017 08:28:11.040 ceoeos
45 00 00 3C 54 14 00 00 7F 01 5A 93 CO A8 01 65
CO A8 OA 64 00 00 16 46 00 01 3F 15 61 62 63 64
65 66 67 68 69 6A 6B 6C 6D 6E 6F 70 71 72 73 74
75 76 77 61 62 63 64 65 66 67 68 69
IP (Cont) From REM TO LOC IFACE: PPP 1
45 IP Ver: 4
Hdr Len: 20
00 TOS: Routine
Delay: Normal
Throughput: Normal
Reliability: Normal
00 3C Length: 60
54 14 ID: 21524
00 00 Frag Offset: 0
Congestion: Normal
May Fragment
Last Fragment
TF TTL: 127
01 Proto: ICMP
5A 93 Checksum: 23187
CO A8 01 65 Src IP: 192.168.1.101
CO A8 0OA 64 Dst IP: 192.168.10.100
ICMP:
00 Type: ECHO REPLY
00 Code: 0
16 46 Checksum: 17942
== 24-3-2017 08:28:11.040  -————-
00 00 3C 54 14 00 00 7E 01 5B 93 CO A8 01 65
A8 OA 64 00 00 16 46 00 01 3F 15 61 62 63 64
66 67 68 69 6A 6B 6C 6D 6E 6F 70 71 72 73 74
76 77 61 62 63 64 65 66 67 68 69
(Final) From LOC TO REM IFACE: ETH O
IP Ver: 4
Hdr Len: 20
TOS: Routine
Delay: Normal
Throughput: Normal
Reliability: Normal
3C Length: 60

Bo oMo 0000 lhoooo®
0@lo o o lf'5 o B o alDEEl

efghijklmnopgrst

uvwabcdefghi

o oMo 600 [000 0@
0@lo o o lTs 5 7 o EIOEE

efghijklmnopgrst

uvwabcdefghi
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54 14
00 00

CO A8 01 65
CO A8 0OA 64

ID:
Frag Offset:
Congestion:

TTL:
Proto:
Checksum:
Src IP:
Dst IP:

Type:
Code:
Checksum:

21524

0

Normal

May Fragment
Last Fragment
126

ICMP

23443
192.168.1.101
192.168.10.100

ECHO REPLY
0
17942
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CONFIGURATION FILES

This is the config.da0 file used for the purpose of this Application Note on the Responder side:
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This is the config.dao file used for the purpose of this Application Note on the Initiator side:
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