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Quick Note 62

IKEv2 IPsec VPN from TransPort WR to
StrongSwan using Certificates
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1.1 Outline

This document describes how to configure a VPN IPsec tunnel between a Digi TransPort WR to a
StrongSwan server IKEv2 using Certificates authentication.

The network diagram considered in this example is the following:
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This guide details the steps involved in configuring a Digi TransPort router to act as an IPsec VPN client to
a StrongSwan appliance configured as an IPsec VPN server using IKEv2 and Certificates authentication.

1.2 Assumptions

This guide has been written for technically competent personnel who are able to configure a standard
IPSec tunnel between 2 TransPort WR routers and are familiar with the use of routing protocols.

This application note applies to:

Model: Digi TransPort WR11/21/31/41/44
Firmware versions:

WR21: 5.2.17.10 and later

Configuration: This document assumes that the devices are set to their factory default configurations.
Most configuration commands are shown only if they differ from the factory default.



1.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be addressed
to: tech.support@digi.com.

Requests for new application notes can be sent to the same address.

1.4 Version

Version Number NEITS

1.0 Published




2 STRONGSWAN INSTALLATION AND CERTIFICATES CREATION

2.1 Installing StrongSwan

The following instructions refer to an Ubuntu sysetm for the server side, please refer to
http://www.strongswan.org for installation on other Linux distribution.

From the terminal, issue the command “sudo apt-get install strongswan”:

NOTE: The StrongSwan software is now installed and ready to use. In this document, the IPsec VPN will
use Certificates authentication. If the set of certificates/keys is already available, you can skip until section
3.



2.2 Installing the PKI tool

In this example the StrongSwan PKI tool will be used to generate the Certificates and Keys needed for the
authentication of the tunnel. This tool can be installed using the command “sudo apt install strongswan-
pki

”,




2.3 Create a Root CA Certificate

First the CA key is created:

digi@Ddigi:~$ ipsec pki --gen --outform pem > caKey.pem

Where “cakey.pem” will be the name of the key that will be created.

With that, the CA certificates can be created:

digi@Digi:~$ ipsec pki --self --in caKey.pem --dn "C=DE, 0=Digi, CN=digiCA" --ca --
outform pem > caCert.pem

Where:

caKey.pem CA Key just created
C=DE The two-letter ISO 3166 abbreviation for your
country.

The exact legal name of your organization. Do

O=Digi . .
'e! not abbreviate your organization name.
CN=digiCA Common Name for the CA
caCert.pem Name of the CA certificate that will be created

The CA certificate just created, has to be moved to the [etc/ipsec.d/cacerts folder, in orderto be cprrectloy
used by StrongSwan:

digi@Digi:~$ sudo cp caCert.pem /etc/ipsec.d/cacerts



2.4 Create a CA-Signed Server Certificate

The private Key for the Server is created with the following command:

digi@Digi:~$ ipsec pki --gen --outform pem > SrvKey.pem

The Server key just created, has to be moved to the /etc/ipsec.d/private folder, in order to be cprrectly
used by StrongSwan:

digi@Digi:~$ sudo cp SrvKey.pem /etc/ipsec.d/private
Then, the Server Certificate can be created:
digi@Digi:~% ipsec pki --pub --in SrvKey.pem | ipsec pki --issue --cacert caCert.pem --

cakey caKey.pem --dn "C=DE,0=Digi, CN=server" --flag serverAuth --flag ikeIntermediate
--san server --outform pem > SrvCert.pem

Where:

SrvKey.pem Server Key just created
caCert.pem CA certificate created in previous step
caKey.pem CA key created in previous step
C=DE The two-letter ISO 3166 abbreviation for your
country.

The exact legal name of your organization. Do

O=Digi not abbreviate your organization name.
CN=server Common Name for the Server
Name of the Server certificate that will be
SrvCert.pem
created

The Server Certificate just created, has to be moved to the /etc/ipsec.d/certs folder, in order to be
correctly used by StrongSwan:

digi@Digi:~$ sudo cp SrvCert.pem /etc/ipsec.d/certs



2.5 Create a CA-Signed Client Certificate

The private Key for the Client is created with the following command:
digi@Digi:~$ ipsec pki --gen --outform pem > CliKey.pem
Then, the Client Certificate can be created:

digi@Digi:~% ipsec pki --pub --in CliKey.pem | ipsec pki --issue --cacert caCert.pem --

cakey caKey.pem --dn "C=DE,0=Digi, CN=client" --san client --outform pem >
ClientCert.pem
Where:

CliKey.pem Server Key just created

caCert.pem CA certificate created in previous step

caKey.pem CA key created in previous step

C=DE The two-letter ISO 3166 abbreviation for your
country.

The exact legal name of your organization. Do

=Digi . ..
O=Digi not abbreviate your organization name.
CN=client Common Name for the Server
. Name of the Server certificate that will be
ClientCert.pem
created



3 STRONGSWAN CONFIGURATION

3.1 LAN Interface

Configure the Local interface for the StrongSwan Server. In this example, the Ethernet interface used for
LAN is called enp0s8:

3.2 WAN Interface

The ETH Interface used for WAN is named enp0s3 and is configured as a DHCP Client.

In order to check which IP is assigned the command “ifconfig” can be used:

3.3 Uploading Certificates and Keys

Once you have the set of Certificates and Keys, that must be transferred to the system where the
StronSwan VPN server runs.

If the certificates have been created following section 2, all the files are already in the correct folders.

If not, be sure that the files are uploaded on the server as following:

File Description \ Folder \
caCert.pem CA certificate /etc/ipsec.d/cacerts
SrvKey.pem Server Key /etc/ipsec.d/private
SrvCert.pem Server Certificate /etc/ipsec.d/certs
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3.4 IKEv2/IPsec Tunnel Configuration

The IPsec configuration used by StrongSwan, is contained in two main configuration files:

- ipsec.conf: Used for Phase 1 (IKE) and Phase 2 IPsec configuration

- ipsec.secrets : Used for many types of secretes. In our example, it defines the Server Private Key to use.

3.4.1 ipsec.conf

Edit the ipsec.conf file using a text editor (nano is used in this example):

Where:

Parameter Value

Description

conn %default
This tells Strongswan to use
keyexchange Ikev2 Ikev2. This parameter is used by
default in strongswan 5.x
This tells Strongswan to propose
lke aes256-shal-modp1024 aes256 for encryption, shal for
hashing, and DH group 2 for IKE.
This tells Strongswan to propose
esp aes256-shal aes256 for encryption and shal
for hashing
This means that when a Dead
dpdaction clear Peer is detected, the VPN will be
closed
dpddelay 3005 Interval for DPD packets
(seconds)




That means that Strongswan
accepts Ike connections on any

left Yoany local interfaces using any of it's
locally configured IP's
Defines the Certificates file to
leftcert SrvCert.pem use to authenticate the server
itself
leftsubnet 10.0.1.0/24 Server subnet LAN
That means that Strongswan
right %any accepts Ike connections coming
from any IP address
righttsubnet 10.0.0.0/24 Client subnet LAN
That means that, when
Auto add Strongswan first starts, it should

accept this connection, but not
try to initiate it.

3.4.2 ipsec.secrets
Edit the ipsec.secrets file using a text editor (nano is used in this example):

# This file holds shared secrets or RSA private keys for authentication.

# RSA private key for this host, authenticating it to any other host
# which knows the public part.

¢ RSA SrvKey.pem

In this file, the private key to use for Server needs to be defined.

Please note that syntax is very important here, be sure to have the “:” with a space before the “RSA
SrvKey.pem” part, otherwise this will not be recongnized by StrongSwan.

3.4.3 Start the StrongSwan IPsec daemon

In order to have the changes to take effect, the StrongSwan IPsec daemon needs to be restarted using the
following command:

digi@Digi:~$ sudo ipsec restart

[sudo] password for digi:

Stopping strongSwan IPsec...
Starting strongSwan 5.5.1 IPsec [starter]...

12



4 TRANSPORT WR CONFIGURATION

4.1 LAN Interface

In this example, the LAN interface is configured with a static address as follows:
CONFIGURATION - NETWORK > INTERFACES > ETHERNET > ETH 0

Configuration - Network > Interfaces > Ethernet > ETH 0

w Interfaces
w Ethernet
+* ETH O

Description:

(O Get an IP address automatically using DHCP
® Use the following settings

IP Address: [10.0.0.1 |

Mask: |255.255.255.0 |

Gateway: |

|
DMNS Server: | |
|

Secondary DNS Server: |

Changes to these parameters may affect your browser connection

Where:

Parameter \ Setting \ Description \
Use the following settings Checked AstaticIP will be used as defined
below
IP Address 10.0.0.1 Ente.rthe IP address of the LAN
interface for the router
Mask 255.255.255.0 Enter the subnet mask
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4.2 WAN Interface

In this example the WR Router has the Mobile interface as the WAN interface and it is configured as follows:

CONFIGURATION - NETWORK > INTERFACES > MOBILE

Configuration - Network > Interfaces > Mobile

- Interfaces
» Ethernet
- Mobile

Select a SIM to configure from the list below

Settings on this page apply to the selected SIM

SIM: |1 (PPP 1) v

IMSI: 262010050453499

~ Mobile Settings
Select the service plan and connection settings used in connecting to the mobile network.

Mobile Service Provider Settings

Service Plan / APN: |internet.t—d 1.del I
[ Use backup APN | Retry the main APN after D minutes

smemv:| | (optional)
ConfirmSIMPIN:[ |

Username: | | (Optional)

Password:l |(Opti0na|)

Confirm Password: |

Where:

Parameter Setting Description \

Enter the APN of your mobile

Service ‘ internet.t-d1.de i
provider

Plan/APN

Please note: Depending on provider, a SIM PIN or Username/Password may be required. If needed, enter
them in the appropriate fields.

14



4.3 Uploading Certificates and Keys

Before to transfer the Certficates and Key files on the client, they must be renamed as follows:

Filename | Purpose | New FileName
. caCert.pem (*unchanged in this
caCert.pem Root CA certificate
case)
ClientCert.pem Client Certificate certCli.pem
CliKey.pem Client Key privCli.pem

Once done that, the files can be transferred to the Client using for example an FTP client, connected with
the TransPort router with usual username and password.

Please note that you may need to change your IP on the laptop accordingly with the new IP address
configured on the ETHO of the router.

usermamel@ 10.0.0.1 - FileZill — O .
File Edit '-fiew Transfer Server Bookmarks Help

2 [
el = Iﬂﬂae xv|Faos
Host: 'DCIO'I Username: m Password‘ll ssssssss | | Eort:| | | Quickconnect || v|
Status: File transfer successful, transferred 1,127 bytes in 1 second ~
Status: File transfer successful, transferred 1,143 bytes in 1 second
Status: Retrieving directory listing of "/"... v
Local site: |\DDCUMENTATIUN\StrcrngsWan\ ~ | Remote site: |J' v
=l Desktop | =1

2] Docurnents
-0l This PC v

£ >

Filename # | Filename Filesize Filety;;e Last maodified 2
Igfwlog.bct 2,100 TXT File 92272007 10:24:0
i certt Fr.peml @’wart 762 TXT File 9/22/2017 9:58:00

© caKey.pem = ; 10,200 TXT File 972272017 10:24:0
.z [ eventlog.tat 24101 TXT File 9/22/201710:240

fEms T A e i ek A Ak T b

< > < >
Selected 3 files. Total size: 3,949 bytes 39 files and 1 directory. Total size: 19,724,174 bytes

Server/Local file Direction  Remote file Size Priority  Status
] Queued files Failed transfers | Successful transfers (3) |

ﬁl @ Queue: empty

In this example, in order to upload the files, the connection to the Transport is done on the local LAN (so
using the ETH o IP address of the router).
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4.4 |KEv2/IPsec Tunnel Configuration

Phase 1 and 2 of the IKEv2/IPsec tunnel is configured as follows.

4.4.1 Phase 1 Settings

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IKEv2 > IKEv2 0 and

> ADVANCED

w IKEv2
w IKEv2 D

Use the following settings for negotiation

Encryption: ONone ODES O30ES OAES (128 bit) (O AES (192 bit)

Authentication: O None
PRF algorithm: O None

O MDs
O MDs

MODP Group for Phase 1: |2 (1024) ~ I

® sHA1
® SHA1

(O SHA256
(O SHAZ56

|SECS

Renegotiate after |8 | hrs |0 | mins |0
Rekey after |U | hrs |D | mins |U | secs
» Advanced
Where:
Encryption AES (256 bit)

Authentication SHA1

PRF Algorithm SHA1

MODP Group for
Phase 1 2(1024)

The encryption algorithm used

The authentication algorithm used

The PRF (Pseudo Random Function) algorithm used

Sets the key length used in the IKE Diffie-Hellman
exchange to 768 bits (group 1) or 1024 bits
(group 2). In this example group 2 is chosen to enable a

1024 bit key length

16



4.4.2 Phase 2 Settings
Then, the IPsec tunnel must be configured with the following settings:

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC TUNNELS >
IPSEC 0-9 > IPSEC O

 IPsec
» IPsec Tunnels
+ IPsec 0 - ToStrongsWan Server

Description:|| ToStrongsWan Server | |

The IP address or hostname of the remote unit
[10.104.1.125 | |

U5&| | as a backup unit
Local LAN Remote LAN
® Use these settings for the local LAN ® Use these =ettings for the remote LAN
IP Address: [10.0.0.0 | IP Address: [10.0.1.0 |
Mask: |255.255.255.0 | Mask: [255.255.255.0 |
\_J Use interface | PFP 0 \_J) Remote Subnet ID:

Use the following security on this tunnel

Ooff  Opreshared Keys () XAUTH Init Preshared Keys | ®RsA signatures| O XAUTH Init RSA
RS54 Key File: privCIi.pem

Our ID:chient I

Our ID type [® ke 1D | OFgon  Ouser Fgon O 1Pva Address

Remote ID: |server I |

Usel AES (256 bit keys) Iv encryption on this tunnel
Use SHA1 ) authentication on this tunnel

Use Diffie Hellman group | No PFS ..
Use IKE o negotiate this tunnel

Use IKE configuration:

Bring this tunnel up

®) All the time
(_)Whenever a route to the destination is available

O on demand
If the tunnel is down and a packet is ready to be sent || bring the tunnel up | 7
Bring this tunnel down if it is idle for |0 | hrs |E| | mins |U |sec.s

Renew the tunnel after

|8 |hrs|0 |rr|ir15|l2| |sec.5

0 KBytes .. |of traffic

17



Where:

Description ToStrongSwan Server

The IP address or

hostname of the 10.104.1.125
remote unit
Local LAN IP Address 10.0.0.0

Local LAN Mask 255.255.255.0

Remote LAN IP
Address

10.0.1.0

Remote LAN Mask 255.255.255.0

Use the following

. . RSA Signatur
security on this tunnel SA Signatures

RSA Key File privCli.pem
Our ID client
Our ID type IKE ID
Remote ID server

Use () encryption on
this tunnel
Use () Authentication

AES (256 bit keys)

on this tunnel SHAL
Use Diffie Hellman No PES
group ()
Use IKE n to negotiate v2
this tunnel
Use IKE configuration 0
Bring this tunnel up All the time

If this tunnel is down
and a packet is ready
to be sent

Bring the tunnel up

Description of the IPsec tunnel

The IP address or hostname of the remote IPsec
peer that a VPN will be initiated to.

Use this IP address for the local LAN subnet. This
is usually the IP address of the router’s
Ethernet interface or that of a specific device on
the local subnet
Use this IP mask for the local LAN subnet. The
mask sets the range of IP addresses that will be
allowed to use the IPsec tunnel.

Use this IP address for the remote LAN subnet.
This is usually the IP address of the peer’s
Ethernet interface or that of a specific device on
the local subnet
Use this IP mask for the remote LAN subnet. The
mask sets the range of IP addresses that will
be allowed to use the IPsec tunnel.

Select RSA signature security for this tunnel to

use the uploaded certificates

Private key file used for the responder

ID that is matching the CN of the certificate in
the first router (client)

Defines how the remote peer is to process the
Our ID configuration. Set to IKE ID to match the
information used in the certificate
Remote ID that is matching the CN in the second
router certificate (server)

The ESP encryption protocol to use with this
IPsec tunnel
The ESP authentication algorithm to use with
this IPsec tunnel
The Diffie Hellman (DH) group to use when
negotiating new IPsec SAs.

The IKE version to use to negotiate this IPsec
tunnel.

The IKE configuration instance to use with this
Eroute when the router is configured as an
Initiator
This controls how the IPsec tunnel is brought
up, for the initiator “All the time” option is
chosen
Defines the action that is performed when the
IPsec tunnel is down and a packet needs to be
sent. For the initiator in this AN the “bring the
tunnel up” option is chosen

18



5 CHECKIKEV2/IPSEC TUNNEL STATUS AND TEST

5.1 Check the IPsec tunnelis UP on TransPort WR

On TransPort WR the Event log will show the IKEv2 negotiation start and ends successfully:

MANAGEMENT - EVENT LOG

Management - Event Log

13:26:11, 25 Sep 2017, (263) IKEvZ Negotiation completed pe,Initiator

13:26:11, 25 Sep 2017,Ercute 0 VEN up peer: server

13:26211, 25 Sep 2017,New IPSec SA created by aerver

13:26:11, 25 Sep 2017, (263) IKE Notification: AUTH LIFETIME,RX

13:26:10, 25 Sep 2017, (263) IKE Keys Negotiated. Peer:

13:26:10, 25 Sep 2017, (263) IKE NMotification: 16404,BX

13:26:10, 25 Sep 2017, (263) IKE Motification: NATD dest. IP,BX

13:26:10, 25 Sep 2017, (263) IKE Notification: NATD scurce IP,BX

13:26210, 25 Sep 2017, (263) New IEEvZ2 Negotiation peer 10.104.1.125,Initiator {Init)
13:26:10, 2017, IKE Request Received From Eroute 0

After that, in the connections status section IPsec and IKE v2 SAs will be displayed:

MANAGEMENT - CONNECTIONS > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC TUNNELS

v IPsec
« IPsec Tunnels
Outbound V1 SAs
No Tunnels
Inbound V1 SAs
No Tunnels
Outbound V2 SAs
[#] _peert | rirshem.1p | tost Rom.1p_| Firsttoc.1p | Lost Loc. 1P| At | 5 auth | csp Enc | 1 comp | oytes bolivored | Kaytes Lok | Time Lok | interface |
’0_‘ 10.104.1.125 10.0.1.0 10.0.1.255 10.0.0.0 10.0.0.255 ’m ISHA1 IAES(256) N/A 0 0 28760 [ETH 1 ,m
Remove All

Inbound V2 SAs

First Rem. IP LastRem. 1P | First Loc. 1P | Last Loc. 1P ESP Auth KBytes Delivered KBytes Left
m 10.104.1.125  [10.0.1.0 10.0.1.255 10.0.0.0 10.0.0.255 IN/A [SHAL AES(256)  ||N/A o o 28760 ETH 1 Remove

Remove All | | Refresh

This can be checked also via CLI:




5.2 Check the IPsec tunnel is UP on StrongSwan

On The StrongSwan server, the IPsec tunnel status can be checked with the command “sudo ipsec
statusall”:
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5.3 Testing

An easy way to test if the LAN to LAN traffic pass through the tunnel, is to generate a ping from each side
of the tunnel to reach the remote end’s local interface.

From TransPort WR:

Administration - Execute a command

Command: |ping 10.0.1.100 -e0

Command: ping 10.0.1.100 -e0
Command result

Pinging Addr [1e.@.1.10a]

sent PING # 1

PING receipt # 1 : response time ©.8@ seconds
Iface: ETH 1

Ping Statistics

Sent i
Received s |
Success : 1les %

Average RTT : @.8@ seconds

0K

From StrongSwan side:
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6 CONFIGURATION FILES

6.1 TransPort WR configuration file

The TransPort WR configuration file used for the purpose of this Application Note is shown below:







6.2 StrongSwan Server configuration files

The StrongSwan configuration files used for the purpose of this Application Note are shown below:

ipsec.conf

ipsec.secrets
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