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1 INTRODUCTION

1.1 Introduction

This document will show how to configure IP+Port NAT (Network Address Translation) and the required
additional settings for successfully connecting a Passive FTP Server behind the Digi TransPort Router.

Cellular

L —

Digi Transport FileZilla FTP Server

FileZilla Client WR21 192.168.1.2
192.168.1.23 Passive Mode

Custom Port Range 1-65535

In this example, a free FTP server configured in Passive Mode will be used: FileZilla Server. The Server will
be connected via ETH 0 to a Digi TransPort WR21. The Client will use Filezilla Client and be configured to
Passive Mode only.

1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of the
communications technologies used in the product and of the requirements for their specific application. It
also assumes a basic ability to access and navigate a Digi TransPort router.

This application note applies only to:

Model: DIGI TransPort WR21/41/44

Please note: If using multiple Passive FTP Servers, Enterprise firmware will be required on Digi TransPort
WR21/41 to allow firewall usage.

Firmware versions: 5246 and later

Configuration: This document assumes that the devices are set to their factory default configurations. Most
configuration commands are shown only if they differ from the factory default.

Please note: This application note has been specifically rewritten for firmware release 5246 and later but will
work on earlier versions of firmware. Please contact tech.support@digi.com if your require assistance in
upgrading the firmware of the TransPort router.

1.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be addressed to:
tech.support@digi.com Requests for new application notes can be sent to the same address.

2 VERSION
Version Number Status
1.0 Published
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3 FILEZILLA SERVER INSTALLATION AND CONFIGURATION

3.1 |Install FileZilla Server

FileZilla Server is a Free FTP/FTPS/SFTP server tool that can be downloaded from SourceForge :
https://ffilezilla-project.org/download.php?type=server

Start the installation and follow the on screen instructions.

At the end of the Installation, start FileZilla Server.

3.2 Configure FileZilla Server

3.2.1 Server Configuration

In the main window, click Edit and Settings

o =1E

Fle Server | Edt ?

H? il | % ) oy ~
TTEr U320 TT92 16512317 NS0
000001)18/03/20 Less (192.168.1.23)> 150 Opening data channel for directory listing of "/ d
00001)18/03/20 Groups (192.168.1.23)> 226 Successfully transfered "/"
1)18/03/20roreroror=resrawet (192.162.1.23)> PWD

00001)18/03/2015 12:26:31 -testuser (192.168.1.23)> 257 "/" is cument directory.
1)18/03/2015 12:27:01 - testuser (192.168.1.23)> TYPE |
00001)18/03/2015 12:27:01 -testuser (192.168.1.23)> 200 Type setto |
1)18/03/2015 12:27:31 - testuser (192.168.1.23)> TYPE |
000001)18/03/2015 12:27:31 - testuser (192.168.1.23)> 200 Type setto |
1)18/03/2015 12:28:01 - testuser (192.168.1.23)> NOOP
000001)18/03/2015 12:28:01 - testuser (192.168.1.23)> 200 OK
[000001)18/03/2015 12:28:31 -testuser (192.168.1.23)> TYPE|
000001)18/03/2015 12:28:31 - testuser (192.168.1.23)> 200 Type set to | J
-

1)18/03/2015 12:29:01 - testuser (192.168.1.23)> NOOP
000001)18/03/2015 12:29:01 -testuser (192.168.1.23)> 200 OK
1)18/03/2015 12:29:20 - testuser (192.168.1.23)> disconnected.
Retrisving seftings, please wait
Done refrieving settings

D / Account 1P | Transfer ProngSpeed |

Displays the options dialog |108 bytes received [0 B/s |882 bytes sent [0 B/s L

Under General settings, select the listening port of the FTP Server. This is the port the WR21 will later use
to send the FTP traffic to. By default, the value is 21.


https://filezilla-project.org/download.php?type=server

FileZilla Server Options

ings
Welcome message
- IP bindings
- |P Filter
- Passive mode settings
- Security setlings
Miscellaneous
- Admin Interface setings
--Logging
- Speed Limits
Filetransfer compression
- SSL/TLS settings
- Autoban

General settings

~C jon settings

- List of ports between 1
Lisn on these ports: and 65535
0 (0 for unlimited

Max. number of

- Performance settings

Number of lz— This value should be a multiple of the

= number of processors installed on your
system. Increase this value if your server
is under heavy load.

~Timeout settings
Connections timeout: | 120 in seconds (1-2999, 0 for no timeout).

in seconds (600-9999, 0 for no timeout).

No Transfer 600 This value specifies the time a user has
to initiate a file transfer.
in seconds (1-9999, 0 for no timeout).
Lagin I o0 This value specifies the time in which a

X

FileZilla Server

new user has to login.

Under Passive mode settings, click Use custom port range and chose the port range to use for Passive
mode. This is the port the server will use as outgoing. By default, the range is 1 — 65535

Click OK.

FileZilla Server Options X|

=- General settings

Passive mode settings

FileZilla Server

- Miscellaneous
Admin Interface seftings
--Logging
- Speed Limits
Filetransfer compression
- 35L/TLS settings
- Autoban

[¥ Use custom port range: I 1 - |65535 | (1-65535

—IPv4 specific

External Server IP Address for
passive mode transfers:

i@ Default
(" Use the following IP:

You can also enter hostnames
{~ Retrieve external TP address from

I http://ip.filezilla-project.org/ip.ph

recognizes the changed IF.

Information for users with dynamic IPs: If your external IP changes, it might
take up to 5 minutes after the next failed transfer until FileZilla Server

In most cases, the IP is updated within 30s after a failed transfer.

|7 Don't use external IP for local connections

Use custom PASV seftings if you = |

are operating the server from

behind a NAT router or a

firewsall. In that case, the TP

address of the server is not

accessible from outside of the

router, so you should fill in the

correct address here. Use the

port range to limit the number of

ports that will need to be

forwarded through the router. J
-




3.2.2 User Configuration

In order to allow access to the FTP Server, it is required to create users and assign each users a “Shared
Folder”. To do so, click on the user icon in the toolbar

=lolx|

Fle Server Edit 2

78| 56s % ||ves~

FieZila Server version 0.9.43 beta

Copyright 2001-2015 by Tim Kosse ¢im kosse@&filezila-project.ong)
hitps:/filezila-project.org/

Connecting to server [11]:14147

Connected, watting for authentication

Logged on

Retrieving account settings, please wait...

Done retrieving account settings

(D0DDDE)18/03/2015 16:18:09 - testuser (192.168.1.23)= NOOP
(0DD006)18/03/2015 16:18:09 - testuser (192.168.1.23)> 200 OK
Retrieving account settings. please wait. .

Done retrieving account settings

1l 18/03/2015 16:18:39 - testuser (192.168.1 23)= TYPE|
(0DD006)18./03/2015 16:18:39 - testuser (192.168.1.23)> 200 Type setto |
(D0DD06)18/03/2015 16:19:09 - testuser (192.168.1.23)= PWD
(000006)18/03/2015 16:19:09 - testuser (152.168.1.23)= 257 "/" is cument directory.

D ¢ Account IP | Transfer Progress|5peed |
~& 000006 testuser 192.168.1.23

|19 bytes received |0 B/s [58 bytes sent [0 B/s

Select General, click on Add. Choose a name for the user, in this example: testuser. Enter a password in
the password field

x|

Page: r Account settings - Users
[~ Enable account [o—
|
Shared folders [ e rd: | |

Speed Limits

" TP Filter

Group I'I'est Group LI

[~ Bypass userlimit of server
Maximum connection 0

Connection limit per 0

[+ Force SSL for user login |

r~ Description

You can enter some comments about the user




Select Shared folders, click on Add and select the desired directory on the system to be the root of the FTP
Server for this user account. Assign the rights for files and directories by clicking the appropriate boxes on

vsers X|

~Shared folders

Di

| | H

-Files

[+ Read
[ Write

[* Delete
[+ Append
1

—Directories

Il

[v Create

[* Delete
[w List
[* +Subdirs

B
7

move

Add Remove | Rename | Setas home dir |K

name | Copy |

A directory alias will also appear atthe specified |

Al

must

Separate multiple aliases for one directory with the pipe character (|}

tain the full virtual path.

Ifusing aliases. please avoid cyclic directory structures, itwill only confuse FTP clients.

the right.
Page:
- General
- Shared folders
- Speed Limits
- P Filter
Click OK.



4 DIGI TRANSPORT CONFIGURATION

4.1 NAT Configuration

If the default route interface used is the Mobile Interface:

Configuration — Network > Interfaces > Mobile

Configuration - Network > Interfaces > Mobile
Mobile Network Settings

¥ Enable NAT on this interface
C IP address ® IP address and Port

[~ Enable IPsec on this interface

[ Enable the firewall on this interface

}» Mobile Firmware (OTA) Update
» SIM Selection

» Advanced

» SMS Settings

|

Click Enable NAT on this interface and select IP address and Port as the option. This will allow to forward

incoming FTP traffic on a specified port and forward it to the server on its configured port (by default 21)

Click Apply
Configuration — Network > IP Routing/Forwarding > IP Port Forwarding/Static NAT Mappings

Configuration - Network > IP Routing/Forwarding > IP Port Forwarding/Static NAT Mappings
w IP Port Forwarding/Static NAT Mappings

Forward connections from external networks to the following internal devices.
In order to forward to an internal port, an interface must have its NAT configuration

set to "IP address and Port".

(you may configure up to 30 forwarding rules):

Forward to Forward to
External External
Internal Internal

Min Port Max Port IP Address Port

Mo mappings have been configured

[1515 | [t515 | [19216812 | 2t |  [Add] ‘

Choose the incoming port that will be used for FTP traffic and forwarded to the Server’s local IP and default

port 21. In this example, 1515 is used.



4.2 Single Passive FTP Server configuration

For a Single FTP Server, follow the steps below. For multiple FTP Server configurations, go to Section 4.3
The standard Port Forwarding table will not be able to forward Passive FTP traffic properly without an
additional setting to be set via CLI (Command Line). This command will then allow the specified port (same
as entered previously) to be used as a NAT port for FTP as long as it matches an External port in the NAT
Mappings table.

Please Note: This command will only work to forward 1 FTP connection. Move to the next section for
multiple FTP Server forwarding connections.

Administration — Execute a command

Administration - Execute a command

Command: Icmd 0 ftpnatport 1515|

Command result
CK

Command: cmd 0 ftpnatport 1515 ;|

The command to be used is:

cmd 0 ftpnatport 1515
1515: Port number used in the NAT Mapping table.
Click Execute.

Jump to the next Section 5 for Client Configuration and Testing



4.3 Multiple Passive FTP Server configuration

For multiple FTP Server configurations, follow the steps below. For Single FTP Server configurations, go to
Section 4.2

The standard Port Forwarding table will not be able to forward Passive FTP traffic properly without an
additional setting to be set via CLI (Command Line). This command will then allow the specified port (same
as entered previously) to be used as a NAT port for FTP as long as it matches an External port in the NAT
Mappings table.

Please Note: This configuration is intended to be used when a multiple FTP Server configuration is in place
and involves using the Firewall. Please note that this setup can be used for a single FTP Server
configuration too if preferred.

Configuration — Security > Firewall

Configuration - Security > Firewall

» System
» Users
¥ Firewall

The firewall can be used to restrict or modify traffic on particular interfaces.

(You may specifiy up to 750 rules)

0 1 pass in break end on ppp 1 proto ftp from any to addr-ppp 1

port=1515 -> to 192.168.1.2 port=ftpcnt | Delete || msert | _Edit |
Insert
Reset Hit Counters Save Restore

If the firewall is already configured on the device, insert the rule at the top.

If the firewall is not configured and will only be used for this purpose, make sure to delete all rules.
Insert the following line and click OK:

pass in break end on ppp 1 proto ftp from any to addr-ppp 1 port=1515 -> to
192.168.1.2 port=21

1515: External Port used in the NAT Mapping table

192.168.1.2: IP Address of the FTP Server

21: Internal Port used by the FTP Server

This rule will allow incoming FTP traffic on the Mobile Interface (PPP 1) from any sources to the mobile IP on
port 1515. When traffic matches this condition, it will be forwarded to the FTP Server IP address on Port 21.

10



Repeat this step for any further FTP Server by adding each rules after the next one, for example below with
2 servers

Configuration - Security > Firewall
P System
P Users
* Firewall
The firewall can be used to restrict or modify traffic on particular interfaces.

(You may specifiy up to 750 rules)

pass in break end on ppp 1 proto ftp from any to addr-ppp 1 .
0 1 port=1516 -> to 192.168.1.3 port=ftpcnt Delete | Tnsert |_Edt |
pass in break end on ppp 1 proto ftp from any to addr-ppp 1 .
0 2 Dort=1515 -> to 192.168.1.2 port="ftpent Delete | Tnsert | Edt |
0 3 pass break end Delete | Insert | Edit |

Insert |

Reset Hit Counters Save Restore

However, another rule will be necessary to allow any other traffic in and out (to have the router act as if the
firewall was not enabled)

AFTER the previous line, insert the following rule
pass break end

The firewall configuration should now look like this

Configuration - Security > Firewall
» System
» Users
¥ Firewall
The firewall can be used to restrict or modify traffic on particular interfaces.

(You may specifiy up to 750 rules)

pass in break end on ppp 1 proto ftp from any to addr-ppp 1 I .
0 L port=1515 -> to 192.168.1.2 port=ftpent Delete | Insert | _Edit |
0 2 pass break end Delete | Insert | Edit |

Insert

Reset Hit Counters | Save I Restore

Click Save



Enable the Firewall on the interface

Configuration — Security > Firewall

Configuration - Security > Firewall

ETH3
ETH 4
ETH S
ETH 6
ETH 7
ETH S
ETHO
PPP O
PPP 2
PPP 3
PPP 4
PPP 5
PPP 6
PPP 7

[ I I R B B B R

<

a0 ann

» Stateful Inspection Settings

Check PPP 1, click Apply and Save configuration.

12



5 FILEZILLA CLIENT CONFIGURATION

5.1 Install FileZilla Client

Filezilla Client is a Free FTP/FTPS/SFTP client tool that can be downloaded from SourceForge :
https://ffilezilla-project.org/download.php?type=client

Start the installation and follow the on screen instructions.

At the end of the Installation, start FileZilla Client.

5.2 Configure FileZilla Client for Passive Mode

To open FileZilla configuration, click on Edit and select Settings.

=] Filezilla

File View Transfer Server Bookmarks

| il Network configuration wizard...
| T Clear private data...

I_ |Settings... |

Select FTP on the left side and under Transfer Mode, choose Passive and uncheck “Allow fall back to
other transfer mode on failure”. This will prevent FileZilla to try and use Active Mode.

Settings

Select page: Transfer Mode
= Connection » | |9 Pagsive (recommended)
5 | ©) Active
. - Active mode I:‘A”UW fall back to ather transfer mode on failure

- Passive mode If you have problems to retrieve directory listings or to transfer files, try to

- change the default transfer mode.
-SFTP
- Generic proxy
[=-Transfers

FTP Keep-alive
Send FTP keep-alive commands

m

- File Types

- File exists action A proper server does not require this. Contact the server administrator if you
= Interface need this.

- Themes

- Dateftime format

i~ Filesize format
- File lists

- Language

[=-File editing hd

I o |

I



https://filezilla-project.org/download.php?type=client

Select Passive Mode on the left side and make sure that “Use the server’s external IP address instead”
is selected

Select page: Passive mode
- Connection + | Some misconfigured remote servers which are behind a router, may reply with
&-FTP | hel =

Active mode
Passive mode (") Fall back to active mode
FTP Proxy

- SFTP

. Generic proxy

[ Transfers

- File Types

.- File exists action
[)-Interface

- Themes

- Dateftime format
.- Filesize format

.. File lists

m

- Language
[=)-File editing hd
I ox I
L e

Click OK.

14



6 TESTING

Open FileZilla Client and enter the following details to connect to the FTP Server

File Edit View Transfer Server Bookmarks Help New version

Vs~ |[EEE) 2 % F e e | 563 55

Host: 90.121.92.233

Username: testuser

Password: #sssssss

Port: 1515 | Quickconnedt | -] |

Response: 200 Type set to I
Status: Sending keep-alive command
Command: NOOP
Response: 200 0K E
Status: Disconnected from server
Local site: | \ ~ | Remote site: -
=M Desktop o
I My Documents E
(- 1& Computer o
Filename Filesize Filetype Last modified Filename Filesize Filetype Last modifi...
b Local Disk
S CD Drive Not connected to any server
HE CD Drive
< n 3
Selected 1 directory. Not connected.

Server/Local file

Direc.. Remote file

Size Priority Status

] Queued files | Falled transfers | Successful transfers

B Queue: empty e

Parameter Setting Description
IP Address of the TransPort Router’s
Host 1234 Mobile Interface (PPP 1)
Username of the FTP User created on the
Username testuser FTP Server (Section 3.2.2)
password — Password for the FTP User
External Port used in the NAT Mapping
Port 1515 table

15



Command :
Response:

Once the connection is established, the remote directory content should appear on the right side.

E ftp://testuser@90.121.94.247:1515 - FileZilla

File Edit View Transfer Server Bookmarks Help MNew version available!

[E=S Hos

| 4 - |[CIETE] = % 6 g @550 = 0

|ﬂnsl: 90.121.94.247 Username: testuser

Password: eeeesess

Fort: 1515 | Quickconnect E]

Response: 257 /" is current directory. -
Command: TYPET
200 Type setto 1
ommand: PASV E
esponse: 227 Entering Passive Mode (90,121,94,247,224,218)
Command: ais
Local site: \ \ w | Remote site: | i -
=& Computer NI
=¥ C: (05Disk) E|
B -
Filename - Filesize Filetype Last modified Filename Filesize Filetype  Last modifi...
~§c Local Disk )
&D: CD Drive 2882000747 zip 8195692 Archive.. 12/5/2013..
JE‘ CD Drive R backcfg.zip 4,082 Archive.. 9/5/20131:
EBWR21-5271zip 7208499 Archive.. 12/11/2014..
EBWR21-5276.zip 7257606 Archive.. 12/11/2014..
< | n | >
3 directories 4 files. Total size: 22,665,879 bytes
Server/Local file Direc.. Remote file Size Priority Status

} Queued files | Failed transfers | Successful transfers

PASV

FZ Filezilla Server (::1)

Fle Server Edit 2

227 Entering Passive Mode (90,121,94,247,224,218)

The FTP Server connection log will show activity and currently connected account

By Queue: empty

It is possible to verify that Passive mode is being used by looking at the connection log. The following lines
should appear

e .

=1olx|

IEREE TR

FileZilla Server version 0.9.49 beta

hittps:/ filezila-project ong/
(Connecting to server [ 1114147 .
Connected, waiting for authentication
Logged on

Retrieving accourt settings, please watt..

Copyright 2001-2015 by Tim Kosse fim kosse @filezila-project.org)

Done retrieving account settings

5

18/03,2015 16:18:09 - testuser (192.168.1.23)> NOOFP
(DOD0D6)18/03/2015 16:18:09 - testuser (192.168.1.23)> 200 0K
Retrieving account settings, please wait...

18/03/201% 16:18:39 - testuser (192.168.1.23)= TYFEI
(DODODG)18/03/2015 16:18:39 - testuser (152.168.1.23)> 200 Type setto |
(DOD00G)18/03/2015 16:1%:09 - testuser (192.168.1.23):= PWD
(00D006)18/03/2015 16:19:09 - testuser (192.168.1.23)= 257 "/ is cument directory.

ID ¢ Account

1P | Transfer

Progress | Speed |

|-=- 000006 testuser

192.168.1.23

|19 bytes received |0 Bfs

|58 bytes sent |0 Bfs
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7 TRANSPORT CONFIGURATION

Find below the Digi TransPort WR21 Configuration used in this example. Highlighted are required part of the
configuration.

eth 0 IPaddr "192.168.1.23"
eth 0 gateway "192.168.1.254"
eth 1 IPaddr "192.168.2.23"

addp 0 enable ON
lapb 0 ans OFF

lapb 0 tinact 120
lapb 1 tinact 120
lapb 3 dtemode O
lapb 4 dtemode O
lapb 5 dtemode O
lapb 6 dtemode O

ip 0 cidr ON

def route 0 11 ent "ppp"
def route 0 11 add 1

nat 0 minport 1515

nat 0 maxport 1515

nat 0 IPaddr "192.168.1.2"
nat 0 mapport 21

dhcp 0 respdelms 500

dhcp 0 mask "255.255.255.0"

dhcp 0 gateway "192.168.1.1"

dhcp 0 DNS "192.168.1.1"

sntp 0 server "time.etherios.com"

snmp 0 generictraps ON
dnssel 0 pattern "*"
dnssel 0 svr "8.8.8.8"
pepp 0 timeout 300

ppp 1 name "W-WAN (HSPA 3G)"
ppp 1 phonenum "*98*1#"
ppp 1 username "username"
ppp 1 epassword "password"
ppp 1 IPaddr "0.0.0.0"

ppp 1 timeout O

ppp 1 do nat 2

ppp 1 use modem 1

ppp 1 aodion 1

ppp 1 autoassert 1

ppp 1 pingip "8.8.8.8"

ppp 1 pingint 30

ppp 1 ipanon ON

ppp 1 r chap OFF

ppp 2 pingip "8.8.8.8"

ppp 2 pingint 30

ppp 3 defpak 16

ppp 4 defpak 16
modemcc 0 info asy add 3

modemcc 0 init str "+CGQREQ=1"
modemcc 0 init strl "+CGOMIN=1"
modemcc 0 apn "apn"

modemcc 0 link retries 10
modemcc 0 stat retries 30
modemcc 0 sms interval 1

modemcc 0 sms callerid "*"
modemcc 0 sms_access 1

modemcc 0 sms_concat 10

modemcc 0 init str 2 "+CGQREQ=1"
modemcc 0 init strl 2 "+CGQOMIN=1"
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