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1 INTRODUCTION

1.1 Outline

Digi Digi Client
Server g
Transport Transport
Router A Router B

This document describes how to create, upload SSL certificates and configure Digi TransPort WR routers to build a
VPN tunnel.

1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of the
communications technologies used in the product and of the requirements for their specific application. It also
assumes a basic ability to access and navigate a Digi TransPort router.

This application note applies only to:

Model: DIGI TransPort WR41/44/21

Digi TransPort WR41 routers must have the “Encryption” option

Digi TransPort WR21 routers must run Enterprise firmware

Firmware versions: 5169 and later

Please note: This application note has been specifically rewritten for firmware release 5169 and later and will not

work on earlier versions of firmware. Please contact tech.support@digi.com if your require assistance in upgrading
the firmware of the TransPort router.

1.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be addressed
to: tech.support@digi.com
Requests for new application notes can be sent to the same address.

Version Number Status ‘
1.0 Published
1.1 Branding and GUI update
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3 CONFIGURATION

If you already have certificates available, you can skip to section 3.2

3.1 Generate Test certificates using OpenSSL and XCA

Download and install the latest release of XCA which can be found at: http://sourceforge.net/projects/xca/

3.1.1 Create a Root CA Certificate

Open the XCA application

Click the File menu and select New Database, chose a name and click Save.
Chose a password and click OK

Click the Certificates tab

Click the New Certificate button

W

File Import Token Help

Private Keys | Certficate signing requests | Certificates | Templates | Revocation lists |

Internal name commonName CA Serial New Certificate

Show Details

Import PKCS#12
Import PKCS#7

Plain View

Tl

<« il »

Database:C;/Users/abeaumes/Documents/demo.xdb

5. Under “Template for the new certificate”, select default CA and click Apply all

- XCertficat and Key manageme Co e |
Create x509 Certificate e
Source | subject | Extensions | Keyusage | netscape | Advanced

Signing request

[] sign this Certificate signing request [ -]

[/] copy extensions from the request ‘ Show request ‘

[] Modify subject of the request

Signing

(@) Create a self signed certificate with the serial 1

(0 Use this Certificate for signing [ -]

Signature algorithm [sha1 -]

Template for the new certificate

[Edefautt] ca | -

Apply exnem:mm] [Appry subJecll [ ey ]
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6. Go to the Subject tab, fill in all the information then click the Generate a new key button and
click OK

Create x509 Certificate e

source | Subject | Extensions | Keyusage | metscape | Advanced

-/ X Certificate and Key management X

Distinguished name

Internal name democa organizationName Digi
countryName FR organizationalUnitame  cert team
stateOrProvinceName  some-state commonName DigiCA

localityliame Paris emailAddress certteam@digi.com

Type Content Add

Private key

f i

This is for display purposes in the
tool, only

The two-letter ISO 3166
abbreviation for your country.
The state or province where your
organization is legally located. Do
not abbreviate.

Internal name

Country Name

State or Province
Name

In this example: Some-State

The city where your organization
is legally located. Do not
Locality Name abbreviate.

In this example: Paris

The exact legal name of your
organization. Do not abbreviate
Organization Name your organization name.

In this example: Digi
Section of the organization.

Organizational Unit Examples of sections are

Name Marketing, Research and
Development, Human Resources
or Sales.

In this example DigiCA will be
used.

Enter your organization general
email address.

Common Name

Email Address
In this example
certteam@digi.com
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7. The certificate should now appear in the window with the CA : YES confirmation. If it does not
say CA: YES, verify that you selected CA in the template and clicked Apply All.

-« X Certificate and Key management EI@
Eile Import Token Help
Private Keys | Certificate signing requests | Certificates | Templates | Revocation lists |
Internal name commonName CA Serial
Jes democa DigiCA W Yes 0
Export
st @
M’J—-s",%
N — ’
Database:C:/Users/abeaumes/Documents/demo.xdb

3.1.2 Create a CA-Signed Host Certificate (Router B, Responder)

1. Click the Certificates tab

2. Click the New Certificate button
Under Signing, make sure to select “Use this Certificate for signing” and chose the previously
created CA.

4. Under “Template for the new certificate”, select default HTTPS_server and click Apply all

-~ X Certificate and Key management @
i —
Create x509 Certificate Pac.d

Source | Subject | E | Key usage Netscape Advanced

Signing request
Sign this Certificate signing request v
Copy extensions from the request Show request

Madify subject of the request

Signing

Lj.‘ Create a self signed certificate with the serial |1

‘é‘ Use this Certificate for signing [democa ']

Signature algorithm [SHA 1 ']

Template for the new certificate

[[defau\tj HTTRS_server | - ]

Apply extenslons] [App\y subject I |[ Apply all ]




5. Go to the Subject tab, fill in all the information then click the Generate a new key button and

click OK

-~ X Certificate and Key management

Create x509 Certificate

| source | Subject | | keyusage | netscape | Advanced
Distinguished name
Tnternal name hostcert organizationlame DigiDE
countryName DE organizationalUnitName  digimunich

stateOrProvinceName somes-state

localityName Munich

commonName wrdigide

emailAddress digide@digi.com

Type

Content Add

Private key

l

This is for display purposes in the
tool, only

Internal name

Country Name

The two-letter ISO 3166
abbreviation for your country.

State or Province
Name

The state or province where your
organization is legally located. Do
not abbreviate.

In this example: Some-State

Locality Name

The city where your organization
is legally located. Do not
abbreviate.

In this example: Munich

Organization Name

The exact legal name of your
organization. Do not abbreviate
your organization name.

In this example: DigiDE

Organizational Unit
Name

Section of the organization.

Examples of sections are
Marketing, Research and
Development, Human Resources
or Sales.

Common Name

In this example wrdigide will be
used. This will be used as the
router Identity for the IPSec
tunnel settings

Email Address

Enter your organization general
email address.

In this example digide@digi.com



http://www.iso.ch/iso/en/prods-services/iso3166ma/02iso-3166-code-lists/list-en1.html
mailto:digide@digi.com

6. The certificate should now appear in the window under the CA certificate.

[E=5 KGN =

-« X Certificate and Key management
File Import Token Help

Private Keys | Certificate signing requests | Certificates | Templates | Revocation lists |

=
Internal name

4 [

| commonName | CcA Serial New Gertiicate
4 g democa  DigicA  Yes
S [hosteert wrdigide No 0 Export

Import
‘Show Details

Delete

Import PKCS#7

Flain View

Import PKCS#12

-

Database:C;/Users/abeaumes/Documents/demo.xdb

Click the Certificates tab
2. Click the New Certificate button

created CA.

3.1.3 Create a CA-Signed Client Certificate (Router A, initiator)

Under Signing, make sure to select “Use this Certificate for signing” and chose the previously

Under “Template for the new certificate”, select default HTTPS_client and click Apply all

-« X Certificate and Key management

Create x509 Certificate

Source ‘ Subject | | Key usage

Netscape | Advanced

o

Signing request
Sign this Certificate signing request

Copy extensions from the reque:

Modify subject of the res

Signing
(7) Create a self signed certificate with the serial |1

@ Use this Certificate for signing

Signature algorithm

Template for the new certificate

Show request

[democa

[sHa1

,—,——
| Ldefault] HTTPS_client
I ——

pply extensions| | Apply subject | (| Appiyall ||




5. Go to the Subject tab, fill in all the information then click the Generate a new key button and
click OK

-+ X Certificate and Key management
Create x509 Certificate et
‘ Source | Subject ‘ | Key usage Netscape Advanced
Distinguished name
Internal name clientcert organizationMame DigiUK
countryName UK organizationalUnitName  digilondon
stateOrProvinceName some-state commonhame wirdigiuk
localityName London emailAddress digiuk@digi.com
Type Content Add
[
Private key
[chentcen (RSA) '] Used keys too

This is for display purposes in the
tool, only

Internal name

The two-letter ISO 3166
abbreviation for your country.
The state or province where your
organization is legally located. Do
not abbreviate.

Country Name

State or Province
Name

In this example: Some-State

The city where your organization
is legally located. Do not
Locality Name abbreviate.

In this example: Munich

The exact legal name of your
organization. Do not abbreviate
Organization Name your organization name.

In this example: DigiDE
Section of the organization.

Organizational Unit Examples of sections are

Name Marketing, Research and
Development, Human Resources
or Sales.

In this example wrdigide will be
used. This will be used as the
router Identity for the IPSec
tunnel settings

Enter your organization general
email address.

Common Name

Email Address

In this example digide@digi.com
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1. The certificate should now appear in the window under the CA certificate.

-+ X Certifica d \anag 5
File Import Token Help
Private Keys | Certificate signing requests ‘ Certificates ‘ Templates | Revocation lists ‘
=
Internal name commonName CA Serial New Certficate
4 'we democa DigicA 1 Yes 0
M- hostcert  wrdigide No
Import
Import PKCS#12
< | 1 ] » g
Database:C:/Users/abeaumes/Documents/demo.xdb

3.1.4 Export the certificates and keys in .PEM format

1. Select the Certificates Tab.
2. Highlight the DigiCA certificate and click the Export button

-~ X Certificate and Key management 3
Eile Import Token Help
Prvate Keys | Certificate signing requests | Certificates | | revocation lists |
S
Internal name commonName CA Serial New Certificate
‘lg« ‘democa DigiCA q Yes 0l
M hostcert wrdigide No 0|
Show Details
Import PKC5#12
Import PKCS#7
< | 1 | » !
Database:C:/Users/abeaumes/Documents/demoxdb




3.

In the Certificate export window, select PEM as the export format and change the filename to
cacert.pem and click OK

-+ X Certificate and Key management E

Certifikate export ﬁ?—é’“\

Please enter the filename for the certificate.

Filename C:/Program Files [xBﬁ)fxcalcacert.pem| E

DER is a binary format of the Certificate

FEM is a base64 encoded Certificate

PKCS#7 is an official Certificate exchange format

PKCS#12 is an encrypted official Key-Certificate exchange format

Export Format [PEM | -

Repeat the previous step for the Client and Host certificate. Rename them certh.pem and
certcl.pem.

Select the Private Keys tab.

Highlight the host certificate and click the Export button

-+ X Certificate and Key management E’E
Eile Import Token Help
Private Keys | Certificate signing requests | C | | R lists |
Internal name Type Size . Use Passwi
‘7 clientcert RSA 1024 bit 1 Common
+ democa RSA 1024 bit 1 Common ” Export ”
Er= hostcert RSA 1024 bit 1 Common
Impol

<« | 1l ] »

Database:C:/Users/abeaumes/Documents/demo xdb
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7. Inthe Key export window, select PEM as the export format, check the box “Export the private

part of the key too” and change the filename to privh.pem and click OK

« X Certificate and Key management @
Key export
L]

Please enter the filename for the key.
Filename C:/Program Files (xBG]/xcatprivh.pem

DER is a binary format of the key without encryption
PEM is a base64 encoded key with optional encryption
PKCS#8 is an encrypted official Key-exchange format

Export Format | PEM |

When exporting the private key it should be encrypted.

| Export the private part of the Key too

Export as PKCS#8

Encrypt the Key with @ password

H

0 Cancel

8. Repeat the previous step for the Client key and name it privcl.pem.

The following files should now be available:

- cacert.pem : CAroot certificate

- certh.pem: Router B (responder) certificate
- certcl.pem : Router A (initiator) certificate

- privh.pem : Router B (responder) private key
- privcl.pem : Router A (initiator) private key

Please note: It is important that the file name do not exceed the 8.3 file format and to keep the file type and naming as
the TransPort router will be searching for these and load them in the certificate management automatically.
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3.2 Upload SSL certificates to the router B (responder)

3.2.1 Upload the certificates via FTP

7] username®192.168.1.104 - FileZilla ==
Eile Edit View Transfer Server Bookmarks Help New version available!
im0 I = Tl . M Bl 1
‘ﬂost: 192.166.1.104 gsemame:lusername |Fa5mord; seseneee |Eor‘t:| 21 || guickconnect B
Response: 227 Entering Passive Mode (192,168,1,104,4,3). -
Command: LIST
Response: 150 Opening data connection for LIST
Response: 226 File sent OK
Status: Directory listing successful :
Local site: ‘ Ci\tempiwr2icerty + | Remote site: ‘f -
}. wr2lcert o ' Wi
— | xcacerts =
| Temps m
Filename Filesize Filetype Last modified
b ; - - — — -
[ cacertpem 1082 Privacy Enh..  2/21/2014 120.. Filename Filesize Filetype Last modifi.. Permissi... =
< certcl.pem 1,082 Privacy Enh.. 2/21/201412:1.. b -
- certhpem 1082 Privacy Enh.. 2/21/2014 12:1.. k use_r File f_older 2/1/2014 1. dr-xr-xr-x
- privel.pem 887 @ activate.sb 33,685 SBFile 10/2/2013 ~MWXTWXT...
~ privh.pem 891 Privacy Enh. l]anaﬁ[)(‘t 1,000,000 Text Doc.. 2/25/2014 . -r-xr-xr-x
ap 1,000,000 Wireshar.. 2/25/2014 .. -r-xr-xr-x
anaip.cap 1,000,000 Wireshar.. 2/25/2014 .  -r-xr-xr-x
anappp.cap 1,000,000 Wireshar.. 2/25/2014 . -r-xr-xr-x
bgp.conf 256 CONF File 17172000 ~WXTWXT..
LgCAcert.cer 1371 Security .. 1/1/2000 ~TWXITWXT...
< | n | »
5 files. Total size: 5,024 bytes 53 files and 1 directory. Total size: 14,248,584 bytes
Server/Local file Direc.. Remote file Size Priority Status
-[Queued files j Failed transfers J Successful transfers
4 BY Queue: empty ee .

Open an FTP connection to the TransPort router that you wish to update. In this example, using FileZilla.

Parameter Setting Description
Host 162.168.1.104 IP Address of the TransPort router
Username with Access Level : Super to log in
Username username to the TransPort router (default : username)
Password for the user with Access Level :
Super to log in to the TransPort router
Password password
(default : password)
Default FTP port.
Port 21 elautt Firpo
CA Root certificate
cacert.pem -
Host Certificate
certh.pem -
. Host Private Key
privh.pem -

Transfer the certificates file to the root directory of the TransPort.

13



3.2.2 Upload the certificates via the Web GUI

Open a web browser to the IP address of the Digi TransPort router B (responder)
Administration > X.509 Certificate Management > Certificate Authorities (CAs)
Click the browse button and select the file location where cacert.pem is located and click Upload

Upload CA Certificates
Upload certificate authority (CA) certificates. Files may be in ASN.1 DER or PEM Base64 encoded formats.

Upload File:| C:\Temp\wr21cert\cacert.pem Browse...

The CA Certificate should now appear under the Installed Certificate Authority Certificates

Installed Certificate Authority Certificates

Subject Expiration Filename
DigiCA DigiCA Feb 21 11:00:00 2025 GMT cacert.pem View Delete

Administration > X.509 Certificate Management > IPSec/SSH/HTTPS Certificates

Click the browse button and select the file location where certh.pem is located and click Upload

Upload Certificate or Private Keys
Upload RSA keys and certificates. Certificate and key files may be in ASN.1 DER or PEM Base64 encoded formats.

Upload File: | C:\Temp\wr21icert\certh.pem Browse...

The Certificate should now appear under the Installed Certificates

= IPsec/SSH/HTTPS Certificates
Installed Certificates

Issuer Expiration Filename
sarian.router Feb 19 15:33:10 2036 GMT 1024 cert01.pem view | | Delete |
wrdigiuk DigiCA Feb 21 11:02:00 2015 GMT 1024 certh.pem view | | Delete |

Upload Certificate or Private Keys
Upload RSA keys and certificates. Certificate and key files may be in ASN.1 DER or PEM Base64 encoded formats.

Upload File: Browse...
Upload |

Administration > X.509 Certificate Management > Key Files

Click the browse button and select the file location where privh.pem is located.
Under filename, type privh.pem and click Upload.

¥ Key files
Upload Private Key
Upload RSA key. Key files may be in PEM Base64 encoded format.

Upload File: |C:\Temp\wr21cert\privh.pem Browse...

Filename: |privh.pem | ‘

Passphrase: | ‘

Confirm Passphrase: | ‘

| Upload

14



3.3 Upload SSL certificates to the router A (initiator)

3.3.1 Upload the certificates via FTP

I Username@192.168.1.104 - FileZilla EE\ZI
File Edit View Transfer Server Bookmarks Help New version available!
i 0 I = el 3L, RNl 1
|ﬂost: 192.168.1.104 | gsemame:lusemame |Passﬂord: sssssnne |Eort:|T| Quickconnect B

Response: 227 Entering Passive Mode (192,168,1,104,4,3). -
Command: LIST
Response: 150 Opening data connection for LIST
Response: 226 File sent OK =
Status: Directory listing successful —
Local site: ‘ C:\temp\wr2lcert w | Remote site: | / -
J wr2lcert - i/
| xcacerts E
| Temps o
Filename Filesize Filetype Last modified
Li. =
7 cacert.pem 1,082 Privacy Enh.. 2/21/2014120.. Filename Filesize Filetype Last modifi.. Permissi...
=/ certcl.pem 1,082 Privacy Enh.. 2/21/201412:1.. oy i
- certh.pem 1,082 2/21/2014 12:1... | user File folder 2/1/2014 L. dr-xr-xr-x

887 Privacy Enh 2 @ activate.sb 33,685 SBFile 10/2/2013 ~MWXIWXT...
- 1,000,000 Text Doc.. 2/25/2014 ~[-XT-XT-

~ privh.pem 891 Privacy Enh.. 2/21/2014 12:1.. ﬂ% x
nacth.cap 1,000,000 Wireshar.. 2/25/2014.. -r-xr-xr-x
anaip.cap 1,000,000 Wireshar.. 2/25/2014.. -r-xr-xr-x

i anappp.cap 1,000,000 Wireshar.. 2/25/2014 .. -r-xr-xr-x
bgp.conf 256 CONF File 1/1/2000 ~MWXIWXT...
L“’CAcert‘cer 1,371 Security .. 1/1/2000 “TWXIWXT... ~
< I J b
5 files. Total size: 5,024 bytes 53 files and 1 directory. Total size: 14,248 584 bytes
Server/Local file Direc.. Remote file Size Priority Status

-I Queued files l Failed transfers l Successful transfers

A B Queue: empty e .

Open an FTP connection to the TransPort router that you wish to update. In this example, using FileZilla.

Parameter Description

IP Address of the TransPort router
Host 192.168.1.105
Username with Access Level : Super to log in
Username username to the TransPort router (default : username)
Password for the user with Access Level :
Super to log in to the TransPort router
Password password
(default : password)
Def. FTP '
Port ”n efault port
CA Root certificate
cacert.pem -
Client Certificate
certcl.pem -
. Client Private Key
privcl.pem -

Transfer the certificates file to the root directory of the TransPort.



3.3.2 Upload the certificates via the Web GUI

Open a web browser to the IP address of the Digi TransPort router A (initiator)
Administration > X.509 Certificate Management > Certificate Authorities (CAs)
Click the browse button and select the file location where cacert.pem is located and click Upload

Upload CA Certificates
Upload certificate authority (CA) certificates. Files may be in ASN.1 DER or PEM Base64 encoded formats.

Upload File:| C:\Temp\wr21cert\cacert.pem Browse...

The CA Certificate should now appear under the Installed Certificate Authority Certificates

Installed Certificate Authority Certificates

Subject Expiration Filename
DigiCA DigiCA Feb 21 11:00:00 2025 GMT cacert.pem View Delete

Administration > X.509 Certificate Management > IPSec/SSH/HTTPS Certificates

Click the browse button and select the file location where certcl.pem is located and click Upload

Upload Certificate or Private Keys
Upload RSA keys and certificates. Certificate and key files may be in ASN.1 DER or PEM Base64 encoded formats.

Upload |

Upload File: | C:\Temp\wr21cert\certcl.pem Browse...

The Certificate should now appear under the Installed Certificates

w IPsec/SSH/HTTPS Certificates
Installed Certificates

Issuer Expiration Key Size Filename
sarian.router Feb 19 15:33:10 2036 GMT 1024 cert01.pem View
wrdigide DigicA Feb 21 11:04:00 2015 GMT 1024 certcl.pem view | [ Delete []

Administration > X.509 Certificate Management > Key Files

Click the browse button and select the file location where privcl.pem is located.
Under filename, type privcl.pem and click Upload.

* Key files
Upload Private Key
Upload RSA key. Key files may be in PEM Base64 encoded format.

Upload File: |C:\Temp\wercert\privcl.pem Browse...

Filename: Iprivcl_pem | ‘

Passphrase: | ‘

Confirm Passphrase: | ‘

Upload |
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3.4 Configure the VPN Tunnel settings on router B (responder).

Enable IPSec on PPP 1 (mobile interface) :

Configuration - Network > Interfaces > Mobile

Mobile Network Settings

M Enable NAT on this interface
O1P address ® 1P address and Port

| M Enable IPsec on this interface |

[] Keep Security Associations (SAs) when this Mobile interface is disconnected

Use interface |Default v D for the source IP address of IPsec packets

] Enable the firewall on this interface

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0-9 > IPsec 0

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 1

¥ IPsec 1

Description: |Cert Tunnel |

The IP address or hostname of the remote unit‘

Use‘ ‘ as a backup unit
Local LAN Remote LAN
® Use these settings for the local LAN ® Use these settings for the remote LAN
IP Address:|192.168.10.0 ‘ IP Address:(192.168.1.0
Mask:|255.255.255.0 ‘ Mask:|255.255.255.0
O use interface |PPP vilo O Remote Subnet ID:

Use the following security on this tunnel
Coff Opreshared Keys O XAUTH Init Preshared Keys

RSA Key File:

Our ID: |wrdigiuk |
our ID type
Remote 1D

Use |AES (256 bit keys) V| encryption on this tunnel
Use authentication on this tunnel
Use Diffie Hellman group

Use IKE to negotiate this tunnel
Use IKE configuration:

(O XAUTH Init RSA

O 1Pv4 Address

Bring this tunnel up

O All the time
) whenever a route to the destination is available
® on demand

If the tunnel is down and a packet is ready to be sent |drop the packet v

Bring this tunnel down if it is idle for EI hrs EI mins EI secs

17



Parameter Setting Description
D ipti fthe IPsec t l
Description Cert Tunnel escription ot the frsec tunne
Local Lan IP address
Local Lan IP Address 192.168.1.0
L L k
Local Lan Mask 255.255.255.0 ocal Lan subnet mas
Remote Lan IP Address 192.168.10.0 Remote Lan IP address
Remote Lan Mask 255.255.255.0 Remote Lan subnet mask
. Select RSA signature security for this tunnel
Use the Following . .
. ; RSA Signatures to use the uploaded certificates
security on this tunnel
RSA Key File privh.pem Private key file used for router B (responder)
ID that is matching the CN of the certificate
Qur D wrdigiuk in the first router (responder)
IKE ID for the ID type (to match the
Our ID type IKE ID information used in the certificate)
Remote ID that is matching the CN in the
Remote ID wrdigide second router certificate (initiator)
Encryption on this AES 256 Encryption type used on this tunnel
tunnel
Authentication on this MD5 Authentication type used on this tunnel
tunnel
Use Diffie Hellman 5 Use DH Group 2
Group
IKE setti dt tup the t l
Use IKE configuration 1 settings used to setup the tunne
i i he IP
Bring this tunnel up On demand Settings to bring the IPsec tunnel up
If the tunnel is down . .
. Drop the packet if the tunnel is down.
and a packet is ready Drop the backup P P ! . 1S dow

to be sent

Click Apply and Save to save the settings.
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Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE 1

¥ IKE
» IKE Debug
~ IKE 0

Use the following settings for negotiation

Encryption: ONone ODES O3DES (OAES (128 bit) O AES (192 bit)
Authentication: O None OsHAL
Mode: O Aggressive
MODP Group for Phase 1:|1 (768) Vv
MODP Group for Phase 2:|2 (1024) V|

Renegotiate after|8 | hrs ‘0 ‘ mins |0 |secs
» Advanced

Parameter Setting ‘ Description
Encryption AES (256 bit) Encryption settings used on the tunnel
Authentication MD5 Authentication settings used on the tunnel
Mode Main Phase 1 negotiation type
MODP Groulp for Phase 1(758) DH Phase 1
MODP Grouzp for Phase 2(1024) DH Phase 2

Click Apply and Save to save the settings.
Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE 1 > Advanced

Enter the private key file name

L HKetain pnase 1 SA arter ralled phase £ negotatuon

RSA private key file: privh.pem

SA Removal Mode: | Both

Click Apply and Save to save the settings.
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Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Responder

By default the Digi TransPort will accept any type of IKE requests. It is recomended to enable only the ones that are
used in the tunnel.

¥ IKE Responder
¥ Enable IKE Responder
Accept IKE Requests with

E“CWP“DI’“(ESIEE;U [O3pes  [JAES (128 bit)  []AES (192 bit)

Authentication: @MDS' [JsHA1
MODP Group between:|[1 (768) | and [2 (1024) V||

Renegotiate after ‘B | hrs |U | mins |D ‘ 5ecs

» Advanced

Parameter Set—ting Description
Enable IKE Responder Checked Enable IKE responder
Encryption AES (256 bit) Encryption type used on this tunnel
Authentication MD5 Authentication type used on this tunnel
MODP Group Between 1(768) and 2 (1024) DH groups used on this tunnel

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Responder

Enter the private key file name

L1 Hetain phase 1 LA arter ralled phase £ negotaton

RSA private key file: privh.pem

SA Removal Mode: | Both

Click Apply and Save to save the settings.
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3.5 Configure the VPN Tunnel settings on router A (Initiator).

Enable IPSec on PPP 1 (mobile interface) :

Configuration - Network > Interfaces > Mobile

Mobile Network Settings

¥ Enable NAT on this interface
O1P address ® IP address and Port

| M Enable IPsec on this interface |

O Keep Security Associations (SAs) when this Mobile interface is disconnected

Use interface |Default v D for the source IP address of IPsec packets

[] Enable the firewall on this interface

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0-9 > IPsec 0

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 1

¥ IPsec 1

Description: | Cert Tunnel |

The IP address or hostname of the remote unit|

Use| | as a backup unit
Local LAN Remote LAN
® Use these settings for the local LAN ® Use these settings for the remote LAN
1P Address:[192.168.1.0 | IP Address:|192.168.10.0 |
Mask:[255.255.255.0 | Mask:|255.255.255.0 |
O Use interface PPP v/ o O Remote Subnet ID:

Use the following security on this tunnel
O off Opreshared Keys O XAUTH Init Preshared Keys  [® RSA Signatures| (O XAUTH Init RSA

RSA Key File:

Our ID: |wrdigide ||
Our ID type OFQDN  OuUser FQDN (O 1Pv4 Address

Remote ID:
Use encryption on this tunnel
Use authentication on this tunnel
Use Diffie Hellman group
Use IKE to negotiate this tunnel

Use IKE configuration:

Bring this tunnel up

O All the time
[® Whenever a route to the destination is available|
) on demand

If the tunnel is down and a packet is ready to be sent |bring the tunnel up V||
| hrs |[I

Bring this tunnel down if it is idle f0r|0 | mins ‘0 |sec5
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Description of the IPsec tunnel

Description Cert Tunnel
IP Address / Hostname a4 I(I:e/:dgr:zs;;)f the remote endpoint router B
of Remote Endpoint - P
Local Lan IP address
Local Lan IP Address 192.168.10.0
Local Lan subnet mask
Local Lan Mask 255.255.255.0 .
Remote Lan IP Address 192.168.1.0 Remote Lan IP address
Remote Lan Mask 255.255.255.0 Remote Lan subnet mask
. Select RSA signature security for this tunnel
Use the Following . .
. . RSA Signatures to use the uploaded certificates
security on this tunnel
RSA Key File Privcl.pem Private key file used for router A (initiator)
ID that is matching the CN of the certificate
Qur D wrdigide in the first router (initiator)
IKE ID for the ID type (to match the
Our ID type IKE ID information used in the certificate)
Remote ID that is matching the CN in the
Remote ID wrdigiuk second router certificate (responder)
Encryption on this AES 256 Encryption type used on this tunnel
tunnel
Authentication on this MD5 Authentication type used on this tunnel
tunnel
Use Diffie Hellman 9 Use DH Group 2
Group
IKE setti dt tup the t l
Use IKE configuration 1 settings used fo setup the tunne

Bring this tunnel up

Whenever a route to the
destination is available

Settings to bring the IPsec tunnel up

If the tunnelis down
and a packet is ready
to be sent

Bring the tunnel up

Drop packets to the remote side if the tunnel
isdown

Click Apply and Save to save the settings.
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Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE 1

¥ IKE
» IKE Debug
~ IKE 0

Use the following settings for negotiation

Encryption: ONone ODES O3DES (OAES (128 bit) (O AES (192 bit) [® AES (256 bit)
Authentication: O None |®MD5| OSHAL
Mode: O Aggressive

MODP Group for Phase 1:|1 (768) Vv
MODP Group for Phase 2:|2 (1024) V|

Renegotiate after|8 | hrs ‘0 ‘ mins |0 |secs
» Advanced

Parameter Setting Description

Encryption AES (256 bit) Encryption settings used on the tunnel
Authentication MD5 Authentication settings used on the tunnel
Mode Main Phase 1 negotiation type
MODP Gromip for Phase 1(758) DH Phase 1
MODP Grouzp for Phase 2(1024) DH Phase 2

Click Apply and Save to save the settings.
Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE 1 > Advanced

Enter the private key file name

M LA E et rasas A s b LaE L § AL o EAra B bR e SEn Liernn

|RSA private key file: privcl.pem | '

Click Apply and Save to save the settings.
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4 TESTING

This section will show that the IPSec tunnel has been established.
The Event log will show the IPSec tunnel is up.

Management - Event Log

14:49:48, 25 Feb 2014, (2) IKE SA Removed. Peer: wrdigiuk, Successful Negotiation
14:49:18, 25 Feb 2014,Eroute 0 VPN up peer: wrdigiuk
14:49:18, 25 Feb 2014,New IPSec SA created by wrdigiuk

MANAGEMENT - CONNECTIONS > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC
TUNNELS > IPSEC TUNNELS 0-9>IPSEC TUNNELSO0-9

Navigate to the above link where the status of the newly established IPSec tunnel/s can be seen. The first column
shows which tunnel number the tunnel is connected to.

Management - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels
w Virtual Private Networking (VPN)
¥ IPsec
¥ IPsec Tunnels

Outbound V1 SAs

0 82.82.182.182 192.168.1.0/24 192.168.10.0/24 N/A MD5 N/A 0 0 25574 PPP 1 N/A| Remove |
Remove All

Inbound V1 SAs

Time

% Local Remote ESP ESP IP  KBytes KBytes Sosn

@ Peoar IP Adde Network Network Al Auth Enc Comp Delivered Left (:;li) Interface VAP

0 82.82.182.182 192.168.1.0/24 192.168.10.0/24 N/A MDS N/A 0 0 25574 PPP1 N/A| Remove |
| Remove Al |

Outbound V2 SAs

No Tunnels

Inbound V2 SAs
No Tunnels
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4.1 Confirm Traffic Traverses the IPSec Tunnels

This section will show traffic passing across the tunnel. To test this easily, an ICMP Echo Request/Reply (or PING)
will pass from the Router A lan (initiator) to Router B Ethernet interface side (responder)

Administration > Execute a command

Ping 192.168.10.254 -e0

Using -e0 specifies that the source address is taken from Ethernet 0 which is the negociated LAN settings in the IPSec

tunnel.

Command: ping 192.168.10.254 -e0
Command result

Pinging Addr [192.168.10.254]

sent PING # 1

PING receipt # 1 : response time 0.26 seconds
Iface: PPP 1

Ping Statistics

Sent 0 1
Received s 1
Success : 100 %

Average RTT : 0.26 seconds

OK

Pinging from Computer on Ethernet side of Router B:

[c+] Administrator: Command Prompt

C:\Users\Administrator>ping 192.168.1.104

Pinging 192.168.1.184 with 32 hytes of data:

Reply from 192.168.1.1084: bytes=32 time=128ms TTL=249
192.168.1.1084: hytes=32 time=158ms TTL=249
192.168.1.1084: bhytes=32 time=180ms TTL=249

Reply from 192.168.1.184: bytes=32 time=122ms TTL=249

Ping statistics for 192.168.1.1084:

Approximate round trip times in milli-seconds:
Minimum = 122ms, Maximum = 18@ms, Average = 147ms

C:\Users\Administrator>

Packets: Sent = 4, Received = 4, Lost = B (Bz loss).
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5 CONFIGURATION FILES

Digi TransPort WR 21 Router B (Responder)

eroute 1 descr "Cert Tunnel"
eroute 1 peerid "wrdigide"
eroute 1 ourid "wrdigiuk"
eroute 1 locip "192.168.10.0"
eroute 1 locmsk "255.255.255.0"
eroute 1 remip "192.168.1.0"
eroute 1 remmsk "255.255.255.0"
eroute 1 ESPauth "MD5"

eroute 1 ESPenc "AES"

eroute 1 authmeth "RSA"

eroute 1 ikecfg 1

eroute 1 dhgroup 2

eroute 1 enckeybits 256

eroute 1 privkey "privh.pem"

eroute 1 debug ON
ike 1 encalg "AES"

ike 1 keybits 256

ike 1 aggressive ON

ike 1 ipsecgroup 2

ike 1 dpd OFF

ike 1 privrsakey "privh.pem"
ike 1 delmode 3

Digi TransPort WR 21 Router A (initiator)

eroute 1 descr "Cert Tunnel"
eroute 1 peerip "1.2.3.4"
eroute 1 peerid "wrdigiuk"
eroute 1 ourid "wrdigide"
eroute 1 locip "192.168.1.0"
eroute 1 locmsk "255.255.255.0"
eroute 1 remip "192.168.10.0"
eroute 1 remmsk "255.255.255.0"
eroute 1 ESPauth "MD5"

eroute 1 ESPenc "AES"

eroute 1 authmeth "RSA"

eroute 1 nosa "TRY"

eroute 1 autosa 2

eroute 1 ikecfg 1

eroute 1 dhgroup 2

eroute 1 enckeybits 256

eroute 1 privkey "privcl.pem"

eroute 1 debug ON
ike 1 encalg "AES"

ike 1 keybits 256

ike 1 ikegroup 2

ike 1 privrsakey "privcl.pem"
ike 1 delmode 3
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