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MIB FILE CREATION AND BASIC USAGE WITH SNMP CLIENTS

1 INTRODUCTION

This guide details the steps involved in generating a .MIB file for use with an SNMP client.

This guide has been written for technically competent personnel who are familiar with the use for DIGI
hardware and understand the use of SNMP.

Whilst this guide is carried out using the web interface only it is perfectly feasible to carry out each stage
at the command line, these commands will be highlighted at the relevant places.

2 VERSION
| Version Number Status
1.0 Published
1.1 Updated and rebranded
1.2 Updated for new web Ul
Updated for new firmware and tests
2.0
added

2.1 Corrections

Requests for corrections or amendments to this application note are welcome and should be addressed
to: tech.support@digi.com

Requests for new application notes can be sent to the same address.
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As well as the Device Generated MIB, described in this quick note, DIGI Transport devices also support the
Sarian-Monitor MIB and a number of standard MIBs. A list of supported standard MIBs is provided below.
The Sarian Monitor MIB has a restricted set of parameters that you can poll any DIGI Transport device
with to retrieve statistics relating to WWAN, Config, PPP and System parameters.

The DIGI Transport range of routers supports a number of standard MIBs as well as DIGI Transport MIBs,
described above, these MIBs are listed below:

The following standard MIBs are supported:
SNMP MIB (RFC3418)
Interfaces MIB (RFC2233)*
IP MIB (RFC2011)
IP Forwarding Table MIB (RFC2096)
TCP MIB (RFC2012)
UDP MIB (RFC2013)
VRRP MIB (RFC2787)
SNMP MPD MIB (RFC3412)
SNMP USM MIB (RFC3414)**
* The following groups/tables in RFC2233 are not supported:
ifXTable, ifStackTable, ifRcvAddressTable
** The following groups/tables in RFC3414 are not supported:
usmUserTable
DIGI supported MIBs:
Device Generated MIB

Sarian-Monitor MIB

Please note: The Device Generated MIB described in this Quick Note is a MIB that is specific to the serial
number, firmware release, firmware build and model number of the unit it was generated from. If the
firmware is updated a new MIB file will need to be generated. The same MIB file generated on one router,
cannot be used on another router, even if the hardware is identical.
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4 SNMP CONFIGURATION

4.1 Setting up Router Specific ID information

When polling the router, it is possible to have the SNMP application be able to identify the device by a
unique name and provide location and contact information.

Navigate to Configuration > System > Device Identity and setup the details, but enter information that
relates to you:

Figure 1: Optional System Information Configuration

digirouter-Digi Device ID: 521 X

(€ P () 1010202 cefaultian ¢ || Q searh A8 9 3 a0 =
12 Most Visited @ Gettir @ Free Hotmadl & a

OIGI1”  TRANSPORT WR21 (SN: 212303) CONFIGURATION AND MANAGEMENT

I User : username I Configuration - System > Device Identity
w Device Identity
He = —
e Description: Digi Transport SNMP Demo
Wizards
Configuration Contact: tech.support@digi.com
Network Location: Munich DE
Alarms
s
Syatom L Device ID: [00000000-00000000-000420FF-FF033D4F
Remote Management
Security "
Position Router Identity: ss%s>
Applications Hostname: digi.router
Lrs L Secondary Hostname:
Python
Management
Network Status
Connections
Position @ =
Svent Log » Date and Time
Analyser » General
Top Talkers - » Power Control

Next click ‘Apply’ at the bottom of the page, and then save the new configuration to flash.

If configuring this option via a terminal session the commands used are listed below:

Parameter Setting Description ‘
. DIGI Transport Router . .

Name: SNMP Demo Name to identify the router.

Contact: tech.support@digi.com | Name of contact.

Location: Munich, DE Location of device.
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4.2 Checking the SNMP enterprise values.

Check the SNMP Enterprise number and name. Navigate to Configuration > System > General and check

the miscellaneous section, the highlighted settings below should be as default:

Figure 2: Enterprise number and name entry

CParameter | Seting | Descripion |

SNMP enterprise 16378 SNMP enterprise number
number

SNMPenterprise Digi SNMP enterprise name
name

81 Most Visted @ Gt

€ P () 1010202 /ceizutas

@ FreeHotmal @ ]

OIGl”  TRANSPORT WR21 (SN: 212303) CONFIGURATION AND MANAGEMENT

| User: username I Configuration - System > General
Home E Miscellaneous
iz Use Config 0~ when the router powersup
Configuration
Network £ Allow anonymous FTP login
Alarms
System Additional FTP NAT port: 0
Remote Management
Security SNMP Enterprise Number: 16378
Position SNMP Enterprise Name: Digi
Applications
Basic Only resolve DNS requests for domain:
Python i F|
Management Serial LED to display: Connection ~ status
Network Status
Connections
Position
Event Log
Analyser Apply i
TopLalkers oy

Where <enterprise #> is the SNMP enterprise number and <enterpriseName> is the SNMP enterprise

name specific to the installation.
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Please note: If the default enterprise number and name shown above is changed and it is intended to use
the Sarian-Monitor MIB, the values in the Sarian-Monitor MIB file will also need changing to the details
specific to the installation:

sarian OBJECT IDENTIFIER ::={ enterprises 16378 }
sarian - monitor OBJECT IDENTIFIER ::= { sarian 10000 }

For example if using enterprise number 23134 and enterprise name digitransport change the above to:

digitransport OBJECT IDENTIFIER ::={ enterprises 23134 }
sarian - monitor OBJECT IDENTIFIER ::={ digitransport 10000 }

Then save the file and reload into the SNMP management system.

Please Note: If the enterprise number is changed, the Digi Transport will need to be rebooted for the new
value to take effect.

Please Note: Whenever the Enterprise name and Number are changed, these must be identical and
consistent across all MIBs generated or loaded into the management system. If the values in either of
the DIGI Transport MIBs correspond with other MIB values in the organisation, the responses received
may not be correct when polling through the devices via the SNMP management system. Using the
defaults above should not lead to any such conflicts.
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5 GET THE MIB FILE FROM THE TRANSPO

5.1 Firmware Version 5212 or later

Since firmware version 5212, the MIB file is automatically generated and it can be directly downloaded
from the device. Find below an example of downloading the MIB file for a WR21 via an FTP client:

username@192.168.1.1 - FileZilla = =] X ]
|| File Edit View Transfer Server Bookmarks Help New version available!
|4 - CEFE) 2 % g @ 5
M‘ Host: Username: Password: Port: | Quickconnect IB
Command: PWD -
Response: 257 "[" is current directory
Command: TYPE I
Response: 200 Type 10K
Command: PORT 192,168,1,10,215,148
Response: 200 Port command okay
Command: RETR wr21-L.mib
Response: 150 Opening data connection for RETR wr21-L.mib EI
Response: 226 File sent OK
Status: File transfer successful, transferred 974,456 bytes in 1 second 57
Local site: | C:\Users\amingo\Desktop', + | Remote site: |," -
------ | Application Data o S
- | Case GRE
------ b5 Contacts
...... | Cookies =
[0 Desktop = Filename Filesize Filetype i
- I Documents | templog.cl 131,072 ClFile
- lg Downloads i wizards.zip 382,285 Compressed (zipped)..
(- ks Dropbox T ] wr21-Lmib 1,000,000 SMIMIB Definition I
Filename - Filesizi = | wr2lweb 1465041 WEB File E!
L. - | x3prof 1680 File -
4 I | 3 4 I | 3
18 files and 3 directories. Total size: 10,397,053 bytes Selected 1 file. Total size: 1,000,000 bytes
N Server/Local file Direc.. Remote file Size Priority Tii
L username®192.168.1.1
ﬂ ChUsers\amingohDesktop\ DOWNLOAD \wr21-L.mib <<--  fwr2l-Lmib 1,000,000 Mormal 0€
4 11 [>
Queued files Failed transfers Successful transfers (1)
& BY Queue: empty
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5.2 Firmware Version up to 5202

In older release (up to and including 5202) the MIB file needs to be manually generated following the
steps described in this section.

5.2.1 Getthe MIB data from the TransPort

The next step is to get the DIGI Transport to output the MIB data. Navigate to Administration - Execute a
command page type ‘MIBprint’ in the text box. Then click ‘Execute’.

Administration - Execute a command

—» Command: mibprint

—> Execute

Figure 3: Mibprint example

If connected to a terminal session then the same command can simply be issued. At the command
prompt (listed below):

mibprin t

An example of the output received from the web interface when the command has been input is listed
below.

Administration - Execute a command

Command: |mibprint

Command: mibprint
Command result

Sarian = 16378

dre4le = 49

Ver5125 = 5125

Builds9 = 14393
asy.@.rxbytes = 1, @
asy.@.rx_break = 1, @
asy.@.rx_overrun = 1, @

asy.
asy.

.rx_parity_err = 1, @
.msg_short = 1, @ =

@

5]
asy.@.rx_parity_err = 1, @
asy.8.msg_short = 1, @
asy.@.buf_short = 1, @
asy.@.txbytes = 1, @
asy.@.tx_und = 1, @
asy.@.rx_frame_err = 1, @
asy.@.dtr = 1, @
asy.@.rx_overrun_buf = 1, @
asy.@.rx_overrun_ppp = 1, @
asy.@.rx_oversize _ppp = 1, @
asy.l.rxbytes = 1, @
asy.l.rx_break = 1, @
asy.l.rx_overrun = 1, @

1

1

Figure 4: Mibprint output
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There is a large output, this should then be copied into a text file, and saved into a folder for use in the
next step.

Please note: If using Firefox web browser this is done slightly differently. Right click on the frame
containing the output select This frame Y View Frame Source (as shown below), then copy and paste
from the window that is opened.

When pasting the output into a text file, make sure that the output retains its formatting with carriage
returns <CR>. If the output is pasted and has wrapping enabled or is all on one line, the rest of this
procedure will fail.

Administration - Execute a command

Command: mibprint
| Execute |
. . Back A~
Command: mibprint
Command result o
Reload
Sarian = 16378 e
drgdld = 4% Bockmark This Page
Ver5125 = 5125
Buildse = 14393 Eaifausissy
asy.0.rxbytes = 1, 0 Send Link...
a2y.0.rx_break = 1, : ° View Background Image
asy.0.rx_overrun = 1, -
— ot A
asy.0.rx_parity err = Select All
asy.0.mag short = 1, 0 This Frame 4 Show Only This Frame
a2y.0.buf_short =1, { Open Frame in New Tab
asy.0.txbytes = 1, O - .
asy.0.tx_und = 1, 0 View Page Info Open Frame in New Windov:
asv.0.rx_frame err = 1,70 Reload Frame
asy.0.dtr = 1, 0 =
asy.0.rx_overrun buf = 1, 0 Bookmark This Frame
asy.0.rx overrun ppp = 1, 0 Save Frame As..
asy.0.rx_oversize ppp = 1, 0
asy.l.rxbytes = 1, 0 Print Frame..
asy.l.rx_break = 1, 0
___‘_ L= - View Frame Source e
Conl View Frame Info Feserved.

Figure 5: How to save the output
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5.2.2 Generating the MIB file

In order to generate the MIB file from the text file, download the correct MIB.exe file from the DIGI
website. This can be found at:

http://transport.digi.com/downloads/mibexe

Please note: There are two versions of the MIB.exe file, MIBlexe.zip and MIB2.exe.zip.
MIBlexe.zip should be used for firmware versions up to 4832
MIB2exe.zip should be used for firmware releases after 4832

There is included in each .zip file a copy of the Sarian-Monitor MIB file that should work for most DIGI
Transport devices.

When the zip is downloaded, extract it to the same folder where the text file is saved. Open the command
prompt and browse to the folder containing the MIB2exe.exe file and the previously created text file. Use
the MIB2exe.exe file to generate the .MIB file from the text file. The command is listed below:

MIB2exe.exe <text file name-.txt <new MIB file name. MIB

Where <text file name> is the name of the text file and <new MIB file> is the name of the .MIB file being
created. In the example below both values are WR41. An example of the typical output for this can be
seen below.

Bl Administrator: Command Prompt“ E@Ii:_h]

ERC -~ SHAUN~Documents~Inbox sarian progs>mibZexe.exe WH41.txt WR41.mih

UBMIBERE Uer 2.80 HMar 3 2006 13:47:43
iRVorking. - .
f@Lines processed: 4446
E@Modes added: 645
Obhjects Added: 4446
Dutput filename: WR41 _mih
Done .

C:~SHAUN~Documentz~Inhox sarian progs>_

T T _cauen

Figure 6: Compile the MIB

This will have generated a .MIB file in the folder in which the MIB2exe.exe and the initial .txt file was
stored. This can then be used with an SNMP client.

Please note: The same device with a different firmware revision and/or different features enabled will
need a different MIB file creating; this is due to additional features that may be available on different unit
and the unique values attributed to firmware version, firmware build and model number that forms part
of the initial MIB tree.
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6 THE BASICS OF USING MIB FILES WITH SNMP

In order to monitor the device with an SNMP client SNMP users need to be configured. Navigate to
Configuration - Remote Management > SNMP > SNMP Users > SNMP User 0.

The below example uses the community name: Public.

digirouter Digi Device ID;ss2L.. %

Figure 7: Setup the community string

(€) ) O [010282/86z5p

c HQ Search

IR =I I -

[8) Most Visited @ Getting Started @ Free Hotmail @ Suggested Sites @ Web Slice Gallery

| User: username

Configuration - Remote Management > SNMP > SNMP Users > SNMP User 0

OIGl”  TRANSPORT WR21 (SN: 212303) CONFIGURATION AND MANAGEMENT

w SNMP Users
¥ SNMP User 0
Home [l
Wizards SNMPv1 | SNMPv2c
Configuration Community: jeesese
Network Confirm Community:lnuu
Alarms
System | Access: fRead Only ~
Remote Management
Security SNMPV3
Position
L Username:
Applications
Basic Authentication: © None © MD5 © SHA1
Python I Authentication Password: ‘
Management L
Confirm Authentication Password: ‘
Network Status
Connections Encryption: © None © DES = AES
Position Encryption Password: ‘
Event Log .
Confirm Encryption Password: ‘
Analyser
Top Talkers il

If you want also to set some configuration setting, you need to set the SNMP user access as read and

write as in the example above.

Once this has been set, use a MIB client to poll the DIGI Transport device for required information. Usually
in the MIB browser client you need to set the IP address of the TransPort and the community name:
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&k Advanced Properties of SNMP Agent | 28 |

Address 192.168.1.1
Port (161
Read Community |Public
Write Community |Public

SNMP Version |1 v

Below is a screenshot of the output of a get for the Device Identity settings that have been setup for this

device.
1 Inthe left hand pane, the tree that the MIB tool has built from the MIB that was generated above.

1 Inthe middle pane, a query for OIDs related to SNMP configuration is performed and results are
shown

1 The results show what we have configured in previous sections

File Edit Operations Tools Bookmarks Help
pddress: 192.168.1.1 v atvanced... Jl OD: 13.6.1.4.1.16378.68.84019972.22359.27.1.8.0 |

«

Operations: Get e * P

SNMP MIBs Result Table
A — :

& il cloudsms lame/0m [ Value | FiFort |
(somg-dg- name.0 Digi Transport S Dama [[92.163.L. 1161

snmg-Cig-contact.0 tech-support@dial com 192.168.1.1:161

e Munich, DE 192.168.1.1:161

% COBO

mp-cly

snmp-cig-vieaable
i v2cenable

A snmp-cfg-vaenable

Status | current

Figure 8: Example reading an OID from TransPort

The MIB file can be also used to set a value for a specific OID with an SNMP SET, the example below
shows how to change the SNMP name configured above.
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= snmp I ‘

=+ | snmp-cfg

[ snmp-cfg-vienable & SNMP SET | 52
[ snmp-cfg-v2cenable i
[&F snmp-cfg-v3enable
snmp-cfg-engineid

I 0O |.1.3.6.1.4.1.16378.69.84019972,22359.27.1.6.0 I

Data Type |OctetString -

Nnp (0l (n] d
[ snmp-cfg-location
snmp-cfg-enterprisetraps
? snmp-cfg-generictraps
[ snmp-cfg-authtraps
[& snmp-cfg-vrrptraps L )
snmp-cfg-tacacs-auth [ ‘
[+- |, snmp-trap

I Value |New SHMP Name I

If also the SNMP user has been configured with read and write access, the SET will succeed:

SET succeeded | XS J
& SET succeeded

And performing another SNMP GET on this OID, the result will be the new value:

Address: 192.168.1.1 v Advanced... ID]D: .1.3.6.1.4.1.16378.69.84019972.22359.27.1.6.0 I ~  Operations:
1

ste iBs RS
g s 1 Name/OID. [ Value
I, route |snmp-cfg-name.0 [Digi Transport SNMF Demo Oate
L p-cfg-contact.0 Ode
| sroute saa s
1 dnep IE“"‘P'CfQ"'ﬂ"‘E-" New SNMP Name
| mac2ip

L sntp. —
L ontp
I, dnsupd
| dyndns
11 udpecho
L snmp
L snmp-cfg
[ snmp-cfg-vienable
snmp-cfg-v2cenable
[# snmp-cfg-vaenable
[ snmp-cfg-engineid
& snmp-cfg-port
f Bt

i1

11l
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7 CONFIGURATION AND FIRMWARE/HARDWARE

7.1 Configuration File

This is the configuration used for the purpose of this Quick Note. The CLI commands relevant for the
configuration of SNMP are highlighted:
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7.2 Hardware and Firmware

Here are the Firmware and Hardware details of the WR21 used in the testing of this QN:
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