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1 VERSION

Version Number Status

1.0 Published
o Rebranded and updated with
’ Pageant setup
2.1 Updated for new web GUI
Updated screenshots and
2.2 instructions for new web interface,
rebranding (Feb 2016)

1.1 Corrections

Requests for corrections or amendments to this Quick Note are welcome and should be addressed to:
tech.support@digi.com

Requests for new Quick Notes can be sent to the same address.


mailto:tech.support@digi.com
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2 SCENARIO

In order to securely administer the TransPort, SSH should be used for CLI access instead of telnet. Security
can be increased further by using an RSA key pair to handle the authentication of the connection. When
using public and private keys, the regular user passwords configured on the router are not used, the client
must have the private key configured within the SSH software that can be verified by the public key on the
router.
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3 CONFIGURING THE SSH SERVER

This process involves generating a private key on the TransPort then configuring the SSH to use the key
for SSH connections.

3.1 Generate the SSH Private Key

Administration - X.509 Certificate Management > Key Generation

b Certificate Authorities {CAs)

b IPsec/SSH/HTTPS Certificates
b Key files

+ Key Generation

Key filename: | privsSH.pem ¥

Key size: bits

[J save in SSHv1 format

Generate Key

Figure 1: Generate the route SSH private key

From the “Key size” dropdown list, select a key size in bits. The larger the key, the more secure the
connection, but also the larger the key, the slower the connection.

Click in the ‘Key filename’ dropdown box and start typing a name for the private key that will be
generated.

Click on the “Generate Key” button to start the creation of the private key. After a few seconds, the
browser will start updating with the progress of the key generation. When the key has been generated,
the following information will be displayed.

Administration - X.509 Certificate Management > Key Generation

b Certificate Authorities (CAs)

b IPsec/SSH/HTTPS Certificates
» Key files

w Key Generation

Key filename: | privSSH.pem ¥
Key size: | 2048 v | bits

[J save in SSHv1 format

Generate Key

Key Generation Results

Starting 2048 bit key generation. Please wait. This may take some time...

Key generated, saving to FLASH file privSSH.pem
Closing file

Private key file created

[all tasks completed|

Figure 2: Successful key generation screen output

The private key has now been generated and saved to flash as privSSH.pem
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3.2 Configure the SSH Server

Configuration - Network > SSH Server > SSH Server 0

» SSH Server
¥ Enable S5H Servers

* SSH Server 0
¥ Enable SSH Server

Use TCP port: |22

Allow up to||3 connections

Host Key 1 Filename:| privSSH.pem

Host Key 2 Filename:
Maximum login time: 50 seconds
Maximum login attempts: |3
Use Deflate compression: Mo
* Yes, level |6 *
¥ Enable Port Forwarding
Command Session IP Address: Port: |0
Enable support for SSH v1.5
¥/ Enable support for SSH v2.0
¥ Actively start key exchange
Rekey: ® pNayer
After |0 KBytes v | of data have been transferred
Encryption Preferences:
3DES: |1

AES (128 bits): |1

AES (192 bits): |1

AES (256 bits): |1
Authentication Preferences:

MAC MD5: |1

MAC MD5-96: |1
MAC SHAL: |1
MAC SHA1-96: |1

Enable Debug

Figure 3: Setup the SSH o Server

Set the number of SSH servers to the number you will require into the “Allow up to n connections” field—
for example if you want to be logged into the unit and do SFTP you will need at least 2 listening ports — if
you wish to use Remote Manager over SSH to update and control the router then you may need up to 3
ports to allow for concurrent connections.

If the default values are correct, just enter the name of the private key generated in the previous step into
the “Host key 1 filename” field.

Click the “Apply” button.
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3.3 Test SSH Connectivity

A normal SSH connection to the router should now be possible without RSA authentication.
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4 GENERATETHE KEY PAIR FOR RSA AUTHENTICATION

Download a copy of PuTTYgen. This will be used to create the public and private keys.

e -
? PuTTY Key Generator - @u
| File Key Conversions Help
Key
Mo key.
Actions
Generate a public/private key pair ]
Load an existing private key file
Save the generated key Save public key | | Save private key |
Parameters
Type of key to generate:
(71 SSH-1 (RSA) @ SSH-2 RSA (7) SSH-2 DSA
Mumber of bits in a generated key:

Figure 4: PuTTYgen Initiate key generation

Click on Generate to start the key generation process.
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[ E PuTTY Key Generator lllihr

File Key Conversions Help
Key

Please generate some randomness by moving the mouse over the blank area.

Actions

Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key

Parameters

Type of key to generate:
S5H-1 (R5A) (@ S5H-2 RSA S5H-2 D5SA

Mumber of bitz in a generated key: 20438

Figure 5: PuTTYgen Key Generation progress

Move the mouse pointer around below the white bar to generate randomness and the bar will fill up with

green blocks.

10
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When the process is complete, the following screen will be shown:

P PuTTY Key Generator e
File Key Conversions Help

Key
Public key for pasting into OpenS5SH authorized_leys file:

Key fingerprint: sshsa 2048 97:88:23:24:08:6c:71: 7 bf &f -54-6316:571h-26

Key commert: reacey-20100112

Key passphrase:

Corfim passphrase:

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key ] [ Save private key ]
Parameters

Type of key to generate:

(7)) 55H-1 (RSA) @ SSH-2 RSA (7) §5H-2 DSA

Mumber of bits in a generated key: 2048

Figure 6: PuTTYGen copy generated public key

Copy the text in the top part of PuTTYgen, headed “Public key for pasting into OpenSSH authorized_keys
file” to the clipboard. You can choose to enter a passphrase here, which you will be prompted for every
time you load up the key. This adds some security, but if you are going to use this for automation you may
not want to do this. It is optional to add a passphrase.

Open Notepad, paste the text from the clipboard, and then save the document as public.pem

"] public.pem - Notepad , —— - . .

[File Edit Format View Help
ssh-rsa AAAAB3INZACLyCZEAAAABIQAAAQEAOgPNTT+FWnvoy4iweM32Y7HGO7 xvocH]S5h/L8mzw2cPLKZZ44VWEA sWBNM+7 J+xb2XP3U¥9hgxZs14uky I+EQQEY0Y/HsZOHE I pkry4 9kw3wdavcdazeksdf -

<[ n ] r

Figure 7: Save public SSH key
Notice that the pasted text is on 1 line only.

The file public.pem should now be transferred onto the TransPort using FTP.

11
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5’ PuTTY Key Generator @Iéj
File Key Conversions Help
Key

Public key for pasting into OpenS5H autharzed_keys file:

sshsa -
AAAAB3NzaC 1ycZEAAAABICAAAGEADgp MF+FWnVo Y diwBM32Y THGO 7 VocH S5h/ [
L8mzw2cP Lk ZZ 44w E4sWEBnn+7j+xb 2P ALY ShgxZs 14ukyJ+EQgBY0Y  HszOHES)p | =
lery4Skow IwdGyod ATek Sdf /G +200 Ewd Plryaud JEFmW Y Hh D6+png AdLnnAbot LaHISP
Z7qViEaRzly8RprUOmhPLSInCSCu./ 8 UZz Bxc A KBWg 7CF/121WxRmjQug2HZ UuHSe

1

Key fingerprint: sshosa 2048 97:88:23:24:08:6c:71 7o bf ef 54:6316:57fb 26

Key comment: (UKSupport@digi.com ]
Key passphrase: sesssens

Corfirm passphrase: | sessssne

Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key ] [ Save private key D
Parameters

Type of key to generate:

() 55H-1 (RSA) i@ 55H-2 RSA (71 55H-2 DSA

MNumber of bits in a generated key: 2048

Figure 8: PuTTYgen set password and key comment then save private key

Enter a key passphrase and confirm it in the “Key passphrase” and “Confirm passphrase” fields. Change
the "Key comment” to something that will identify the key if you use a tool like Pageant to manage your
keys. Then click the “Save private key” button. Save it with the name “private.ppk”
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4.1 Configure a User with the Public Key File

Configuration - Security > Users > User 0 - 9 > User 3

w User 3

Username:||[ssh-user
Password:| esesssssss

Confirm Password:||esssssssss

Access Level: | Super r
* Advanced
¥ pallow this user to log in over a PPP network
Use this number when PPP dial-back is required for this user
Alternate IKE Key:
Confirm Alternate IKE Key:
Femote Peer IP address:
Remote Peer IP subnet:

Remote Peer IP subnet mask:

Public Key file:| public.pem ¥

Default WEB page:

Apply

Figure 9: Setup remote access user to use SSH key authentication
Enter a name for the user in the "Username” field.

Enter a random, non-dictionary based password into the password fields. This password will not be used,
but should the RSA authentication fail, the user will be displayed a password prompt. This password
should be kept secret and not given to the user.

Select the public key from the dropdown list (the one that was created and FTP'd onto the router in the
previous steps).

Click the “Apply” button.

4.2 Configure the SSH Client Software

The SSH client software (e.g. PUTTY) will need to be configured to use the private key generated in the
previous steps.

In PUTTY expand Connection > SSH > Auth and enter the location of the private key file in the field titled
“Private key file for authentication”:

13
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@ 1
B2 PuTTY Configuration u&'
Category:
= Temminal - Options controlling S5H authentication |
- Keyboard
- Bell | [C]Bypass authentication entirely {SSH-2 only)
& W dFeatures Authentication methods
= Window
... Appearance Atternpt authentication using Pageant
- Behaviour [ Attempt TIS or CryptoCard auth (SSH-1)
- Tranalation Attempt “keyboard-interactive” auth (S5H-2)
ge:ectinn Authentication parameters
- Colours
& Connection [] Allow agent forwarding
- Data E [] Allow attempted changes of usemame in S5H-2
- Proogy Private key file for authentication:
- Telnet [C:\private.ppk [ Browse... J]
- Rlogin
& SSH
e
- X1 3
- Tunngls
- Bugs -
l About ] [ Help ] [ Cpen ]I Cancel

Figure 10: Setup Putty to use SSH key authentication

Save the username used to connect in Connection > Data into the field “"Auto-login username”:

ﬁ PuTTY Configuration

N

Category:

- Terminal
- Keyboard
- Bell
- Features
(=) Window

- fppearance
- Behaviour
- Translation
- Selection

- Colours

m

Data to send to the server |

Login details

Autodogin usemame (ssh-user ]

Teminal details
Teminal4ype string wtem
32400,38400

Teminal speeds

Environment varables

Variable

Value Remove

) [ Gpen || Concel

Figure 11: Setup PuTTY to auto use username

14
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Return to the Session PuTTY connection tab and enter the IP or host name of the router into “*Host Name
(or IP Address)” and give the session a memorable name in the “Saved Sessions” field and then click the

“Save” button:

Categony:
=] Session - | Basic options for your PuTTY session |
Lo Logging Specify the destination you want to connect to
=)~ Teminal
Host Mame (or IP address) Port
- Keyboard e
- Bel |1ﬂ_1 8315 ] 72
- Features Connection type:
= Window TV Raw () Telnet ) Rlogin @ SSH () Seral
ﬂppea!ance Load, save or delete a stored session L
- Behaviour _
- Translation = 3 b
- Selection UK Support test router ]
- Colours
DESKVC a
[=- Connection oM Lapd
- Data SLN# —
TEST JUNO ‘: ‘ (s ]
| R A
B Close window on exit:
() Aways () MNever @ Only on clean exit
Help ] [ Cpen ] [ Cancel

Figure 12: Save the PuTTY session
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Your session should now be seen in the Saved Sessions list:

[FES PUTTY Configuration R — e |

Category:
B- Sgssion - Basic options for your PUTTY session
& TE"" I..Dglging Specify the destination you want to connect to
Tm}'g‘,afhaard Host Mame (or IP address) Port
. Bell 10.1.63.15 72
- Features Connection type:
= Window ) Raw () Telnet () Rlogin @ SSH () Serial
ﬁppea@nce Load, save or delete a stored session
- Behaviour
. Translation L Saved Sessions
- Selection 1 UKSupport test router
- Colours
DM -
[=} Connection SLNH Lagd
- Dats TESTILING |
- Proxy UKSupport test router ] _
- Telnet |; Delete
- Rlogin -
=1-55H
K:'-‘u:cr}tth m Close window on exit:
) Mways () Never @ Only on clean exit
L X1 o
Mot || Hep | [ Open || Cancel

Figure 13: PUTTY displaying saved session

4.3 Using Pageant

Download Pageant (if you have installed the PuTTY suite of tools, this will be installed by default). To load
your private key without further configuring PuTTY to use it, you can use Pageant to load the key up and

this will be tried for all connections. You can load up a key automatically using this command:

" C:\Program Files\PUTT\Pageant.exe” " C:\private.ppk"

Enter the passphrase when prompted, if you have set one:

Pageant: Enter Passphm@iﬂ ﬁ

Erter passphrase for key
UKSupport @digi.com

[

ok | | cancel |

Figure 14: Pageant load key and enter passphrase

If you do not use the above command then you can load a key by right clicking on the Pageant, selecting

“Add Key” then select key with the File Browser and then clicking “*Open”.
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-
T Select Private Key File

@O'E v Computer » Local Disk (C:) :

- | 3 | | Search

‘ Organize ~ =28 V)

Favorite Links Name Date modified Type Size
E Documents L0 SNMP
b Inbox 1 source
ﬂ [ | strawberry
More » Ji Swsetup
| System.sav
fl folders v System Volume Information
[2) Start Menu * L Temp
i L temp )i tmp
[EE Tem.plates B Users
i e
| ! .eos . Virtual Machines
.. Public o
18 Computer 4 Win ow.s
&, Local Disk (C3) ) W_“Imag'”g
I\ SRervrleRin T @p“"ate‘ppk J) i
File name: private ppk - [FuTFYFﬂvaeKeyHest'm v]
\ ([een Iv] [ Concel | _
# Mew Session

Saved Sessions

ionis openedtothe router, a login promptwill be displayed. Type in the username

View Keys
configuredfor use with this user. je: ssh-user
R Add Key
rthe passphrase that was configured for the private key previously in PuTTYgen. ot
ow be granted. =
About

Exit Pageant (PuTTY authentication agent)
Vantiv... B fwiog (... ) QN_DL... \1 Untitle... ol : ¥l LF ) 11:04

M. EZE-U... + /= Shared... = Crirnc .. ﬁ

Figure 15: Manually loading the private key into Pageant

You will then be prompted for the key passphrase as above and the key will be loaded. To check what keys
are loaded, right click on the Pageant icon in your tool bar and select “View Keys” or double click the icon
to load the interface below.
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8 3
Pageant Key List @lﬁ

sshmsa 2048 57:88:23:24:08:6c: 71 7cbfef 54:6316:571h:26 UKSupport@digi.com

Add Key Remove Key

Figure 16: Pageant with SSH private key loaded

As you can see, you can load and remove keys from here in addition to being able to do this via right
clicking the Pageant toolbar icon.

18
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5 TESTSSHACCESS

Open PUTTY and double click on the saved session we setup earlier, that should be shown in the “Saved
Sessions” list.

If you are not using Pageant, you will be prompted for a password; if prompted, enter the passphrase that
was configured for the private key previously at the PuTTYgen key generation stage above.

Access to the CLI will now be granted.
login as: ssh-user

Authenticating with public key "rsa-key-20071127"
Pazsphrase for key "rsa-key-20071127":

=s61630>]

Figure 17: Log into route with SSH key authentication
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6 SAVE CONFIGURATION CHANGES TO PROFILE o

Administration - Save configuration

Save current configuration to Config

[save.

|D (power up) ¥ |

Save all configuration. This includes the following

Save the current configuration to config 0

Save the current firewall

Save all sregisters on all ports to profile 0

Save all PAD parameters on all PADs to profile 0

Save All

Figure 18: Save config
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