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 Using This Guide
Review this section for basic information about this guide as well as for general support 
contact information.

About this guide

This guide describes NET+OS and how to use it as part of your development cycle. Part of 
the NET+Works integrated product family, NET+OS is a network software suite optimized 
for the NET+ARM.

Software release

This guide supports NET+OS 6.0 By default, this software is installed in the 
���������	
���� directory.

Who should read this guide

This guide is for software engineers and others who use NET+Works for NET+OS.

To complete the tasks described in this guide, you must:

� Be familiar with installing and configuring software.

� Have sufficient user privileges to do these tasks.

� Be familiar with network software and development board systems.
n  n  n  n  n  n  n 9



C o n v e n t i o n s  u s e d  i n  t h i s  g u i d e
Conventions used in this guide

This table describes the typographic conventions used in this guide:

What’s in this guide

This table shows where you can find information this guide:

This convention Is used for

italic type Emphasis, new terms, variables, and document titles.

bold, sans serif type Menu commands, dialog box components, and other items that 
appear on-screen.

Select menu � option Menu commands. The first word is the menu name; the words that 
follow are menu selections.

����������	
��� File names, pathnames, and code examples.

Table 1: 

To read about See

The components of NET+Works Chapter 1,”NET+Works Introduction”

How to build and debug a sample 
application

Chapter 2, “Building and Debugging a Sample 
Application”

How to convert HTML and related Web 
page files to C code

Chapter 3, “Using the HTML-to-C Compiler”

How to use the MIBMAN utility Chapter 4, “Using the MIBMAN Utility”

How to use the PBuilder utility Chapter 5, “Using the Advanced Web Server 
PBuilder Utility”

Diagnosing problems and reserializing a 
development board

Chapter 6, “Troubleshooting”

Table 2: 
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U s i n g  T h i s  G u i d e
Related documentation

� NET+Works Quick Install Guide describes how to install the hardware.

� NET+Works with GNU Tools BSP Porting Guide describes how to port 
the board support package (BSP) to a new hardware application with 
GNU tools.

� The NET+Works online help describes the application programmer 
interfaces (APIs) that are provided with NET+OS.

For information on third-party products and other components, review 
the documentation CD-ROM that came with your development kit. 

For information about the processor you are using, see your NET+Works 
hardware documentation.

Customer support

To get help with a question or technical problem with this product, or to make 
comments and recommendations about our products or documentation, use the 
contact information listed in the tables that follow.

NetSilicon support

For Contact information

Technical support Telephone: 1 800 243-2333 / 1 781 647-1234

Fax: 1 781 893-1388

E-mail: tech_support@netsilicon.com

Documentation techpubs@netsilicon.com

NetSilicon home page www.netsilicon.com

Online problem reporting www.netsilicon.com/problemreporting.jsp

Table 3: 
� � � � � � � 1 1



Digi support

For Contact information

Technical support Telephone: 1 877 912-3444 / 1 952 912-3456

Fax: 1 952 912-4960

Documentation techpubs@digi.com

Digi home page www.digi.com/support/eservice/eservicelogin.jsp

Online problem reporting www.digi.com/problemreporting.jsp

Table 4: 



NET+Works Introduction
C H A P T E R  1

This chapter provides an overview of NET+Works.
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B o a r d  s u p p o r t  p a c k a g e
Overview

The NET+Works products offer an embedded solution for hardware and networking 
software that is being implemented into product designs. 

NET+Works is designed as an alternative to a PC for products that must be connected to 
Ethernet for TCP access and for Internet/Intranet access. 

The NET+Works package includes:

� Either the NS7520 or the NET+50

� A development board and board support package

� The networking firmware

� The object code with application programming interfaces (APIs)

� Development tools

� Documentation

For information about the NET+ARM devices, see the hardware documentation for the 
processor you are using.

Board support package

The board support package (BSP) is intended to work with the NET+OS real-time 
operating system. Some NET+Works drivers provide the necessary APIs. 

HTML-to-C compiler

The toolkit provides a compiler that translates your HTML code into C code. You can then 
compile the C code as part of the project, which allows you to create the pages your menu 
system needs to perform the tasks necessary for your device. Sample code also is provided. 
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N E T + W o r k s  I n t r o d u c t i o n
Security

NET+OS 6.0 provides security based on:

� Netscape Communications Secure Sockets Layer (SSL) version 3

� RFC2246 Transport Layer Security (TLS) version 1, to provide secure 
communications over unsecured networks

� Basic X.509 certificate generation and server authentication

The services are supported:

� HTTPS (HTTP over TLS v1), port 443, RFC 2818, SSLv3

� Raw TCP/IP over SSL

� Raw sockets over SSL (secure tunneling)

– RSA key exchange/supported algorithm

� Symmetric cipher algorithms

– 3DES-EBE-CDC

– AES128-CBC

– AES256-CBC

– DES

SSL is implemented through an API layer that enables existing sockets-based applications 
to be modified to communicate transparently over links that are secured by the SSL/TLS 
protocols.

An Advanced Encryption Standard RFC 3268-based cipher suite is available for use with 
TSL. In addition, the API layer provides a mechanism by which users can invoke an SSL/
TSL-enabled HTTPS server.
w w w . n e t s i l i c o n . c o m n  n  n  n  n  n  n 1 5





Building and Debugging a 
Sample Application
C H A P T E R  2

This chapter provides a brief tutorial on the development environment. 
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A b o u t  t h e s e  i n s t r u c t i o n s
About these instructions

This chapter provides a brief tutorial on the development environment using 
the Raven.

These instructions assume that you installed NET+Works in ���������	
���, the 
default installation directory. If you installed software in a different directory, 
specify the drive and directory information. 

Before you begin the tutorial, see your network administrator for this information:

� An IP address

� A subnet mask

� The default gateway

You will need this information when you configure the development board.

Working with the sample application

1 Open a terminal connection to the development board so you can monitor 
development board status. 

You can use HyperTerminal by selecting Start � Programs � 
NET+OS 6.0 GNU � HyperTerminal Connection on Com1.

A terminal window opens.

2 Run �
�����������— a utility that converts gdb commands to JTAG
signals — by selecting Start � Programs � NET+OS 6.0 GNU ��
OcdLibRemote.

A message similar to this appears:

��������������������
������������    .
��!��������"#���$����%��&������������&

3 Open a X-Tools window by selecting Start � Programs � 
NET+OS 6.0 GNU � X-Tools v3.0 Shell.

A window opens.
1 8  n  n  n  n  n  n  n N E T + W o r k s  w i t h  G N U  T o o l s  P r o g r a m m e r ’ s  G u i d e



B u i l d i n g  a n d  D e b u g g i n g  a  S a m p l e  A p p l i c a t i o n
4 In the X-Tools window, start a Cygwin bash shell by running arm-elf 
using this command:

'���������(��)

This message appears:

���(��)�*��+��+��������,

5 Change to the board support package (BSP) directory:


�����������	
������
����

6 Build the BSP by entering the set of commands for your development 
board:

7 Change to the directory in which the application resides:


�����������	
������
��'���������)������-.�

The -.� directory becomes the working directory.

For this development board Use these commands

NS7520 ����	�
���

����	�



NET+50 revision D boards ����	�����������
����	�
���

����	�����������
����	�



NET+50 BGA boards ����	�����������
�������	�
���

����	�����������
�������	�



Digi Connect EM ����	���������������
��	�
���

����	���������������
��	�



Digi Connect Wi-EM ����	���������������
����	�
���

����	���������������
����	�



Digi Connect ME ����	���������������
��	�
���

����	���������������
��	�



Digi Connect Wi-ME ����	���������������
����	�
���

����	���������������
����	�



Digi Connect SP ����	���������������
��	�
���

����	���������������
��	�
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W o r k i n g  w i t h  t h e  s a m p l e  a p p l i c a t i o n
8 Build the application files by entering the set of commands for your 
development board:

The application files are built.

9 Run���� by entering:
������(��������/��)

The ��� prompt appears.

10 Copy the script for your development board from the ���������	
��� 
directory to the -.* directory, and then execute it:

For this development board Use these commands

NS7520 ����	�
���

����	�



NET+50 revision D boards ����	�����������
����	�
���

����	�����������
����	�



NET+50 BGA boards ����	�����������
�������	�
���

����	�����������
�������	�



Digi Connect EM ����	���������������
��	�
���

����	���������������
��	�



Digi Connect Wi-EM ����	���������������
����	�
���

����	���������������
����	�



Digi Connect ME ����	���������������
��	�
���

����	���������������
��	�



Digi Connect Wi-ME ����	���������������
����	�
���

����	���������������
����	�



Digi Connect SP ����	���������������
��	�
���

����	���������������
��	�



For this development board Use this command

NS7520 ������	����� �!�"��#��

NET+50 ������	�����
��"��#��

Digi Connect EM ������	���������
��"��#��

Digi Connect Wi-EM ������	���������
����"��#��

Digi Connect ME ������	���������
��"��#��

Digi Connect Wi-ME ������	���������
����"��#��
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B u i l d i n g  a n d  D e b u g g i n g  a  S a m p l e  A p p l i c a t i o n
The prompt changes to�0�������
��(���1.

11 Download �����/��) to the target board by entering:

����

The download takes about a minute to complete. 

12 To run the program, enter: 




The sample application appears in the terminal window.

Configuring the development board

� To configure the development board:

1 In the HyperTerminal window, check that the terminal is configured for 
9600 bps, 8-bit characters, 1 stop bit, no parity, and no flow control.

A terminal session opens.

2 Reboot the development board by disconnecting it from the power source 
and reconnecting it.

The main configuration screen appears. (This may take up to 90 
seconds.)

Digi Connect SP ������	���������
��"��#��

For this development board Use this command
w w w . n e t s i l i c o n . c o m n  n  n  n  n  n  n 2 1



C o n f i g u r i n g  t h e  d e v e l o p m e n t  b o a r d
3 To start the configuration change process, press a key within five seconds.

You see this prompt:

%�����"����"

�����+����������2����3����3���),4

4 To change the configuration, press M and then Enter.

A password prompt appears.

5 Enter the default password: 

�������
��

You see the first of a series of configuration prompts.

6 At each prompt, do one of these steps:

– To accept the current value, press Enter.

– To change a setting, enter a value and press Enter.

After you scroll through the settings, a prompt indicates that you must press 
a key within five seconds if you want to change any additional settings.

�$�%&��'(	)������	*"�

+������,
	-�.	!��/0	1$���
����0	2��"

��������3	��
�������

����2+��2�13	���4�����	���	(��#��	���
���
���

444444444444444444444444444444444444444444444444444444444444444444444

1$�&��'	21�$���+$	�����$�$�(3

2�	�������	��	��1	��	5"!"/"6

��1	��
��7���8�	�����
	����	��	!��"!��"!��"�

2�	�������	�7	��7��

	��
����	
�	�
,��	��
�����	��	5"!"/"5

9��:&��$	�����$�$�(

(����
	�,����
�	��

	���	�	����	��
�	�7	;*��

�,��	�����8�	�����
	������	��	15!/6�* <

�,��	�����8�	��+	�������	��	��36�3;:3��36/3/�

�7
��	�����	��	����
0	�
��
4��	����	��

	���
	�	�������

:�7��

	���
�=	��

���	7��	$
,����
	������
���3	��

	:��
�=

444444444444444444444444444444444444444444444444444444444444444444444

�����	���	���	��	�	�������	
�	�,����	
,���	��

����"
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B u i l d i n g  a n d  D e b u g g i n g  a  S a m p l e  A p p l i c a t i o n
Tips

Running additional gdb sessions

Each time you exit from gdb, the �
���������� process also quits. As a result, 
you must restart �
�����������before you can start another gdb session.

printf support in gdb

Output from printf is directed out a serial port if "%%
���!5�
%��� is configured for 
this in the ���
��)/+ file. Output is discarded if "%%
���!5�
%����is left undefined.

Standard C library

To support the device driver interface (DDI) of NET+OS, the standard C library 
has been rebuilt. A customized version of the startup files and C libraries is located 
in the����������	
��������-.���6 directory. All the sample applications link to 
these files instead of the standard GNU versions. To use NET+OS device drivers 
and the ThreadX kernel, you must make your applications link to these files.

For an example of how to link to these files, see one of the makefiles supplied 
in one of the sample applications, or see the GNU linker documentation.

All the necessary changes to the C library’s source code are provided under the 
���������	
������
 directory.

The C library that ships with NET+OS is not re-entrant.
w w w . n e t s i l i c o n . c o m n  n  n  n  n  n  n 2 3





Using the HTML-to-C 
Compiler
C H A P T E R  3

This chapter describes the HTML-to-C compiler, which you use to convert HTML and 
related Web page files to C code.
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W h a t  i s  t h e  H T M L - t o - C  c o m p i l e r
What is the HTML-to-C compiler

The HTML-to-C compiler converts HTML and related Web page files to C code so you can 
compile and link the Web pages for an application. 

The HTML-to-C compiler provides an easy way to integrate Web pages into the Web 
server. This compiler translates Web pages into standard C source files so you can compile 
them with a compiler. You also can incorporate images, Java applets, and sound files into 
the Web server. Components converted to C code are easily integrated into NET+Works 
software applications. Web components in this context are defined as:

� HTML pages

� /��) or /7��� images

� Java applets 

� Audio files

This section provides background information on HTML and describes how to use the 
HTML-to-C compiler.

Web content

Web content consists of HyperText Markup Language (HTML) pages, images (such as 
/��) and .7��� files), and applets that are sent by a device in response 
to HyperText Transport Protocol (HTTP) requests from Web browsers. 

To incorporate Web content into an embedded device, you first build an HTTP server into 
the device by using the APIs provided with NET+Works (described in the online help). The 
server processes HTTP requests and responds with Web content. 

The next step incorporates the Web content into the HTTP server. Commercial Web servers 
installed on UNIX or Windows NT systems have storage disks with large file systems. 
Incorporating Web content is fairly routine because pages and images are added to an 
existing directory, making the files Web-accessible. Embedded devices normally have 
read-only memory (ROM) without a file system. The Web content in such cases must be 
incorporated directly into the embedded device application stored in ROM.

When you write HTML from scratch, you develop pages by adding HTML markup tags to 
the text content, using either a text editor or Web authoring tool. You can add the same 
pages to an embedded device by writing application code to physically return an HTML 
2 6  n  n  n  n  n  n  n N E T + W o r k s  w i t h  G N U  T o o l s  P r o g r a m m e r ’ s  G u i d e



U s i n g  t h e  H T M L - t o - C  C o m p i l e r
page. The page is stored in a large character buffer in the device and returned through a 
network application programming interface such as sockets. 

As tools for generating HTML pages become more advanced, webmasters do not generate 
HTML pages by hand. Web authoring tools are more efficient and reduce the amount of 
typing needed in markup tags. 

Static and dynamic content and forms processing

Embedded devices must be able to incorporate static content, dynamic content, and forms 

processing into the embedded HTTP server source code. 

The HTML-to-C compiler automatically converts Web content into application source 
code:

� Static pages are converted into the necessary program calls to send back 
HTML, image, and applet content that does not change over time. Nothing 
needs to be added after the page is converted. Static pages are a small part of the 
content provided by a Web server.

� Dynamic content, which changes over time, is commonplace and necessary for 
status reporting. This type of content has proprietary non-HTML markup tags 
inserted with an HTML editor into the HTML source code. The HTML-to-C 
compiler recognizes these tags and produces shell routines and calls to the 
routines in the application source code. The embedded designer is then 
responsible for implementing the routines so the appropriate dynamic content is 
returned when the routines are called.

� Forms processing, which accepts user input and acts on it, is also common and 
necessary for making configuration changes in an embedded device.

An HTML generation or Web authoring tool does not solve the problem of providing 
dynamic content or forms processing. Application code in the commercial Web server 
(written in PERL, C++, or Java) is necessary for these types of Web content. 

The HTML-to-C compiler also recognizes HTML form tags and adds the shell routines to 
be called when forms data is sent back to the embedded Web server. 

The embedded Web server typically has an application programming interface (API) that 
makes it easy to retrieve the common gateway interface (CGI) data supplied by the browser 
in response to a forms submission. The embedded designer is responsible for filling in the 
shell routine with the code necessary to handle the data and send back the reply.
w w w . n e t s i l i c o n . c o m n  n  n  n  n  n  n 2 7



W h a t  i s  t h e  H T M L - t o - C  c o m p i l e r
Dynamic content example

Sometimes you want a Web page to look different every time you access it. For example, 
you may want to write a page that provides weather or traffic reports. Dynamic content is 
useful in such a case. All you have to do is to embed the 
�88"
 tag into your HTML file. 
The HTML-to-C compiler understands this tag and generates an empty routine at the end of 
the generated C file. 

This example shows a portion of a Web page that reports the temperature at Logan Airport:

9+&:��+����������6���������������
�88"
���
�����9�+&:

This is translated into statements:

;������0+�����2�<9+&:��+����������6��������������=1>

��
���
����0+�����1>

;������0+�����2�<9�+&:=1>

Note that�
�88"
���
�����is being converted into the ����	
�
	�� function call, which 
is located at the end of the file:

$������
���
����06�������������+�����1

?

@

You need to add real code to get and format the temperature, and then send it back to the 
browser. For example: 

$������
���
����06�������������+�����1

?


+����6)A&		B>

������������6��>

��������6���C����
�������
����01>

������)�0�6)2�<DE�=2���������6��1>

;������0+�����2��6)1>

@

Input form example

One use of an embedded Web server is collecting data (for example, configuration 
information) from a user. The easiest way to do this is with an input form. The HTTP 
Server library API�;����#��6��is used to capture data collected in this form.

To use forms, you need to include an action field in your form; for example:

9F��3�"��5��C<��

��)��=����+���C<%���=:
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This field allows the HTML-to-C compiler to generate an empty function that must be 
filled in to collect the data sent from the browser. %���
�is prefixed to the name of the 
action. 

The generated function name must be a valid C identifier, so your action name must not 
contain any illegal characters. For example, %���
��

��)���is added at the end of the 
file:

$�����%���
��

��)���06�������������+�����1

?

@

To extract data sent with the form, use ;����#��6�, ashown next:

$�����%���
��

��)���06�������������+�����1

?


+���������A-.B>

�G����6����+��������������'�����6�2�H��+������

������6����������5%
"!!��G�

;����#��6��0+�����2�<5%
"!!�=2��������2�-.1>

I

�G�����+��������2�H+���$����+��6����

���6��H��������������������������G�������

@

Preparing to use the HTML-to-C compiler

The file name of an HTML URL is its full URL name. Because slash (/) is not a valid 
character for a file name, slashes are converted to underscores (_). For example, ���
�
��)/+��� is generated as 
��

��)/
/

To incorporate Web content into an embedded device, you first build an HTTP server into 
the device using the APIs provided with NET+Works.

� To build an HTTP server into a device:

1 Create Web pages by using an HTML editor.

2 Use the HTML-to-C compiler to convert your Web pages into C code.

3 If your Web pages contain dynamic content or forms, add your own code to the 
generated empty C routines. 
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4 Put all your C source files into your application’s ����)���.

How the HTML-to-C compiler works

The HTML-to-C compiler recognizes two file types:

� Text files. Any file with an extension of .+���2 /+��2 or /�'�/ A text file 
causes the compiler to generate a .c file with a similar file name. 

� Binary files. All binary files are converted and stored in the �������/
 file. All 
the URL information, including security, is stored in the 6��/
 file.

The file names �������/
�and�6��/
�are default names you can change. 

For example, say your Web server contains four files — +���/+��2�'/+��2�,/7��2 and�
J/��) — and you want to organize your Web hierarchy (URLs) like this:

�+���/+��

�'/+��

��������,/7��

��������J/��)

�KL�+��+���/+��

�KL�+��,/7��

These C files are generated:

� 
+���/
  (from 6����+���/+��)

� 
'/
��(from 6����'/+��)

� 
KL�+�
+���/
�(from 6����KL�+��+���/+��)

� �������/
�(contains data for ,/7�������J/��))

� 6��/


These entries are added to the URL table in the 6��/
 file:

������������,���������AB�C�?

<�+���/+��=2�&2�����
)6�
����
	2�0;��,��F�;���1;��,��;���2�	2�

�������
���2

<�KL�+��+���/+��=2�&2�����
)6�
����
&2�0;��,��F�;���1;��,��;���2�	2�

�������
���2

<�KL�+��,/7��=2�	2�����
)6�
����
.2�0;��,��F�*����,1;��,��L���2�

EM-2��������
���2

<��������,/7��=2�	2�����
)6�
����
.2�

0;��,��F�*����,1;��,��L���2�EM-2��������
���2
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<��������J/��)=2�	2�����
)6�
����
-2�0;��,��F�*����,1;��,����)2�

ENN2��������
���2

<�'/+��=2�&2�����
)6�
����
M2�0;��,��F�;���1;��,��;���2�	2

�������
���2

�������G����������,�3������������G�

@>

There is only one�+���/+���file, but because two URLs 0+���/+���and �KL�+��
+���/+��1 refer to it, two files are generated. This lets you put different code to serve the 
same page 0+���/+��1 under different absolute URLs.

Binary data, however, is treated differently because it does not need to be customized. Only 
one copy of the data is stored in �������/
 for ,/7��2 even though it is referred to in both 
�KL�+��,/7���and���������,/7��/

The URL table is used in the "������
+��� function. When a user clicks a URL link from 
a Web browser, the Web server does a search on the URL table. If the server finds the entry 
for the URL, it calls the corresponding function (for example, ����
)6�
����
&) to send 
back the page. 

Here is an example of the function ����
)6�
����
& in the file�
KL�+�
+���/
�

$��������
)6�
����
&06�������������+�����1

?

;������0+�����2�<9+���:O�=1>

;������0+�����2�<O�=1>

;������0+�����2�<9+���:O�=1>

;������0+�����2�<9�����+���(�P6�$CO=�������(�,��O<O�=1>

;������0+�����2�<
������CO=��'��+���>�
+�����C���(  MN(

&O<:O�=1>

;������0+�����2�<9���������CO=�����"���O

<
������CO=3�
����)��F����%�����'������./	O<:O�=1>

;������0+�����2�<9�����:L�+�Q��;����%���9������:O�=1>

;������0+�����2�<9�+���:O�=1>

;������0+�����2�<O�=1>

;������0+�����2�<9���,���
����CO=RFFFFFFO<:O�=1>

;������0+�����2�<O�=1>

;������0+�����2�<9+-:S��
�������L�+�Q��;����9�+-:O�=1>

;������0+�����2�<O�=1>

;������0+�����2�<9����,:O�=1>

;������0+�����2�<9�+���:O�=1>

@�
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Using the HTML-to-C compiler

Files for the same Web server application are organized as a project. A project file has a file 
extension of /H��.

� To start the HTML-to-C compiler:

1 Select Start � Programs � NET+OS60_GNU � HTML-to-C Compiler. 

You see the HTML-to-C dialog box:

2 Do one of these steps:

– To open a project that appears in the list, select the project from the list and 
click Open Selected.

– To open a project that does not appear in the list, click Open Others, then 
locate and select the project.

– To create a new project, click New Project, then enter a name and select a 
location for the project. 
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You see this dialog box:

From this dialog box, you can:

� Create a new project.

� Remove obsolete data.

� Specify locations for generated C files and names for binary data and URL 
files.

� Generate C source files.

� Open and edit the 6��.
 file.

� Set or change the project’s home page.

Creating a new project

� To create a new project:

1 From the main dialog box, click the folder icon in the Source section.

2 Enter a name and select a location for the new project.

File for 
managing
URLs

Directory for 
generated File for 

File for binary data

Directory for 
generated C files

File for managing 
URLs

Add files

Remove files

Create a new 
project file
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Removing obsolete data

Removing obsolete data from a project file shortens compilation time. Use caution when 
you remove files; you may need the data for troubleshooting.

Be aware that removing data here does not delete the entries for the removed data in the 
URL table. You must use Edit URL file to remove the data from the table.

� To remove obsolete data from a file:

1 From the main dialog box, click Remove Bin data. 

You see the Remove Binary Data dialog box, which displays the names of all 
binary files in the �������/
 file:

2 Select one or more files to delete from the list, and click Remove.

Adding or removing source files

You can add or remove source files at any time. 

� To add a source file:

1 In the Source section of the main dialog box, locate and select the file to 
add to your project. 
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2 Click the right arrow.

� To remove a source file:

1 In the Source section of the main dialog box, locate and select the file 
to remove from your project. 

2 Click the left arrow.

Specifying the location of files

From the main dialog box, you can specify the location for the generated C
files, and the names of the URL and binary data files, as described here:

� To specify the directory in which to put the generated C files, enter the 
pathname in the Target Directory�input box.

� To specify a file name for URL file, enter the name in the URL file input box. 
The default name is�6��.
.

� To specify a file name for the binary data file, enter the name in the Binary data 
file name input box. The default name is�6��.
.

If your project does not have any binary files, you do not need to 
include this file in your ����)���.

Generating C source files

From the main dialog box, you can generate C source files in two ways:

� To generate only the files that have changed since the last build, click Build.

� To generate all files, click Build All.

Setting or changing a project’s home page

The home page is the page that appears in the browser when you type only the IP address of 
the server. The URL of a home page is always a forward slash (�).

� To set or change the home page of a project:

1 From the main dialog box, click Home Page.
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The Set Home Page dialog box, shown next, appears:

2 Select the URL of the page you want to use as home page and click 
Set Home.

If you do not want to specify a home page, click No Home Page.
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Editing URL files

The 6��/
 file contains the URL table, from which you can:

� Add or delete entries.

� Edit entries.

� Set or change security realms.

Opening the url.c file

To open the�6��/
 file, from the main dialog box, click �dit URL file. You see the Edit 

URL file dialog box, shown next:

Adding and deleting URLs

� To add a new URL:

1 From the Edit URL file dialog box, click New. 

The Edit URL dialog box appears.

2 Provide the necessary information, and click OK.

� To delete a URL:

1 From the Edit URL file dialog box, select the URL to delete.
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2 Click Remove.

Be aware that the deletion happens immediately; you do not get a prompt to 
confirm the deletion.

Editing a URL

� To edit a URL:

1 From the Edit URL file dialog box, select the URL you want to edit.

2 Click Edit.

The Edit URL dialog box appears.

3 Make the changes you want, and click OK.

Setting the user and password of a URL

The HTTP server supports the basic access authentication scheme in the HTTP protocol. 
Up to eight realms are allowed. You must set up a security table before you start the HTTP 
server. 

� To set up or change realm information:

1 From the Edit URL file dialog box, click Set Security Realms.

You see the Security Table dialog box:

2 For each realm, type the realm name, user name, and password, and 
then click OK.
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Using the MIBMAN 
Utility
C H A P T E R  4  

This chapter describes the MIBMAN utility, which you use to implement management 
information bases (MIBs).
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Overview

MIBMAN is a utility that translates Simple Network Management Protocol (SNMP) 
Management Information Bases (MIBs) into C code that contains:

� Templates for action routines that you implement

� Management API declarations for MIB objects that correspond to management 
variables

You control which action routines and management variable declarations are generated 
through configuration files.

The next sections present some terminology and concepts you need to be familiar with as 
you use MIBMAN.

SNMP

SNMP, which defines a system for managing network devices, is implemented in multiple 
modules. SNMP consoles run on network workstations and provide the user interface. 
SNMP agents run on managed devices and handle communications with remote SNMP 
consoles. When a console sends a request to an agent, the agent decodes the request and 
calls subroutines in the managed device that handles the request. You implement the 
subroutines, which are called action routines.

A MIB defines the view of a managed device that the device’s agent presents to 
an SNMP console. The MIB defines a set of objects the console can read and write. These 
objects can either correspond to variables that exist on the device or be synthesized by the 
agent:

� MIB objects that represent variables that exist are called real objects.

� MIB objects that do not exist are called virtual objects.

For example, a MIB might define one object that is the count of Ethernet packets received 
so far, and another object that indicates the health of the system. The count of Ethernet 
packets received is probably stored in a real variable. On the other hand, the agent can 
determine the health of the system on-the-fly by examining the state of several system 
variables and processes. 
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Scalar MIB objects

A scalar object represents a single item with a simple type. If a scalar object is real, 
MIBMAN can generate most of the code needed to implement it.

You can create a declaration for the variable in the management API and use generic action 
routines to read and write the variable. Then you can have the application set an initial 
value for the variable and update it as necessary.

MIBMAN cannot always use generic action routines. For example, a MIB object could 
represent the state of an LED, and special purpose action routines might be needed to turn 
the LED on and off when a user changes the value of the object. In such a case, you can 
configure MIBMAN to generate templates for the action routines and a declaration for a 
management variable to represent it. If the object is virtual, you can use MIBMAN to 
generate templates for the action routines without generating a management variable 
declaration.

MIB tables

You can arrange MIB objects in tables. A table is a set of MIB objects repeated in multiple 
rows. Objects in a row are columnar objects. Columnar objects all have simple types, like 
scalar objects. An SNMP table is similar to an array of C structures, where each row 
represents a C structure, and each columnar object represents a field in the structure. Like 
scalar objects, tables can represent either:

� Real tables of information stored in memory

� Virtual objects that the agent creates on-the-fly

Tables are read and written one columnar object at a time. When a columnar object is 
accessed, the object is identified with:

� An object identifier (OID) that determines which columnar object in the row is 
being accessed

� An index that determines which row in the table is being accessed

Although MIBs describe the elements that make up a table index, they do not describe 
how the index works; you implement the table’s indexing scheme. For more information, 
see the comments in the MIB and the RFCs that describe the MIB.

Tables can have relationships with other tables; for example: 

� One table can expand another table by defining additional columnar objects. In 
this case, the two tables have a one-to-one relationship. 
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� One table can be a different view of another table. For example, one table might 
consist of the same rows in another table sorted into a different order.

� One table can be a subtable of another. Implementing this relationship 
requires complex indexing schemes.

These relationships can cause the fate of rows in one table to affect rows in another table. 
For example, suppose one table expands another. When a row in one table is deleted, the 
corresponding row in the other table also must be deleted. These types of relationships, 
which you implement, are not described by the MIB, but in comments in either the MIB 
or the RFCs that describe the MIB. 

MIBMAN can create management variable declarations and action routine templates for 
MIB tables that represent real tables in memory. You must initialize the tables and update 
the data in them as necessary. You also must complete the action routines by coding the 
table’s indexing scheme and fate relationships to other tables. If the table is virtual, 
MIBMAN can generate templates for its action routines.

Traps

A trap is a message that an agent sends to a console when certain events occur. Although 
the contents of traps are defined in MIBs, the MIBs do not specify the events that cause the 
agent to send the trap. These events are explained by comments in the MIB and in the RFC 
that describes the MIB. 

You can use MIBMAN to generate a set of data structures that applications use to generate 
and send traps.

Action routines

Action routines are functions that an SNMP agent calls to read or write MIB objects. 
MIBMAN generates templates of these functions that you complete to implement the MIB. 
The agent passes parameters to the functions that identify which object is being accessed, 
and the functions perform the operation and return the result. 

Implementing a MIB: an example

�"35*, a sample application on the NET+Works installation CD, demonstrates how to 
implement a MIB. The sample MIB allows you to read and change the state of the LED on 
4 4  n  n  n  n  n  n  n N E T + W o r k s  w i t h  G N U  T o o l s  P r o g r a m m e r ’ s  G u i d e



U s i n g  t h e  M I B M A N  U t i l i t y
the board from a MIB browser. �"35* also demonstrates how to implement a MIB with 
tables. 
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Converting an SNMP MIB into C code

Converting an SNMP MIB into C code involves these steps: 

1 Using a MIB compiler to convert the MIB definition into an intermediate file.

To compile the MIBs, you can use the SMICng MIB compiler. SMICng, an 
industry-standard compiler, is shipped with the SNMP agent.

2 Running MIBMAN to convert the intermediate file generated by SMICng into three 
C source files.

These source files contain the C variable definitions and action routine 
templates needed to implement the MIB.

3 Doing the final integration.

The next sections provide details about the three steps.

Step 1: Using SMICng

Because the developers of SNMP tried to design a format for SNMP MIB definitions that 
would be readable by both machines and people, MIB definitions are difficult for anyone or 
anything to read. The SMICng compiler, however, converts a MIB definition into a form 
that is easier for software to read.

For more information about SMICng, see the SMICng online documentation.

Here are the basic steps for using SMICng:

1 Strip off all extraneous text.

MIB definitions are usually contained within text files (RFCs) that contain 
other text besides the MIB definition itself. If the MIB uses definitions from 
other MIBs, you also need to clean up the text files that contain the definitions 
for these MIBs.

2 Create an include file for SMICng that lists all the MIBs used by the one 
that is being processed. 

Include the MIB itself as the final file.

3 Run SMICng with this command line:

���
���(J�(
������������	
�
�����������

where
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– ����������	 is the name of the include file you created in step 2. 

– ����������� is the name of the intermediate file the compiler creates.

Step 2: Using MIBMAN

The MIBMAN utility operates on the intermediate files that SMICng creates. MIBMAN 
accepts up to four arguments, as shown here:

�
����
���������
	�����������������	����
�����������	����
������������

where: 

� ��������� is the file that contains a list of intermediate files generated by 
SMICng.

� 	�����������������	���y is the directory in which configuration files are 
located.

� �����������	���� is the directory in which output files are generated.

� ������������ is the file that MIBMAN creates to contain a list of the 
variables defined by the MIB and their OIDs.

The ��������� argument is required; the other three arguments are optional. If you do 
not specify the optional arguments, MIBMAN uses the current directory and does not 
generate a list of MIB variables.

The ��������� must list the MIB files so that MIBs that have dependencies are listed after 
the MIBs that resolve the dependencies. 

For example, suppose �F�&.&-(35* was being processed. This MIB depends on items 
defined in �F�&&MM(35* and �F�&.&.(35*
 So, a list file for �F�&.&-(35* would be:

�F�&&MM(35*/35*

�F�&.&.(35*/35*

�F�&.&-(35*/35*

Generated files

MIBMAN generates two C files and a header file (.+) for each MIB it processes that 
defines variables or traps. Here are the naming conventions:

� By default, the name of the MIB module determines file names.

� MIBMAN converts the MIB module name into legal Windows file names by 
changing hyphens and periods in the name into underscores and appending the 
extensions 
� and 
�. 
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� The suffix Action is appended to the template filename. 

� If the module name starts with a digit, an underscore is added to the beginning 
of the file name.

One C file —the definition file — contains the definitions for variables and structures that 
the management API and the SNMP agent use, including:

� An array of ���#���,�� elements used to create the variables in the 
management API database

� An array of ���6
��$��������elements used to register the variables with the 
SNMP agent

� Information about SNMP traps that is needed to implement the traps

The other C file (the template file) contains templates for action routines you use to 
implement the MIB.

The header file contains declarations for functions and variables defined in the two C files, 
including declarations for:

� The ���#���,�� and ���6
��$��������arrays defined in the definition file

� The action routine templates in the action file that read variables

� The constants needed to implement the action routines

By default, MIBMAN generates the C code by:

� Creating management variables to represent all scalar objects

� Using generic action routines to access all scalar objects

� Creating management table variables to represent all MIB tables

� Creating templates or action routines that read and write the tables

None of the management variables is protected by semaphores. Indexing for management 
table variables is left undefined. You can change these default settings through a 
configuration file.

Data types

SNMP data types are represented by similar management variable data types:
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Tables

MIBMAN generates code to register tables with the management API by using the 
3"�
�"*��
�T%� data type. Individual rows are represented as C structures where each 
columnar element is represented as a field in the structure.

In the next example, a table is defined with two integer objects and a !�����,������ 
object. A row in the table is represented as a C structure with two 5��-. fields and a 
3"�
�����
���5��
�T%� field.

�)�������*L���(�T%�

�T��"U����V�������F�5)����,

"����������(�

�������

��"�������������,

!����5%�5��

����������������������W"�������)������)�
���������/W

����������������C�?������)�
���.�@

�)����,��*L���(�T%�

���������������T��"U��5)����,

��������������"����������(�

�������

����������������"�������������,

��������������!����5%�5��

These SNMP data types Are represented as

Textual conventions, octet strings, and 
opaque objects

������������	
�����
� variables.

5������ and 5������-. 
���� types.

����������, �����, �������, �������, 
���������, and ���������

��	 �� types.

�������!"  S��!�E type

�#$���%
 ���
&�	 Arrays of 129 ��	 �� elements. The length
of the OID is encoded in the last element of 
the array. 



������� and ���'���������� An array of four ��	 ( elements

#
�� Octet strings in which each element contains 8 bits. 
SNMP bit label ) is the least significant bit in the first 
byte of the string. The number of bit labels defined in 
the MIB determines the string’s length.
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����������������������W"�������)�
������,/W

��������������5�!�U���?��)5���'�@

����������������C�?��)������&�@

5)����,���C

����������������V������?

�������������������)5���'

����������������������5������2

�������������������)!��
�

����������������������!�����,������2

�������������������)�,��

����������������������5������2

��������������@

�)5���'��*L���(�T%�

���������������T��"U��5������

��������������"�����������(���,
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����������������"�������������,

��������������!����5%�5��

����������������������W"�6��P6��$��6��)�����
+������)�
�/W

����������������C�?��)����,�&�@

�)!��
���*L���(�T%�

���������������T��"U��!�����,�������0�58��0	//.MM11

��������������"�����������(���,

����������������"�������������,

��������������!����5%�5��

����������������������W"���'�6����������
���������������
�������/W

����������������C�?��)����,�.�@

�)�,����*L���(�T%�

���������������T��"U��5������

��������������"�����������(���,

����������������"�������������,

��������������!����5%�5��

����������������������W5�����)�����+���,����)������)�
�/W

����������������C�?��)����,�-�@

MIBMAN creates a definition for a structure that represents individual rows in 
the table:

�,����)����6
�

?

5��-.��)5���'>

3"�
�����
���5��
�T%���)!��
�>

5��-.��)�,��>

@�5)����,�,��>

Integration with the management API

MIBMAN creates an array of ���#���,�� objects with one element for each scalar object 
and table defined in the MIB. You can suppress entries for virtual objects.

By default, MIBMAN sets the fields in the ���#���,�� structure for each MIB variable, as 
shown in this table:
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Implementing traps

Traps are messages sent to SNMP consoles and SNMP agents when a predefined event 
occurs. The MIB definition specifies the content of trap messages, but not the events that 
trigger them. To support traps, you must implement code that detects when a trap event 
occurs and calls functions in the SNMP agent to create a trap message and send it.

MIBMAN creates an ����"���������,�� structure for each trap defined in the MIB. The 
structure contains information about the trap that is needed to construct the trap message. 

The ����"���������,�� structure is defined in this way:

�,����)����6
�

?


+���G����>


+���G��>

���������6����>

���������,��>

Field Description

�� Set to the objects’s OID expressed as a string.

��������	� Set to ��** by default.

�
���
���� Set to ) by default.


��	 Set to the size of the variable in bytes.

���	 Set to indicate the variable’s type.

���	�
���
 Set to ��**+

����	����	�
���
 Set to )+


	������	
 Set to ��** by default.

����	��	������	
 Set to ) by default.

����	�� Loaded with the address of the ���,�����	�����-����� function if 
the variable has a range.

����	���� Loaded with the address of an ���,�����	�����.,� structure that 
describes it, if the variable has a range; otherwise, this field is set to 
��**+

����	���� Set to ��** if the object is scalar. If the object is a table, this field points 
to a �����/0�
�1��.,� structure with information about it.


�����
��� Set to ��**+
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����$���������6��>

����"��������#���,���G$������>

@�����"���������,��>

where:

The trap variables are listed in an array of ����"��������#���,�� structures. The 
����"��������#���,���structure is defined in this way:


��	�	���
���

�

���������
����������
��
�
��	��

��������	�
����������	�

where:

� �� is the ID of the variable (usually its OID).

� ��� is the OID of the variable.

� ���� is a constant defined in ASNI1.H that indicates the data type of the 
variable.

MIBMAN configuration file

You can override some of the default values MIBMAN uses through a configuration file. 
Here are the naming conventions:

� The MIB that is being processed determines the configuration file’s 
name. 

� MIBMAN converts the MIB module name into legal Windows file names by 
changing hyphens and periods in the module name into underscores.

Field Description

�� Loaded with the trap’s OID

��������	� Set to the trap number

�������	 Set to �	�
���
� if the trap is an SMI version 1 trap, or to 
���
&
���
�����
� if the trap is an SMI version 2 notification

�������	����� Loaded with the number of variables in the trap

�����
� Pointer to a list of the variables
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� The suffix .
��)���is appended. 

� If the module name starts with a digit, an underscore is prefixed to the file 
name. 

For example, suppose 35*(55 is being compiled. The MIB definition begins with this 
statement:

�F�&.&-(35*�!�F5�5�5�����C�*��5�

MIBMAN creates the configuration file name by converting the MIB name �F�&.&-(35* 
into the file name �F�&.&-
35*/
��)��.

If the configuration file does not exist, the default values are used. Otherwise, MIBMAN 
opens and reads the file. The file should consist of one or more configuration statements. 
Configuration statements take one of two forms:

� keyword valu�

� �������
�
�
 
����e

The configuration file also can have comments, which must start with a semicolon. Any 
text after a semicolon is ignored.

Controlling the names of generated files

By default, MIBMAN bases the names of the /
 and /+ files on the MIB’s name. You can 
override these names. 

To set the name of the /
�and /+ files, use these statements:

� Cfilename 	���������

� Hfilename !���������

� Actionfilename �	�������������

where you replace 	���������, !���������, and �	������������� with your 
file names.

Overwriting files

Every time you run MIBMAN, it overwrites the definitions C file and the header file 
generated for a MIB. However, the action C file contains template code that you must edit. 
MIBMAN does not overwrite this file; you must either delete or rename the action file for 
MIBMAN to create a new one.
5 4  n  n  n  n  n  n  n N E T + W o r k s  w i t h  G N U  T o o l s  P r o g r a m m e r ’ s  G u i d e



U s i n g  t h e  M I B M A N  U t i l i t y
Controlling comments in the C and header files

When MIBMAN generates C and header files, it generates comments at the top of the files. 
You can set some of the information in these comments through the configuration options. 

This table describes the options:

Here is an example:

"6�+���;���,�;6

3��6�������3����������5�)���������*����)������H����3���������

!��
���������+�����)�������
����$��������)��+��3����������5�)��������

!��
��������*����035*(551�)���6���H��+����H��������������������
������

!��
����������%�5%����������������/

�����&.�&.�NN(;;C���������
�������������/

�����	.�.	�		(;;C5�
���������J���)�5%�
����
�������2������������+����

�����	.�.	�		(;;C��������
���

�����������$��������/

�����	-�&.�		(;;C��������H��+�
+���������5%����
�/

In the example:

� The ���!�� field in the C and header files is set to ;���,�;6. 

� The ���������� is set to 3����������5�)���������*����)������H����
3���������. 

� The ���	������� field is divided into three lines of text.

� Three edits are specified with IDs and descriptions.

Option Description

���-��%������ Sets the author listed in the comments of the C and header files.

����0�����%�����	���	 Sets description information. Any number of description options 
can be specified.

 �����,����%�	

������� Lets you keep an edit history. You specify an edit ID and text to go 
along with it.

����%����
�2�	�� The edit ID can be up to 14 characters. The date of the change is a 
useful ID.

The ��'� component contains a description of the edit. If the 
description is longer than one line, it can be extended to any 
number of lines by using the same edit ID. All the description text 
is inserted into the file.
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Controlling management variables

Suppressing management variables

To prevent MIBMAN from generating a management variable declaration for 
a MIB object, use !���������#�������. 

!���������#�����������

This option is useful if the object is a virtual object or if the management variable for it has 
already been defined. MIBMAN always generates action routines for the object when this 
option is specified.

Setting global variable prefixes

3��#�������%��)�'����)�'

"����#�������%��)�'����)�'

You can specify prefixes for global variables that MIBMAN creates. Using these options 
can help avoid collisions with other global variables in the application.

� 3��#�������%��)�' — for variables that are related to MIB items

� "����#�������%��)�' — for global variables that are not related to a 
specific MIB

Setting the management ID

���#�������5�����)��������C�����������

To specify the management API’s identifier for the variable, use the 
���#�������5�����)��� option. By default, MIBMAN uses the object’s OID represented 
as a character string. You can use this option to specify adifferent identifier. For example, 
this statement sets the identifier of �,�!��
� to �,����!��
��������

���#�������5�����)����&/-/�/&/./&/&/&�C��,����!��
�������

Setting index information

���5���'F6�
���������C����	����

�	
���	���������� �����

Management table variables can use complex indexing systems. By default, MIBMAN 
creates the variable without an index system, which means rows 
are read using a simple numeric index. If this is not sufficient, you can use the 
���5���'F6�
���� and ���5���'5�)� options to specify a complex indexing system:

� ���5���'F6�
���� sets the name of a function that the management API uses 
to index into the table. 
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� ���5���'5�)� sets the name of the buffer passed to the index function. 

For example, these statements set the indexing function to �����5���'��, and the index 
information to �����5���'5�)��

���5���'F6�
�����&/-/�/&/EM/�M�C������5���'��

���5���'5�)��&/-/�/&/EM/�M�C������5���'5�)�

Setting semaphores

To specify that some or all the variables are to be protected by semaphores, use the 
��������������+��� and ��������+��� options.

��������������+���������+���

��������+��������C������+���

� ��������������+��� sets a semaphore that is used to protect all variables in 
the MIB. 

� ��������+��� specifies a semaphore that protects a specific MIB.

Configuration files can have any number of �����������+��� and �����+��� 
statements; each specifies a single semaphore to use. When MIBMAN generates 
a ���#���,�� entry, it loads the semaphores field with a pointer to an array that contains 
all the semaphores that have been specified both globally and for the specific variable. 

The �����+��� statement does not override the �����������+��� statement. Instead, it 
specifies semaphores that will be used with the variable in addition to those used for all 
variables.

Generating action routines

MIBMAN automatically generates action routines for all tables and for virtual scalar 
objects. Normally, MIBMAN does not generate action routines for real scalar objects 
because these objects can be handled by the agent with generic action routines. In some 
cases, it is a good practice to create custom action routines for real scalar objects when 
reading or writing them is supposed to cause side effects. 

To generate templates for these routines, use ��������S����"
������6���� and 
!	�	��
	"	����
���"��
��	:

��������S����"
������6����
���

������������"
������6����
���

For example, if you wante to cause MIBMAN to generate a template action routine that 
writes the value of a scalar object whose OID is 1.3.6.1.4.1.901.999.1.1.1, use this option:
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��������S����"
������6�����"�#�$�"�%�"�&'"�&&&�"�"�"

Setting accessor functions

Management variables are usually controlled by the management API. However, it is 
possible to create variables that are accessed through the API but implemented in 
application code. You can do this by specifying an accessor function for the variable when 
it is registered with the API. 

If you specify an accessor function, the management API does not allocate any memory for 
the variable and calls the accessor function when an application tries access the variable. 
The accessor function is responsible for implementing reads and writes to the variable.

To specify that the management variable created for an object should have an accessor 
function, use ���"

�����F6�
����, which takes this form:

���"

�����F6�
���������C����	����

For example, to assign the accessor function �,�!��
�F6�
���� to the �,�!��
��item in 
MIB-II, use this option:

"

�����F6�
�����&/-/�/&/./&/&/&C�,�!��
�F6�
����

Include files

To declare externally defined variables that are used in the definition C file, use include 
files. For example, if you use a semaphore, you must define it in an external module. The 
5�
�6�� statement, which specifies the name of a file to include in the definitions C file, 
takes this format:

5�
�6�����������

where �������� specifies the name of the file to include. You can specify any number of 
include files.

Controlling the names of constants

MIBMAN defines constants in the header file to represent variable identifiers. By default, 
MIBMAN determines the names of the constants by concatenating the name of the MIB 
and the name of the variable, with an underscore character between them. For example, 
MIBMAN defines a constant named �F�&.&-
35*
�,�!��
��to represent the ID of the 
variable �,�!��
� in��F�&.&-
35*. 

To set the prefix for identifiers, use the 5�����)���%��)�' option, which takes this form:

5�����)���%��)�'������(

where:
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�����( specifies the prefix to use. 

For example, using the option 5�����)���%��)�'�35*55
 in the configuration 
file for �F�&.&-
35* would change the name of �F�&.&-
35*
�,�!��
� to 
35*55
�,�!��
� (and all other constants, too).

Step 3: Final integration

After you use MIBMAN to generate the C and header fields, use this procedure:

1 Edit the code in the template files and implement the missing code. 

The missing code is marked with “To Do” comments.

2 Code any index and accessor functions that the MIB variables need.

3 Create and initialize semaphores that protect the variables before the variables are 
registered with the management API.

4 Provide code that calls ������������3���������#��������, which:

– Registers the management variables created for the MIB

– Sets default values for scalar objects (if specified in the MIB)

– Registers the MIB objects with the SNMP agent

5 Provide code to set initial values of MIB objects that do not have default values 
defined in the MIB.

6 Provide code to implement traps.

The code must detect when an event occurs, build a trap message, and send it. MIBMAN 
will have created data structures in the C file that contains some of the information 
needed to generate and send trap messages.
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Writing action routines

This section describes writing action routines for scalar objects and for tables.

Action routines for scalar objects

If a scalar object is represented by a real variable in the management database, it is usually 
not necessary to write an action routine for it. MIBMAN defines the management variable 
for the object, and the agent uses default action routines to read and write the variable.

If a scalar object cannot be represented by a variable in the management database, you need 
to write actions routines to read and write the object. This is controlled by the 
!���������#������� configuration option. In this case, MIBMAN generates templates for 
the read and write action routines. You need to finish these templates to perform the 
operations. 

For example, suppose a MIB variable represents the state of an LED: 

� When the variable is read, the LED hardware should be interrogated to 
determine the value to return. 

� When the variable is written, the LED should be turned on or off. 

MIBMAN generates a template read action routine similar to this:

$����G���
��!�����0���6
��$��������G$�2�����G����2�����G�����+2

���������2�����G$�����2����3��+���G���#��1

?

����$����G���6��*6))���C�����>

�)�0X�
����
+������0$�2�����2������+2������2�$�����11

?
���6�������>

����@

�G

G����!�����������!0&/-/�/&/E/&/N	&/NNN/&/&/&1�������������������

G����������6))��2��������6��*6))�����������������2��������

G���������G$����������+��$��6�Y�������+/

G�

G���#���C�$�(:H����F�>

���6������6��*6))��>

@
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You need to edit this action routine to determine whether the LED is on or off and to return 
a pointer to an integer value (1 or 0) to the SNMP agent. Store the data in a persistent buffer 
that is statically allocated or is not freed until after the SNMP agent sends the reply to the 
console. 

Here is an edited version that does this:

$����G���
��!�����0���6
��$��������G$�2�����G����2�����G�����+2

���������������������2�����G$�����2����3��+���G���#��#
?

���������
�������!�����>

����$����G���6��*6))���C�Z��!�����>

�����)�0X�
����
+������0$�2�����2������+2������2�$�����11
����?
�����������6�������>
����@

�����)�0���5���011
����?
����������!������C�&>
����@

��������
����?
����������!������C�	>
����@

����G���#���C�$�(:H����F�>
�������6������6��*6))��>
@

Read action routines also must return a pointer to the write action routine. The template 
created by MIBMAN already contains code to do this. 

MIBMAN creates a template write action routine similar to this:

���������
�,������
�S�����0�����
��������2����6
��$��*����G��)�1
?
�����������6���C���3%
���
�������>

�����H��
+�0�
��������1

����?
��������
������3%
���
�����#��
�������������G
�������������G�5�������+����
�����
����6������,�6��������
�������������G�����
���������,/
�������������G�
������������������>

��������
������3%
���
��335��
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�������������G
�������������G�5�������+����
�����
���/
�������������G�
������������������>

��������
������3%
���
"��5���
�������������G
�������������G����!����S�����
�������
��,���)�(:����������
�������������G����������+����7�
�/
�������������G�
������������������>

��������
������3%
���
F����
�������������G
�������������G����!����F������,��6))����,�6�����
����/
�������������G�
������������������>

��������
������3%
���
��!��
�������������G
�������������G����!����S�����
�������
��,���)�(:$�������
�������������G����������+����7�
�/
�������������G�
������������������>
����@

�������6������6��>

@

The SNMP agent breaks the write process into four phases and an undo operation, which 
are indicated by the �
�������� argument. For scalar objects, the important phases are:

� The ��3%
���
"��5�� phase, where the new value is written

� The ��3%
���
��!� phase, where the original value is restored

The agent provides the value to write in both the ��3%
���
"��5�� and ��3%
���
��!� 
operations. In the ��3%
���
"��5�� phase, the value is stored in���)�(:�����;�in the 
��3%
���
��!� phase, the value is stored in ��)�(:$��/ 

This example shows how you could edit the template to change the state of the LED:

���������
�,������
�S�����0�����
��������2����6
��$��*����G��)�1

?

�����������6���C���3%
���
�������>

�����H��
+�0�
��������1

����?

��������
������3%
���
"��5���

�������������)�0��)�(:�����/���#���CC�	1

������������?

�����������������6������))01>
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������������@

����������������

������������?

�����������������6�������01>

������������@

������������������>

��������
������3%
���
��!��

�������������)�0��)�(:$��/���#���CC�	1

������������?

�����������������6������))01>

������������@

����������������

������������?

�����������������6�������01>

������������@

�����������������>

����������)�6���

�����������������>

����@

�������6������6��>

@

You may need to create action routines for scalar values that are represented by 
management variables. For example, suppose a MIB object represents the speed of a motor. 
When the value is written, not only does the management variable need to be changed, but 
the speed of the motor also should be adjusted. 

In this case, you can use ��������S����"
������6���� to make MIBMAN generate a 
write action routine for the variable, as shown here:

�������
3���������S�����0�����
��������2����6
��$��*����G��)�1

?

�����������6���C���3%
���
�������>

�����)�0�
���������CC���3%
���
"��5��1

����?

�����������6���C�����S������7�
�0��)�(:$�2�Z��)�(:�����2

��)�(:��������1>

����@

����������)�0�
���������CC���3%
���
��!�1

����?
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�����������6���C�����S������7�
�0��)�(:$�2�Z��)�(:$��2

��)�(:$�����1>

����@

�������6������6��>

@

The write action routine already updates the management variable. You need 
to edit it to set the motor speed to the new value, as shown here:

�������
3���������S�����0�����
��������2����6
��$��*����G��)�1
?
�����������6���C���3%
���
�������>
������������������>

�����)�0�
���������CC���3%
���
"��5��1
����?
�����������6���C�����S������7�
�0��)�(:$�2�Z��)�(:�����2���)�(:��������1>
�������������������C���)�(:�����/���#��>
����@
����������)�0�
���������CC���3%
���
��!�1
����?
�����������6���C�����S������7�
�0��)�(:$�2�Z��)�(:$��2���)�(:$�����1>
�������������������C���)�(:$��/���#��>
����@

�����)�0���0���6���CC���3%
���
�������1�
��������ZZ�00�
���������CC���3%
���
��!�1�[[�0�
���������CC�
��3%
���
"��5��111
����?
�����������3���������0����������1>

����@

�������6������6��>
@

Action routines for tables

SNMP tables are not fully defined by the MIB. Additional information is included in 
comments in the MIB’s RFC.

How the table’s indexing scheme works

The console supplies a table index whenever it accesses a columnar object. The table index 
identifies which row in the table is being read or written. Although the MIB describes the 
type of index values that are passed, it does not describe how they are to be used. That 
information is described in comments.
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Some table indexing systems are very complex and create relationships with other tables. 
You need to modify the action routines that MIBMAN creates for tables to implement the 
indexing scheme. 

How rows are inserted and deleted

If the console has the ability to add and delete elements in the table, the algorithm for doing 
this is described in the MIB’s RFC.

RFC-1903 describes the recommended approach for doing this, but some MIBs may use 
different methods.

Because this information is not included in the MIB, MIBMAN always generates action 
routine templates for table objects you need to complete. All columnar objects in a table 
use the same read and write action routines. 

A typical read action routine template for a table looks like this.

$����G��������������0���6
��$��������G$�2�����G����2�����G�����+2

���������������������2�����G$�����2����3��+���G���#��1

?

����$����G���6��*6))���C�����>

�������#���,���G���5�)��C��������#�������5�)�0$�1>

����3"�
�����
�T%��

���>

��������5���'�,���G����5���'�C������'���
�5���
��0$�2�����2�G�����+2�

5�
��"!2�&-1>

����G$������C�	>

�����)�0����5���'�XC�����1

����?

����������������5���'�,������5���'>��G�����'�)��������������"%5�G�

������������������,���G��H>��G���������)���������H�)���������G�

����������H�C�0����������,���G1������
0��J��)0����������,��11>

���������)�0��H�XC�����1

��������?

������������������0��H2�	2���J��)0����������,��11>

���������������5���'/H����'�
��C������>

�������������)�0����5���'(:���6��5���'1

������������?

�������������������5���'/�6����
5���'�C�	>
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�������������������5���'/����5���'�C�����>

������������@

����������������

������������?

��G

�����������������G��+����H���3%�����
���������������������5���'/��+�

�����������������G��������+��)���6������+��������
����+�6�����

�����������������G����
����������H+��������+��35*Y���F�/

�����������������G

�����������������G����!���S�����
���������������J�����5���'/�F����

�����������������G��������5���'��6�������+���'�
������'��)��+����H

�����������������G��������/�5���6������������������)��������(��U�/

�G�

������������@

������������

����C�����������H0���5�)�2�Z���5���'2���H1>

�������������)�0

����CC�3"�
�������1

������������?

�������������������6��*6))���C������'���
�F����0$�2���H2�$�����

����1>

�����������������G

�����������������G����!�����������+������'�$��6����������5���'���

�����������������G���)��
���+���
�6�������'��+����H������/��+���H���

�����������������G������
�����������+������������������,��+��
������

�����������������G�������
���5���
��/

�����������������G�

�������������������
�,0����2�$�(:����2�$�(:��������G���J��)0S��!-.11>

����������������G�����+�C�������
���5���
��0$�2�����2�����5���'1>

�����������������)�0����F���*6))�������0���6��*6))��1�XC���3%
���
�������1

����������������?

��������������������)���0���6��*6))��1>

�����������������������6��*6))���C�����>

��������������������G$������C�	>

����������������@

������������@

����������������F����
���������*6))���0���5�)�2���H1>

������������)���0��H1>
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��������@

��������������G��)�6�������������
���������,�)�����H��6))���G�

��������?

���������������6��*6))���C�����>

������������G$������C�	>

��������@

������������F���5���
��0����5���'1>

����@

����G���#���C�$�(:H����F�>

�������6������6��*6))��>

@

The template extracts the table index from the OID and puts it into the local variable 
����5���'. You must implement the table’s indexing algorithm to convert the index into 
one that can be used by the management API to look up 
a row. This is indicated by a comment in the template with a “To Do” note. 

After the index is converted into a form that the management API can use, the table is read 
into the row buffer. When MIBMAN processes the MIB, it creates a C structure that 
represents rows in the table. The row variable is defined as one of these structures. Once the 
row is read, the field in the structure that represents the columnar object being read is 
extracted from it and copied into a buffer that is returned to the agent. 

If the read was a ���(��U� operation, the index specified by the console might not be the 
actual index of the row that was read. In this case, the function also must update the OID 
value passed to it with the new index. The action function must update�����5���' to 
reflect the actual index of the row, and then encode it into the OID with the 
������
���5���
�� function.

Writing to table elements is more complicated. The SNMP agent breaks the write operation 
into five phases that are indicated by the value of the �
�������� argument passed to the 
write action function. 

This table describes the phases:

In this phase The action routine

��3%
���
�����#� Allocates memory or other resources needed to perform the write 
operation.

��3%
���
��335� Copies the value in ��)�(:�������to the buffers allocated in the 
���
�����	���	3�%phase.
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This code is an action routine template that writes into a table:

�������������S�����0�����
��������2����6
��$��*����G��)�1

?

�����������6���C���3%
���
�������>

��������5���'�,���G����5���'�C������'���
�5���
��0��)�(:$�2

��)�(:���2���)�(:������2�5�
S�5��2�&-1>

�������#���,���G���5�)��C��������#�������5�)�0��)�(:$�1>

������������5���'�,������5���'>

���������
���������5���'�,�����H5���'>

���������
�����������,���G��H�C�����>

���������
�������5������C�	2����S�����C�	2�������������C�	>

��������)���������C��������F��������0��)�(:$�1>

���������
���������"
���������C�(&>

���������
�S��!-.�)��������������A&B>

���������
�S��!-.�)�����������A&B>

����3"�
�����
�T%��

���>

�����G

�����G��+����H���3%�����
���������������������5���'/���+�

�����G��������+��)���6������+��������
����+�6���������
�����

�����G�����H+��������+��35*Y���F�/

�����G

�����G����!����S�����
���������������J�����5���'/

�����G�

�������5���'/H����'�
��C�&>��G���H�,��6����'�
������'�)���H������G�

�����H��
+�0�
��������1

����?

��������
������3%
���
�����#��

�������������)�0��H�CC�����1

������������?

��3%
���
"��5�� Writes the variable at this point.

��3%
���
F��� Releases the buffer or other resources previously allocated.

��3%
���
��!� Restores the variable’s original value. The value will be in ��1�4
56�0.

This phase occurs only if an error is detected. 

In this phase The action routine
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����������������������0)�����������2�	2���J��)0)�����������11>

������������������5������C�	>

�������������������S�����C�	>

����������������������������C�	>

�������������������6���C�����5�����H0���5�)�2�Z���5���'2�

��J��)0����������,��12�Z��5�����2�Z��H1>
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��)�2���H1>
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�����������������>

��������
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���
��335��

���������������6���C��������F����0�
��������2���)�2���H1>
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�����������������>
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�������������)�0����"
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��335�1
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+
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�,�0Z��H5���'2�Z���5���'2���J��)0��H5���'11>
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����C����5�����������H0���5�)�(:��2�Z��H5���'2
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���������������������G���HQ����H��������������+�������/
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�����������������������S�����C�&>

����������������@

�������������������6���C��������������6�A
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������������������H�C�����>
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Often, a single request from the console writes several columnar objects in a table. For 
example, the console must specify all the columnar objects to insert a new row. During 
each phase, the write action routine is called for each columnar object specified in the 
request. If a table has five columnar objects, during a write, the action routine is called five 
times for the ��3%
���
�����#� phase, then five times for the ��3%
���
��335� phase, 
and so on.

The template routines that MIBMAN generates, shown next, handle most of the work for 
typical tables:

Routine Description

���
�����	���	3� Allocates a buffer for the row. If the row contains octet strings, the template 
code allocates buffers large enough to hold the new values the console is 
setting. 

The template code also attempts to read the row at the index the console 
specifies. If successful, the current values for the row is copied into the row 
buffer and ��
����� is set to &�*��. If there is no row at the index, the 
row buffer is zeroed and ��
����� is set to �	��. 

���
���������
� Copies the values for the columnar objects set by the console into the row 
buffer.

���
��������
�� Inserts the new row into the table if ��
����� is set; otherwise, the 
existing row at the specified index is updated. 

You need to:

� �Add code to set default values for fields that are not set during an 
insert (including index fields).

� �Verify that all required fields have been set by the console.

� �Verify that the row contains valid data.
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You must implement this code in table write action routines:

� As with the read action routine, you must implement the table’s index scheme 
to encode the SNMP style index ���5���'. If the write can change the index of 
the row, you also need to update ��H5���' with the new index values.

� The console does not necessarily provide values for all the columnar objects in 
a row. You must implement code to set default values for any the console 
doesn’t provide, and verify that all the required values have been provided.

� You must provide code to verify that the values in the row are valid.

� If rows can be deleted, you must implement the code to do this. Usually, this 
is done by changing one of the columnar objects in the row to indicate that 
the row is no longer valid. The action routine should detect when this occurs 
and delete the row from the table, rather than just update the field value.

SNMP OID and string index values

OIDs and octet string indexes can be encoded in two ways. When �����'���
�5���
�� 
encodes strings and OIDs into ����5���'�,�� structures, it always encodes the length of 
strings into the length field of the 3"�
�����
���5��
�T%� that holds the strings, and the 
length of the OIDs into the ��������+ field of ����5���'��������� structure. 

However, non-implicit OID and octet string indexes have an additional length field at the 
beginning of the value. These length fields are considered part of the value of the string or 
the OID, and so they change the way the values are ordered. 

For example, if May and June were encoded as non-implicit octet string index values, May 
would come before June because May has a length of -, and June has a length of E. They 
could be represented as 9-:3�,, and 9E:L6��. Because - comes before E, 9-:3�, comes 
before 9E:L6��. However, when the same strings are encoded as implicit octet strings, the 
length byte is dropped so L6�� comes before 3�, because J comes before M. 

When the �����'���
�5���
�� function is used to decode octet string and OID index 
values, it encodes implicit values without a length field, but encodes non-implicit values 
with the length of the string in the first element of the string. This sets up the index values 

���
�����&	�� Frees all allocated buffers.

���
������� � Either deletes the row, if one was inserted, or restores the row’s original 
value.

Routine Description
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so they can be used for comparison as described in the SNMP RFCs. The index types are 
set to either:

� ��3%
���5��
5�!�U and ��3%
�5!
5�!�U if the values are implicit

� ��3%
���5��
5�!�U
S5�;
��� and ��3%
�5!
5�!�U
S5�;
��� if the values 
are not implicit

Sometimes MIB designers are not aware of the difference between implicit and non-
implicit index values. They may not expect non-implicit indexes to be affected by their 
length. Therefore, it is important to carefully read the MIB’s RFC to determine what the 
MIB designer intended.
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Using the Advanced Web 
Server PBuilder Utility
C H A P T E R  5

This chapter describes the PBuilder utility, which you use to convert HTML Web pages 
into usable, compilable C source code.
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Overview

ThePage Builder (PBuilder) utility uses several input files — in particular, Web content — 
to generate source files to be used and linked with the �-,-��, Advanced Web Server 
(AWS).

The utility allows you to use an HTML file as an input source file. You can maintain or 
update an HTML page, rerun the PBuilder utility, and recompile the application program to 
generate updated images. Working in this way, you can directly edit the Web page and 
debug edits with a standard Web browser, rather than update source code generated from a 
tool.

The NET+OS API set ships with two Web server libraries:

� Original HTTP server. Uses the HTML-to-C utility to generate C source code, 
and works well as a basic server.

� Advanced Web server. Provides HTTP 1.1 compatibility, file upload 
capability (based on RFC 1867), file system stub routines, external CGI, use of 
magic cookies, and Web content compression. 

Comment tags (described in the next section and in the Advanced Web Server Toolkit 
documentation for the PBuilder utility) let you add dynamic content such as radio buttons 
and text boxes into any style of HTML.

The PBuilder utility

The PBuilder utility converts HTML Web pages into usable, compilable C source code. 
The HTML pages are stored as linked lists of smaller data structures required by AWS. 
NetSilicon strongly discourages generating these structures manually. The structures are 
complex, and their internal structure is beyond the scope of this guide.

The PBuilder utility understands special proprietary annotations called comment tags. The 
comment tags are within HTML comment syntax, so they have no effect on the Web page, 
and they are absent when the page is served by the AWS. However, comment tags allow 
you to generate and modify hooks (function stubs) with the present dynamic content 
inserted.
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About the Advanced Web Server Toolkit documentation

The Advanced Web Server Toolkit documentation, included on the NET+OS CD, 
describes how to annotate HTML Web content with comment tags to pass dynamic content 
through the server. The documentation also provides examples.

A portion of the documentation describes the internal workings of the AWS. These 
structures and routines are considered private and can be changed at any time. A section 
also is included that describes the PBuilder utility and how the phrase dictionary is used for 
Web content compression.
w w w . n e t s i l i c o n . c o m n  n  n  n  n  n  n 7 7



R u n n i n g  t h e  P B u i l d e r  u t i l i t y
Running the PBuilder utility

To run the PBuilder utility from either PBuilder Helper or a DOS prompt, enter: ��6������
����/���/You see a window that looks similar to this one:

The PBuilder Helper window shows a directory list followed by a PBuilder execution and 
the contents of ����/���+ The ����/��� file contains all the Web pages used for the 
��+���
�� application.

The Web page file (that is, ����/���) needs either a h .��� or .�'� extension.

The Web pages within the files are located in the $+��� directory. The ����/��� file, 
however, requires the Web pages to be listed with a forward slash; for example, +����
������&/+��+

You need two additional files to run the PBuilder utility:

� %������/�'�—�Copy this file from the ��+���
�� application directory, and 
use it to configure the PBuilder utility. Do not change this file. 

Directory 
list

pbuilder list.bat 
command
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� �����!
�/�'�— Contains definitions for Web content compression and is used 
to generate the �����!
�/
 and �����!
�/+ files. 

You can update the 	����!
�/�'� file to include common phrases used in the 
application’s Web pages.

The output of this PBuilder execution — ������&/
 and ������&
$/
 — is located in the%
7+��� directory and is the source code representation of the Web pages:

� The%������&/
 file contains the linked list structures. Never update or modify 
this file.

� The%+���O������&
$/
 file contains the stubs used for dynamic content. This 
file was copied to the working directory (.\) and fleshed out for this application.

It is good practice to move the%$/
�files to a different directory. Otherwise, 
when you run the PBuilder utility again, the fleshed-out version of the file will 
be overwritten.

This PBuilder execution also produces the ��%����/
 file, which contains the structure 
(���3�������7�
�����%&) that contains all the application Web pages.

You must compile these files and link them for this application:

� ��6�����O+���O������&/


� ��6�����O������&
$/


� ��6�����O��%����/


� ��6�����O�����!
�/


Because ��6�����O�����!
�/+ is required, you need to add the $��6�����$ path to the 
build’s include path.
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Linking the application with the PBuilder output files

When y ou build an application, you include the AWS library in the final link of the 
application. You also need to compile and include three additional files in the build: 

� ��
6���,/


� )���/


� 
��/


These files are in the appropriate application directory. You can either leave the files as they 
are or update them based on Web application requirements. (In the application directory on 
the NET+OS 6.0 CD, see the sample applications ��+���
�� or%��)�
�� for examples of 
overwriting the files.)

security.c file

Using the ��
6���,/
 file, you can add up to eight security realms. A realm is the 
combination of a username, password, and realm name. You can then use the realms to 
password-protect Web pages. For more information, see the ��+���
�� sample application 

or the Advanced Web Server Toolkit documentation for the PBuilder utility.

cgi.c and file.c files

You use the 
��/
%and%)���/
 files to handle the external common gateway interface 
(CGI) and to add or simulate a file system. The file system method was used for uploading 
and retrieving the file used in the ��)�
�� sample application. For more information about 
using external CGI, see the ��)�
�� sample application, the NET+OS online help, or the 
Advanced Web Server Toolkit documentation for the PBuilder utility.
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Comment tags

The most important aspect of the PBuilder utility is the insertion of comment tags into the 
HTML Web pages. You can use comment tags to link dynamic data fields with the Web 
page to specific application variables or functions.

The Advanced Web Server Toolkit documentation for the PBuilder utility describes 
comment tags in detail. NetSilicon strongly recommends that you carefully review the 
��+���
�� application and read the comment tag section in the PBuilder documentation.

Each comment tag begins with�9X((���F���5��6�///�((:�and ends with�
9X((�������((:/

The Web content within a comment tag (that is, the HTML between 
9X((���F���5��6�////�((: and 9X((�������((:) is not used, nor is it required. 

NetSilicon recommends that you include the HTML, however, to assist when you create 
Web pages. 
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Creating Web pages

The Management API Interface to the Advanced Web Server (MAW) API integrates the 
Advanced Web Server and the Management API. You use the 
MAW API to construct Web pages that access management variables.

The Advanced Web Server (AWS) has a built-in way to support a custom interface to 
system variables. The interface has been adapted to access variables through the 
management API, which allows you to use the standard AWS mechanism for embedding 
dynamic data into Web pages. This program demonstrates how to create Web pages that 
display and change management variables.

AWS custom variables

AWS lets you create Web pages that can display the current value of variables and prompt 
users for new values. To create these pages, you insert comments that have special tags that 
AWS recognizes. These tags identify variables to AWS and tell AWS how to access them. 
For example, these HTML comments contain tags that tell AWS to display the variable 
)�������:

9X((��������!�����,��'������C�������������'��,��C"��55�������,��CF6�
�����

�����%��C������������((:

9X((�������((:

The HTML comment starts with the keyword �������!�����,��'�, which identifies the 
HTML comment as an AWS command to insert the current value of a variable into a Web 
page. 

This table describes the tags:

This tag Tells AWS that

����2�������� The variable is named ��������+

	,��8��.,�2���

 The variable is an ASCII string.

	,����.,�2&������� A function has been supplied to read the variable.

	,���
��2����������� The function is named �����������+
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When AWS encounters this comment, it calls the function �����������, which returns an 
ASCII string that AWS inserts into the Web page. For more information about using AWS 
tags, see the Advanced Web Server Toolkit documentation for the PBuilder utility.

AWS normally accesses variables directly through either pointers or functions that you 
write. However, AWS also has a built-in mechanism to support customized access to 
variables. Comment tags that use the custom interface for accessing variables are similar, 
with these exceptions:

� The ������,�� and ������,�� tags must be set to �6����/

� The �����%�� and �����%�� tags are no longer needed. Setting the type tag to 
�6���� tells AWS to call a customizable routine to get the value of the variable. 

Through modifications to the AWS’s cusmomizable routines to access management 
variables, AWS and the management API have been integrated. So, for example, if the 
variable )������� were registered with the management API, the AWS comment tag to 
display its value would be:

9X((��������!�����,��'������C�������������'��,��C"��55�������,��C�6�����((

:

9X((�������((:

Data types

This table shows how AWS data types are mapped to management API data types:

AWS type Management type

���

 �����9�	

���

�8������ �����9�	

���

&�8�� �����9�	

9�: ��	 (

9�:��0��&��� ��	 (

 ��&��� ��	 (

������( 
��(

������;! 
��;!

�������� 
����

��������( ��	 (
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Displaying variables

Use AWS �������!�����,��'� comment tags to display the values of management 
variables in Web pages.  The comment tags take this form:

9X((��������!�����,��'������C���������'��,��C�����������,��C�6����((:

9X((�������((:

where you replace:

� ���� with the name of the management variable to display.

� ���� with the AWS type of the variable.  

For example, suppose that ����+������ is a character string, ,���5��-. is a 32-bit integer, 
and ��,S���  is an 8-bit word, and that all the variables have been registered with the 
management API. The HTML code to display them would be:

�+���������

9X((��������!�����,��'������C����+�����������'��,��C"��55�������,��C�6�����

((:

9X((�������((:

9X((��������!�����,��'������C��,S��� �����'��,��C�������� �

������,��C�6�����((:

9X((�������((:

2

9X((��������!�����,��'������C,���5��-.�����'��,��C������-.�

������,��C�6�����((:

9X((�������((:

Changing variables

You use HTML forms to prompt users for input. AWS comment tags are embedded in the 
HTML form commands to tell AWS how to transfer the user’s input into application 
variables. 

��������;! ��	 ;!

���������� ��	 ��

AWS type Management type
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RpFormInput

You can use the ��F���5��6� tag to prompt users for a numeric value or a string. The 
format of this tag is:

9X((���F���5��6���T%�C������*��������'��,��C����*�����"3�C�����

������,��C�6�����������,��C�6�����3�'�����+C�����!���J�C��+��((:

+����
���

9X((�������((:

where you replace:

� ������*����with the type of prompt for this input field (text, password, 
hidden, checkbox, or radio button)

� ����*��� with the AWS data type for the variable

� ���� with the name the variable was registered under

� �����! with the maximum length for the variable

� ��+� with the size of the input field

For example, this HTML code prompts for a value for ��'��������6��, which is a 16-bit 
integer. The prompt is a 15-character-wide text field.

9X((���F���5��6���T%�C��'������'��,��C������&���"3�C��'��������6���

������,��C�6�����������,��C�6�����3�'�����+C&M���J�C&M�((:

9X((�������((:

RpFormTextAreaBuf

You can use ��F�����'�"���*6) to prompt users for a string value with a multi-line text 
box. Use this form:

9X((���F�����'�"���*6)��"3�C�����������,��C�6�����������,��C�6�����

��S�C!���!��

����C����!�((:

9X((�������((:

where you replace:

� ���� with the variable’s name

� !���!� with the height of the text box

� ����! with the width of the text box
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For example, this HTML code prompts users with a 4 x 50 text box to enter a new value for 
the string ������"������:

9X((���F�����'�"���*6)��"3�C������"�������������,��C�6�����

������,��C�6�������S�CE�

����CM	�((:

9X((�������((:

RpFormSingleSelect and RpSingleSelectOption

You also can use a select list to prompt for a numeric value to be written into an 8-bit word 
using the ��F�������������
� and ������������
������� tags:

� ��F�������������
� sets up a select list. 

� ������������
������� sets up individual items in the select list. 

RpFormSingleSelect

�+����F�������������
� tag has this form:

9X((���F�������������
���"3�C�����������,��C�6�����������,��C�6�����

��J�C��+��((:

������
����

9X((�������((:

where you replace:

� ���� with the variable’s name

� ��+� with the number of visible lines in the select list

� ������
���� with a list of ������������
������� tags

RpSingleSelectOption

The ������������
������� tag has this form:

9X((�������������
��������$��6�CW��(�
�����W�

��5����6����C������	,�����((:

9X((�������((:

where:

� ��(�
����� is a label for this option.
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� ������	,���� is the corresponding numeric value to be assigned to the 
variable if the user selects this option.

This example sets up a select list that prompts for a day of the week. The variable 
�����*!�-��� is set to a value between 	 and �, depending on which day a user chooses.

9X((���F�������������
���"3�C��,�)�+�S����������,��C�6�����������,��C�6�������J�C\

((:

9X((�������������
��������$��6�CW�6���,W���5����6����C	�((:

9X((�������((:

9X((�������������
��������$��6�CW3����,W���5����6����C&�((:

9X((�������((:

9X((�������������
��������$��6�CW�6����,W���5����6����C.�((:

9X((�������((:

9X((�������������
��������$��6�CWS�������,W���5����6����C-�((:

9X((�������((:

9X((�������������
��������$��6�CW�+6����,W���5����6����CE�((:

9X((�������((:

9X((�������������
��������$��6�CWF����,W���5����6����CM�((:

9X((�������((:

9X((�������������
��������$��6�CW���6���,W���5����6����C��((:

9X((�������((:

9X((�������((:

Security

The MAW module supports the NET+OS Security API and the security features built into 
AWS. AWS allows you to associate a username and password with a group of Web pages. 
The combination of the username, password, and list of Web pages is called a realm. The 
AWS requires users to supply the correct username and password whenever they access 
any page in the realm. You can create up to eight different realms. 

Exceptional cases

You may need to write special-purpose code to access management variables. In these 
cases, you can specify the AWS function type in the comment tags, and then supply 
functions to perform the access. 

In this example, the functions ������!����and�������!��� are defined to access a 
management variable:
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9X((���F���5��6���T%�C��'���"3�C�����������������,��CF6�
�����

�����%��C������!����

������,��CF6�
����������%��C������!����3�'�����+CW-&W���J�CW-&W�((:

9X((�������((:
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Controlling the MAW module

You can configure the MAW module to control:

� The timeout that is used to access management variables

� The array subscripts that are used when accessing management variables that 
are arrays

� How error conditions are handled

This table shows the default configuration settings:

Setting the semaphore timeout

Management variables can be protected by one or more semaphores. When the MAW 
module accesses a management variable, it specifies the maximum amount of time it will 
wait for the semaphores to unlock. By default, the timeout is infinity.

Applications change the timeout value with the function ��H���"

��������6�2 which is 
defined as:

$������H���"

��������6��03"�
�53����
�T%���������1>

The ������� argument specifies the new timeout value.

Applications also can specify different timeouts for each variable. To do so, use 
��H5�����������6�F6�
���� to register a function that is passed the name of each 
variable being accessed and returns the appropriate timeout. This function is defined as:

$������H5�����������6�F6�
�����0��H�����6�F��G���.��	����1>

The ���.��	���� argument is a pointer to a function supplied by the application that 
controls the timeouts used for each variable. 

Setting Default action

Semaphore timeout Wait forever for semaphores to unlock.

Array subscripts If the variable is a one-dimensional character array, read or write the 
entire variable.

Error handling Halt system on errors.
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mawTimeoutFn Type

The type ��H�����6�F� is defined as:

�,����)�3"�
�53����
�T%��0G��H�����6�F�10
+���G�������1>

The ������� argument specifies the name of the variable being accessed, and the function 
returns an appropriate timeout value.

Array subscripts

If Web pages access management variables that are arrays, the application must register a 
function to specify the subscripts to use when the arrays are accessed. This is done by 
calling the function ��H5�������6��
�����F6�
����, which is defined in this way:

$������H5�������6��
�����F6�
�����0��H�6��
�����F��G���.��	����1>

The ���.��	���� argument is a pointer to the application-supplied function that 
determines the subscripts to use. 

mawSubscriptsFn type

The%��H�6��
�����F� type is defined in this way:

�,����)�����G�0G��H�6��
�����F�10
+���G�������2�5��&��G����	��2�����

G����������2���������������������2�"H�!����,���!���*���1>

where :

� ������� is a pointer to the variable being accessed.

� ����	�� is a pointer to an array of integers that are the current loop indices 
being used by the HTTP server.

� ���������� is a pointer to an array of integers that specify the dimensions of 
the management variable.

� ���������������� is the number of dimensions the management variable has.

� !���*��� is the data type the HTTP server is expecting.

The function must return a pointer to an integer array that contains the subscripts of the 
array element to be accessed. If the variable is an array of character, the function may return 
���� to indicate that the entire array is to be read or written.
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Error handling

Applications can use the ��H5�����������;������ function to install an error handler. 
This function is defined as:

$������H5�����������;�������0��H�����F��G���.��	����1>

The ���.��	���� argument is a pointer to the application’s error handler. 

mawErrorFn type 

The type ��H�����F� is defined in this way:

�,����)�$����G�0G��H�����F�10
+���G�������2�"H�!����,���!���*���2�

3"S
�����
�T%�������1>

where:

� ,������ is a pointer to the variable being accessed.

� /���*��� is the data type expected by the HTTP server.

� 0���� is the error condition that is identified.

The function either halts the system or returns a value that the HTTPserver can use.

Building the application

The MAW module is built into a special version of the AWS library. Link your application 
against this version of the AWS library.

Phrase dictionaries and compression

The AWS uses a phrase dictionary technique to provide compression for static ASCII text 
strings with the HTML Web content. The PBuilder utility uses the �����!
�/�'� file as 
input and builds its data structures to point to common phrases in the dictionary instead of 
repeating strings.

This figure shows the content of the �����!
�/�'� file for the ��+���
�� application:
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Common phrases in all the application Web pages should be added (for example, a 
company name that is used several times). 

In the sample file, note this definition, which is used several times in the application Web 
pages:

�
�
"S��C�<"�$��
���S������$��=

Search the file $��6�����O+���O������&/

 The ��������
�
"S� is used consistently 
throughout the file.
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Maintaining and modifying Web content

After you generate application source files, the best way to maintain and update Web 
content is through the HTML pages. NetSilicon recommends that you maintain these files 
and include them in source control. 

If a Web page requires a change or a new page, you can either update the HTML, add a new 
page to the ����/��� file, or do both. You can add new phrases to the dictionary at any 
time. 

For the changes to take effect, rerun the PBuilder utility. The application or image is 
automatically rebuilt.
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Sample applications

Two sample applications are included in the application directory:

� ��+���
�� — This application shows examples of using comment tags, 
overwrites the ��
6���,/
�file to use a password-protected page, and shows an 
example of the phrase dictionary.

� ��)�
�� — This application shows how a file can be uploaded and served, and 
it overwrites the 
��/
�and�)���/
 files to external CGI.
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Troubleshooting
C H A P T E R  6

This chapter describes how to diagnose some errors you may encounter when you are 
working with NET+OS with GNU Tools. This chapter also describes how to reserialize a 
development board.

Diagnosing errors

These sections tell you how to diagnose two types of errors:

� Fatal errors

� Unexpected exceptions
n  n  n  n  n  n  n 9 5
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Diagnosing a fatal error

The 
6�����J������;������ routine is called by code in the BSP and NET+OS API 
libraries when a fatal error is encountered. A fatal error is one that the software cannot 
recover from.

The default version of 
6�����J������;������ blinks the LEDs on the development 
board in a pattern that indicates the type of error that occurred.

� To determine where in the code the error occurred:

1 Stop the program in the debugger.

2 Examine the call stack. 

The call stack lists each function frame on the stack. To go to any of these 
functions, double-click the function name in the call stack display.

3 To continue execution from the point where the error occurred, set the 
���6�����J������;�������������������6� variable to 	.

Be aware that because a fatal error has occurred, the results are unpredictable.

Diagnosing an unexpected exception

The 
6�����J��'
������;������ routine is called whenever an unexpected exception 
occurs. This table describes the exceptions:

The value of the *�%
;"�!��
���U%����!
�U��%�5�� constant in ���/+ controls the 
default version of 
6�����J��'
������;������. (For details, see the online help.) Usually, 

6�����J��'
������;������ either resets the unit or blinks the LEDs in a pattern that 

Exception type Triggered when

Data abort Software attempts to access memory that doesn’t exist.

Prefetch abort The processor attempts to fetch an instruction from memory that doesn’t 
exist.

Fast interrupt The FIQ pin is toggled by hardware, or when internal devices such as the 
watchdog timer in the NET+ARM are programmed to generate it.

Software interrupt The processor executes a software interrupt (SWI) instruction.

Undefined interrupt The processor executes an undefined instruction.
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indicates the type of exception that occurred. During development, you can continue 
execution from where the exception occurred.

� To diagnose an unexpected exception:

1 Put a breakpoint on 
6�����J��'
������;������/

2 When the breakpoint is hit, step into the routine until it sets 

6�����J��'
������;�������������������6� to ����/

3 Set 
6�����J��'
������;�������������������6� to 	.

4 Step through the routine until just before it returns.

5 Switch the debugger display to show assemble instructions.

6 Step through the code assembler instructions one at a time until the processor 
returns to the source of the exception.

Reserializing a development board

The NET+Works development board for the NS7520 and NET+50 ships with a boot ROM 
application programmed in flash ROM. The boot ROM application allows you to configure 
the board.

This chapter provides instructions for configuring with both the Raven and 
the JEENI.

Development boards and serial numbers

Each development board has a unique, factory-set serial number stored in NVRAM. The 
serial number, which also is printed on a sticker on the board, consists of one letter 
followed by eight digits. You must assign a unique serial number to each board. 

If the serial number has fewer than eight digits, add leading zeros until you have a total of 
eight digits. For example, if your number is �&.-EM�, assign �		&.-EM� to the board. 

If the contents of NVRAM are lost, �&&&&&&&& is used as a default serial number. In this 
case, you will need to reserialize the board.
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Observing the LEDs

Be aware of the amber and green LEDs whenever you power cycle the development board. 
The LEDs provide information that allows you to monitor the status of the board at all 
times.

Preparing to reserialize

Before you reserialize the development board, start a HyperTerminal session. Keep the 
HyperTerminal window open during all your testing. 

If your system resources are limited, keep the HyperTerminal window open only when you 
power cycle the board.

Assigning a MAC address to the NET+Works board

Each device on the network must have a unique Ethernet media access controller (MAC) 
address. The NET+Works development board comes preconfigured with a factory-set 
MAC address. The board’s Ethernet MAC address is printed on a sticker on the board.

The MAC address can be lost if NVRAM is corrupted by an application under test. In such 
a case, you must restore the MAC address to ensure that the board can communicate over 
the network. The development board ships with an application written in flash ROM that 
you can use to restore the MAC address. From the debugger, you also can use any sample 
application built with the configuration dialog enabled.

� To restore a board’s original Ethernet MAC address:

1 Connect the board to a serial port on your system. 

2 Start a HyperTerminal session on the serial port. 

3 Power up the board.

A message similar to this one appears after a brief pause:

���]S��^��#��������/	

���,���+��0
1�.		-2��������
��2�5�
/

%�"�F��3�����M	���
�

"%%�5�"�5�������(������F�%����$���"����
�����

((((((((((((((((((((((((((((((((((((((((((((((((((((((((((((((((
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���S��^�5����F"���%"�"3������

5%������������"�����&/./-/E

�"�������)�
�Q���6�������������.MM/.MM/.MM/	

5%����������)���)�6�������H�,������+������H��������&/./-/E

;"�!S"���%"�"3������

�������
+�������H����6�������6��������)�N�		

�+��������Q����������6���������NNNNNNNN

�+��������Q��3"��"����������		�E	�N!�		�E-�-M

")������������������2������(6��
����H����H����M���
����

!�)�6����6���'���������)�����+������
����
������F6���!6���'

((((((((((((((((((((((((((((((((((((((((((((((((((((((((((((((((

%�������,���,����M���
��������
+������+������������/

4 Enter the configuration dialog by pressing a key before the timeout expires.

5 When you are prompted, enter the system password:

�������
��

6 Enter the values for the IP stack configuration settings and serial port baud rate.

7 When you are prompted, enter the Ethernet MAC address that appears on the 
sticker on the board.

8 Respond to the prompts to set up the remaining configuration settings.
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This is a sample dialog:

�������+�����������H�����GGGGGGGGGG

������
��)��6������������)�6���$��6���0T��14�T

F�����
+��)��+��)����H����P6�������2�,�6�
���������9���6��:����

����
���+��$��6���+�H��������
��2����,�6�
�������������H�$��6�/

���S��^�5����F"���%"�"3������

�+�6����+�����������������5%����������)�����+�����H���4�A�B�,

�����5�T�%"�"3������

S�6���,�6���������6�������+�������%���H���4�A�A

;"�!S"���%"�"3������

�����+����6��������)��������
+�������AN�		B4

�+����H���6����������N�		

�+����6�������H�������
+�����������'����H���6�

%�����������+����6�������)���,�6������������

�������,

��
+���$����������������6���+�$����6��P6����������6����

�����+�������Q����������6�����A�NNNNNNNNB4��&.-EM�\ 

�+�������Q����H���������6���������&.-EM�\ 

��
+���$����������������6���+�$����6��P6����+������3"���������/

�����+�������Q����+������3"��"�������A		�E	�N!�*"�!*�"!B4

		�E	�N!�&.�-E�M�

�+��������Q����H���+������3"�������������		:E	:N!:&.:-E:M�

;�H������0�����
����1��+�6����%������,���)�������������6��AMB4
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�������,��+��������H�����6������
���,�����������H��+��+�����H����

+6��0����H��
+1���������������+����+�������6���'��������>�+�H�$���

�����+6�����������6�������6�������������/

S+����6���'����������+�6������6��������+���
����0F6������;��)14�

AF6���!6���'B

��$�����+��
+����������#������,///!���/

Restoring the contents of flash ROM

NET+Works development boards ship with a boot ROM program written in flash ROM. 
The boot ROM program implements support for debugging and provides an FTP server 
that can be used to update flash ROM.

You restore the original boot ROM program by using a procedure in which you:

1 Configure the target development board and in-circuit emulator (ICE).

2 Build the bootloader image.

3 Build the application image, and build the FTP Flash download program from the 
NAFTPAPP application.

4 Send ���/��� and �����/��� to the development board.

5 Verify the boot ROM image on the target development board.

6 Verify the application.

The next sections provide details about each step in the procedure. 

Note: Be aware that the order of the tasks for restoring the contents of flash ROM is 
important. You must do the tasks in the order in which this document presents 
them.

Step 1: Configure the development board and the ICE

� To set up the development board and the ICE:

1 Connect the ICE you are using — either the Raven or the JEENI — as described in 
the NET+Works Quick Install Guide.
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2 Connect target serial port 1 to the communications port of your computer.

3 Power up the target development board.

4 Power up the ICE.

5 Set the target development board DIP switch settings like this:

– Big Endian mode (���!�C��FF)

– Disable Flash (F�C�FF)

6 Start a HyperTerminal session.

Step 2: Building the bootloader

� To build the bootloader:

1 Edit ���/+ and make sure the configuration settings are correct. 

For information about these settings, see the NET+Works with GNU Tools BSP 
Porting Guide and the online help.

2 Using the ����)��� in the ���������	
������
�����directory, build the BSP. 

3 To select your platform, use the command-line option and enter:
%�"�F��3�C ��������
����

Step 3: Building the application image and starting NAFTPAPP 

� To build the application image and start the NAFTPAPP application:

1 Prepare the application image.

2 Edit the ���
��)/+ file for �"F�%"%%2 and make sure the application is configured 
to generate a configuration dialog box. 

To generate a dialog, set the constant "%%
!5"���
%��� in ���
��)/+.

For more information about "%%
!5"���
%��� in ���
��)/+, see the online 
help.

3 Rebuild the �"F�%"%% application.

For information on how to build an application, see Chapter 3, “Building and 
Debugging a Sample Application.”

4 Start the debugger and load �"F�%"%%. 
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5 Start the application.

�"F�%"%% prompts you with the standard NET+OS configuration dialog box 
(unless you have disabled this feature).

6 Verify that the network settings are correct, and change them if necessary. 

Step 4: Sending rom.bin to the development board

� To send ���/��� of the bootloader to the development board.

1 Open a command shell.

2 Change to this directory:

���������	1������
��������������������

3 To start the Windows FTP client, type this command and press Enter:

F�%�����	�� 

where ����	�� is your unit’s IP address.

4 When you are prompted for a username, enter:

0����1

5 To select binary mode transfer, enter:

���

6 Enter this command:

�6� ���/���

7 When the transfer is complete, enter:

P6��.

8 Exit from the debugger.

Step 5: Verifying the boot ROM image on the development board

At this point, the bootloader has been written into the boot sector of flash. Now you need to 
write the application into flash.

� To write an application into flash:

1 Build the application you want to write into flash.
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2 Restart the �"F�%"%% application in the debugger.

3 Change to this directory:

���������	
������
��'���������)������-.�

4 To start the Windows FTP client, type this command and press Enter:

F�%�����	�� 

where ����	�� is your unit’s IP address.

5 When you are prompted for a username, enter:

(����1

6 To select binary mode transfer, enter:

���

7 Enter this command:

�6�������/���

8 When the transfer is complete, enter:

P6��

9 Exit from the debugger.
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accessor functions, setting 58
action routine
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defined 42
generating 57

Advanced Web Server. See AWS.
agent, SNMP 42
appconf.h file 102
application samples

naficgi 80, 94
nahttp_pd 94
NAMIB 44

audio files as Web content 26
AWS 76
B
binary files and the HTML-to-C converter 30
bindata.c file 30, 34
board serial number 97
board support package. See BSP.
boot ROM

and restoring contents of flash ROM 101
application 97
image, verifying 103

BSP 14
bspconf.h file 102
C
cgi.c file 80, 94
columnar objects 43
comment tags 76, 81
comments in C files and header files 55
compression and phrase dictionaries 91
constants, controlling names of 58
contents of flash ROM, restoring 101
controlling management variables 56
D
data abort 96
definition file 48
deleting obsolete data from project file 34
development board

and serial number 97
DIP switches 102
restoring Ethernet MAC address 98
verifying boot ROM image on 103



DIP switch settings, configuring for development board 102
dynamic Web content, defined 27
E
embedded device, incorporating Web content into 26, 29
error, fatal 96
Ethernet MAC address, restoring original 98
F
fast interrupt 96
file.c file 80, 94
filename conventions for HTML URL 29
forms processing Web content, defined 27
function stubs 76
G
generating action routines 57
gif and jpeg images as Web content 26
global variable prefixes, setting 56
H
hooks. See  function stubs.
HTML

pages as Web content 26
URL, filename conventions for 29

HTML-to-C converter
file types recognized 30
preparing to use 29
purpose of 26
using 32

HTTP server, setting up security table for 38
HyperTerminal 98, 102
I
implementing traps 52
index information, setting 56
input form 28
integrating Web pages into the Web server 26
J
Java applets as Web content 26
L
LEDs

and troubleshooting 96
observing during power cycle 98

list.bat file 78, 93
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MAC address, restoring to a development board 98
magic cookies 76
maintaining and modifying Web content 93
management API 51
management API ID, setting 56
management variables, controlling 56
MIB

action routines 42, 44
and dependencies 47
converting an SNMP MIB into C code 46
definition file 48
objects in tables 43
real objects 42
table index 43
traps 44, 52
virtual objects 42

MIBMAN
and configuration file 53
and controlling comments in C and header files 55
files generated by 47
include files 58
integration with Management API 51

N
naficgi sample application 80, 94
NAFTPAPP application 101, 102, 104
nahttp_pb sample application 94
NAMIB sample application 44
netarm1.c file 79
netarm1_v.c file 79
O
object identifier 43
observing LEDs during power cycle of board 98
obsolete data, removing from project file 34
P
password for URL, setting 38
PbSetUp.txt file 78
PBuilder Helper

described 76
linking the application 80
PBuilder Web Application Toolkit 77
sample applications 94

phrase dictionaries and compression
example 91



power cycling a board, LEDs and 98
prefetch abort 96
private structures and routines 77
R
real objects 42
realm, defined 38
removing obsolete data from project file 34
restoring the contents of flash ROM 101
RpPages.c file 79
RpUsrDct.txt file 79
S
sample applications 80

naficgi 80, 94
nahttp_pd 94
NAMIB 44

scalar object 43
security table, setting up for HTTP server 38
security.c file 80, 94
semaphores, setting 57
serial number for development board 97
Simple Management Network Protocol. See SNMP.
SMICng 46
SNMP

agents and action routines 44
data types 48
defined 42

software interrupt 96
static Web content, defined 27
suppressing management variables 56
T
tables 49
template file 48
text files and the HTML-to-C converter 30
traps

and MIBs 44
implementing 52

U
undefined interrupt 96
URL, setting user and password for 38
url.c file 30, 33, 35
user for URL, setting 38



W
Web content 26
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integrating into the Web server 26

Web server libraries 76
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