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Using This Guide

Revi ew this section for basic information about this guide aswell asfor general support
contact information.

About this guide

This guide describes NET+OS and how to useit as part of your development cycle. Part of
the NET+Works integrated product family, NET+OS is a network software suite optimized
for the NET+ARM.

Softwar e release

This guide supports NET+OS 6.0 By default, this softwareisinstaled in the
C:/NETOS60_GNU/ directory.

Who should read this guide

This guide is for software engineers and others who use NET+Works for NET+OS.
To complete the tasks described in this guide, you must:

(] Be familiar with installing and configuring software.

m  Havesufficient user privileges to do these tasks.

m  Befamiliar with network software and devel opment board systems.



Conventions used in this guide

Conventions used in this guide

This table describes the typographic conventions used in this guide:

This convention I's used for
italic type Emphasis, new terms, variables, and document titles.
bold, sans serif type Menu commands, dialog box components, and other items that

appear on-screen.

Select menu — option Menu commands. The first word is the menu name; the words that
follow are menu sdlections.

monospaced type File names, pathnames, and code examples.

Table 1:

What’sin this guide

This table shows where you can find information this guide:

To read about See

The components of NET+Works Chapter 1,” NET+Works Introduction”

How to build and debug a sample Chapter 2, “Building and Debugging a Sample
application Application”

How to convert HTML and related Web Chapter 3, “Using the HTML-to-C Compiler”
page filesto C code

How to use the MIBMAN utility Chapter 4, “Using the MIBMAN Utility”
How to use the PBuilder utility Chapter 5, “Using the Advanced Web Server
PBuilder Utility”

Diagnosing problems and reserializing a Chapter 6, “ Troubleshooting”
development board

Table 2:
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Using This Guide

Related documentation

NET+Works Quick Install Guide describes how to install the hardware.
NET+Works with GNU Tools BSP Porting Guide describes how to port
the board support package (BSP) to a new hardware application with
GNU tools.

The NET+Works online help describes the application programmer
interfaces (APIs) that are provided with NET+OS.

For information on third-party products and other components, review
the documentation CD-ROM that came with your development kit.

For information about the processor you are using, see your NET+Works
hardware documentation.

Customer support

To get help with a question or technical problem with this product, or to make
comments and recommendations about our products or documentation, use the
contact information listed in the tables that follow.

NetSilicon support

For

Technical support

Contact information

Telephone: 1 800 243-2333/ 1781 647-1234
Fax: 1 781 893-1388
E-mail: tech_support@netsilicon.com

Documentation

techpubs@netsilicon.com

NetSilicon home page

www.netsilicon.com

Online problem reporting

www.netsilicon.com/problemreporting.jsp

Table 3:
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Digi support

For

Technical support

Contact information

Telephone: 1 877 912-3444 / 1 952 912-3456
Fax: 1 952 912-4960

Documentation

techpubs@digi.com

Digi home page

www.digi.com/support/eservice/eservicel ogin.jsp

Online problem reporting

www.digi.com/problemreporting.jsp

Table 4;



NET+Works Introduction

C HAPTER 1

This chapter provides an overview of NET+Works.
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Board support package

Overview

The NET+Works products offer an embedded solution for hardware and networking
software that is being implemented into product designs.

NET+Worksis designed as an alternative to a PC for products that must be connected to
Ethernet for TCP access and for Internet/Intranet access.

The NET+Works package includes:

Either the NS7520 or the NET+50

A development board and board support package

The networking firmware

The object code with application programming interfaces (APIs)
Development tools

Documentation

For information about the NET+ARM devices, see the hardware documentation for the
Processor you are using.

Board support package

The board support package (BSP) is intended to work with the NET+OS real-time
operating system. Some NET+Works drivers provide the necessary APIs.

HTML-to-C compiler

Thetoolkit provides a compiler that translates your HTML code into C code. You can then
compile the C code as part of the project, which alows you to create the pages your menu
system needs to perform the tasks necessary for your device. Sample code also is provided.

14
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Security

NET+Works Introduction

NET+OS 6.0 provides security based on:

Netscape Communications Secure Sockets Layer (SSL) version 3

RFC2246 Transport Layer Security (TLS) version 1, to provide secure
communications over unsecured networks

Basic X.509 certificate generation and server authentication

The services are supported:
HTTPS (HTTP over TLSv1), port 443, RFC 2818, SSLv3
Raw TCP/IP over SSL

Raw sockets over SSL (secure tunneling)

RSA key exchange/supported algorithm

Symmetric cipher algorithms

3DES-EBE-CDC
AES128-CBC
AES256-CBC
DES

SSL isimplemented through an API layer that enables existing sockets-based applications
to be modified to communicate transparently over linksthat are secured by the SSL/TLS

protocols.

An Advanced Encryption Standard RFC 3268-based cipher suite is available for use with
TSL. In addition, the API layer provides a mechanism by which users can invoke an SSL/
TSL-enabled HTTPS server.

www.netsilicon.com 15






Building and Debugging a
Sample Application

C HAPTER 2

This chapter provides a brief tutorial on the development environment.
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About these instructions

About these instructions

This chapter provides a brief tutorial on the development environment using
the Raven.

These instructions assume that you installed NET+Works in C: /NET0S60_GNU, the
default installation directory. If you installed software in a different directory,
specify the drive and directory information.

Before you begin the tutorial, see your network administrator for this information:
=  AnIP address

m A subnet mask

m  The default gateway

You will need this information when you configure the development board.

Working with the sample application

18

1  Open aterminal connection to the development board so you can monitor
development board status.

You can use HyperTerminal by selecting Sart — Programs —
NET+0S 6.0 GNU — Hyper Terminal Connection on Com1.

A terminal window opens.

2  Runo0cdLibRemote — a utility that converts gdb commands to JTAG
signals — by selecting Sart = Programs = NET+0S6.0 GNU —
OcdLibRemote.

A message similar to this appears:

Started listening socket on port 8888.
0CDemon : RAVEN via LPT 1 at speed : 1

3  Open a X-Tools window by selecting Start — Programs —
NET+0S 6.0 GNU — X-Toolsv3.0 Shell.

A window opens.

NET+Works with GNU Tools Programmer’s Guide



Building and Debugging a Sample Application

4 In the X-Tools window, start a Cygwin bash shell by running arm-elf
using this command:

xtools arm-elf
This message appears:
arm-elf Bash Shell Ready
5  Change to the board support package (BSP) directory:
cd C:/NETOS60_GNU/src/bsp

6  Build the BSP by entering the set of commands for your development
board:

For this development board Use these commands
NS7520 make clean

make all
NET+50 revision D boards make PLATFORM=net50_d clean

make PLATFORM=net50_d all

NET+50 BGA boards make PLATFORM=net50bga_a clean
make PLATFORM=net50bga_a all

Digi Connect EM make PLATFORM=connectem clean
make PLATFORM=connectem all

Digi Connect Wi-EM make PLATFORM=connectwiem clean
make PLATFORM=connectwiem all

Digi Connect ME make PLATFORM=connectme clean
make PLATFORM=connectme all

Digi Connect Wi-ME make PLATFORM=connectwime clean
make PLATFORM=connectwime all

Digi Connect SP make PLATFORM=connectsp clean
make PLATFORM=connectsp all

7  Change to the directory in which the application resides:
cd C:/NETOS60_GNU/src/examples/naftpapp/32b
The 32b directory becomes the working directory.

www.netsilicon.com 19



Working with the sample application

8  Build the application files by entering the set of commands for your
development board:

For this development board Use these commands
NS7520 make clean

make all
NET+50 revision D boards make PLATFORM=net50_d clean

make PLATFORM=net50_d all

NET+50 BGA boards make PLATFORM=net50bga_a clean
make PLATFORM=net50bga_a all

Digi Connect EM make PLATFORM=connectem clean
make PLATFORM=connectem all

Digi Connect Wi-EM make PLATFORM=connectwiem clean
make PLATFORM=connectwiem all

Digi Connect ME make PLATFORM=connectme clean
make PLATFORM=connectme all

Digi Connect Wi-ME make PLATFORM=connectwime clean
make PLATFORM=connectwime all

Digi Connect SP make PLATFORM=connectsp clean
make PLATFORM=connectsp all

The application files are built.

9  Run gdb by entering:
gdbtk -se image.elf
The gdb prompt appears.

10 Copy the script for your development board from the ¢:/NET0S60_GNU
directory to the 328 directory, and then execute it:

For this development board Use this command

NS7520 source gdbns7520.raven
NET+50 source gdbnet50.raven

Digi Connect EM source gdbconnectem.raven
Digi Connect Wi-EM source gdbconnectwiem.raven
Digi Connect ME source gdbconnectme.raven
Digi Connect Wi-ME source gdbconnectwime.raven

20 NET+Works with GNU Tools Programmer’s Guide



Building and Debugging a Sample Application

For this development board Use this command

Digi Connect SP source gdbconnectsp.raven

The prompt changes to (netsilicon-gdb).

11 Download image.elf to the target board by entering:
load
The download takes about a minute to complete.

12 To run the program, enter:

C

The sample application appears in the terminal window.

Configuring the development board

» To configure the development board:

1 Inthe HyperTerminal window, check that the terminal is configured for
9600 bps, 8-bit characters, 1 stop bit, no parity, and no flow control.

A terminal session opens.

2 Reboot the development board by disconnecting it from the power source
and reconnecting it.

The main configuration screen appears. (This may take up to 90
seconds.)

www.netsilicon.com 21



Configuring the development board

NET+WORKS Version 6.0
Copyright (c) 2003, NETsilicon, Inc.

PLATFORM: net50bga_a
APPLICATION: Ram-based FTP Server Application

NETWORK INTERFACE PARAMETERS:

IP address on LAN is 1.2.3.4

LAN interface’s subnet mask is 255.255.255.0

IP address of default gateway to other networks is 1.2.3.1
HARDWARE PARAMETERS

Serial channels will use a baud rate of 9600

This board’s serial number is N12345678

This board’s MAC Address is 00:40:9D0:00:43:35

After board is reset, start-up code will wait 5 seconds

Default duplex setting for Ethernet connection: Full Duplex

Press any key in 5 seconds to change these settings.

3  To start the configuration change process, press a key within five seconds.

You see this prompt:
Press A to Accept the settings, or M to Modify?
4  To change the configuration, press M and then Enter.

A password prompt appears.
5  Enter the default password:
Netsilicon
You see the first of a series of configuration prompts.

6  Ateach prompt, do one of these steps:
—  To accept the current value, press Enter.
— Tochange a setting, enter a value and press Enter.

After you scroll through the settings, a prompt indicates that you must press
a key within five seconds if you want to change any additional settings.

22 NET+Works with GNU Tools Programmer’s Guide



Building and Debugging a Sample Application

Tips

Running additional gdb sessions

Each time you exit from gdb, the 0cdLibRemote process also quits. As a result,
you must restart 0cdLibRemote before you can start another gdb session.

printf support in gdb

Output from printf is directed out a serial port if APP_STUDIO_PORT is configured for
this in the appconf.h file. Output is discarded if APP_STUDIO_PORT is left undefined.

Standard C library

To support the device driver interface (DDI) of NET+OS, the standard C library
has been rebuilt. A customized version of the startup files and C libraries is located
inthe C:/NET0S60_GNU/1ib/32/gnu directory. All the sample applications link to
these files instead of the standard GNU versions. To use NET+OS device drivers
and the ThreadX kernel, you must make your applications link to these files.

For an example of how to link to these files, see one of the makefiles supplied
in one of the sample applications, or see the GNU linker documentation.

All the necessary changes to the C library’s source code are provided under the
C:/NETOS60_GNU/src directory.

The C library that ships with NET+OS is not re-entrant.

www.netsilicon.com 23






Using the HTML-to-C
Compiler

C HAPTER 3

This chapter describes the HTML-to-C compiler, which you use to convert HTML and
related Web page filesto C code.
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What is the HTML-to-C compiler

What isthe HTML-to-C compiler

Web content

26

The HTML-to-C compiler convertsHTML and related Web pagefilesto C code so you can
compile and link the Web pages for an application.

The HTML-to-C compiler provides an easy way to integrate Web pages into the Web
server. This compiler trandates Web pages into standard C source files so you can compile
them with acompiler. You also can incorporate images, Java applets, and sound filesinto
the Web server. Components converted to C code are easily integrated into NET+Works
software applications. Web componentsin this context are defined as:

= HTML pages

[ .gifor.jpegimages
= Javaapplets

m  Audiofiles

This section provides background information on HTML and describes how to use the
HTML-to-C compiler.

Web content consists of HyperText Markup Language (HTML) pages, images (such as
.gif and.jpeg files), and applets that are sent by a devicein response
to HyperText Transport Protocol (HTTP) requests from Web browsers.

To incorporate Web content into an embedded device, you first build an HTTP server into
the device by using the APIs provided with NET+Works (described in the online help). The
server processes HTTP requests and responds with Web content.

The next step incorporates the Web content into the HTTP server. Commercial Web servers
installed on UNIX or Windows NT systems have storage disks with large file systems.
Incorporating Web content is fairly routine because pages and images are added to an
existing directory, making the files Web-accessible. Embedded devices normally have
read-only memory (ROM) without afile system. The Web content in such cases must be
incorporated directly into the embedded device application stored in ROM.

When you write HTML from scratch, you devel op pages by adding HTML markup tagsto
the text content, using either atext editor or Web authoring tool. You can add the same
pages to an embedded device by writing application code to physically return an HTML

NET+Works with GNU Tools Programmer’s Guide



Using the HTML-to-C Compiler

page. The pageis stored in alarge character buffer in the device and returned through a
network application programming interface such as sockets.

Astoolsfor generating HTML pages become more advanced, webmasters do not generate
HTML pages by hand. Web authoring tools are more efficient and reduce the amount of
typing needed in markup tags.

Static and dynamic content and forms processing

Embedded devices must be able to incorporate static content, dynamic content, and forms
processing into the embedded HT TP server source code.

The HTML-to-C compiler automatically converts Web content into application source
code:

m  Satic pages are converted into the necessary program calls to send back
HTML, image, and applet content that does not change over time. Nothing
needs to be added after the page is converted. Static pages are asmall part of the
content provided by a Web server.

=  Dynamic content, which changes over time, is commonplace and necessary for
status reporting. This type of content has proprietary non-HTML markup tags
inserted with an HTML editor into the HTML source code. The HTML-to-C
compiler recognizes these tags and produces shell routines and calls to the
routines in the application source code. The embedded designer is then
responsible for implementing the routines so the appropriate dynamic content is
returned when the routines are called.

m  Forms processing, which accepts user input and acts on it, is also common and
necessary for making configuration changes in an embedded device.

An HTML generation or Web authoring tool does not solve the problem of providing
dynamic content or forms processing. Application code in the commercial Web server
(written in PERL, C++, or Java) is hecessary for these types of Web content.

The HTML-to-C compiler aso recognizes HTML form tags and adds the shell routines to
be called when forms datais sent back to the embedded Web server.

The embedded Web server typically has an application programming interface (API) that
makesit easy to retrieve the common gateway interface (CGI) data supplied by the browser
in response to a forms submission. The embedded designer is responsible for filling in the
shell routine with the code necessary to handle the data and send back the reply.

www.netsilicon.com 27
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Dynamic content example

Sometimes you want a Web page to look different every time you access it. For example,
you may want to write a page that provides weather or traffic reports. Dynamic content is
useful in such a case. All you have to do isto embed the _N7zA_ tag into your HTML file.
The HTML-to-C compiler understands this tag and generates an empty routine at the end of
the generated C file.

This example shows a portion of a\Web page that reports the temperature at Logan Airport:
<hl> The temperature at Logan is _NZZA_get_temp </hl>

Thisistrandated into statements:

HSSend (handle, “<hl> The temperature at Logan is”);
na_get_temp(handle);
HSSend (handle, “</hl1>");

Notethat _N7zA_get_temp isbeing convertedintothena_get_temp function call, which
islocated at the end of thefile:

void na_get_temp(unsigned long handle)
{
}

You need to add real code to get and format the temperature, and then send it back to the
browser. For example:

void na_get_temp(unsigned long handle)
{
char buf[1007;
int temperature;

temperature = get_airport_temp();
sprintf (buf, “%4d”, temperature);
HSSend (handle, buf);

Input form example

One use of an embedded Web server is collecting data (for example, configuration
information) from a user. The easiest way to do thisiswith an input form. The HTTP
Server library APl HSGetValue isused to capture data collected in thisform.

To use forms, you need to include an action field in your form; for example:

<FORM ACTION=“ip_config” method =“POST”>

NET+Works with GNU Tools Programmer’s Guide



Using the HTML-to-C Compiler

Thisfield alows the HTML-to-C compiler to generate an empty function that must be
filled in to collect the data sent from the browser. Post_ is prefixed to the name of the
action.

The generated function name must be avalid C identifier, so your action name must not
contain any illegal characters. For example, Post_ip_config isadded at the end of the
file:

void Post_ip_config (unsigned long handle)
{
}

To extract data sent with the form, use HSGetValue, ashown next:

void Post_ip_config (unsigned long handle)
{
char ipaddr[32];

/* assume the data is a text input, with name
attribute set to IP_ADDR */
HSGetValue (handle, “IP_ADDR”, ipadddr, 32);

/* at this point, whatever the user
input will be stored in ipaddr */

Preparing to usethe HTML-to-C compiler

Thefilename of an HTML URL isitsfull URL name. Because slash (/) isnot avalid
character for afile name, dashes are converted to underscores (). For example, /abc/
def.html isgenerated as_abc_def.c.

To incorporate Web content into an embedded device, you first build an HTTP server into
the device using the APIs provided with NET+Works.
» Tobuildan HTTP server into a device:
1  Create Web pages by using an HTML editor.
2  Usethe HTML-to-C compiler to convert your Web pagesinto C code.

3 If your Web pages contain dynamic content or forms, add your own code to the
generated empty C routines.
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4  Putdl your C sourcefilesinto your application’smakefile.

How the HTML-to-C compiler works

30

The HTML-to-C compiler recognizes two file types:

m  Text files. Any file with an extension of .htm1, .htm, or .txt. A textfile
causes the compiler to generate a .c file with asimilar file name.

m  Binaryfiles. All binary filesare converted and stored inthebindata.c file. All
the URL information, including security, isstored inthe ur1.c file.

The file names bindata.c and url.c are default names you can change.

For example, say your Web server contains four files— home.htm, x.htm, y.jpg, and
z.gif — and you want to organize your Web hierarchy (URL ) like this:

/home.htm

/x.htm

/images/y.jpg

/images/z.gif

/~John/home.htm

/~Jdohn/y.jpg

These C files are generated:

n _home.c (fromurl /home.htm)
= x.c (fromurl /x.htm)
n _~John_home.c (fromurl /~John/home.htm)

n bindata.c (containsdatafory.jpg and z.gif)

[ | url.c

These entries are added to the URL tableinthe ur1.c file

URLTableEntry URLTablel[] = {

“/home.htm”, 1, Send_function_0, (HSTypeFnHtm1)HSTypeHtml, O,
Unprotected,

“/~John/home.htm”, 1, Send_function_1, (HSTypeFnHtml1)HSTypeHtml, O,
Unprotected,

“/~John/y.jpg”, 0, Send_function_2, (HSTypeFnBinary)HSTypedpeg,
453, Unprotected,

“/images/y.jpg”, 0, Send_function_2,
(HSTypeFnBinary)HSTypedpeg, 453, Unprotected,
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“/images/z.gif”, 0, Send_function_3, (HSTypeFnBinary)HSTypeGif,
499, Unprotected,

“/x.htm”, 1, Send_function_5, (HSTypeFnHtml1)HSTypeHtml, O,
Unprotected,

NULL /* last entry MUST be NULL */

};

Thereisonly one home.htm file, but because two URLS (home.htm and /~John/
home.htm) refer toit, two files are generated. This lets you put different code to serve the
same page (home.htm) under different absolute URLS.

Binary data, however, istreated differently because it does not need to be customized. Only
one copy of thedataisstoredin bindata.c fory. jpg, eventhoughitisreferred toin both
/~John/y.jpg and /images/y.Jipg.

The URL tableisused inthe AppSearchURL function. When auser clicksa URL link from
aWeb browser, the Web server does a search on the URL table. If the server finds the entry
for the URL, it calls the corresponding function (for example, Send_function_1) to send
back the page.

Hereis an example of the function Send_function_1 inthefile _~John_home.c:

void Send_function_1(unsigned Tong handle)
{
HSSend (handle, “<htm1>\n");
HSSend (handle, “\n”);
HSSend (handle, “<head>\n”);
HSSend (handle, “<meta http-equiv=\"Content-Type\“\n”);
HSSend (handle, “content=\"text/html; charset=iso-8859-
IN“>\n"):
HSSend (handle, “<meta name=\"GENERATOR\
“content=\"Microsoft FrontPage Express 2.0\“>\n");
HSSend (handle, “<title>John’s Home Page</title>\n");
HSSend (handle, “</head>\n”);
HSSend (handle, “\n”);
HSSend (handle, “<body bgcolor=\"#FFFFFF\“>\n");
HSSend (handle, “\n”);
HSSend (handle, “<h3>Welcome to John’s Home </h3>\n”);
HSSend (handle, “\n”);
HSSend (handle, “</body>\n”);
HSSend (handle, “</html>\n");
}
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32

Files for the same Web server application are organized as aproject. A project file hasafile
extension of .web.
» Tostart theHTML-to-C compiler:
1  Select Sart = Programs — NET+0S60_GNU — HTML-to-C Compiler.
You seethe HTM L -to-C dialog box:

HTML to C

Mew Project |

Recent Projects: ([Double Click on selected project to Open it]

Chnetogherchappsinetosgatnetosga. web
C:hnetogherchexamplesinaftpoininaftpeln.web
C:hnetoshsrchappshphuiii.web

C:hnetoghsrchexamplesinahttpseinahttpse. web Open Selected |
Open Others ... |

C:hnetoshsrchexamplesinamailsnamail web
C:hnetoghsrchexamplesinahttplnahttp web

2 Do oneof these steps:

—  Toopen aproject that appears in the list, select the project from the list and
click Open Sedlected.

—  Toopen aproject that does not appear in the list, click Open Others, then
locate and select the project.

—  Tocreate anew project, click New Project, then enter aname and select a
location for the project.
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You see this dialog box:

Create a new
project file — T

Add files
Remove files

Directory for
generated C files

File for managing
URLs

File for binary data

From this dialog box, you can:

m  Create anew project.

=  Remove obsolete data.

m  Specify locations for generated C files and names for binary data and URL
files.

m  Generate C sourcefiles.

m  Openand edittheurl.c file.

m  Set or change the project’s home page.

Creating a new project

» Tocreateanew project:
1  From the main dialog box, click the folder icon in the Source section.

2  Enter aname and select alocation for the new project.
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Removing obsolete data

Removing obsolete data from a project file sho

rtens compilation time. Use caution when

you remove files; you may need the data for troubleshooting.

Be aware that removing data here does not delete the entries for the removed datain the
URL table. You must use Edit URL file to remove the data from the table.

P Toremoveobsolete data from afile:

1  Fromthe main dialog box, click Remove

You see the Remove Binary Data dialog box, which displays the names of all

binary filesinthe bindata.c file

Bin data.

Remove Binary Data [x]

Remove does nat delete the entries for the removed data in the URL Table. You
have to da it using the "Edit URL file button' in the previous dialog

D ata included in :

C:hnetoshsrchexamplesinamailibindata. ¢

et P9
C:AMETARMO&NKtpsvivimagesiScenel jpg

L]

Cancsl |

 Progress

2 Select one or morefiles to delete from the

Adding or removing source files

34

You can add or remove source files at any time.

» Toadd asourcefile:

1  Inthe Source section of the main dialog box, locate and select the file to

add to your project.
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2 Click theright arrow.

» Toremovea sourcefile:

1  Inthe Source section of the main dialog box, locate and select the file
to remove from your project.

2 Click the left arrow.

Specifying the location of files

From the main dialog box, you can specify the location for the generated C
files, and the names of the URL and binary datafiles, as described here:

m  To specify the directory in which to put the generated C files, enter the
pathname in the Tar get Directory input box.

m  To specify afile name for URL file, enter the name in the URL file input box.
The default nameis url.c.

m  Tospecify afilenamefor the binary datafile, enter the namein the Binary data
file nameinput box. The default nameis url.c.

If your project does not have any binary files, you do not need to
include this file in your makefile.

Generating C source files

From the main dialog box, you can generate C source files in two ways:
m  Togenerate only the files that have changed since the last build, click Build.
m  Togenerateall files, click Build All.

Setting or changing a project’s home page

The home page is the page that appearsin the browser when you type only the I P address of
the server. The URL of ahome pageisawaysaforward slash (/).

P To set or changethe home page of a project:

1 From the main dialog box, click Home Page.
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The Set Home Page dialog box, shown next, appears:

5Set Home Page

Existing URL. current home page(z] iz highlighted:

JFRAME_F.htral -
JFRAME_H.html

JFRAME_ML.html

JFRAME_MR.htrrl

/FRAMET htm

fmailc_config

frnaile. hirn

MCDele

/medelete htm

AAC_get_meg_count

/mogetmeg. htm

AMCList

Amclist. htrmn

/CHoon LI

Set Home I Mo Home Page I Cancel |

2  Select the URL of the page you want to use as home page and click
Set Home.

If you do not want to specify a home page, click No Home Page.
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Editing URL files

Theur1.c file contains the URL table, from which you can:
= Addor delete entries.
m  Edit entries.

m  Set or change security realms.

Opening theurl.c file

To open the url.c file, from the main dialog box, click Fdit URL file. You see the Edit
URL file dialog box, shown next:

Edit URL file [ <]
URL [ HTML [ Function | HE Type function [ File Size | Realm A
/netarmga.htm yes Send_function_0 HS TypeHtml MZA Unpratected J
Shittpsvidanirn_gif. htm yes Send_function_1 HS TypeHtml M7& Unpratected
thittpsvidapple.htm yes Send_function_2 HS TypeHtml M/ Realml
Shittpsvid applet. him yes Send_function_3 HS TypeHtml MZA Unpratected
httpsviiApplT alk yes Post_applT alk, HS TypeHtml MZ& Unpratected
Fhitpsrdatalk htm yes Send_function_4 HS TypeHtml M/ Unprotected
hittpavid ausdaily_net. bl yes Send_function_5 HS TypeHtml MZA Unpratected
hitpsvid australia. htm yes Send_function_B HS TypeHtml MZ& Unpratected
thitpsvi/banana htm yes Send_function_7 HS TypeHtml M/ Realml
Fhittpevvr/blue. bt yes Send_function_8 HS TypeHtml M/ Realm2
Zhitpsvi/Bubbles.jar no Send_function_3 HS Typespplet 2173 Unpratected
Fhttpsvrdclientsi htm yes Send_function_10 HS TypeHtml MAA Unpratected
Fhittpeviogi yes Post_cgi HS TypeHtml M/ Unpratected
hitpsvrcantig. him yes Send_function_11 HS TypeHtml MZ& Unpratected
Fhttpsvr/dynamic. htm yes Send_function_12 H5 TypeHtml M7a Unpratected
f’hitstu‘dUnslc.htm yes Send function 13 HE TupeHtrl Mg Unprotected | _ILI
4 »

B | e Edt Remave | Sl Brzahy R Refiesh |

Adding and deleting URLs

» Toadd anew URL:
1  Fromthe Edit URL file dialog box, click New.
The Edit URL dialog box appears.

2 Provide the necessary information, and click OK.

» Todeletea URL:
1  Fromthe Edit URL file dialog box, select the URL to delete.
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2 Click Remove.

Be aware that the deletion happens immediately; you do not get a prompt to

confirm the deletion.

Editing a URL

» ToeditaURL:

1  Fromthe Edit URL file dialog box, select the URL you want to edit.

2 Click Edit.

The Edit URL dialog box appears.

3 Make the changes you want, and click OK.

Setting the user and password of a URL

The HTTP server supports the basic access authentication scheme in the HTTP protocol.
Up to eight realms are allowed. You must set up a security table before you start the HTTP

Server.

P Toset up or change realm information:

1  Fromthe Edit URL file dialog box, click Set Security Realms.

You see the Security Table dia og box:

Seurity Table [ %]

Realm MName

User name

Paszword

Realrl: |f1

Inelarm

1234

Realm2: |72

Isysadm

5678

Realm3: I

Realm4: I

Realmb: I

Realmb: I

Realm?: I

Realmg: I

Ceartl |

Cancel |

2  For eachream, type the realm name, user name, and password, and

then click OK.

38 NET+Works with GNU Tools Programmer’s Guide



www.netsilicon.com nnononononon 39



40 nnnonononon NET+Works with GNU Tools Programmer’s Guide



Using the MIBMAN
Utility

C HAPTER 4

This chapter describesthe MIBMAN utility, which you use to implement management
information bases (MIBs).
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Overview

SNM P

42

MIBMAN isatility that translates Simple Network Management Protocol (SNMP)
Management Information Bases (MIBs) into C code that contains:

m  Templatesfor action routines that you implement

m  Management API declarations for MIB abjects that correspond to management
variables

You control which action routines and management variable declarations are generated
through configuration files.

The next sections present some terminology and concepts you need to be familiar with as
you use MIBMAN.

SNMP, which defines a system for managing network devices, isimplemented in multiple
modules. SNMP consoles run on network workstations and provide the user interface.
SNMP agents run on managed devices and handle communications with remote SNMP
consoles. When a console sends a request to an agent, the agent decodes the request and
calls subroutines in the managed device that handles the request. You implement the
subroutines, which are called action routines.

A MIB defines the view of a managed device that the device's agent presents to

an SNMP console. The MIB defines a set of objects the console can read and write. These
objects can either correspond to variables that exist on the device or be synthesized by the
agent:

= MIB objectsthat represent variables that exist are called real objects.

= MIB objectsthat do not exist are called virtual objects.

For example, aMIB might define one object that is the count of Ethernet packets received
so far, and another object that indicates the health of the system. The count of Ethernet
packets received is probably stored in areal variable. On the other hand, the agent can
determine the health of the system on-the-fly by examining the state of several system
variables and processes.
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Scalar MIB objects

MIB tables

A scalar object represents asingle item with asimple type. If ascalar object isredl,
MIBMAN can generate most of the code needed to implement it.

You can create a declaration for the variable in the management API and use generic action
routines to read and write the variable. Then you can have the application set an initial
value for the variable and update it as necessary.

MIBMAN cannot aways use generic action routines. For example, a MIB object could
represent the state of an LED, and specia purpose action routines might be needed to turn
the LED on and off when a user changes the value of the object. In such acase, you can
configure MIBMAN to generate templates for the action routines and a declaration for a
management variable to represent it. If the object is virtual, you can use MIBMAN to
generate templates for the action routines without generating a management variable
declaration.

You can arrange MIB objectsin tables. A table isaset of MIB objects repeated in multiple
rows. Objectsin arow are columnar objects. Columnar objects al have smple types, like
scalar objects. An SNMP table is similar to an array of C structures, where each row
represents a C structure, and each columnar object represents afield in the structure. Like
scalar objects, tables can represent either:

m  Red tables of information stored in memory

m  Virtua objects that the agent creates on-the-fly

Tables are read and written one columnar object at atime. When a columnar object is
accessed, the object is identified with:

= Anobject identifier (OID) that determines which columnar object in the row is
being accessed

= Anindex that determines which row in the table is being accessed

Although MIBs describe the elements that make up atable index, they do not describe
how the index works; you implement the table's indexing scheme. For more information,
see the comments in the M1B and the RFCs that describe the MIB.

Tables can have relationships with other tables; for example:

= Onetable can expand another table by defining additional columnar objects. In
this case, the two tables have a one-to-one relationship.
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Traps

Action routines

m  Onetable can beadifferent view of another table. For example, one table might
consist of the same rows in another table sorted into a different order.

= One table can be a subtable of another. Implementing this relationship
requires complex indexing schemes.

These relationships can cause the fate of rows in one table to affect rowsin another table.
For example, suppose one table expands another. When arow in one table is deleted, the
corresponding row in the other table also must be deleted. These types of relationships,
which you implement, are not described by the MIB, but in commentsin either the MIB
or the RFCsthat describe the MIB.

MIBMAN can create management variable declarations and action routine templates for
MIB tables that represent real tablesin memory. You must initialize the tables and update
the datain them as necessary. You also must complete the action routines by coding the
table’sindexing scheme and fate relationships to other tables. If the tableis virtual,
MIBMAN can generate templates for its action routines.

A trap isamessage that an agent sends to a console when certain events occur. Although
the contents of traps are defined in MIBs, the M1Bs do not specify the events that cause the
agent to send the trap. These events are explained by commentsin the MIB and in the RFC
that describes the MIB.

You can use MIBMAN to generate a set of data structures that applications use to generate
and send traps.

Action routines are functions that an SNMP agent callsto read or write MIB objects.
MIBMAN generates templates of these functions that you complete to implement the MIB.
The agent passes parameters to the functions that identify which object is being accessed,
and the functions perform the operation and return the result.

Implementing a MIB: an example

44

NAMIB, a sample application on the NET+Works installation CD, demonstrates how to
implement aMIB. The sample MIB allows you to read and change the state of the LED on
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the board from aMIB browser. NAMIB also demonstrates how to implement aMIB with
tables.
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Converting an SNMP MIB into C code

Converting an SNMP MIB into C code involves these steps:

1

3

Using aMIB compiler to convert the MIB definition into an intermediatefile.

To compile the MIBs, you can use the SMICng MIB compiler. SMICng, an
industry-standard compiler, is shipped with the SNMP agent.

Running MIBMAN to convert the intermediate file generated by SMICng into three
C sourcefiles.

These source files contain the C variable definitions and action routine
templates needed to implement the MIB.

Doing the final integration.

The next sections provide details about the three steps.

Step 1: Using SMI1Cng

Because the devel opers of SNMP tried to design aformat for SNMP MIB definitions that
would be readabl e by both machines and people, MIB definitions are difficult for anyone or
anything to read. The SMICng compiler, however, converts aMIB definition into aform
that is easier for software to read.

46

For more information about SM1Cng, see the SMI1Cng online documentation.

Here are the basic steps for using SM1Cng:

1

Strip off al extraneous text.

MIB definitions are usually contained within text files (RFCs) that contain
other text besides the MIB definition itself. If the MIB uses definitions from
other MIBs, you aso need to clean up the text files that contain the definitions
for these MIBs.

Create an include file for SMICng that lists all the MIBs used by the one
that is being processed.

Include the MIB itself asthefina file.
Run SM1Cng with this command line:
smicng -z -cm yourMib.inc > yourMib.out

where
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—  yourMib. inc isthe name of the include file you created in step 2.
—  yourMib.out isthe name of the intermediate file the compiler creates.

Step 2: Using MIBMAN

The MIBMAN utility operates on the intermediate files that SMI1Cng creates. MIBMAN
accepts up to four arguments, as shown here:

MIBMAN Tist-file configuration-directory output-directory var-filename

where:

L] Tist-fileisthefilethat containsalist of intermediate files generated by
SMICng.

m  configuration-directory isthedirectory in which configuration files are
located.

m  outpul-directory isthedirectory in which output files are generated.

= var-filename isthefilethat MIBMAN createsto contain alist of the
variables defined by the MIB and their OIDs.

Thelist-file argument isrequired; the other three arguments are optional. If you do
not specify the optional arguments, MIBMAN uses the current directory and does not
generate alist of MIB variables.

Thelist-file mustlistthe MIB files so that MIBs that have dependencies are listed after
the MIBs that resolve the dependencies.

For example, suppose RFC1213-MIB was being processed. This MIB depends on items
defined in RFC1155-MIB and RFC1212-MIB. So, alist filefor RFC1213-MI1B would be:

RFC1155-MIB.MIB
RFC1212-MIB.MIB
RFC1213-MIB.MIB

Generated files

MIBMAN generates two C files and a header file (.h) for each MIB it processes that
defines variables or traps. Here are the naming conventions:

m By default, the name of the MIB module determines file names.

s MIBMAN converts the MIB module name into legal Windows file names by
changing hyphens and periods in the name into underscores and appending the
extensions . c and . h.
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m  Thesuffix Action is appended to the template filename.

m  |f the module name starts with a digit, an underscore is added to the beginning
of the file name.

One C file—the definition file — contains the definitions for variables and structures that
the management APl and the SNM P agent use, including:

m  Anarray of manVarType elements used to create the variables in the
management APl database

m  Anarayof struct variable elementsused to register the variables with the
SNMP agent

L] Information about SNMP traps that is needed to implement the traps

The other C file (the template file) contains templates for action routines you use to
implement the MIB.

The header file contains declarations for functions and variables defined in the two C files,
including declarations for:

m  ThemanVarType and struct variable arraysdefinedin the definition file
m  Theaction routine templatesin the action file that read variables

m  The constants needed to implement the action routines

By default, MIBMAN generates the C code by:

m  Creating management variablesto represent all scalar objects

m  Using generic action routines to access all scalar objects

m  Creating management table variables to represent all MIB tables

m  Creating templates or action routines that read and write the tables

None of the management variablesis protected by semaphores. Indexing for management
table variables is left undefined. You can change these default settings through a
configuration file.

Data types
SNMP data types are represented by similar management variable data types:
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Textua conventions, octet strings, and
opague objects
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Arerepresented as

MAN_OCTET_STRING_TYPE variables.

INTEGER and Integer3?2 INT32 types.

Unsigned32, Gauge, Gauge32, Counter, WORD32 types.
Counter32,and TimeTicks

Counter64 WORD64 type

OBJECT IDENTIFER

Arraysof 129 WORD32 elements. The length
of the OID isencoded in the last element of
thearray.

IPaddress and NetworkAddress

An array of four WORD8 elements

BITS Octet strings in which each element contains 8 bits.
SNMP bit label 0 istheleast significant bit in the first
byte of the string. The number of bit Iabels defined in
the MIB determinesthe string’s length.

Tables

MIBMAN generates code to register tables with the management API by using the
MAN_TABLE_TYPE datatype. Individua rows are represented as C structures where each
columnar element is represented as afield in the structure.

In the next example, atable is defined with two integer objectsand abisplayString
object. A row in the table is represented as a C structure with two INT32 fieldsand a

MAN_OCTET_STRING_TYPE field.

ifTable OBJECT-TYPE

SYNTAX SEQUENCE OF IfEntry
ACCESS not-accessible

STATUS mandatory
DESCRIPTION

"A Tist of interface entries.”

::= { interfaces 2 }

ifEntry OBJECT-TYPE
SYNTAX IfEntry

ACCESS not-accessible

STATUS mandatory
DESCRIPTION

www.netsilicon.com 49



Converting an SNMP MIB into C code

50

"An interface entry."
INDEX { ifIndex }
c:={ ifTable 1 }

IfEntry ::

SEQUENCE {
iflndex
INTEGER,
ifDescr
DisplayString,
ifType
INTEGER,
}
ifIndex OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
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STATUS mandatory
DESCRIPTION

"A unique value for each interface."
::= { ifEntry 1 }

ifDescr OBJECT-TYPE
SYNTAX DisplayString (SIZE (0..255))
ACCESS read-only
STATUS mandatory
DESCRIPTION
"A textual string containing a description.
::= { ifEntry 2 }

ifType OBJECT-TYPE
SYNTAX INTEGER
ACCESS read-only
STATUS mandatory
DESCRIPTION
"Identifies the type of interface."
::= { ifEntry 3 }

MIBMAN creates a definition for a structure that represents individual rowsin
the table:

typedef struct

{
INT32 iflIndex;
MAN_OCTET_STRING_TYPE ifDescr;
INT32 ifType;

} IfEntryType;

I ntegration with the management API

MIBMAN creates an array of manVarType objects with one element for each scalar object
and table defined in the MIB. You can suppress entries for virtual objects.

By default, MIBMAN setsthefieldsinthemanVarType structure for each MIB variable, as
shown in thistable:
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Field

id

Description

Set to the objects's OID expressed as a string.

varPointer

Setto NULL by defaullt.

isFunction Set to 0 by default.

size Set to the size of the variablein bytes.
type Set to indicate the variabl € stype.
dimensions Setto NULL.

numberDimensions Setto 0.

semaphores Set to NULL by defaullt.

numberSemaphores Set to 0 by default.

rangefn L oaded with the address of the snmpAgentRangeChecker function if
the variable hasarange.

rangelnfo L oaded with the address of an snmpAgentRangeType structure that
describesit, if the variable has arange; otherwise, thisfield is set to
NULL.

tablelnfo SettoNULL if theobject isscalar. If the object isatable, thisfield points

toamanTableInfoType structure with information about it.

callbackFfn

Setto NULL.

I mplementing traps

Traps are messages sent to SNMP consoles and SNMP agents when a predefined event
occurs. The MIB definition specifies the content of trap messages, but not the events that
trigger them. To support traps, you must implement code that detects when atrap event
occurs and calls functions in the SNM P agent to create a trap message and send it.

MIBMAN creates an snmpAgentTrapType structure for each trap defined in the MIB. The
structure contains information about the trap that is needed to construct the trap message.

The snmpAgentTrapType structureis defined in this way:

typedef struct
{

char *name;

char *id;

int trapNumber;
int trapType;

NET+Works with GNU Tools Programmer’s Guide



Using the MIBMAN Utility

int variableCount;
snmpAgentTrapVarType *varlList;
} snmpAgentTrapType;

where:
Field Description
id Loaded with thetrap’s OID
trapNumber Set to the trap number
trapType Setto TRAP_TYPE if thetrap isan SMI version 1 trap, or to
NOTIFICATION_TYPE if thetrgp isan SMI version 2 notification
variableCount L oaded with the number of variablesin thetrap
varlist Pointer to alist of the variables

Thetrap variables arelisted in an array of snmpAgentTrapVarType structures. The
snmpAgentTrapVarType structureisdefined in thisway:

typedef struct
{
char *id;
char *o0id;
int type;
} snmpAgentTrapVarType;

where:
m  idisthelD of thevariable (usualy its OID).
[ oid isthe OID of the variable.

m  typeisaconstant definedin ASNI1.H that indicates the data type of the
variable.

MIBMAN configuration file

You can override some of the default values MIBMAN uses through a configuration file.
Here are the naming conventions:

m  The MIB that is being processed determines the configuration file’s
name.

= MIBMAN converts the MIB module name into legal Windows file names by
changing hyphens and periods in the module name into underscores.
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m  Thesuffix .config isappended.
m  |f the module name starts with a digit, an underscoreis prefixed to the file
name.

For example, suppose MIB-11 isbeing compiled. The MIB definition begins with this
Statement:

RFC1213-MIB DEFINITIONS::= BEGIN

MIBMAN creates the configuration file name by converting the MIB name RFC1213-MIB
into thefilename RFC1213_MIB.config.

If the configuration file does not exist, the default values are used. Otherwise, MIBMAN
opens and reads the file. Thefile should consist of one or more configuration statements.
Configuration statements take one of two forms:

s keyword value
[ keyword 0ID = value

The configuration file also can have comments, which must start with a semicolon. Any
text after a semicolon isignored.

Controlling the names of generated files

By default, MIBMAN bases the names of the . ¢ and . h files on the MIB’s name. You can
override these names.

To set the name of the .c and . h files, use these statements:
m  Cfilenamec-rilename

m  Hfilenamen-filename

m  Actionfilenameaction-filename

whereyoureplace c-filename, h-filename,and action-filename with your
file names.

Overwriting files

Every time you run MIBMAN, it overwrites the definitions C file and the header file
generated for aMIB. However, the action C file contains template code that you must edit.
MIBMAN does not overwrite thisfile; you must either delete or rename the action file for
MIBMAN to create a new one.
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Controlling comments in the C and header files

When MIBMAN generates C and header files, it generates comments at the top of the files.
You can set some of the information in these comments through the configuration options.

This table describes the options:

Option Description

Author author Sets the author listed in the comments of the C and header files.

ModuleName modulename Sets description information. Any number of description options
can be specified.

Description description Letsyoukeepan edit history.You specify an edit ID and text to go
along with it.

Edit EditId=text The edit ID can be up to 14 characters. The date of the changeisa
useful ID.

The text component contains a description of the edit. If the
description islonger than one ling, it can be extended to any
number of lines by using the same edit ID. All the description text
isinserted into thefile.

Hereis an example:

Author Harry Hu

ModuleName Management Information Base for Network Management
Description This defines second version of the Management Information
Description Base (MIB-II) for use with network management protocols in
Description TCP/IP based internets.

Edit 12/12/99-HH=0riginal code generated.

Edit 02/20/00-HH=Increased size of IP connect table, added semaphores
Edit 02/20/00-HH=to protect access to all variables.

Edit 03/12/00-HH=Updated with changes to IP stack.

In the example:
[ The author field in the C and header filesisset toHarry Hu.

[ | Themodulename isset to Management Information Base for Network
Management.

m  Thedescription field isdivided into three lines of text.

m  Three edits are specified with IDs and descriptions.
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Controlling management variables

Suppressing management variables
To prevent MIBMAN from generating a management variable declaration for
aMIB object, use DontCreateVariable.

DontCreateVariable oid

Thisoption isuseful if the objectisavirtual object or if the management variable for it has
aready been defined. MIBMAN always generates action routines for the abject when this
option is specified.

Setting global variable prefixes

MibVariablePrefix prefix

AgentVariablePrefix prefix

You can specify prefixes for global variables that MIBMAN creates. Using these options
can help avoid collisions with other global variablesin the application.

n MibVariablePrefix — for variables that are related to MIB items

n AgentVariablePrefix — for global variables that are not related to a
specific MIB

Setting the management 1D
SetVariableldentifier oid = identifier

To specify the management API’sidentifier for the variable, use the
SetVariableldentifier option. By default, MIBMAN usesthe object’s OID represented
as acharacter string. You can use this option to specify adifferent identifier. For example,
this statement setsthe identifier of sysbescr to SystemDescription:

SetVariableldentifier 1.3.6.1.2.1.1.1 = SystemDescription

Setting index infor mation
SetIndexFunction oid = function
SetIndexInfo oid = info

Management table variables can use complex indexing systems. By default, MIBMAN
creates the variable without an index system, which means rows

areread using a simple numeric index. If thisis not sufficient, you can use the
SetIndexFunction and SetIndexInfo optionsto specify a complex indexing system:

m  SetIndexFunction setsthe name of afunction that the management APl uses
to index into the table.
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m  SetIndexInfo setsthe name of the buffer passed to the index function.

For example, these statements set the indexing function to tableIndexer, and the index
information to tabTeIndexInfo:

SetIndexFunction 1.3.6.1.45.65 = tablelndexer

SetIndexInfo 1.3.6.1.45.65 = tablelndexInfo

Setting semaphores

To specify that some or all the variables are to be protected by semaphores, use the

SetGlobalSemaphore and SetSemaphore options.

SetGlobalSemaphore semaphore

SetSemaphore oid = semaphore

m  SetGlobalSemaphore setsasemaphore that is used to protect all variablesin
the MIB.

m  SetSemaphore specifies a semaphore that protects a specific MIB.

Configuration files can have any number of G1obalSemaphore and Semaphore
statements; each specifies a single semaphore to use. When MIBMAN generates
amanVarType entry, it loads the semaphores field with a pointer to an array that contains
al the semaphores that have been specified both globally and for the specific variable.

The Semaphore statement does not override the G1obalSemaphore Statement. Instead, it
specifies semaphores that will be used with the variable in addition to those used for al
variables.

Generating action routines

MIBMAN automatically generates action routines for all tables and for virtual scalar
objects. Normally, MIBMAN does not generate action routines for real scalar objects
because these objects can be handled by the agent with generic action routines. In some
cases, it isagood practice to create custom action routines for real scalar objects when
reading or writing them is supposed to cause side effects.

To generate templates for these routines, use GenerateWriteActionRoutine and
GenerateReadActionRoutine:

GenerateWriteActionRoutine oid
GenerateReadActionRoutine oid

For example, if you wante to cause MIBMAN to generate atemplate action routine that
writes the value of ascalar object whose OID is1.3.6.1.4.1.901.999.1.1.1, use this option:
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GenerateWriteActionRoutine 1.3.6.1.4.1.901.999.1.1.1

Setting accessor functions

Management variables are usually controlled by the management API. However, it is
possible to create variables that are accessed through the API but implemented in
application code. You can do this by specifying an accessor function for the variable when
it isregistered with the API.

If you specify an accessor function, the management API does not allocate any memory for
the variable and calls the accessor function when an application tries access the variable.
The accessor function is responsible for implementing reads and writes to the variable.

To specify that the management variable created for an object should have an accessor
function, use SetAccessorFunction, which takes thisform:

SetAccessorfFunction oid = function

For example, to assign the accessor function sysDescrFunctiontothesysDescr itemin
MIB-II1, use this option:

AccessorfFunction 1.3.6.1.2.1.1.1=sysDescrFunction

Includefiles

To declare externally defined variables that are used in the definition C file, use include
files. For example, if you use a semaphore, you must define it in an external module. The
Include statement, which specifies the name of afile to include in the definitions C file,
takes thisformat:

Include filename

where filename specifiesthe name of the file to include. You can specify any number of
include files.

Controlling the names of constants

MIBMAN defines constantsin the header file to represent variable identifiers. By defaullt,
MIBMAN determines the names of the constants by concatenating the name of the MI1B
and the name of the variable, with an underscore character between them. For example,
MIBMAN defines a constant named RFC1213_MIB_sysDescr to represent the ID of the
variable sysDescrin RFC1213_MIB.

To set the prefix for identifiers, usethe IdentifierPrefix option, which takes thisform:
IdentifierPrefix prefix

where:
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prefix specifiesthe prefix to use.

For example, using the option IdentifierPrefix MIBII_ intheconfiguration
filefor RFC1213_MIB would change the name of RFC1213_MIB_sysDescr to
MIBII_sysDescr (and al other constants, too).

Step 3: Final integration

After you use MIBMAN to generate the C and header fields, use this procedure:

1

6

Edit the code in the template files and implement the missing code.
The missing code is marked with “To Do” comments.
Code any index and accessor functions that the MIB variables need.

Create and initialize semaphores that protect the variables before the variables are
registered with the management API.

Provide code that calls snmpRegisterManagementVariables, which:
—  Registers the management variables created for the MIB

—  Setsdefault values for scalar objects (if specified in the MIB)
—  Registersthe MIB objects with the SNMP agent

Provide code to set initial values of MIB objects that do not have default values
defined in the MIB.

Provide code to implement traps.

The code must detect when an event occurs, build a trap message, and send it. MIBMAN
will have created data structuresin the C file that contains some of the information
needed to generate and send trap messages.
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This section describes writing action routines for scalar objects and for tables.

Action routines for scalar objects

60

If ascalar object is represented by areal variable in the management database, it is usually
not necessary to write an action routine for it. MIBMAN defines the management variable
for the object, and the agent uses default action routines to read and write the variable.

If ascalar object cannot be represented by avariable in the management database, you need
to write actions routines to read and write the object. Thisis controlled by the
DontCreateVariable configuration option. In thiscase, MIBMAN generatestemplatesfor
the read and write action routines. You need to finish these templates to perform the
operations.

For example, suppose a MIB variable represents the state of an LED:

m  Whenthevariableisread, the LED hardware should be interrogated to
determine the value to return.

= When the variable is written, the LED should be turned on or off.

MIBMAN generates a template read action routine similar to this:

void *mib_LEDRead (struct variable *vp, oid *name, int *length,
int isGet, int *varlen, setMethod *setVar)
{

void *resultBuffer = NULL;

if (lscalar_handler(vp, name, length, isGet, varlen))

{
return NULL;
}
/*
* To Do: Read LED(1.3.6.1.4.1.901.999.1.1.1) into a persistent
* buffer, set resultBuffer to point to it, and set
* *varlen to the value's Tlength.
*/
*setVar = vp->writefn;
return resultBuffer;
}
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You need to edit this action routine to determine whether the LED is on or off and to return
apointer to aninteger value (1 or 0) to the SNMP agent. Store the datain a persistent buffer
that is statically allocated or is not freed until after the SNMP agent sends the reply to the
console.

Hereis an edited version that does this:

void *mib_LEDRead (struct variable *vp, oid *name, int *length,
int isGet, int *varlen, setMethod *setVar)

static int LEDState;
void *resultBuffer = &LEDState;

if (lscalar_handler(vp, name, length, isGet, varlen))
{

return NULL;
}

if (LedIsOn())
{

LEDState = 1;
}
else
{

LEDState = 0;
}

*setVar = vp->writefn;
return resultBuffer;
}

Read action routines also must return a pointer to the write action routine. The template
created by MIBMAN already contains code to do this.

MIBMAN creates a template write action routine similar to this:

int agent_sysContactWrite (int actionCode, struct varBind *info)
{
int result = SNMP_ERR_NOERROR;

switch (actionCode)
{
case SNMP_SET_RESERVE:
/*
* Ignore this action code unless you need to
* allocate memory.
*/
break;
case SNMP_SET_COMMIT:
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/*
* Ignore this action code.
*/
break;
case SNMP_SET_ACTION:
/*
* To Do: Write code to copy info-=setTo into
* the object.
*/
break;
case SNMP_SET_FREE:
/*
* To Do: Free any buffers you allocated.
*/
break;
case SNMP_SET_UNDO:
/*
* To Do: Write code to copy info->val into
* the object.
*/
break;
}

return result;
}
The SNMP agent breaks the write process into four phases and an undo operation, which
areindicated by the actionCode argument. For scalar objects, the important phases are:

m  The SNMP_SET_ACTION phase, where the new value is written

m  The SNMP_SET_UNDO phase, where the original valueisrestored

The agent provides the value to write in both the SNMP_SET_ACTI0N and SNMP_SET_UNDO
operations. In the SNMP_SET_ACTION phase, thevalueisstored in info->setTo; inthe
SNMP_SET_UNDO phase, thevalueisstored in info->val.

This example shows how you could edit the template to change the state of the LED:
int agent_sysContactWrite (int actionCode, struct varBind *info)

{
int result = SNMP_ERR_NOERROR;

switch (actionCode)
{
case SNMP_SET_ACTION:
if (info->setTo.intVal == 0)
{
TurnLedOff();
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}
else
{
TurnLedOn();
}
break;
case SNMP_SET_UNDO:
if (info->val.intVal == 0)
{
TurnLed0ff();
}
else
{
TurnLedOn();
}
break;
default:
break;

return result;
}
You may need to create action routines for scalar values that are represented by
management variables. For example, suppose aMIB object represents the speed of amotor.
When the vaue is written, not only does the management variable need to be changed, but
the speed of the motor a so should be adjusted.

In this case, you can use GenerateWriteActionRoutine to make MIBMAN generate a
write action routine for the variable, as shown here:
int mib_MotorSpeedWrite (int actionCode, struct varBind *info)

{
int result = SNMP_ERR_NOERROR;

if (actionCode == SNMP_SET_ACTION)
{

result = snmpWriteObject(info->vp, &info->setTo,
info->setTolen);

}
else if (actionCode == SNMP_SET_UNDO)

{
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result = snmpWriteObject(info->vp, &info->val,
info->vallen);

}

return result;
}
The write action routine already updates the management variable. You need
to edit it to set the motor speed to the new value, as shown here:

int mib_MotorSpeedWrite (int actionCode, struct varBind *info)
{

int result = SNMP_ERR_NOERROR;

int motorSpeed;

if (actionCode == SNMP_SET_ACTION)

{
result = snmpWriteObject(info->vp, &info->setTo, info->setTolen);

motorSpeed = info->setlTo.intVal;

}
else if (actionCode == SNMP_SET_UNDO)

{
result = snmpWriteObject(info->vp, &info->val, info->vallen);

motorSpeed = info->val.intVal;
}

if ( (result == SNMP_ERR_NOERROR)
&& ((actionCode == SNMP_SET_UNDO) || (actionCode ==
SNMP_SET_ACTION)))
{
setMotorSpeed(motorSpeed) ;

}

return result;

Action routines for tables

SNMP tables are not fully defined by the MIB. Additional information isincluded in
commentsin the MIB’s RFC.

How the table’s indexing scheme works

The console supplies atable index whenever it accesses a columnar object. The table index
identifies which row in the table is being read or written. Although the MIB describes the
type of index values that are passed, it does not describe how they are to be used. That
information is described in comments.
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Some table indexing systems are very complex and create relationships with other tables.
You need to modify the action routines that MIBMAN creates for tables to implement the
indexing scheme.

How rows are inserted and deleted

If the consol e has the ahility to add and delete el ementsin the table, the algorithm for doing
thisis described in the MIB’s RFC.

RFC-1903 describes the recommended approach for doing this, but some MIBs may use
different methods.

Because thisinformation is not included in the MIB, MIBMAN aways generates action
routine templates for table objects you need to complete. All columnar objectsin atable
use the same read and write action routines.

A typical read action routine template for atable looks like this.
void *someTableRead (struct variable *vp, oid *name, int *length,
int isGet, int *varlen, setMethod *setVar)

void *resultBuffer = NULL;
manVarType *manInfo = snmpGetVariablelnfo(vp);
MAN_ERROR_TYPE ccode;

snmpIndexType *snmpIndex = snmpExtractIndices(vp, name, *length,
IS_READ, 13);

*varLen = 0;

if (snmplIndex != NULL)

{
manTableIndexType manlndex; /* index for management API */
someTableType *row; /* storage for one row from table*/
row = (someTableType *) malloc(sizeof(someTableType));

if (row != NULL)
{
memset(row, 0, sizeof(someTableType));

manIndex.wantExact = isGet;
if (snmpIndex->isNullIndex)
{
manIndex.numericIndex = 0;
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NULL);
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manIndex.snmpIndex = NULL;

}
else

{
/*

*/
}

ccode

The raw SNMP indices are stored in snmpIndex. The
algorithm for using these indices should be
described somewhere in the MIB's RFC.

To Do: Write code to initialize manIndex. For a

GET manIndex must be the exact index of the row
to read. It must be one past it for a GET-NEXT.

snmpReadRow(manInfo, &manlindex, row);

if (ccode == MAN_SUCCESS)

resultBuffer = snmpExtractField(vp, row, varlen

*/

To Do: Update the index values in snmplndex to
reflect the actual index the row is at. This will
be encoded into the name parameter by the call to
snmpEncodelndices.

memcpy(name, vp->name, vp->namelen * sizeof(WORD32));
*Tength = snmpkEncodelndices(vp, name, snmplndex);

if (snmpFreeBufferlLater(resultBuffer) != SNMP_ERR_NOERROR)

{
/*
*
*
*
*
{
}
}

free(resultBuffer);
resultBuffer = NULL;
*varlLen = 0;

snmpFreeOctetStringBuffers(manIinfo, row);

free(row);

NET+Works with GNU Tools Programmer’s Guide



Using the MIBMAN Utility

}
else /* if unable to allocate memory for row buffer */

{
resultBuffer = NULL;
*varlen = 0;
}
snmpFreelndices(snmpIndex);

*setVar = vp->writefn;

return resultBuffer;
}

The template extracts the table index from the OID and putsit into the local variable
snmpIndex. You must implement the table's indexing algorithm to convert the index into
one that can be used by the management API to look up

arow. Thisisindicated by acomment in the template with a“To Do” note.

After theindex is converted into aform that the management API can use, the tableisread
into the row buffer. When MIBMAN processes the MIB, it creates a C structure that
representsrowsin the table. The row variable is defined as one of these structures. Oncethe
row isread, the field in the structure that represents the columnar object being read is
extracted from it and copied into a buffer that is returned to the agent.

If theread wasa GET-NEXT operation, the index specified by the console might not be the
actual index of the row that was read. In this case, the function also must update the OID
value passed to it with the new index. The action function must update snmpindex to
reflect the actual index of the row, and then encode it into the OID with the
snmpEncodeIndices function.

Writing to table elementsis more complicated. The SNM P agent breaks the write operation
into five phases that are indicated by the value of the actionCode argument passed to the
write action function.

This table describes the phases:

In this phase The action routine

SNMP_SET_RESERVE Allocates memory or other resources needed to perform the write
operation.

SNMP_SET_COMMIT Copiesthevaluein info->set To tothebuffersalocatedin the

SNMP_SET_RESERVE phase.
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In this phase The action routine

SNMP_SET_ACTION Writes the variable at this point.

SNMP_SET_FREE Releases the buffer or other resources previously allocated.

SNMP_SET_UNDO Restores the variable' s original value. The value will bein info-
>val.

This phase occurs only if an error is detected.

This codeis an action routine template that writes into atable:

int someTableWrite (int actionCode, struct varBind *info)
{
int result = SNMP_ERR_NOERROR;

snmpIndexType *snmplIndex = snmpExtractIndices(info->vp,
info->o0id, info->oidlLen, IS_WRITE, 13);

manVarType *manInfo = snmpGetVariablelInfo(info->vp);
manTableIndexType oldIndex;

static manTablelndexType newlndex;

static someTableType *row = NULL;

static int isInsert = 0, didWrite = 0, startedUndo = 0;
int fieldCode = snmpGetFieldCode(info->vp);

static int TastActionCode = -1;

static WORD32 fieldsCommitted[17;

static WORD32 fieldsUndonel[l];

MAN_ERROR_TYPE ccode;

/*

* The raw SNMP indices are stored in snmplndex. The

* algorithm for using these indices should be described

* somewhere in the MIB's RFC.

*

* To Do: Write code to initialize oldIndex.

*/

oldIndex.wantExact = 1; /* always use exact index for writes */

switch (actionCode)
{
case SNMP_SET_RESERVE:
if (row == NULL)
{
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row = malloc(sizeof(someTableType));

memset (fieldsCommitted, 0, sizeof(fieldsCommitted));
memset (fieldsUndone, 0, sizeof(fieldsUndone));
isInsert = 0;

didWrite = 0;

startedUndo = 0;

result = snmpInitRow(manInfo, &oldIndex,
sizeof(someTableType), &islnsert, &row);

}
if (result == SNMP_ERR_NOERROR)
{
result = snmpAllocateFieldBuffer(actionCode,
info, row);
}
break;

case SNMP_SET_COMMIT:
result = snmpSetField(actionCode, info, row);
fieldsCommitted[fieldCode / 321 |= 1 << (fieldCode & O0x1f);
break;

case SNMP_SET_ACTION:
if (lastActionCode == SNMP_SET_COMMIT)

{
/*
* To Do: The array fieldsCommitted will indicate which
* fields the console has provided values for. Set default
* values for any fields that are missing, and verify that
* the row contains valid data and can be written into
* the table.
*/

if (isInsert)
{
memcpy (&newlIndex, &oldIndex, sizeof(newlndex));

ccode = manInsertSnmpRow(manInfo->id, &newlndex,
row, MAN_TIMEOUT_FOREVER);

}
else
{
/*
* To Do: Initialize newlndex to indicate the
* row’s new position in the table.
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*/

newlndex.wantExact = 1;
ccode = manSetSnmpRow(manInfo->id, &oldIndex, &newlndex, row,
MAN_TIMEQUT_FOREVER);

}

if (ccode == MAN_SUCCESS)

{

didWrite = 1;

}

result = snmpErrorlookuplccodel;
}
break;

case SNMP_SET_FREE:
if (row != NULL)

{
/*
* Free our buffers. This is only done on the first FREE
call.
*/
snmpFreeOctetStringBuffers(maninfo, row);
free(row);
row = NULL;
}
break;

case SNMP_SET_UNDO:
if ((row != NULL) && (!startedUndo))

{
snmpFreeOctetStringBuffers(maninfo, row);
free(row);
row = NULL;

}

if (didWrite)

{

if (islnsert)
{
ccode = manDeleteSnmpRow(manInfo->id, &newlndex,
MAN_TIMEOUT_FOREVER);
if (ccode != MAN_SUCCESS)
{
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result = SNMP_ERR_UNDOFATLED;

}

didWrite = FALSE;
}
else
{

if (!startedUndo)
{

result = snmpInitRow(manInfo, &newlndex,
sizeof(someTableType),

NULL, &row);
startedUndo = 1;
}
if (result == SNMP_ERR_NOERROR)
{
result = snmpAllocateFieldBuffer(actionCode, info,
row) :
}
if (result != SNMP_ERR_NOERROR)
{
snmpFreeQctetStringBuffers(maninfo, row);
free(row);
row = NULL;
result = SNMP_ERR_UNDOFAILED;
break;
}

snmpSetField(actionCode, info, row);
fieldsUndone[fieldCode /7 32] |= 1 << (fieldCode & 0x1f);

if (memcmp(fieldsCommitted, fieldsUndone,
sizeof(fieldsUndone)) == 0)

{

ccode = manSetSnmpRow(manInfo->id, &newlndex,
&oldIndex, row,

MAN_TIMEQUT_FOREVER);
if (ccode != MAN_SUCCESS)
{
result = SNMP_ERR_UNDOFAILED;
}
snmpFreeOctetStringBuffers(maninfo, row);
free(row);
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row = NULL;
startedUndo = 0;
didWrite = 0;

}
break;
}
lastActionCode = actionCode;

snmpFreelndices(snmpIndex);
return result;
}

Often, asingle request from the console writes several columnar objectsin atable. For
example, the console must specify all the columnar objects to insert a new row. During
each phase, the write action routineis called for each columnar object specified in the
request. If atable has five columnar objects, during awrite, the action routine is called five
times for the SNMP_SET_RESERVE phase, then five times for the SNMP_SET_COMMIT phase,
and so on.

The template routines that MIBMAN generates, shown next, handle most of the work for
typical tables:

Routine Description

SNMP_SET_RESERVE  Allocatesabuffer for therow. If therow containsoctet strings, thetemplate
code all ocates buffers large enough to hold the new values the console is
setting.

The template code also attempts to read the row at the index the console
specifies. If successful, the current valuesfor therow is copied into the row
buffer and isInsert issetto FALSE. If thereisno row at theindex, the
row bufferiszeroedand i sInsert isset to TRUE.

SNMP_SET_COMMIT Copiesthe values for the columnar objects set by the console into the row
buffer.

SNMP_SET_ACTION Inserts the new row into thetableif i sInsert isset; otherwise, the
existing row at the specified index is updated.
Y ou need to:

m  Add codeto set default values for fields that are not set during an
insert (including index fields).

m  Verify that all required fields have been set by the console.
m  Verify that the row contains valid data.
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Routine Description

SNMP_SET_FREE Frees dl alocated buffers.

SNMP_SET_UNDO Either deletesthe row, if one wasinserted, or restores the row’ s origina
value.

You must implement this code in table write action routines:

= Aswiththe read action routine, you must implement the table’s index scheme
to encode the SNMP styleindex o1dIndex. If the write can change the index of
the row, you also need to update newIndex with the new index values.

m  The console does not necessarily provide values for al the columnar objectsin
arow. You must implement code to set default values for any the console
doesn’t provide, and verify that all the required values have been provided.

m  You must provide code to verify that the values in the row are valid.

m  If rows can be deleted, you must implement the code to do this. Usually, this
is done by changing one of the columnar objects in the row to indicate that
the row is no longer valid. The action routine should detect when this occurs
and delete the row from the table, rather than just update the field value.

SNMP OID and string index values

OIDs and octet string indexes can be encoded in two ways. When snmpExtractindices
encodes strings and OIDs into snmpIndexType structures, it always encodes the length of
strings into the length field of the MAN_OCTET_STRING_TYPE that holds the strings, and the
length of the OIDsinto theoidLength field of snmpIndexComponent structure.

However, non-implicit OID and octet string indexes have an additional length field at the
beginning of the value. These length fields are considered part of the value of the string or
the OID, and so they change the way the values are ordered.

For example, if May and June were encoded as non-implicit octet string index values, May
would come before June because May has alength of 3, and June has alength of 4. They
could be represented as <3>May, and <4>June. Because 3 comes before 4, <3>May comes
before <4>June. However, when the same strings are encoded as implicit octet strings, the
length byte is dropped so June comes before May because J comes before M.

When the snmpExtractindices function isused to decode octet string and OID index
values, it encodes implicit values without a length field, but encodes non-implicit values
with the length of the string in the first element of the string. This sets up the index values
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s0 they can be used for comparison as described in the SNMP RFCs. The index types are
set to either:

] SNMP_STRING_INDEX and SNMP_OID_INDEX if the values are implicit
] SNMP_STRING_INDEX_WITH_LEN and SNMP_OID_INDEX_WITH_LEN if the values

are not implicit

Sometimes MIB designers are not aware of the difference between implicit and non-
implicit index values. They may not expect non-implicit indexes to be affected by their
length. Therefore, it isimportant to carefully read the MIB’s RFC to determine what the
MIB designer intended.
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Server PBuilder Utility

C HAPTER 5

This chapter describes the PBuilder utility, which you use to convert HTML Web pages
into usable, compilable C source code.
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Overview

ThePage Builder (PBuilder) utility uses severd input files— in particular, Web content —
to generate source filesto be used and linked with the rhpht tp Advanced Web Server
(AWS).

The utility allows you to usean HTML file as an input source file. You can maintain or
update an HTML page, rerun the PBuilder utility, and recompile the application program to
generate updated images. Working in this way, you can directly edit the Web page and
debug edits with a standard Web browser, rather than update source code generated from a
tool.

The NET+OS API set ships with two Web server libraries:

m  Original HTTP server. Usesthe HTML-to-C utility to generate C source code,
and works well as abasic server.

m  Advanced Web server. Provides HTTP 1.1 compatibility, file upload
capability (based on RFC 1867), file system stub routines, external CGl, use of
magic cookies, and Web content compression.

Comment tags (described in the next section and in the Advanced Web Server Toolkit
documentation for the PBuilder utility) let you add dynamic content such as radio buttons
and text boxes into any style of HTML.

The PBuilder utility
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The PBuilder utility converts HTML Web pagesinto usable, compilable C source code.
The HTML pages are stored as linked lists of smaller data structures required by AWS.
NetSilicon strongly discourages generating these structures manually. The structures are
complex, and their internal structure is beyond the scope of this guide.

The PBuilder utility understands special proprietary annotations called comment tags. The
comment tags are within HTML comment syntax, so they have no effect on the Web page,
and they are absent when the page is served by the AWS. However, comment tags allow
you to generate and modify hooks (function stubs) with the present dynamic content
inserted.
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About the Advanced Web Server Toolkit documentation

The Advanced Web Server Toolkit documentation, included on the NET+OS CD,
describes how to annotate HTML Web content with comment tags to pass dynamic content
through the server. The documentation also provides examples.

A portion of the documentation describes the internal workings of the AWS. These
structures and routines are considered private and can be changed at any time. A section
alsoisincluded that describes the PBuilder utility and how the phrase dictionary isused for
Web content compression.
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Running the PBuilder utility

To run the PBuilder utility from either PBuilder Helper or a DOS prompt, enter: pbuilder
Tist.bat.You seeawindow that looks similar to this one:

[7& C:\WINNTASystem32\cmd exe ol =]

G:~nahttp_pbsphuilder>dir
olume in drive C has no lahel.
Uolume Serial Number is AGI5-F5B2

Directory of C:“nahttp_pbsphuilder

A8 18,00 1@:24a <DIR> -

08.-18.-80 16:24a <DIR> ..

081880 1@:24a <DIR> html

B8.-62.88 18:52a 81 list.hat

A8.-B2.88 B9 :36a 4,155 netarml_v.c

028888 B5:43p 1.658 PhSetlUp.txt

88.-84-80 @8:24a 5.382 RpUsrDct.txt
? Filefs) 11,188 hytes

1.645.822,208 hytes free
C:=xnahttp_pbhxphuilder>dir html
Uolume in drive C has no lahel.
Uolume Serial Number is AGI5-F5B2

Directory of C:spahttp_pbspbuildershtml

: B8.-18.-80 18:24a <DIR>

Directory 081889 18:24a <DIR> ..

list B8.-82-880 18:53a 284 formreply. htm
A8 8288 12:55p 348 netarml.htn
Ag-A4-BB @7:31a 2.989 netarm2_htm
A8 0280 @9:1%a ?.262 netsilicon.gif

6 File<s) 11.895% huytes
pbuilder list.bat 1.645.822,.288 hytes free

command— C:~nahttp_pbspbhuilder>type list_hat
html/netarml . htm

html/netarn2 .htm
thtml-/netsilicon.gif

htnl Fformreply. htn

IC:~nahttp_pbspbuilder>phuilder list.hat
|PageBuilder version 3.86h2

Setting GreateSingleSourceFile flag

Replacing ExplicitUoidPointers — old = "%, new = "{woid =} "
Setting UseFileNameForUrl flag

Converting htmlwnetarml.htm

iGonverting htmlsnetarmZ.htm

Converting htmlsnetsilicon.gif

Converting htmlsformreply.htm

C:~nahttp _pbhphuilder>
The PBuilder Helper window shows adirectory list followed by a PBuilder execution and
the contentsof 1ist.bat. Thelist.bat file contains al the Web pages used for the
nahttp_pd application.

The Web pagefile (that is, 1ist.bat) needs either ah .bat or .txt extension.

The Web pages within the files are located in the \htm1 directory. The 1ist.bat file,
however, requires the Web pages to be listed with aforward slash; for example, htm1/

netarml.htm.
You need two additional files to run the PBuilder utility:

L] PbSetUp.txt— Copy thisfilefromthenahttp_pd application directory, and
use it to configure the PBuilder utility. Do not change thisfile.
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m  RpUsrDct. txt— Contains definitions for Web content compression and is used
to generate the RpUsrDct.c and RpUsrDct . h files,

You can update the RpUsrDct . txt fileto include common phrases used in the
application’s Web pages.

The output of this PBuilder execution — netarml.c andnetarml_v.c —islocated in the
\htm1 directory and is the source code representation of the Web pages:

m  The netarml.c file contains the linked list structures. Never update or modify
thisfile.

m  The html\netarml_v.c file contains the stubs used for dynamic content. This
file was copied to the working directory (.\) and fleshed out for this application.

It isgood practiceto movethe v.c filesto adifferent directory. Otherwise,
when you run the PBuilder utility again, the fleshed-out version of the file will
be overwritten.

This PBuilder execution aso produces the RpPages . ¢ file, which contains the structure
(gRpMasterObjectlist[]) that containsal the application Web pages.

You must compile these files and link them for this application:
[ pbuilder\htmli\netarml.c

[ pbuilder\netarml_v.c

] pbuilder\RpPages.c

] pbuilder\RpUsrDct.c

Because pbuilder\RpUsrDct.h isrequired, you need to add the \pbuilder\ path to the
build’s include path.
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Linking the application with the PBuilder output files

security.c file

When'y ou build an application, you include the AWS library in the final link of the
application. You also need to compile and include three additiond filesin the build:

] security.c
| file.c

[ cgi.c

Thesefilesarein the appropriate application directory. You can either leave thefiles asthey
are or update them based on Web application requirements. (In the application directory on
the NET+OS 6.0 CD, see the sample applicationsnahttp_pd or naficgi for examples of

overwriting the files.)

Using the security.c file, you can add up to eight security realms. A realm isthe
combination of a username, password, and realm name. You can then use the realmsto
password-protect Web pages. For more information, seethenahttp_pd sample application
or the Advanced Web Server Toolkit documentation for the PBuilder utility.

cgi.c and file.c files
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Youusethecgi.c and file.c filesto handle the externa common gateway interface
(CGlI) and to add or smulate afile system. The file system method was used for uploading
and retrieving the fileused in the naficgi sample application. For more information about
using external CGl, seethenaficgi sample application, the NET+OS online help, or the
Advanced Web Server Toolkit documentation for the PBuilder utility.
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Comment tags

The most important aspect of the PBuilder utility isthe insertion of comment tags into the
HTML Web pages. You can use comment tags to link dynamic data fields with the Web
page to specific application variables or functions.

The Advanced Web Server Toolkit documentation for the PBuilder utility describes
comment tags in detail. NetSilicon strongly recommends that you carefully review the
nahttp_pd application and read the comment tag section in the PBuilder documentation.

Each comment tag beginswith <!-- RpForminput... --> andendswith
<!-- RpkEnd -->.

The Web content within acomment tag (that is, the HTML between
<!-- RpFormInput.... -->and<!-- RpEnd -->)isnotused, norisit required.

NetSilicon recommends that you include the HTML, however, to assist when you create
Web pages.
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Creating Web pages

The Management API Interface to the Advanced Web Server (MAW) API integrates the
Advanced Web Server and the Management API. You use the
MAW API to construct Web pages that access management variables.

The Advanced Web Server (AWS) has a built-in way to support a custom interface to
system variables. The interface has been adapted to access variables through the
management API, which allows you to use the standard AWS mechanism for embedding
dynamic datainto Web pages. This program demonstrates how to create Web pages that
display and change management variables.

AW S custom variables
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AWS lets you create Web pages that can display the current value of variables and prompt
usersfor new values. To create these pages, you insert comments that have special tags that
AWS recognizes. These tags identify variablesto AWS and tell AWS how to access them.
For example, these HTML comments contain tags that tell AWS to display the variable
Username:

<!-- RpNamedDisplayText Name=Username RpTextType=ASCII RpGetType=Function
RpGetPtr=GetUsername -->

<!-- RpEnd -->

The HTML comment starts with the keyword RpNamedDisplayText, which identifies the
HTML comment as an AWS command to insert the current value of a variable into a Web
page.

Thistable describes the tags:

This tag Tells AWS that
Name=Username Thevariableisnamed Username.
RpTextType=ASCII Thevariableisan ASCII string.

RpGetType=Function A function has been supplied to read the variable.

RpGetPtr=GetUsername Thefunctionisnamed GetUsername.
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When AWS encounters this comment, it calls the function GetUsername, which returns an
ASCII string that AWS inserts into the Web page. For more information about using AWS
tags, see the Advanced Web Server Toolkit documentation for the PBuilder utility.

AWS normally accesses variables directly through either pointers or functions that you
write. However, AWS also has a built-in mechanism to support customized access to
variables. Comment tags that use the custom interface for accessing variables are similar,
with these exceptions:

m  TheRpGetType and RpSetType tags must be set to Custom.

m  TheRpGetPtr and RpSetPtr tags are no longer needed. Setting the type tag to
Customtells AWS to call a customizable routine to get the value of the variable.

Through modifications to the AWS's cusmomizable routines to access management
variables, AWS and the management API have been integrated. So, for example, if the
variable Username were registered with the management API, the AWS comment tag to
display its value would be:

<!-- RpNamedDisplayText Name=Username RpTextType=ASCII RpGetType=Custom --

>

<!-- RpEnd -->

This table shows how AWS data types are mapped to management API data types:

AWS type M anagement type
ASCII MAN_CHAR
ASCIIExtended MAN_CHAR
ASCIIFixed MAN_CHAR
HEX WORD8
HEXColonForm WORD8
DotForm WORD8
Signed8 INT8
Signedl6 INT16
Signed3?2 INT32
Unsigned8 WORD8
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AWS type M anagement type
Unsignedl6 WORD16
Unsigned32 WORD32

Displaying variables

Use AWS RpNamedDisplayText comment tagsto display the values of management
variablesin Web pages. The comment tags take this form:

<!-- RpNamedDisplayText Name=name RpTextType=type RpGetType=Custom-->
<!-- RpEnd -->

where you replace:
= pname With the name of the management variable to display.

m  type withthe AWStype of thevariable.

For example, supposethat monthString isacharacter string, yearInt32 isa32-bit integer,
and dayWord8 isan 8-bit word, and that all the variables have been registered with the
management API. The HTML code to display them would be;

The date is
<!-- RpNamedDisplayText Name=monthString RpTextType=ASCII RpGetType=Custom

>
<!-- RpEnd -->

<!-- RpNamedDisplayText Name=dayWord8 RpTextType=Unsigned8
RpGetType=Custom -->

<!-- RpEnd -->

<!-- RpNamedDisplayText Name=yearInt32 RpTextType=Signed3?
RpGetType=Custom -->

<!-- RpkEnd -->

Changing variables

You use HTML formsto prompt users for input. AWS comment tags are embedded in the
HTML form commandsto tell AWS how to transfer the user’sinput into application
variables.
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RpForml nput
You can use the RpFormInput tag to prompt users for anumeric value or astring. The
format of thistagis:

<!-- RpFormInput TYPE=promptType RpTextType=datalype NAME=name
RpGetType=Custom RpSetType=Custom Maxlength=length Size=size -->

html code
<!-- RpkEnd -->

where you replace:

m promptType withthetype of prompt for thisinput field (text, password,
hidden, checkbox, or radio button)

m  dataType withthe AWS data type for the variable

= name With the name the variable was registered under

[ Tength with the maximum length for the variable

m size withthesizeof theinput field

For example, this HTML code prompts for avaue for maxTemperature, whichisa 16-bit
integer. The prompt is a 15-character-wide text field.

<!-- RpFormInput TYPE=text RpTextType=Signedl6 NAME=maxTemperature
RpGetType=Custom RpSetType=Custom MaxLength=15 Size=15 -->

<!-- RpkEnd -->

RpFormTextAreaBuf

You can use RpFormTextAreaBuf to prompt users for astring value with a multi-line text
box. Use thisform:

<!-- RpFormTextAreaBuf NAME=name RpGetType=Custom RpSetType=Custom
ROWS=height

COLS=width -->
<!-- Rpknd -->

where you replace:

= name with the variable’'s name

m  height with the height of the text box
m  width with thewidth of the text box
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For example, this HTML code prompts users with a4 x 50 text box to enter anew value for
thestring postalAddress:

<!-- RpFormTextAreaBuf NAME=postalAddress RpGetType=Custom
RpSetType=Custom ROWS=4

COLS=50 -->
<!-- RpkEnd -->

RpFormSingleSelect and RpSingleSel ectOption

You also can use a select list to prompt for a numeric value to be written into an 8-bit word
using the RpFormSingleSelect and RpSingleSelectOption tags:

m RpFormSingleSelect Setsup aselect list.

n RpSingleSelectOption setsup individual itemsinthe select list.

RpFormSingleSelect
The RpFormSingleSelect tag hasthisform:

<!-- RpFormSingleSelect NAME=name RpGetType=Custom RpSetType=Custom

Size=size -->

option list

<!-- Rpknd -->

where you replace:

m  pname with the variable's name

m  size withthe number of visible linesin the select list

n option Tist withalistof RpSingleSelectOption tags

RpSingleSelectOption
TheRpSingleSelectOption tag hasthisform:

<!-- RpSingleSelectOption value="text Tlabel"
RpItemNumber=numericValue -->

<!-- Rpknd -->
where:

m  text Jabel isalabel for thisoption.
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m numericValue isthe corresponding numeric value to be assigned to the
variableif the user selects this option.

This example sets up a select list that prompts for aday of the week. The variable
dayOfTheWeek isset to avalue between 0 and 6, depending on which day a user chooses.
<!-- RpFormSingleSelect NAME=dayOfTheWeek RpGetType=Custom RpSetType=Custom Size=7
>

<!-- RpSingleSelectOption value="Sunday" RpltemNumber=0 -->

<!l-- RpkEnd -->

<!-- RpSingleSelectOption value="Monday" RpltemNumber=1 -->

<!l-- RpkEnd -->

<!-- RpSingleSelectOption value="Tuesday" RpltemNumber=2 -->

<!-- RpEnd -->

<!-- RpSingleSelectOption value="Wednesday" RpltemNumber=3 -->

<!-- RpEnd -->

<!-- RpSingleSelectOption value="Thursday" RpltemNumber=4 -->

<!-- RpEnd -->

<!l-- RpSingleSelectOption value="Friday" RplItemNumber=5 -->

<!l-- RpkEnd -->

<!l-- RpSingleSelectOption value="Saturday" RpltemNumber=6 -->

<!l-- RpkEnd -->

<!-- RpkEnd -->

The MAW module supports the NET+OS Security APl and the security features built into
AWS. AWS allows you to associate a username and password with a group of Web pages.
The combination of the username, password, and list of Web pagesis called arealm. The
AWS requires users to supply the correct username and password whenever they access
any pagein the realm. You can create up to eight different realms.

Exceptional cases

You may need to write special-purpose code to access management variables. In these
cases, you can specify the AWS function type in the comment tags, and then supply
functions to perform the access.

In this example, the functions appGetDate and appSetDate are defined to accessa
management variable:
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<!-- RpFormInput TYPE=text NAME=dateString RpGetType=Function
RpGetPtr=appGetDate

RpSetType=Function RpSetPtr=appSetDate MaxlLength="31" Size="31"
<!-- RpkEnd -->
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Controlling the MAW module

You can configure the MAW module to control:
m  Thetimeout that is used to access management variables

m  Thearray subscripts that are used when accessing management variables that
arearrays

n How error conditions are handled

This table shows the default configuration settings:

Setting Default action
Semaphore timeout Wait forever for semaphores to unlock.
Array subscripts If the variable is a one-dimensional character array, read or write the

entire variable.

Error handling Halt system on errors.

Setting the semaphore timeout

Management variables can be protected by one or more semaphores. When the MAW
modul e accesses a management variable, it specifies the maximum amount of time it will
wait for the semaphores to unlock. By default, the timeout isinfinity.

Applications change the timeout value with the function mawSetAccessTimeout, whichis
defined as:

void mawSetAccessTimeout (MAN_TIMEOUT_TYPE timeout);

The timeout argument specifies the new timeout value.

Applications also can specify different timeouts for each variable. To do so, use
mawInstallTimeoutFunction toregister afunction that is passed the name of each
variable being accessed and returns the appropriate timeout. This function is defined as:

void mawlInstallTimeoutFunction (mawTimeoutFn *appFunction);

TheappFunction argument isa pointer to afunction supplied by the application that
controls the timeouts used for each variable.
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mawTimeoutFn Type

ThetypemawTimeoutFn is defined as.

typedef MAN_TIMEQUT_TYPE (*mawTimeoutfFn)(char *varName);

The varname argument specifies the name of the variable being accessed, and the function
returns an appropriate timeout value.

Array subscripts
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If Web pages access management variables that are arrays, the application must register a
function to specify the subscripts to use when the arrays are accessed. This is done by
caling thefunction mawinstallSubscriptsFunction, which isdefined in thisway:

void mawInstallSubscriptsFunction (mawSubscriptsFn *appFunction);

TheappFunction argument isa pointer to the application-supplied function that
determines the subscripts to use.

mawsSubscriptsFn type

The mawSubscriptsFn typeisdefined in this way:

typedef int * (*mawSubscriptskn)(char *varName, INT16 *indices, int
*dimensions, int numberDimensions, AwsDataType htmiType);

where:
m  varName isapointer to the variable being accessed.

m  indices isapointer to an array of integers that are the current loop indices
being used by the HTTP server.

m  dimensions isapointer to an array of integersthat specify the dimensions of
the management variable.

m  pumberDimensions isthe number of dimensions the management variable has.

m htmlType isthe datatypethe HTTP server is expecting.

The function must return a pointer to an integer array that contains the subscripts of the
array element to be accessed. If thevariableisan array of character, the function may return
NULL to indicate that the entire array isto be read or written.
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Error handling

Applications can usethemawInstallErrorHandler function to install an error handler.
Thisfunction is defined as:

void mawInstallErrorHandler (mawErrorFn *appFunction);

TheappFunction argument isa pointer to the application’s error handler.

mawErrorFn type
ThetypemawErrorfn isdefined in thisway:

typedef void * (*mawErrorfn)(char *varName, AwsDataType htmlType,
MAW_ERROR_TYPE error);

where:

m  Varname iSapointer to the variable being accessed.

m  HAtmlType isthe datatype expected by the HTTP server.
m  frroristheerror condition that isidentified.

The function either halts the system or returns a value that the HT TPserver can use.

Building the application

The MAW moduleis built into a specia version of the AWS library. Link your application
against this version of the AWS library.

Phrase dictionaries and compression

The AWS uses a phrase dictionary technique to provide compression for static ASCI| text
strings with the HTML Web content. The PBuilder utility usesthe RpUsrDct. txt fileas
input and builds its data structures to point to common phrases in the dictionary instead of
repeating strings.

Thisfigure shows the content of the RpUsrDct. txt filefor thenahttp_pd application:
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B RpUsiDct.txt =] E3

C_S_FSErrorDetected file system error was detected on the
C_S Unexpectedip "Unezpected nultipart form data"
C_5 GeneralError . general error”

C_5 DupFilenans " duplicate filename"
C_S DiskFull "1 disk full"
C_S InvalidTag "SoftPage Error: Invalid tag.®
C_S TooFewResources = "SoftPage Error: Insufficient device resources for reguest.”
C_S HoSuchWans = "SoftPage Error: Ho device item matches Name valus, "
C_S TypeHismatch = "SoftPage Error: Request type doesn't match device item type — "
C_S Reserwvedl ="
C_S_Reserwved?
C_S Reserwved3
C_5 Reservedd
C_5 Reserveds
C_S Reservedf
C_S Reserved? ="
#% The following dictionary entries are used in the sample pages., but not =~
+% glzevhere in the engine. Fesl free to replace these for your device. L2
C_S_RomPager = "RomPager"
C_S_Allegro = "Allegro"
C 5 Allegrologo = C_oHE C_oP C_oCENTER C_oIMG SRC "~Images<Main~"" C_WIDTH "160" C_HEIGHT "80»" C_zC
C_ 5 NBSP4 = C_NBSP C_KWBSP C_NBSP C_HBSP
C_5 NBSF8 = C_S5_NBSP4 C_ S NBSP4
C 5 NBSF12 = C_5_NBSPS C_S5S_NESF4 "~n"
C_S ConnectionParm = "stcpConnection theConnection
C_S StcpCallStart = "extern RpErrorCode Stcp”
C_S Hetszilicon = "Hetsilicon"
C_S AWS = "hdvanced WUeb Serwver"
KN - M4

Common phrasesin al the application Web pages should be added (for example, a
company name that is used severa times).

In the samplefile, note this definition, which is used several timesin the application Web
pages:

C_S_AWS = “Advanced Web Server”

Search the file \pbuilder\html\netarml.c. The string C_S_AWS is used consistently
throughout the file.
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Maintaining and modifying Web content

After you generate application source files, the best way to maintain and update Web
content is through the HTML pages. NetSilicon recommends that you maintain these files
and include them in source control.

If aWeb page requires a change or anew page, you can either update the HTML, add anew
pagetothe 1ist.bat file, or do both. You can add new phrases to the dictionary at any
time.

For the changes to take effect, rerun the PBuilder utility. The application or image is
automatically rebuilt.
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Sample applications

Two sample applications are included in the application directory:

m  nahttp_pd — This application shows examples of using comment tags,
overwritesthe security.c fileto useapassword-protected page, and showsan
example of the phrase dictionary.

m  naficgi — Thisapplication shows how afile can be uploaded and served, and
it overwritesthecgi.c and file.c filesto external CGl.
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C HAPTER 6

This chapter describes how to diagnose some errors you may encounter when you are
working with NET+OS with GNU Tools. This chapter also describes how to reseriadize a

devel opment board.

Diagnosing errors

These sections tell you how to diagnose two types of errors:

n Fatal errors

m  Unexpected exceptions
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Diagnosing a fatal error

The customizeErrorHandler routineiscaled by codein the BSP and NET+OS API
libraries when afatal error is encountered. A fatal error is one that the software cannot
recover from.

The default version of customizeErrorHandler blinks the LEDs on the development
board in a pattern that indicates the type of error that occurred.

P Todeterminewherein the codetheerror occurred:
1  Stop the program in the debugger.
2 Examine the call stack.

The call stack lists each function frame on the stack. To go to any of these
functions, double-click the function name in the call stack display.

3 To continue execution from the point where the error occurred, set the
naCustomizeErrorHandlerClearToContinue variableto 0.

Be aware that because afata error has occurred, the results are unpredictable.

Diagnosing an unexpected exception

The customizeExceptionHandler routineis called whenever an unexpected exception
occurs. This table describes the exceptions:

Exception type Triggered when

Data abort Software attempts to access memory that doesn’t exist.

Prefetch abort The processor attemptsto fetch an instruction from memory that doesn’t
exigt.

Fast interrupt TheFIQ pinistoggled by hardware, or when internal devices such asthe
watchdog timer in the NET+ARM are programmed to generate it.

Software interrupt The processor executes a software interrupt (SWI1) instruction.

Undefined interrupt The processor executes an undefined instruction.

The value of the BSP_HANDLE_UNEXPECTED_EXCEPTION constant in bsp.h controlsthe
default version of customizeExceptionHandler. (For details, seethe online help.) Usually,
customizeExceptionHandler either resetsthe unit or blinks the LEDsin a pattern that
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indicates the type of exception that occurred. During development, you can continue
execution from where the exception occurred.

» Todiagnose an unexpected exception:
1  Putabreakpoint on customizeExceptionHandler.

2 When the breakpoint is hit, step into the routine until it sets
customizeExceptionHandlerClearToContinue tO TRUE.

Set customizeExceptionHandlerClearToContinue to 0.
Step through the routine until just before it returns.
Switch the debugger display to show assemble instructions.

o 01 b~ W

Step through the code assembler instructions one at a time until the processor
returns to the source of the exception.

Reserializing a development board

The NET+Works development board for the NS7520 and NET+50 ships with aboot ROM
application programmed in flash ROM. The boot ROM application allows you to configure
the board.

This chapter provides instructions for configuring with both the Raven and
the JEENI.

Development boards and serial numbers

Each devel opment board has a unique, factory-set serial number stored in NVRAM. The
serial number, which also is printed on a sticker on the board, consists of one letter
followed by eight digits. You must assign a unique serial number to each board.

If the serial number has fewer than eight digits, add leading zeros until you have atota of
eight digits. For example, if your number isN123456, assign N00123456 to the board.

If the contents of NVRAM arelost, ¥99999999 isused as adefault serial number. In this
case, you will need to reseridize the board.
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Observing the LEDs

Be aware of the amber and green LEDs whenever you power cycle the development board.
The LEDs provide information that allows you to monitor the status of the board at all
times.

Preparing to reserialize

Before you reserialize the development board, start a HyperTerminal session. Keep the
HyperTermina window open during all your testing.

If your system resources are limited, keep the HyperTerminal window open only when you
power cycle the board.

Assigning a MAC address to the NET+Works board
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Each device on the network must have a unique Ethernet media access controller (MAC)
address. The NET+Works devel opment board comes preconfigured with a factory-set
MAC address. The board’s Ethernet MAC address is printed on a sticker on the board.

The MAC address can belost if NVRAM is corrupted by an application under test. In such
acase, you must restore the MAC address to ensure that the board can communicate over
the network. The development board ships with an application written in flash ROM that
you can use to restore the MAC address. From the debugger, you aso can use any sample
application built with the configuration dialog enabled.

P Torestoreaboard’soriginal Ethernet MAC address:

1  Connect the board to a serial port on your system.
2  Start aHyperTerminal session on the serial port.
3 Power up the board.
A message similar to this one appears after a brief pause:

NET+WORKS Version 6.0
Copyright (c) 2003, NETsilicon, Inc.

PLATFORM: netb0bga_a
APPLICATION: Ram-based FTP Server Application
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NETWORK INTERFACE PARAMETERS:

IP address onlLAN is 1.2.3.4

LAN interface’s subnet mask is 255.255.255.0

IP address of default gateway to other networks is 1.2.3.4

HARDWARE PARAMETERS:

Serial channels will use a baud rate of 9600

This board’s serial number is N99999999

This board’s MAC Address is 00:40:9D:00:43:35

After board is reset, start-up code will wait 5 seconds
Default duplex setting for Ethernet connection: Full Duplex

Press any key in 5 seconds to change these settings.

Enter the configuration dialog by pressing a key before the timeout expires.
When you are prompted, enter the system password:

Netsilicon

Enter the values for the IP stack configuration settings and serial port baud rate.

When you are prompted, enter the Ethernet MA C address that appears on the
sticker on the board.

Respond to the prompts to set up the remaining configuration settings.
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This is a sample dialog:

Enter the root password: **#&kxkxdx

Reset configuration to default values (Y/N)? Y

For each of the following questions, you can press <Return> to
select the value shown in braces, or you can enter a new value.

NETWORK INTERFACE PARAMETERS:
Should this target optain IP settings from the network? [N] y

SECURITY PARAMETERS:

Would you Tike to update the Root Password? [N[

HARDWARE PARAMETERS:

Set the baud rate of Serial channels [9600]7?

The new baud rate is 9600

The baud rate will be changed on next power up

Please set the baud rate for your terminal accordingly

Each development board must have a unique serial number
Set the board’s serial number [N9999999917 N12345678
The board’s new serial number is N1234567/8

Each development board must have a unique Ethernet MAC address.
Set the board’s Ethernet MAC Address [00:40:9D:BA:DB:ADJ?
00:40:9D:12:34:56

This board’s new Ethernet MAC address is 00:40:9D:12:34:56

How Tong (in seconds) should CPU delay before starting up [5]?
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Normally the board will automatically negotiate with the network
hub (or switch) to determine the Ethernet duplex setting; however
some hubs do not support autonegotiation.

What duplex setting should be used in this case (Full or Half)?
[Full Duplex]

Saving the changes in NV memory...Done.

Restoring the contents of flash ROM

NET+Works development boards ship with aboot ROM program written in flash ROM.
The boot ROM program implements support for debugging and provides an FTP server
that can be used to update flash ROM.

You restore the original boot ROM program by using a procedure in which you:

1
2
3

4
5
6

Configure the target development board and in-circuit emulator (1CE).
Build the bootloader image.

Build the application image, and build the FTP Flash download program from the
NAFTPAPP application.

Send rom.bin and image.bin to the development board.
Verify the boot ROM image on the target development board.
Verify the application.

The next sections provide details about each step in the procedure.

Note:

Be aware that the order of the tasks for restoring the contents of flash ROM is
important. You must do the tasks in the order in which this document presents
them.

Step 1: Configure the development board and the ICE

» To set up the development board and the I CE:

1

Connect the ICE you are using — either the Raven or the JEENI — as described in
the NET+Works Quick Install Guide.
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Connect target serial port 1 to the communications port of your computer.
Power up the target development board.
Power up the ICE.

aa b~ W N

Set the target development board DIP switch settings like this:
—  Big Endian mode (LEND = OFF)
— Disable Flash (FL=0FF)

6  Start aHyperTerminal session.

Step 2: Building the bootloader

» To build the bootloader:
1  Edit bsp.h and make sure the configuration settings are correct.

For information about these settings, see the NET+Works with GNU Tools BSP
Porting Guide and the online help.

2  Usingthemakefileinthe C:/NET0S60_GNU/src/bsp directory, build the BSP.

3 Toselect your platform, use the command-line option and enter:
PLATFORM =platform name

Step 3: Building the application image and starting NAFTPAPP

P To build the application image and start the NAFTPAPP application:
1  Preparethe application image.

2  Edittheappconf.h filefor NAFTPAPP, and make sure the application is configured
to generate a configuration dialog box.

To generate adialog, set the constant APP_DIALOG_PORT inappconf.h.

For more information about APP_DIALOG_PORT in appconf.h, seetheonline
help.

3  Rebuild the NAFTPAPP application.

For information on how to build an application, see Chapter 3, “Building and
Debugging a Sample Application.”

4  Start the debugger and load NAFTPAPP.
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Start the application.

NAFTPAPP prompts you with the standard NET+OS configuration dial og box
(unless you have disabled this feature).

Verify that the network settings are correct, and change them if necessary.

Step 4: Sending rom.bin to the development board

» Tosend rom.bin of the bootloader to the development board.

1
2

Open acommand shell.

Change to this directory:
C:/NETOS60_GNU/src/bootloader/romimage
To start the Windows FTP client, type this command and press Enter:
FTP a.b.c.d

wherea.b.c.disyour unit’s |P address.
When you are prompted for a username, enter:
(none)

To select binary mode transfer, enter:

bin

Enter this command:

put rom.bin

When the transfer is complete, enter:

quit.

Exit from the debugger.

Step 5: Verifying the boot ROM image on the development board

At this point, the bootloader has been written into the boot sector of flash. Now you need to
write the application into flash.

P Towritean application into flash:

1

Build the application you want to write into flash.
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Restart the NAFTPAPP application in the debugger.
Change to this directory:
C:/NETOS60_GNU/src/examples/naftpapp/32b
To start the Windows FTP client, type this command and press Enter:
FTP a.b.c.d

wherea.b.c.disyour unit’s | P address.

When you are prompted for a username, enter:
(none)

To select binary mode transfer, enter:

bin

Enter this command:

put image.bin

When the transfer is compl ete, enter:

quit

Exit from the debugger.
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