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1. INTRODUCTION

1.1 Outline

Server Digi 6330-MX Cisco ASA Client

This document describes how to create, upload SSL certificates and configure Digi 6330-MX and Cisco
routers to build an IPsec VPN tunnel.

1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of the
communications technologies used in the product and of the requirements for their specific application. It
also assumes a basic ability to access and navigate a Digi router.

This application note applies only to:

Model: DIGI 6330-MX running 20.5.38.58 and later

Model: Cisco ASA running 9.12 Image.

1.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be addressed to:
tech.support@digi.com
Requests for new application notes can be sent to the same address.

2. VERSION

Version Number Status
1.0
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3. CERTIFICATES CREATION

If you already have certificates available, you can skip to section 3.2
3.1 Generate Test certificates using OpenSSL and XCA

Download and install the latest release of XCA which can be found at: http://sourceforge.net/projects/xca/

3.1.1 Create a Root CA Certificate
Open the XCA application

Set up a password and click OK
Click the Certificates tab
Click the New Certificate button

il s

X Certificate and Key management
File Import Token Era Help

PrivateKeys  Cerfificate signing requests | Certificates | Templotes  Revocation lsts

Click the File menu and select New Database, chose a name and click Save.

Intemal name  commonMame CA  Serial Expiry date  CRL Expiration

New Certificate
Export
por

Show Details

Import PKC5#12

Import PKCS#7

7 E)

7 3
|
o

Plain View

s

1

5. Under “Template for the new certificate”, select default CA and click Apply all

« X Certificate and Key management

Create x509 Certificate

Source Subject Extensions Key usage Netscape Advanced

Signing request
Sign this Certificate signing request
Copy extensions from the request

Modify subject of the request

Signing
(® Create a self signed certificate

Use this Certificate for signing

T x

res

Comment

Show request

Signature algorithm |SHA 256

Template for the new certificate L\)

Lemplate for the n
| defaica |
e —— |

|Applyexbens|ons‘ ‘Apdywb]ectm Apply all ‘l

o[ oo |
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6. Go to the Subject tab, fill in all the information then click the Generate a new key button and click

OK

© X Certificate and Key management

Create x509 Certificate

Source Subject Extensions Key usage Netscape Advanced Comment
Internal Name |CA |
Distinguished name
countryMame |DE | organizationalUnithame |sup|:|ort |
stateOrProvinceMName |BY | commoniame |D|:len\|'PN—CA |
localityMName |Ismaning | emailaddress |5L.||:||:|ort@digi.com |
organizationMame |Digi |
Type Content Add
Delete
|
Private key
CA (R5A:2048 bit) = | [ used keys too
CK Cancel
Parameter ‘ Setting

Internal name

This is for display purposes in
the tool, only

Country Name

The two-letter ISO 3166
abbreviation for your country.

State or Province
Name

The state or province where
your organization is legally
located. Do not abbreviate.

In this example: Some-State

Locality Name

The city where your
organization is legally located.
Do not abbreviate.

In this example: Paris

Organization Name

The exact legal name of your
organization. Do not abbreviate
your organization name.

In this example: Digi

Organizational Unit
Name

Section of the organization.

Examples of sections are
Marketing, Research and
Development, Human
Resources or Sales.
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7. The certificate should now appear in the window with the CA : YES confirmation.
CA: YES, verify that you selected CA in the template and clicked Apply All.

X Certificate and Key management

Common Name

In this example DigiCA will be
used.

Email Address

Enter your organization general
email address.

In this example
certteam@digi.com

File Import Token Extra  Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
Internal name commaonMame CA Serial Expiry date  CRL Expiration
JJ{Q'Q_ Ch OpenVEN-CA ,( Yes E1DBOCA42BET461F 17-Dec-29 Tomorrow

If it does not say

New Certificate
Export
Impaort

Show Details
Delete
Import PKCS#12

Import PKCS#7

Plain View
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3.1.2 Create a CA-Signed Host Certificate (Cisco ASA, Responder)

1. Click the Certificates tab
Click the New Certificate button

Under Signing, make sure to select “Use this Certificate for signing” and chose the previously
created CA.

4. Under “Template for the new certificate”, select default HTTPS_server and click Apply all

X Certificate and Key management X

H
Create x509 Certificate ﬁk—._??

Source Subject Extensions Key usage Netscape Advanced Comment

Signing request
[ sign this Certificate signing request asa5506.digi.com

Show request

Signing
(O Create a self signed certificate

(®) Use this Certificate for signing CA h

Signature algorithm SHA 256 -

Template for the new certificate

[default] HTTPS_server hd
Apply extensions  Apply subject Apply all

Cance

5. Go to the Subject tab, fill in all the information then click the Generate a new key button and click
OK



X Certificate and Key management ? *

Create x509 Certificate

Source Subject Extensions Key usage MNetscape Advanced Comment

Internal Name |asa5506.digi.com |

Distinguished name

countryMame |DE

| organizationalUnitName |5upport

stateOrProvinceName |BY

| commonMame |asa5506.digi.com

localityMame |Ismaning | emailAddress |5L.||:||:|ort@digi.con1
organizationMame |Digi |
Type Content Add
Delete

|
Private key

dscoasa (RSA: 2048 bit) hd Used keys too J§ Generate a new key

Cancel
Parameter Setting

Internal name

This is for display purposes in

the tool, only

Country Name

The two-letter ISO 3166
abbreviation for your country.

State or Province
Name

The state or province where
your organization is legally
located. Do not abbreviate.

In this example: Some-State

Locality Name

The city where your
organization is legally located.
Do not abbreviate.

In this example: Munich

Organization Name

The exact legal name of your
organization. Do not abbreviate
your organization name.

In this example: DigiDE

Organizational Unit
Name

Section of the organization.

Examples of sections are
Marketing, Research and
Development, Human
Resources or Sales.

Common Name

In this example 6330mx will be
used. This will be used as the
router Identity for the IPSec
tunnel settings

Email Address

Enter your organization general
email address.

In this example
digide@digi.com
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7. The certificate should now appear in the window under the CA certificate.

X Certificate and Key management - O X
File Import Token Edra Help

PrvateKeys  Certficatesgningrequests  Certificates  Templates  Revocaton ists

Internal name commonName cA Serial Expiy date  CRL Expiration
. oChazEET : e New Certificate
v }"ﬁ! Ch OpenVPN-CA { ¥es 61DBOCA42BET461F 17-Dec-29 Tomorrow
Ng# ©330mx 6330mx Ho 218756E8E3582571 28-Jul-22 Export
Nep eIs0sz &350sc Ho 741D3F511C07D9DE 27-Jul-21 Tort
BC1 BC1 j 4DSCCSFEDTF32EEC 28-Jul-22
JEE © SBRC 28mduimez Show Details
Nep WRas wzd4 Ho 2EZ5BES39663CES4 27-Jul-22
- — co— Delete
[es =eescoc-aigi-com  lasaccie.aisi.com o TEDECEEOEeTECe0 05 0an-23 |
Age awasbzi aWush24 Ho 1DF2C C46C96 27-dul-21 T s
fgp cizzoass ciscoasa Ho 4C570658CE3299C6 06-Mar—22 Import PKCS#7
:
JAge cliencl clientl o 2E3BFARS3B5DE2E 17-Dec-20 e —
Jge clienca client2 Ho 69260727D63095A8 20-Feb-22
Ngs =xis exis o 3EAEIECASOFASF2D 28-Jul-22
Nep k=l kali Ho £626322BC1F7FSSF 04-Maz-22
fgp sezves server Ho T16FDTFS1FASBACO 16-Dec-2
Jg# testopenvpn testopenvpn Ho 7154C32088AFEE88 25-Jul-22

b mﬁ

3.1.3 Create a CA-Signed Client Certificate (Digi 6330-MJX, initiator)

Click the Certificates tab
Click the New Certificate button

3. Under Signing, make sure to select “Use this Certificate for signing” and chose the previously
created CA.

4. Under “Template for the new certificate”, select default HTTPS_client and click Apply all

X Certificate and Key management ? X

Create x509 Certificate

Source  Subject  Extensions  Keyusage  Netscape  Advanced  Comment

Signing request

[[] sign this Certificate signing request asa5506.digi.com
Show request
Signing
(O Create a self signed certificate
(® Use this Certificate for signing cA -
Signature algorithm SHA 256 -

0 icate
[defaulf] HTTPS_dient -

Apply extensions| | Apply subject Apply all

Cancel

5. Go to the Subject tab, fill in all the information then click the Generate a new key button and click
OK



X Certificate and Key management ? X

Create x509 Certificate ﬁ?_fx\w

Source  Subject  Extensions  Keyusage  MNetscape  Advanced  Comment

Internal Name |5330mx

Distinguished name

countryMName |DE ‘ organizationalUnitName |sunport |
stateOrProvinceName |B‘( ‘ commoniName |6330mx |
localityName |Ismamr|g ‘ emailAddress |support@d|g|‘com |
organizationName  [Digi |
Type Content Add
Delete
I
Private key
£330mx (RSA: 2048 bit) A Used keys too
cancel
Parameter ‘ Setting

This is for display purposes in
the tool, only

The two-letter ISO 3166
abbreviation for your country.
The state or province where
your organization is legally
located. Do not abbreviate.

Internal name

Country Name

State or Province

Name
In this example: Some-State
The city where your
organization is legally located.
Locality Name Do not abbreviate.

In this example: Munich

The exact legal name of your
organization. Do not abbreviate
Organization Name your organization name.

In this example: DigiDE
Section of the organization.

Organizational Unit Examples of sections are

Name Marketing, Research and
Development, Human
Resources or Sales.

In this example wrdigide will be
used. This will be used as the
router |dentity for the IPSec
tunnel settings

Enter your organization general
email address.

Common Name

Email Address
In this example

digide@digi.com
1. The certificate should now appear in the window under the CA certificate.
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X Certificate and Key management - a
File Import Token Extra Help

PrivateKeys  Certificatesigningrequests  Certificates  Templates  Revocation lists

Internal name commenName cA Serial Expiry date  CRL Expiration
New Certificate
v pep OpenVEN-CA f Yes 61DBOCA42BET461F 17-Dec-25 Tomorrow
— — Export
e oot e e TTTCeECr oRot T 2E-Jul-22 ] por
Ao 6350sr 63505z No 741D3F811C07DIDE 27-Jul-21 Import
Pes Eo1 PC1 No 4D5CCSFBDTF32BEC 28-Jul-22 P
Nop wRi2 wrdd Ho ZEESBE939663C684 27-Jul-22
- Delete
Jig# =saS806.digi.com asa5506.digi.com No 12DBCFBOBEETECE0 03-Jan-23
Agp awusb2e awusbz4 Ho 1DF2CDBE43C46CH6 27-Jul-21 Import PKCS#12
4
Pgp ciscoasa ciscoasa No 4C570658CE3295C6 06-Mar-22 Import PRCS 27
;2
Age ciientl clisntl Ho 2E3BFAASB3BSDF2B 17-Dec-20 Plain View
Age cliens2 client2 No 69260727D63098A8 20-Feb-22
nep =xls ex15 Ho 38RELECASOFASF2D 28-Jul-22
e
Xali kali No 4626522BC1FTFS5F 04-Mar-22
e
N server server Ho T16FDTFSLFASEACO 16-Dec-20
e
g testopenven testopenvpn No 7154C320BEAFEBBB 25-Jul-22
=

3.1.4 Export the certificates and keys in .PEM format

1. Select the Certificates Tab.
2. Highlight the CA certificate and click the Export button

X Certificate and Key management - O

File Import Token Extra Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

lotarnal nam, Il CA rial Expincdate_ CBIE:

New Certificate

Nes cr ! CpenVEN-CRL + ¥es 61DBOCR42BET461F 17-Dec-29 Tomorrow |
il i

I Expart

Import
Show Details
Delete
Import PKC5#12

Import PKCS#7

Plain View

3. Inthe Certificate export window, select PEM as the export format and click OK



Name |cn

+ X Certificate and Key management

Certificate export

Filename |C:\Demo Certs\XCA\CA.crt

PEM Text format with headers

Export Format
PEM (*.at) ~

4. Repeat the previous step for the Digi router certificate.

5. Select the Private Keys tab.
6. Highlight the Digi 6330-MX certificate and click the Export button

© X Certificate and Key management

File Import Token Edra Help

PrivateKeys  Certificate signing requests  Certificates  Templates

Revocation lists

Cancel

Internal name Type  Size Use  Password
= 6330mx Reh 2046 Biz | L Commen |
+ 6350sr ReR 2048 it L Common
== CA RSA 2048 bit 1 Commen
== BC RSA 2048 bit 1 Common
+ WR42 RSA 2048 bit 1 Commen
. asa RSA 2048 bit 1 Common
o+ awusb24 RSA 2048 bit 1 Commen
)= ciscoasa RSA 2048 bit 1 Common
= clientl RSA 2048 bit 1 Common
= client2 RSA 2048 bit 1 Common
) — exl$§ RSA 2048 bit 1 Common
= kali RSA 2048 bit 1 Common
. server RSA 2048 bit 1 Common

testopenvpn RSA 2048 bit 1 Common

New Key
I Export

Import

Import PFX (PKCS#12)
Show Details

Delete

In the Key export window, select PEM as the export format and click OK

¢+ X Certificate and Key management

Export private key [RSA]

Mame |6330mx

Filename |C:‘l.Demo Certs\WCAYS330m:x. pem

Unencrypted private key in text format

Export Format
PEM private {*.pem) hd

Cancel
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7. Repeat the previous step for the Cisco ASA certificate.
Please note: Cisco ASA firewall requires the certificate to be concatenated with encrypted key in
format PKCS#12. Make sure to check the export format as encrypted PKCS#12.

X Certificate and Key management — a *
File Import Token Extra Help

Private Keys Certificate signing requests Certificates Templates Revocation lists

Internal name Type Size Use Password NewKey

Sy 6330mx RSA 2048 bit 1 Common
%, 6350sr RSA 2048 bit 1 Common Export
--_ ca RSA 2043 bit 1 Common Import
P, BC RSA 2048 bit 1 Common Import PFX (PKES#12)
. WR44 RSA 2048 bit 1 Common
%, awusb24 RSA 2048 bit 1 Common —
G ciscomsa [RSA 2048 bit 1 Common | Deletz
% clientl RSA 2048 bit 1 Common
§7 client2 RSA 2048 bit 1 Common
S exls RSA 2048 bit 1 Common
--_ kali RSA 2043 bit 1 Common
3 server RSA 2048 bit 1 Common
§7 testopenvpn RSA 2048 bit 1 Common

- X Certificate and Key management ? >

-
Certificate export M\‘

MName |asa |

Filename |C:\Demo Certs\XCA\asa.p12 |

The complete certificate chain and the private key as encrypted PKCS#12
file

Export Format
PKCS#12 chain (*.p12) hd

Cancel

The following files should now be available:

- CA.crt: CAroot certificate

- asa.pl2: Cisco ASA (responder) certificate with encrypted private key
- 6330mx.crt : Digi 6330-MX (initiator) certificate

- 6330mx.pem : Digi 6330-MX (initiator) private key

13



4. DIGI 6330-MX CONFIGURATION

4.1 Upload SSL certificate to the Digi 6330-MX (initiator)

4.1.1 Upload the certificates via the Web GUI

Open a web browser to the IP address of the Digi router 6330-MX (initiator)
System > Configuration > VPN > IPSec > Tunnels > Tunnel hame > Authentication

Click on the drop down menu Authentication type and select X.509 certificate option.
Then open Certificate and Private key files (6330mx.crt, 6330mx.pem) with any text editor and copy/paste all
content of the files to the corresponding configuration fields.

¥ Authentication

Authentication type X.508 certificate 7

Privatekey BEGIN RSA PRIVATE KEY—— =

MIEpQIBAAKCAQEAYMIFAEBDBVI/hivGyR)S+PskpHSIZbQFtQKwaEzoTdqBlpd v/

Private key passphrase

Certificate -
MIIEFDCCAVygAWIBAZIIYAWEONaJXEWDQYIKoZIhveNAQELBQAWEZYQxCZAIB

Click on the drop down menu Peer verification and select Certificate Authority option.
Then copy and paste content of the file CA.crt to the Certificate Authority chain field.

Peer verification Certificate Authority -

Certificate Authority chain -
MID/jCCAUagAWIBAZIdsMpCynRhEwWDQYIKoZIhwve NAQELBQAWEYQxCzAIBE ¥

4.2 Configure the VPN Tunnel settings on the Digi 6330-MX (Initiator).

Follow the Web Ul interface path:
System > Configuration > VPN > |[PSec > Tunnels
Add a new IPSec tunnel with the appropriate configuration as indicated on the screenshot below:

Add| to_asa +

To avoid a problem with network address translation, when cellular provider does not allocate a public IP
addresses to the clients, an UDP encapsulation was enforced in the settings.

14



¥ VPN

¥ IPsec
NAT keep alive time 40s
¥ Tunnels -
¥ to_asa -
Enable () N
Preferred tunnel to_asa M -
Force UDP encapsulation o -
Zone ‘ IPsec - -
Mode ‘ Tunnel mode M -
Protocol ‘ ESP - -
¥ Local endpoint B
Type h
Default route M
v ID -
D Type ‘ Raw M N
Raw ID value ‘ 6330mx ‘ N
¥ Remote endpoint B
Hostname asabs06.digi.com ‘ -
v ID -
ID Type ‘ Raw - -
Raw ID value ‘ asa5506.digi.com ‘ -
¥ Policies -
¥ Policy -
¥ Local network B
Type ‘ Custom netwaork M -
Custom network ‘ 192.168.20.0/24 ‘ -
Remote network ‘ 192.168.25.0/24 ‘ N

15



.
|KE version ‘ IKEv1 M N
Initiate connection O -
Mode ‘ Main mode M -
Enable padding C N
Phase 1 lifetime ‘ 3h ‘ -
Phase 2 lifetime ‘ 1h ‘ -
Lifetime margin ‘ Sm ‘ N
¥ Phase 1 Proposals -
¥ Phase 1 Proposal -
Cipher ‘ AES256 h
Hash ‘ SHAL h
Diffie Hellman group ‘ MODP1024 (DH 2} -
Add Phase 1 PmpusalE]
¥ Phase 2 Proposals -
¥ Phase 2 Proposal -
Cipher ‘ AES256 N
Hash ‘ SHAL h
Diffie Hellman group ‘ MODP1024 (DH 2} -

Add Phase 2 PraposalE]

¥ Dead peer detection .
Enable () N
Delay ‘ &0 ‘ h
Timeout ‘ 90 ‘ )
¥ NAT -

¥ 192.168.25.0/24 - ‘

Destination network 182.168.25.0/24 -

Add NAT destination E]

16



Parameter

Description

Setting

to_asa

Description
Description of the IPsec tunnel

Remote endpoint IP
Address / Hostname

asab5506.digi.com

IP Address or hostname of the remote
endpoint router (responder)

Local Network

192.168.20.0/24

Local Lan IP address

Remote Network

192.168.25.0/24

Remote Lan IP address

Local endpoint Type

Default route

The method of determining the local
network interface that is used to
communicate with the peer

ID Type

Raw

The type of identifier to be used

Local endpoint ID
value

6330mx

ID that is matching the CN of the
certificate in the Digi router (initiator)

Local network Type

Custom network

The method for determining the local
network

Remote endpoint ID
value

asa5506.digi.com

Remote ID that is matching the CN in the
Cisco ASA firewall certificate (responder)

The period of time after a successful
negotiation that the IKE security

Phase 1 lifetime 3 hours association expires and must be
reauthenticated
The period of time after a successful
I negotiation that the IPSec security
Phase 2 lifetime 1 hour association expires and must be rekeyed
The amount of time before the end of the
Lifeti . 9 minut Phase 1 and Phase 2 lifetimes that
lleime margin minutes renegotiation may be initiated
IKE protocol version used to setup the
IKE version 1 tunnel
. . Enable padding of IKE packets to 4 bytes
Enable padding disabled P 9 P y
Initiate the key exchange, rather than
Initiate connection enable waiting for an incoming request
The IKE Phase 1 mode determines how to
. establish a secure channel between the
Mode Main mode

peers for the further negotiation

NAT Destination
network

192.168.25.0/24

The destination network that requires
source NAT

Dead peer detection

enable

Dead peer detection uses periodic IKE
transmissions to the remote endpoint to
detect whether tunnel communications
have failed

17



Parameter

Phase 1 Cipher

Setting

AES (256 bit)

Description
Encryption settings used on the Phase 1

Phase 2 Cipher

AES (256 bit)

Encryption settings used on the Phase 2

The Hash to use for checking

Phase 1 Hash SHAl1 communication integrity on Phase 1
The Hash to use for checking
Phase 1 Hash SHA1 communication integrity on Phase 2
MODP Group for DH Phase 1
Phase 1 2 (1024)
MODP Group for DH Phase 2
Phase 2 2 (1024)

Click Apply to save the settings.

18



The values for Date, Time, and Time Zone must be accurate in order for the proper
certificate validation to occur.
5.1 Import the certificates and private key

5.1.1 Create a Trustpoint for the CA root certificate via ASDM and import the CA
root certificate in the created Trustpoint with copy and paste

= Install Certificate

Trustpoink Mame: ICF'._DE

™ Install from a File: I Brawse. .. |

¥ Paste certificate in PEM Format:

MIIDYCCAuagawIBAQITY dsMpCynRh8wD Oy Ko ThvcNAQELBQAWGYCxCzA JBghY
B TAKRFMQewmCQYDYQOQIEWICWTERMASGA 1 UEEXMISNEY wWSpbmex DTALEgNYEAQT
BERpZ2kxEDAOBGNYEASTEIMN] cHEvCnxEzARBgMYBAMT CkowZ W SWIUE4tQOExHzAd
EBqkghkiGawiECQEWEHM 1 cHEvCnR A ZGEINaS5ibE OwHRC MM ThxMEIMT Eviliz A \Whih

ik MIE SMTEwWM 2wt i CBRDELMAKGA L UEBRMCREU: CzA JBghYEAg TAKIZMREWDw YD
WOOHEWhICZ 1hbrluZzENMAsEALUEChMER GInaTEQMA4GEA L UECMHC 3o 52w dDET

MEEGA 1UEAMKTSEIBIZQTi DQTEFMEOGCSqGSIb3DQEIARY Qo3vwcGIwdEBkaWdp

LrnMyvb TCCASTWDOY oz lhveNAQEREQADIOEPADCC AQMCogEBAM ZR2OHWAZH+Vk+
SasbhDbe QMY 2UE JYHeME L 6W I+ paxH3d0ZmBOKEOLZFCUgagk DWWy URFHSA LMZK

brie R CazbrpZ SniE9R ey cHHBOKZEF 2y pifdd p3y ok BRSPS 1 x4 D6y whLZREHOITMI

ko kBAarBxhn/ afjolcx TWEBSoELy 3vspr 7sxh+C R+ aT-HgMPKy mwd S 0 2w+ N
dxgf09Fz+P 3/ 1 owt4SIvE CrmQ UcihPywSsroZbeUlhepCz+ SeleMy skvHps 0Ly
4-+0Zm3mZF+ESpYHISkzu Yy T20MeY aR freU3d/Bs Low D9p S W 7 0285 wbbPulivz xHPE LI

™ Use SCEP:

SCEP URL: httpy/ |

Rekry Period: |1 minutes

Reetry Counk: ID {Use 0 to indicate unlimited retries)

More Cptions. .. |

Install Certificate I Cancel Help

IssuedTo 1] Tssued By [ Expiy Dete [ Associated Trustpoints [ Usage | Active: | ad |
CperiFN-Ch, - e=support@dig, com, cn=OpenUP-CA, ou=support, o=Dig, I=Tsmaning, st=F+, c=DE _ 12:03:00 CET Dec 17 2023 D, CA_DE General Purpose Ves B
Edit:

ca-s e=support@dii. com, cn=CA-US, ou=support, o=Digi, I=NY, st=hY, c=US 00:59:58 CET Sep 9 2030 U5, CA_USA General Furposs Yes
show Detals
Riegest CRL
Delete

Find () () T Makch Case
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5.1.2 Create a Trustpoint for the identity certificate and import the public certificate
and the private key in the created Trustpoint with a PKCS#12 file.

= Add Identity Certificate

Trusktpaink Marme: |DE

{* Import the identity certificate from a file (PECS12 Format with Certificatelsi+Private Keyl:

Decryption Passphrase: |*****

File to Impart From: IC:'I,LIsers'l,rna'l,Deskl:u:up'l,asaSSDEu.p

{ Add a new identity certificate:

Key Pair: I =Default-RS4-Key = LI Show, .. | B,

Certificate Subject DN |CN=asa55EIE- Selech, .. |

[T Generate self-signed certificate

[~ &ct as local cerkificate autharity, and issue dymamic certificates bo TLS-Praxy

Sdvanced, .. |

Add Certificate Cancel Help |

Issued To Tssued By Expiry Date: Associated Trustpoints Usage Public Key Type add
R 5 3

om, cn=OperifPR-CA, ou=... 00:59:59 CET Sep 9 2022 DE General Purpose. RSA (2048 bits) Show Details
Delete
Export
Install

Find: ® @ I MakchCase

5.2 Configure the tunnel

Enable outside interface for IPSec access:

Il or howe b0 setup & site-to-site YPM conneckion,

Manage site-to-site YPM connections, Here is a HEE

\Access Interfaces

Enable interfaces for IPsec access.

Interface Allow IKE w1 Access Allow IKE 2 Access
outside Ird [l
inside Il Il

[v Bypass interfare access lists For inbound WPN sessions

Access lists from group policy and user policy always apply ko the traffic,

Create an IKEv1 policy
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Edit IKE Policy

Pricrity:

Authentication:

Encryption: Iaes-ESE-

i
D-H Group: |2 ;I
i
I

Hash: Isha

Lifetime; [ Unlimited I aa400 Isecnnds

| (04 I Zancel | Help |

Create IKEv1 IPSec proposal:

F= Add IPsec Proposal {Transform Set)

Sek Mame: ESP-AES-256-5HA

~Properties

Mode: * Turinel " Transport

ESP Encryplion: IAES-256 - I

ESP Authentication: SHA -

(o4 I Cancel Help

Configure IPSec Site-to-Site Tunnel group:

dit IPsec Site-to-site Tunnel Group: finsing

Mame: |Finsing

IPsec Enabling

Group Policy Mame: IGroupPoIicyS d Manage. .. |

(Following two fields are attributes of the group policy selected abowve.)

¥ Enable IKE w1 [~ Enahle IKE v2

IPsec Settings

IKE w1 Settings
Authentication

Pre-shared Key: |

Device Certificate: IDE:e=support@digi.cDm, cn=asa%506.digi.com, ou=sup...L| Manage...

IKE Peer 1D Yalidation: IRequired d

IKE Keepalive
i~ Disable keepalives

* Manitor keepalives

Confidence Interval: IID seconds
Retry Interval: |2 seconds

= Headend wil never initiate keepalive monitoring

O I Cancel Help

Configure Crypto Map:
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Tunnel Policy {Crypto Map) - Advanced | Traffic Selection |

Interface: outside Policy Type:  dynamic Priority: IS

rIPsec Proposals { Transform Sets)

IKE w1 IPsec Proposal: IESP-AES-ZSS-SHA Seleck..,
IKE w2 IPsec Proposal: I Select...

rPeer Settings - Optional For Dynamic Crypto Map Entries

The Connection Type is applicable ta static tunnel policies anly, Uni-directional connection type policies are used

For LAM-to-LAN redundancy. Tunnel policies of the 'Criginate Only' connection bype may specify up to 10
redundant peers,

IP Address of Peer to Be Added:

li fadd =5 | Move Up
Remove | Maye Down

[ Enable Petfect Farwarding Secrecy

Diffie-Hellman Group: group2 hd l

o] I Cancel Help

Edit IPsec Rule

Tunnel Policy {Crypto Map) - Basic | Tunnel Policy {Crypta Map) - Advanced

Action: {* Protect  { Do not Protect

Saurce Criteria

Source; IIan |

Destination Criteria

Destination: Ifins\ng

B[5

Service: Iip

Description:

¥ Enable Rulz

Source Service! |

Time Range: x| ..

_| (TP or UDP service only) (0

14 I Cancel Help
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it IPsec Rule

Turinel Policy (Crypto Map) - Basic | Tunnel Palicy {Crypto Mapj - Advanced | Traffic Selection |
[¥ Enable NAT-T

[¥ Enable Reverse Route Injection

Security Association LiFetime Settings

Time: I 8 o :I 0 hhimm:ss
Traffic Yalume: [ unlimited I 4603000 KBytes

ESP w3

[~ walidate incoming ICMP error messages

[~ Enable Do Mok Fragment (DF) policy

[~ Enable Traffic Flow Confidentiality (TFC) packets, This is unavailsble if TKEvL is enabled,

[o]4 I Cancel Help

Create certificate to Connection profile maps rule:

- [ confiowation > Site-to-site ¥PN > Advanced > Certificate to Connection ProfileMaps >Policy |

onnectiTn Profiles Configure the policy For certificate group matching. The device processes the policies in the order lisked below until it finds a match,
Group Policies

Certificate Management

.% Identity Certificates :
v Lse th fi d rules b
Fn O Certificates e e e ]

By dvanced

[~ Use the certificate OU field bo determine the Connection Profile

¥ Use the IKE identity ta determine the Connection Profile

-, IKE Palicies
'ﬁ IKE Parameters [W Use the peer IP address to determine the Connection Prafile
- TPsec P Is (Transform et

% IP;:E P:Z?;Z?eﬁt;i?;noggid::) v Default to Connection Prafile: IDefauItRnGroup - I
Certificate to Connection Profile Maps

S

ZA Rules

g3 System Cptions
@ Crypho Engine
= ACL Manager

Define rules to map certFicates to desired AnyConnect or dientless 550 connection profiles (tunnel groups). Use the bottom bable ta configure certficate Fiskds together with their matching criteria For the selected rule

Certificate to Cornection Prafile Maps

& add | (2 Edi | {f] Delete | | Find: G

Map Name

D T~ Match Case:

Rule Friaricy Mapped to Connection Profile

Mapping Criteria

4 add | [ edt | [ Delete | | Find: 6

Field

© I Match Case

Component: Operator

Value

The Cisco ASA is now configured and the tunnel should come up.
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6. TESTING

This section will show that the IPSec tunnel has been established.
Cisco ASA

asab506# sh crypto isa sa detalil

IKEv1 SAs:

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1
1 IKE Peer: 95.115.25.102

Type :L2L Role :responder

Rekey :no State : MM_ACTIVE

Encrypt : aes-256 Hash :SHA

Auth :rsa Lifetime: 10800

Lifetime Remaining: 9552

There are no IKEv2 SAs

asab5506# sh crypto ipsec sa peer 95.115.25.102
peer address: 95.115.25.102
Crypto map tag: finsing, seq num: 5, local addr: 37.81.85.5

access-list outside_cryptomap extended permit ip 192.168.25.0 255.255.255.0 192.168.20.0
255.255.255.0

local ident (addr/mask/prot/port): (192.168.25.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.20.0/255.255.255.0/0/0)

current_peer: 95.115.25.102

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #lnvalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 37.81.85.5/4500, remote crypto endpt.: 95.115.25.102/4500
path mtu 1500, ipsec overhead 82(52), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: CE754E6D

current inbound spi : OBFOF91E

inbound esp sas:
spi: OXOBFOF91E (200341790)

SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, PFS Group 2, IKEV1, }
slot: 0, conn_id: 2331, crypto-map: finsing
sa timing: remaining key lifetime (kB/sec): (3915000/2320)
IV size: 16 bytes
replay detection support: Y
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Anti replay bitmap:
0x00000000 0x00000001

outbound esp sas:

spi: OXCE754E6D (3463794285)

SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, PFS Group 2, IKEV1, }
slot: 0, conn_id: 2331, crypto-map: finsing
sa timing: remaining key lifetime (kB/sec): (3915000/2320)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Digi 6330-MX

# ipsec status

Shunted Connections:

Bypass LAN 127.0.0.0/8: 127.0.0.0/8 === 127.0.0.0/8 PASS

Bypass LAN 192.168.1.0/24: 192.168.1.0/24 === 192.168.1.0/24 PASS

Bypass LAN 192.168.1.1/32: 192.168.1.1/32 === 192.168.1.1/32 PASS

Bypass LAN fe80::ce32:e5ff:fe59:f2a9/128: fe80::ce32:e5ff:fe59:f2a9/128 === fe80::ce32:e5ff:fe59:f2a9/128
PASS

Bypass LAN fe80::/64: fe80::/64 === fe80::/64 PASS

Bypass LAN 169.254.0.0/16: 169.254.0.0/16 === 169.254.0.0/16 PASS

Bypass LAN 192.168.20.0/24: 192.168.20.0/24 === 192.168.20.0/24 PASS

Bypass LAN 192.168.210.0/24: 192.168.210.0/24 === 192.168.210.0/24 PASS

Bypass LAN fd00:2704::/64: fd00:2704::/64 === fd00:2704::/64 PASS

Security Associations (1 up, 0 connecting):

to_asa_10f1[155]: ESTABLISHED 17 minutes ago, 192.168.1.119[6330mXx]...37.81.85.5[asa5506.digi.com]
to_asa_10f1{128}: INSTALLED, TUNNEL, reqid 1, ESP in UDP SPIs: ce754e6d_i Obf0f9le o
to_asa_10f1{128}; 192.168.20.0/24 === 192.168.25.0/24

# ip -s xfrm state
src 192.168.1.119 dst 37.81.85.5
proto esp spi 0x0bf0f91e(200341790) reqid 1(0x00000001) mode tunnel
replay-window 0 seq 0x00000000 flag af-unspec (0x00100000)
auth-trunc hmac(shal) 0xa69f3c0555d8f899e7124297cabe3f2746509fc5 (160 bits) 96
enc chc(aes) 0xdff342216a6143a80f63bfa24f61b3eab1b223619dbeb8b15507051506055335 (256 bits)
encap type espinudp sport 4500 dport 4500 addr 0.0.0.0
anti-replay context: seq 0x0, oseq 0x0, bitmap 0x00000000
lifetime config:
limit: soft (INF)(bytes), hard (INF)(bytes)
limit: soft (INF)(packets), hard (INF)(packets)
expire add: soft 2954(sec), hard 3600(sec)
expire use: soft 0(sec), hard 0(sec)
lifetime current:
O(bytes), O(packets)
add 2020-09-10 17:20:03 use -
stats:
replay-window O replay O failed O
src 37.81.85.5 dst 192.168.1.119
proto esp spi Oxce754e6d(3463794285) reqid 1(0x00000001) mode tunnel
replay-window 32 seq 0x00000000 flag af-unspec (0x00100000)
auth-trunc hmac(shal) 0x766a9dccbfa77a94d1c150a7c84620c835430871 (160 bits) 96
enc chc(aes) 0x1b2cfb289992da38288f3e86af505256bc66824f15e333b425¢1ba8641c5¢2b5 (256 bits)
encap type espinudp sport 4500 dport 4500 addr 0.0.0.0
anti-replay context: seq 0x0, oseq 0x0, bitmap 0x00000000
lifetime config:
limit: soft (INF)(bytes), hard (INF)(bytes)
limit: soft (INF)(packets), hard (INF)(packets)
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expire add: soft 2935(sec), hard 3600(sec)
expire use: soft 0(sec), hard 0(sec)
lifetime current:
O(bytes), O(packets)
add 2020-09-10 17:20:03 use -
stats:
replay-window O replay O failed O
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6.1 Confirm Traffic Traverses the IPSec Tunnels

This section will show traffic passing across the tunnel. To test this easily, an ICMP Echo Request/Reply (or

PING) will pass from the Digi router 6330-MX lan (initiator) to Cisco ASA firewall Ethernet interface side
(responder)

# ping 192.168.25.1

PING 192.168.25.1 (192.168.25.1) 56(84) bytes of data.

64 bytes from 192.168.25.1: icmp_seq=1 ttl=255 time=118 ms
64 bytes from 192.168.25.1: icmp_seq=2 ttI=255 time=76.6 ms
64 bytes from 192.168.25.1: icmp_seq=3 ttl=255 time=125 ms
64 bytes from 192.168.25.1:; icmp_seq=4 ttI=255 time=72.9 ms
64 bytes from 192.168.25.1:; icmp_seq=>5 ttI=255 time=111 ms
64 bytes from 192.168.25.1:; icmp_seq=6 ttI=255 time=79.0 ms
"C

--- 192.168.25.1 ping statistics ---

6 packets transmitted, 6 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 72.912/97.127/125.054/21.414 ms

asab506# ping inside 192.168.20.1 repeat 5
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.20.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 60/82/110 ms
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7. CONFIGURATION FILES

Digi 6330-MX

auth group admin acl shell enable "true"

auth idle_timeout ""

network interface lan ipv4 address "192.168.20.1/24"

add service dns host end

service dns host 0 address "37.81.85.5"

service dns host 0 name "asa5506.digi.com"

add vpn ipsec tunnel to_asa

vpn ipsec tunnel to_asa auth cert "----- BEGIN CERTIFICATE-----
----- END CERTIFICATE-----"

vpn ipsec tunnel to_asa auth peer_ca"----- BEGIN CERTIFICATE-----
----- END CERTIFICATE-----"

vpn ipsec tunnel to_asa auth peer_verify "ca"

vpn ipsec tunnel to_asa auth private_key "----- BEGIN RSA PRIVATE KEY-----
----- END RSA PRIVATE KEY-----"

vpn ipsec tunnel to_asa auth type "x509"

vpn ipsec tunnel to_asa force_udp_encap "true"

add vpn ipsec tunnel to_asa ike phasel_proposal end

vpn ipsec tunnel to_asa ike phasel_proposal O cipher "aes256"
vpn ipsec tunnel to_asa ike phasel_proposal 0 dh_group "modp1024"
add vpn ipsec tunnel to_asa ike phase2_proposal end

vpn ipsec tunnel to_asa ike phase2_proposal 0 cipher "aes256"
vpn ipsec tunnel to_asa ike phase2_proposal 0 dh_group "modp1024"
vpn ipsec tunnel to_asa ipsec_failover "to_asa"

vpn ipsec tunnel to_asa local id raw_id "6330mx"

vpn ipsec tunnel to_asa local id type "raw"

add vpn ipsec tunnel to_asa nat end

vpn ipsec tunnel to_asa nat 0 dst "192.168.25.0/24"

add vpn ipsec tunnel to_asa policy end

vpn ipsec tunnel to_asa policy 0 local custom "192.168.20.0/24"
vpn ipsec tunnel to_asa policy 0 local type "custom”

vpn ipsec tunnel to_asa policy O remote network "192.168.25.0/24"
vpn ipsec tunnel to_asa remote hostname "asa5506.digi.com”

vpn ipsec tunnel to_asa remote id raw_id "asa5506.digi.com"

vpn ipsec tunnel to_asa remote id type "raw"

Cisco ASA

crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec security-association pmtu-aging infinite

crypto dynamic-map finsing 5 match address outside_cryptomap

crypto dynamic-map finsing 5 set pfs

crypto dynamic-map finsing 5 set ikevl transform-set ESP-AES-256-SHA
crypto dynamic-map finsing 5 set reverse-route

crypto map outside_map 5 ipsec-isakmp dynamic finsing

crypto map outside_map interface outside

crypto catrustpoint CA_DE

enrollment terminal

crl configure

crypto ca trustpoint DE

keypair DE

no validation-usage

crl configure

crypto ca trustpool policy

crypto ca certificate map finsing 10

subject-name attr cn eq 6330mx
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crypto ca certificate chain CA_DE
certificate ca 61db0Oca42be7461f

quit
crypto ca certificate chain DE
certificate 0c22bf3f170cab4c

quit
certificate ca 61db0cad42be7461f

quit
crypto ikevl enable outside
crypto ikevl policy 1
authentication rsa-sig
encryption aes

hash sha

group 5

lifetime 86400
crypto ikevl policy 2
authentication rsa-sig
encryption aes-256
hash sha

group 2

lifetime 86400
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