: Digi Connect® WAN Application Helper
JL Configuring and Testing the Digi Connect WAN Sprint

IP Address and Pre-configuration Information

Ethernet Connectivity: Connect your workstation or device to the Digi Connect
WAN via one of these methods:

e Direct from workstation to Digi Connect WAN via an Ethernet crossover
cable.
e Via network hub or switch using a straight-thru Ethernet cable.

Ethernet Port IP Addressing: Follow the Quick Start Guide and assign the Digi
Connect WAN an IP Address. In most cases a static IP address is desired.

DHCP Sever: The Digi Connect WAN/VPN includes a DHCP server and can
provide IP address configuration to remote devices and/or workstations. DHCP
server is on by default and is configured to provide workstation IP addresses starting
at 192.168.1.100.

Static IP Addresses: If static IP addresses are used, disable the Digi Connect
WAN DHCP server via Configure>Network>DHCP Server Settings and follow
these directions:

1. In order to properly communicate via the Digi Connect WAN, your
workstation should be in the same subnet as the Digi Connect WAN. The
simplest way to accomplish this is to use the Digi Connect WAN’s DHCP
server. If you are using the DHCP server, and the Digi device is at IP address
192.168.1.1, you should configure your workstation to be something like:

e |Paddress: 192.168.1.2

e Subnet mask: 255.255.255.0

e Default gateway: 192.168.1.1 (i.e. the IP address of Digi Connect
WAN)

2. As shown above, any device using the Digi Connect WAN as a gateway
via the cellular wireless network must have its default gateway configured to
the Digi Connect WAN’s Ethernet port IP address.

3. DNS Server IP addresses: If you plan to “browse” the Internet or make
other outbound connections that utilize DNS names (e.g., www.digi.com ),
the carrier’s DNS server IP addresses should be entered into the
workstation’s IP configuration. DNS info can be confirmed once the Digi
Connect WAN has connected to the cellular network using the Digi Connect
WAN Web Ul via Administration>System Info>Mobile.
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Changing the Digi Connect IP Address: The Digi Connect WAN IP address
settings can be changed using the built-in Web Ul or via command line.

e Via Command Line: Use either the console port and a terminal emulation
program or telnet to the Digi Connect WAN’s IP address. Use the “set net”
command similar to:

set net 1p=172.16.5.88 mask=255.255.0.0 gateway=172.16.5.88

Type set net with no parameters to verify the settings. Reboot the Digi
Connect WAN by either re-powering or via the boot action=reset

command.

e Via Web UlI: Point your browser to the Digi Connect WAN’s Ethernet port IP
address, select Configuration>Network and enter the desired settings, as shown

below.

\Dian

Connechwane™

Homa
Configuration
Hetwork
Mahil=
Serial Ports
Alarms
Syskam
Famote Managament
i

Manage e nt
Serial Ports
ConNEctons
Hetwork Services

Adrministration

Digi Connect WAN VYPN Configuration and Management

@ Help

Metwork Configuration

= IF Settings

€ Obtain an IP addrass automatically using OHCP *

& Use the fallowing 1P address:
* [P Address;  [192.168.1.1
* Submet Mask: 2552552550

Default Gateway: o.ooon

* Primary OMS:  [0OOD

* Secondars ONG: (0000

¥ Changas to DHCR, IR addrass, Subnat Mask, and DNS may effact your browsar connection,

Apply |

Press Apply, and then reboot the Digi Connect WAN for changes to take
effect. You will lose connectivity to the unit until you reconfigure your
workstation to be in the same subnet as the Digi Connect WAN; or use

DHCP.

Modem Provisioning

In order to communicate on a CDMA wireless network, the Digi Connect WAN
must be provisioned for use on the wireless network. Follow the steps below to
configure the Digi Connect WAN for the Sprint network. These instructions assume
that the modem’s ESN has already been given to your wireless data plan provider for
registration, and that you have received a Device Activation information sheet.

Connecting the Digi Connect WAN

1. Attach the antenna to the Digi Connect WAN. Place the Digi Connect
WAN and/or antenna in a location that will ensure the best signal.
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2. Connect the Digi Connect WAN Ethernet port to your workstation or
device in the method mentioned above.

3. Apply power to the Digi Connect WAN. After a few minutes observe the
following:

a. The green Ethernet link LED located on the Ethernet port should be
on. If not, make sure you are using the proper cable.

b. Signal Strength LEDs on top of unit should show 2-4 LEDs. If not,
try repositioning the antenna and unit if necessary. Do not extend the
antenna cable. Instead, reposition the Digi Connect WAN unit itself
via longer Ethernet cable connection.

c. Activity LED will be on solid for a few moments then go off.

d. The Wireless Link LED on top of unit should go on solid once the
APN type is properly configured. If not, verify the provisioning
information via Configuration > Mobile.

) Digi Connect WAN YPH Configuration and Management - Microsolt Internet Explorer =181 =
Fir Edt lew Faories Took  Hep -
GBak - o - @ E A Doewch EEFaoies Fveds (J | By- S
Ageess [B] bitp:f192 1668.1.1jcorfigimob mjimcie_config him?d =] P unks ®
=]
1!”- i Digi Connect WAN VPN Configuration and Management
Connechware™
@ Help

Mobile Configuration

Configuration
Hetwork
Mohila
Serial Ports
Alarms
&

* Mohile Settings

Select the service provider, service plan, and connecton settings used in connecting to the mobile netwark.

These settings are provided by and can be retrieved from the serice provider,

S psLem
Femate Management

Secunty

Mobila Sarvice Provider Satbings

Manage ment Serdice Provider: Sptint FCE -
serial Parts
Connertiang
Hetwork Services This dewice needs to he provisioned Prowision Dewvica
Administration
File Management mMobile Connection Setings

Backup/Festors
Update Firmweare
Factory Default 2ettings IFactivity timecout: 3600 secatids

¥ Re-astablish connection when no data is recsived far & period of time.

Soa Apple | Sern Detuls |

¥ Surelink Settings

Copynght @ 1896-2005 Cigl [nternatenal Inc Al Hakts recerad
wundigi.emm

(& nene T e rkerer

e. Make sure it is set for the correct Service Provider. The proper
selection in the Service Provider box is “Sprint PCS.” Then, you must
click the link to proceed to the next set of provisioning screens.

4. When you proceed, a configuration window will pop up. This is where you
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will enter the rest of the provisioning information. On the first screen, select
“Automatically provision the mobile device using a network-initiated
session.” Then, select Next.

'a Digi Connect WAN ¥PN Configuration and Management

Mobile Device Provisioning

the method in which to provision the mobile device, This information is available from the

and service usually provides these sethings when the account is opened, Typically, a ;]
network-initiated session is the easiest method to provision this device. However, in
some cases a client-initiated session will need to occur to provision the device, Note
that network provisioning requires the modem device to communicate over the mobile
network and requires a good signal to ensure proper pravisioning,

Alternatively, a manual provisioning method can be used to manually specify the
required fields needed to access the mobile network, The manual provisioning method is
an advanced configuration normally used only for custom network access or providers,

& putomatically provision the mobile device using a network-initiated session
" automatically provision the mobile device using a dient-initiated session

T Manually provision the mobile device —

Help Cancel I << Prey MNext >> |

5. On the next screen, enter the following information. You will need to refer

to the registration and provisioning information supplied by wireless data

plan provider.

o Service Programming Code (MSL): Supplied by wireless data plan
provider
Note: In the case of the Digi Connect WAN, this number will always be
“000000.”)

0 Mobile Directory Number: Supplied by wireless data plan provider.

o MSID (IMSI_MS): Supplied by wireless data plan provider.

0 Select Next.
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/2 Digi Connect WAN ¥PN Configuration and Management - Micros

sion this device, This information is available from

The following settings are required to provision the mobile device, These seftings should
have been provided by or should be available from the mobile provider when the account
was created,

Service Programming Code: IIJEIDEIU[Il
Mobile Directory Number: |5551231212
MSID (IMSI_MS): I5551231234

Help Cancel I << Prey MNext>> |
K

7. The device will now have its provisioning information written to its
memory. Do not close this next window, or turn off the Digi Connect WAN
while this is occurring. The dialog box will indicate when the process is
finished.

3 Digi Connect WAN ¥PN Configuration and Management - B

Provisioning Device..,

Flease wait while this device is being provisioned, This may take a few minutes to complete,

Device provisioning is currently in progress. Please wait while the mobile device is being
provisioned. This may take a few minutes to complete.

To properly provision this device, please do not close this window or use your browsers
Back, Forward, or Stop buttons. &lso, please do not turn off or reboot the Digi Connect
WaN WPMN until instructed to do so,

Help | Cancel << Prey [Next > |

8. Once the device has indicated that provisioning is finished, click the Finish
button, and then Reboot the device.
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igi Connect YWAN ¥PN Configuration and Management - Microsof

Mobile Provisioning Summary
Verify the settings below and click Finish to complete the wizard,

The mobile device has been successfully provisioned for the mobile network, No further
configuration is necessary to communicate on the mobile network,

Help Cancel << Prev | Finish |

7]

9. After the device restarts, and once the mobile link LED is on solid (which
may take a few minutes), verify the mobile IP address from the Digi Connect
WAN home page, via Management>Connections, or via
Administration>System Information>Mobile, as shown below.

idorace 48] httpe/f1 72.16,5. 88 adminfsysnfa fmobis _stats Hm b a Go
Ty
System * Mobile
Remote Management
Securty Thea follawing infarmation and statistics can be used bo manage and
monitor your mobile connection, This informaton may also be helpful in
Management troubkeshooting problems with the mobie network
Serial Ports

Connectiors

Mchie Connection

Administration
Fila Management Reqistration Status:  Registered (Home Network)

Backun/Rastorz Cell ID. 0x74063 [31331)
Updlate Frew are Location Ares Codeo: NfA (-10314)
Factory Default Settings
System Information
rReboot

signal stiength: aﬁEg (-73 dBm)

Mobile Statistics
IP Adcress:  166.213.225.218 <lo‘lobila IP Addr. ]

Prnmary DNS Address: 209.183 48 .1C
Socondary DMNE Addross: 200,183 48,11
Data Received: 1099 hytas
Lrata sent: 279 bytes

Logout

The Digi Connect WAN should now be ready to use.
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Testing the Digi Connect from a Workstation

Once the Digi Connect WAN is connected to the cellular network and is accessible
from network devices connected to its Ethernet port, you can do some simple tests to
verify communications through the device.

A simple test is to connect out through the Digi Connect WAN to an Internet website
like www.digi.com . Make sure your workstation’s IP config is to use the Digi
Connect WAN’s Ethernet port IP as the default gateway and use the wireless
provider’s DNS server IP addresses (found via Administration > System Info >
Mobile).

Zonnect
W

Host Application,
Wish server, ste

Inbound connections require additional configuration to test. First, not all APN types
allow incoming connections. Second, the Digi Connect WAN uses NAT (Network
Address Translation)* to route traffic from the Public IP address on the cellular
interface to the Ethernet port’s private IP network. NAT provides two main benefits:

Security: NAT hides the private IP addresses of the devices on the Digi
Connect WAN’s Ethernet network.

IP Address Availability: IP addresses are in short supply and cost money.
The Digi Connect WAN need be provided only one IP address from the
wireless carrier.

Port forwarding* entries are required to pass incoming traffic through the Digi
Connect WAN to a device or workstation connected to the Digi Connect WAN’s
Ethernet port.

* Note that the Digi Connect Remote Gateway (RG) does not support NAT or port forwarding.

Refer to the Digi Connect WAN application guide on mobile terminated connections
for details on setting up in-bound connections.

A simple test to verify the Digi Connect WAN is on the wireless network and is
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accessible is to ping the mobile IP address from an Internet connected workstation.
From the example above where the mobile IP address is 166.213.229.218: ping
166.213.229.218

If the request times out, try adding a *“-w 5000 or “-w 10000” to the ping command:
ping -w 5000 166.213.229.218

Other application scenario examples, such as using the Digi Connect WAN for a
backup wireless WAN connection, are available from Digi International.

Finishing Up and Getting Assistance

Please register your Digi Connect WAN at
http://www.digi.com/support/customer%20services/warranty.jsp .

If you have any questions or need assistance, please contact your Digi Connect
WAN vendor or Digi International at 952-912-3444, or Digi technical support at
http://www.digi.com/support/eservice/eservicelogin.jsp .
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