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USB to Ethernet bridging with Digi Embedded Linux

1 Problem Description

Some customers just want to use the Digi ConnectCard i.MX28 as an USB to Ethernet
device or using it similar like an USB dongle, enabling a host to access Ethernet through
USB. With Digi Embedded Linux you are able to quickly configure and build firmware
with appropriate features to implement this kind of bridge. We also provide ready to run
Linux kernel and root file system firmware images for demo purposes. You may skip
sections project configuration and adding startup files. If you just want to run the
firmware jump to section hardware setup.

2 Requirements
To try the example in this document you need:

Digi ConnectCard (Wi-)i.MX28 module mounted on Digi development board.
Digi Embedded Linux (DEL) 5.9.6.2 or above development environment.

You can get everything together in a Digi Embedded Linux JumpStart Kit i.MX28
You also need a cable USB A type to Micro-USB B connector

Ethernet cable

Serial cable to access the Linux console

3 Software Setup

For your convenience find all files and images compiled into the archive these
instructions came with, you might want to skip this section.

Install Digi Embedded Linux (DEL) 5.9.6.2 or higher, apply latest patches with the
Package Manager.
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USB to Ethernet bridging with Digi Embedded Linux

3.1 Create a new Digi EL Kernel/Rootfs Project

ESP & Digi EL - MX28USB2WiFi/configs/add files.sh - Digi ESP for Embedded Linux - fheme/tkuhiman/workspace59

File Edit Navigate Search Project Device Options Run Package Manager Window Help

New shift+Alt+N > [ Digi EL Kernel/Rootfs/U-Boot Project
Open File... [] Digi EL Application/Library C Project
Close ctrl+w =l Digi EL Application/Library C++ Project
Close All Shift+Ctrl+w B Digi EL Qt Gui Project
‘ [ Project...
S tri+S
E save As... |¢/ Source File
hif - [K] Header File
Rever | 7 File from template
[ Folder
Move... s :
@ Digi EL Qt Gui Class
Rename..,

Flm . . "
Digi EL Qt Resource File

£ Refresh S .
i |& Digi EL Qt Designer Form
>

Convert Line Delimiters To

[ other... Ctrl4+N
Drint tridlDb —_— -
Select Kernel/Kernel Modules and Root File System as project components:
Digi EL Kernel/Rootfs/U-Boot Project Wizard _
Create a new Digi EL Kernel/Rootfs/U-Boot project / ‘:
Project name: USB2Ethernet
Project contents
Platform: ConnectCard Wi-i.MxX28 &
v Use default
iect Path: |fhomeftkuhlmanworkspacess | Browse...
Project components -
v| Kernel | Root File System
v Kernel Modules Includle the Root File System in this project. This will allow
- you to create, configure and build new rootfs images.
| | U-Boot Root File System Options
Applications
Select All  Deselect Al
@ | < E-ack_;[ Next = ] [ Einish ] | Cancel

Select appropriate NFSROOT/TFTP Configuration
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USB to Ethernet bridging with Digi Embedded Linux

NFSROOT/TFTP Configuration _ 4
Select the NFSROOT/TFTP Configuration ‘;‘
NFSROOT Configuration

¥| Export Root file system to an NFS Directory
® Use platform dependant default path (fexports/nfsroot-ccOm2443js)

() NFSROOT Directory: [ Browse ...

TFTP Configuration
v| Export Images for tftp download

TFTP Directory: (tftpboot Browse ...

@ < Back | MNext = | [ Finish ] Cancel

3.2 Configure the kernel for USB device Ethernet gadget
Open the Kernel config:

€SP & Digi EL - MX28USB2WiFi/configs/add _files.sh -

File Edit Navigate Search Project Devi

widF- R R - A

¢ B sEBNE 4 3

> 2 bridgingwiMx28 COnﬁgure|

> 1= MX28USB2WiFi
> = QtWmx51

A% UsB2Ethernet

In the USB support section, select DR Host on Freescale OTG driver:
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Digi Embedded Linux Configuration

File Edit Option Help
ol | | E]
Option ;l Option Name | Value ﬂ
""—‘_BER ] “:_& TCD Oevice SUpport i i~[Enable Wireless USB extensions (EXPERIMENTAL) USB_WUSE N
7 DBplay device support I Support WUSB Cable Based Association (CBA) USB_WUSB_CBAF N
Console display driver support USB Host Controller Drivers J
- [Seund card support I Cypress C67x00 HCD support USB_C67X00_HCD N
HID Dewices | -EIEHCI HCD (USB 2.0) support USB_EHCI_HCD Y
i Special HID drivers --[A 5upport for Freescale controller USB_EHCI_ARC Y
Support for Hestl port on Freescale controller USB _EHCI ARC H1 Y
ELUSB Serial Converter support upport for DR host port on Freescale controller USB_EHCI_ARC_OTG Y
USB Gadiget S0pport ; -~ Use IRAM for USB USB_STATIC IRAM N
-~ MMC/SD/SDIO card support = Select transceiver for DR part
-] Sony MemoryStick card support (EXPERIMENTAL) ; CiFreescale MC13783 USE EHCI ESL MC13783 N
- O LED Support P R T P S e o _lLI
- O Accessibility support 4 |2
-1 Real Time Clack Support for DR host port on Freescale controller (USB_EHCI_ARC_OTG) E
-] DMA Engine support
-] Auxiliary Display support type: boolean
- Userspace I/O drivers prompt: Support for DR host port on Freescale controller
- []Staging drivers dep: USB_SUPPORT && USB_EHCI_ARC
- File systems _|||j default: y
.. Caches dep: USB_SUPPORT && USB_EHCI_ARC
- o0 BOMOVD ,F”EwstemB defined at driversfusb/host/Kcenfig:86
- DOS/FAT/NT Filesystems. - =
| SEsiEEaEs | _>|_| Enable support for the USB OTG port in H5/FS Host mode. ~|

Enable USB Gadget Support and USB Ethernet Gadget with RNDIS and EEM support. If
you only use this gadget, you can select it as statically linked kernel module “checkbox”
(otherwise as dynamically linked module “.”):

Digi Embedded Linux Configuration
File Edit Option Help

[o[z&] | Il E]
Option | Option Name | value 4]
~OSeund card suppert P
- HID Devices

- Special HID drivers

L = -
O Renesas M66592 USB Peripheral Controller USB_GADGET_MB6592 N
@® Freescale USB Device Controller USB_GADGET_ARC Y

i work around mx28 arch register write WORKAROUND_ARCUSBE_REG_RW Y
Z.FUSB support - Dummy HCD (DEVELOPMENT) USB_GADGET_DUMMY_HCD N
O USB Serial Converter support OTG Support USB_OTG
USB Gadget Drivers N
~EMMC/SD/SDIO card support 1 Gadget Zero (DEVELOPMENT) USB_ZERO N
O Sony MemoryStick card support (EXPERIMENTAL) @ Ethernet Gadget (with CDC Ethernet support) USB_ETH Y
~OILED Support RNDIS support USB_ETH_RNDIS ¥, =
O Accessibility support thernet Emulation Model (EEM) support USB_ETH_EEM Y
[ Real Time Clock rGadget Filesystem (EXPERIMENTAL) USB_GADGETFS N
~ODMA Engine support O Function Filesystem (EXPERIMENTAL) USB_FUNCTIONFS N
[ Auxiliary Display support Dl b load Charann Fadeat neR FuE eTARACE m _l;l
-~ Userspace I/O drivers « I
OStaging drivers Ethernet Emulation Model (EEM) support (USE ETH EEM) =
- File systems.
- Caches type: boolean
CD-ROM/DVD Filesystems prompt: Ethernet Emulation Model (EEM) support
- DOS/FAT/NT Filesystems dep: =choice> && USB_ETH
-~ Pseudo filesystems default: n

Miscellaneous filesystems dep: =choice> && USB_ETH

Network File Systems
Partition Types

- Native language support

defined at driversjusb/gadget/Kconfig:731

CDC EEM is a newer USB standard that is somewhat simpler than CDC ECM

~[ODistributed Lock Manager (DLM) and therefore can be supported by more hardware. Technically ECM and
-~Kernel hacking EEM are designed for different applications. The ECM model extends
-~ Tracers the network interface to the target (e.g. a USB cable modem]), and the
[0 Sample kernel code EEM model is for mebile devices to communicate with hests using
- Security options — ||| ethernet over USB. For Linux gadgets, however, the interface with

the host is the same (a usbX device), so the differences are minimal. b

- Cryptographic API
i i .
4 (CE Confoamtion » If you say "y" here, the Ethernet gadget driver will use the EEM -
¥ Yy gadg

In the Networking support section, enable 802.1d Ethernet Bridging with snooping under
Networking options:
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Digi Embedded Linux Configuration

File Edit Option Help

[olz@E| | Il E]

Option |

Option

Name ;I

- CPU Power Management
- Floating point emulation
- Userspace binary formats
- Power management options
- Networking support
:
O Network packet filtering framework (Netfilter)
O The DCCP Protocol (EXPERIMENTAL}
O The SCTP Protocol (EXPERIMENTAL)
; OThe TIPC Protocol (EXPERIMENTAL)
i[O Layer Two Tunneling Protocol (L2TP) —
[ Distributed Switch Architecture support
QoS andjor fair queueing
- Network testing
-] Amateur Radio support
-~/ CAN bus subsystem support
*~ CAN Device Drivers
- [11IrDA (infrared) subsystem support
[ Bluetooth subsystem support
- Bluetooth device drivers
[ Wireless
O WiMAX Wireless Broadband support
I RF switch subsystem support
OPlan 9 Resource Sharing Support (9P2000) (Expe
O CAIF support
- Device Drivers
i~ Generic Driver Options
O Connector - unified userspace <-> kernelspace lir
Memory Technology Device (MTD) support
RAM/ROM/Flash chip drivers

Mapping drivers for chip access | v|
»

|

T 1T SEC eSOt IToue
[ 1P: IPsec tunnel mode

[ 1P: IPsec BEET mode

[OLarge Receive Offload (ipvd/tcp)
[ INET: socket monitoring interface
B TCP: advanced congestion control

® The IPv6 protocol

- [ Security Marking

-0 The RDS Protocol (EXPERIMENTAL)
- [ Asynchronous Transfer Mode (ATM)
02.1d Ethernet Bridging

<

O TCP: MD5 Signature Option support (RFC2385) (EXPERIMENTAL)

IGMP/MLD snooping (NEW) BRIDGE_IGMP_SNOOP!

TTYE TR T T T T
INET_XFRM_MODE_TUNN
INET_XFRM_MODE_BEET
INET_LRO

INET_DIAG

TCP_MD55IG

NETWORK_SECMARK

RD5 -
ATM

BRIDGE

S ii;l

IGMP/MLD snooping (BRIDGE_IGMP_SNOOPING)

type: boolean
prompt: IGMP/MLD snooping
dep: NET && BRIDGE &®& INET
default: y
dep: NET && BRIDGE &6 |NE

—

defined at net/bridge/Kconfig:35

If you say ¥ here, then the Ethernet bridge will be able selectively
forward multicast traffic based on IGMP/MLD traffic received from
each port.

Say N to exclude this support and reduce the binary size.

If unsure, say Y.

Configure rootfs with pre-build Bridge-utils package (brctl command):

File Edit ign Help

ol @] 1 E]

Option ~| Option |Name 19
CO-RUMDVD FIEsySTemms [~ TTRdate bootscript DEL_PACKAGE BOOT RO

- DOS/FAT/NT Filesystems
-Pseudo filesystems
Miscellaneous filesystems
Network File Systems
-Partition Types

-Native language support
-0 Distributed Lock Manager (DLM)
- Kernel hacking

[ Tracers

-0 Sample kernel code

- Security optiens

- Cryptographic API

-OCF Configuration

-0 Hardware crypto devices
- Library routines

=~ External Modules Configuration

| L-Kernel external modules

< Rootfs Configuration

& Pre-built applications

- Rootfs images

1] |

at

Don’t forget to save your settings.

Bridge-utils package

O Debug tools (strace, Itrace, gdb)
Dropbear 55H server and client
Olproute2's ip network utility
OMadplay mp3 player

O MPlayer media player

I Y T R { Sy PO,

|

-— Disable busybox's httpd web server if you want to enable cherokee

DEL_PACKAGE_BRIDGE_|

DEL_PACKAGE_DEBUG_T™
DEL_PACKAGE_DROPBEA
DEL_PACKAGE_IPROUTE;
DEL_PACKAGE_MADPLAY
DEL_PACKAGE_MPLAYER _

B ereor g
| 3

Bridge-utils package (DEL_PACKAGE_BRIDGE_UTILS)

type: boolean
prompt: Bridge-utils package

defined at rootfs/extras/bridge-utils/Kconfig:1

Networking -> Networking options -> 802.1d Ethernet Bridging

http://bridge.sourceforge.net

Manage ethernet bridging: a way to connect networks tegether to form a larger
network. Bridge utils package requires enabling bridging in the kernel.

Copy S40networking.sh to your project directory and add the commands to configure and
enable the bridge during runtime (if you use the Ethernet Gadget as a loadable module
you have to load it before), here example to bridge usbO to ethl (you may select ethO

also):
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USB to Ethernet bridging with Digi Embedded Linux

ifconfig usb0 0.0.
ifconfig ethl 0.0.
brctl addbr bro0
brctl addif br0 usb0 ethl
ifconfig br0 up

0.0
0.0

ESP & Digi EL - /home/tkuhlman/workspace59/USB2Ethermet/S40networking.sh - Digi ESP for Embedded Linux - fhome/tkuhlman/workspace
File Edit Navigate Search Project Device Options Run Package Manager Window Help

v e e | |gcver |0 |or e kB | P& 8-

J&'ﬁg‘;vovj@vJ -;@@JQQJI{}W{Nvm@v;;V
& Project Explorer 23-\‘\._\ =08 add _files.sh ‘
A = 57 else
58 hostname localhost

- o @l e el= 8 el@m|| e f

= = g | B < e = e 60}
> 2 bridgingwiMx28 5] =

5 i ## create bridge from usbho to ethl
> = MX28USB2WiF el isb2ethbridge() {
> 5 QtWmxS1 echo bridging usbo to ethl

i ifconfig usb0 0.0.0.0
v = USB2Ethernet ifconfig ethl 0.0.0.0

> 3¥ Binaries bretl addbr bro
) includ bretl addif bro usho ethil
% @l Includes ifconfig bro up

> I, build
v & configs 72[ -d "yvar/run" 1 || mkdir -p "/var/run"
e
- 74case "$1" 1n
=| dev_table.txt 75 start]"")
|5 Keonfig 76 [ -z "${quietboot}" ] && echo "Starting network."
1t images 77 register_dns
78 et _hostpame
> (= rules 79
(% Makefile 80 eval 1fup -a ${tonull}
81 HH
> & wmx28cloud 32 stop)
> 5 wmx28gpio3_7 83 [ -z 'f${quietboot}" ] && echo "Stopping network."
= = 84 eval ifdown -a ${tonull}
> = Wmx28kr a5

rm -f ${resolvconf}

> 5 Wmx28krADC 86 HH
T4 87 %)

> & Wmx53krm 88 echo "Usage: $0 {start stop}"

89 exit 1

90 i

Unfold your project select configs and open add_files.sh to add a command to copy this
new S40networking.sh to your rootfs during build time:
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ESP & Digi EL - MX28USB2WiFi/configs/add files.sh - Digi ESP for Embedded Linux - fhome/tkuhlman/workspaces59

File Edit Navigate Search Project Device Options Run Package Manager Window Help

nvE G @6 | |averEr |0 0P v LB |® |88 |[gpvor |9 | sEBT @
& Project Explorer 83\\\_ =0 (
< 10 ## DEL_PLATFORM -=> Target platform.
20 ## DEL_TFTP_DIR -> TFTPBOOT path.
G RlBE S B8 elE 21 ## DEL_NFS_DIR -=> Rootfs nfs-exported path.
: o ' 22##
> & bridgingWiMx28 23## These variables are exported in topdir Makefile.
: - 24 ##
> 5 MX28USB2WiFi 25## Though you can use all above variables, the recommended way is to customize
> & Qtwmxs1 26## the project rootfs (see ROOTFS_DIR below). Doing this way, your changes
i 27## will be included in rootfs images and in nfs-exported rootfs as well.
v = USB2Ethernet 28 ##
> ¥ Binaries R R A A A R A R A A e
30

> @l Includes 31 ROOTFS_DIR="${DEL_PROJ_DIR} /build/rootfs"

> I build 32

sl R S3## Exgmple: create a custom directory in rootfs etc dir.
34# mkdir -p "${ROOTFS_DIR}/etc/myfolder"

B add files:sh cp "${DEL _PROJ_DIR}/S40networking.sh" "${ROOTFS DIR}/etc/init.d/"

dev_table.txt
|5 Kconfig 38

W images o

37exit O

3.3 Built the kernel/rootfs project

Build the project from the project explorer (right mouse button):

File Edit Navigate Search Project De
mvEeela | o | 8o
J“QﬂiJQSJ’?”{s"’*{;“

S

> = bridgingwiMx28
> & MX28USB2WiFi
> 5 Qtwmxs1

A2 UsB2Ethernet

> ¥¥ Binaries

Install the project into /tftpboot/ :
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File Edit Navigate Search Project Device Options Run Package Manager Window Help

P|lers kD |®| & ey |@svor | = (@

]

oo 1B &
S aule

R

Ly Sy Xo (ov iy

B | ® | @ orEy
s |

=g [ add_files sh ‘ S40networking.sh 82

& 57 else
58 hostname localhost
= 59 i
aleslimlud@
> I bridgingwiMx28 Installl ;
B B —=w# create bridge from usb0 to ethl
> = MX28USB2WiFi
> 5 Qtwmxs1 echo bridging usbo to ethl
o h 65 ifconfig usbo 0.0.0.0
= USB2Ethernet ifconfig ethl 0.0.0.0
> #¥ Binaries 7 bretl addbr bro

bretl addif br@ usbe ethl
ifconfig bro up

> B Archives

> ! Includes

L H 71
> 18, build 72[ -d "yvar/run" 1 || mkdir -p "/var/run"
v (= configs 73
g 74case "$1" in
|5 add_files.sh 75 start| ")
dev_table.txt 76 [ -z "${quietboot}" ] && echo "Starting network."
2 G Tt
[ Keonfig < - -
> ¥t images i S | g &z : Py |
Bl console 8 . & Properties | [ Problemsi ¥ Tasks 4 ¢l B Bl Bt Bvi
2 @ niles c-Build [USB2Ethernet]
| & Makefile -
[2 s40networking.sh --- Install kernel finished ---

> 5 wmx28cloud

> & wmx28gpio3_7 thoma.ttlcbl ko images/rootfs-ccardwmx28js-128.jffs2
i - INSTALL /tftpboot/rootfs-ccardwmx28js-128.jffs2
> = Wmx28kr

> & Wmx28krADC --- Install rootfs finished ---

> & Wmx53krm

4 Hardware Setup
e Turn off the development board.
e Connect the power cable
e Ethernet cable ETHO to development host and ETHL1 to router/switch
e USB OTG connector via Micro USB B to USB A cable to your host PC

e Connect a serial null modem cable (pins 2 and 3 crossed) to your host computer
(e.g. COMA is the CONSOLE). Plug the cable into Serial Port (DUART
CONSOLE) of the Digi development board.

e Open a terminal program on serial port 115200 8N1
e Power on the dev board

5 Deploying firmware to module
In the serial terminal program stop the U-Boot auto boot process.
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Check network settings to match ethO from your PC to your module, and program
firmware via TFTP to flash of module:

# flpart “r’eset “I”inux “q”uit & save

# update linux tftp

# update rootfs tftp

# setenv bootcmd dboot linux flash; saveenv
# boot (or reset or power cycle)

6 Testing from Linux

On your Linux PC plugged via USB to Wi-i.MX28 dev board, load the usbnet driver,
e.g.:

sudo modprobe usbnet

and configure IP (or use tools to setup dhcp client for it):

sudo ifconfig usb0 192.168.45.1

Now you can use ushO like an Ethernet network device.

7 Testing from Windows

On the Windows PC plugged via USB OTG to Wi-i.MX28 dev board, when you boot the
module or plug in the USB, the USB device should be auto detected in Windows. If not
use the linux.inf driver settings. A new network device will appear in Windows and you
can either configure it with fixed IP settings or “Obtain automatically” if you have a
DHCP server connected to ethl on the Wi-i.MX28 e.g. a router/switch.

8 Test output on Wi-i.MX28

While you boot the Wi-i.MX28 or connect the USB cable, you should see on the serial
console messages like below (or run dmesg) which show that the USB gadget is loaded
and the bridge is established (e.g. for trouble shooting):

usbcore: registered new interface driver ums-usbat

ARC USBOTG Device Controller driver (1 August 2005)

g _ether gadget: using random self ethernet address

g_ether gadget: using random host ethernet address

uspb0: MAC b6:54:97:20:c5:59

usb0: HOST MAC ae:de:26:7a:bc:fd

g_ether gadget: Ethernet Gadget, version: Memorial Day 2008
g _ether gadget: g ether ready

fsl-usb2-udc: bind to driver g ether

g _ether gadget: high speed config #2: RNDIS

PHY: 0:00 - Link is Up - 100/Full
Looking up port of RPC 100005/1 on 192.168.42.1

Initializing random number generator... done
Starting network.
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Starting bluetooth services.
bridging usb0 to ethl
ath6kl: temporary war to avoid sdio crc error

# dmesg

g ether gadget: high speed config #2: RNDIS
USB Gadget resume begins

PHY: 0:00 - Link is Up - 100/Full

ehci fsl bus suspend, Host 1

ethl: Freescale FEC PHY driver [Micrel KSZ8031RNL] (mii bus:phy addr=0:03, irg=-
1)

device usb0 entered promiscuous mode

device ethl entered promiscuous mode

PHY: 0:03 - Link is Up - 100/Full

br0: port 2(ethl) entering learning state
br0: port 2(ethl) entering learning state
br0: port 1(usb0) entering learning state
br0: port 1(usb0) entering learning state

br0: port 2(ethl) entering forwarding state
br0: port 1(usb0) entering forwarding state

9 References

In case of problems or errors, check the Digi Embedded Linux (DEL) 5.9 Help section
9.29 USB device interface -> USB Ethernet Gadget. And APPLICATION NOTE about
Network bridging in the ESP Help.
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