Using the Digi Connect WAN and Digi Connect® VPN
with a Wireless Router/Access Point

‘w_ Digi Connect® WAN Application Guide
o[}

Scenario

Digi Connect WAN and Digi Connect VPN are used for primary remote site
connectivity. The Digi Connect WAN/VPN Ethernet port is connected to an Ethernet port
of a Wi-Fi SOHO router or Wireless Access Point (WAP), creating a small wireless
network. The Digi Connect WAN/VPN provides IP routing via a cellular IP network
much the same as a DSL or cable modem provides Internet access.

Theory of Operation

There are two main configurations possible with this scenario:

1. The WAP functions only as a wireless access point and/or Ethernet switch; the
Digi Connect WAN/VPN is the primary WAN router. This is the most likely
scenario.

a. The WAP behaves like a normal Ethernet switch. The Ethernet port of the
Digi Connect WAN/VPN attaches to an Ethernet LAN port on the WAP
just as it would to any other router’s LAN port. The WAP’s WAN port (if
provided) is not connected, unless that port can be designated a LAN port;
no routing is done by the WAP.

b. The Digi Connect WAN/VPN provides routing, NAT and/or VPN to/from
the remote site via the cellular wireless network. Workstation IP
configurations use the Digi Connect WAN/VPN has their default gateway.
The Digi Connect WAN/VPN can also provide DHCP services.

2. The WAP functions as a router. The Digi Connect WAN/VPN connects to the
WAP’s Ethernet WAN port (typically via a crossover Ethernet cable) and simply
passes traffic. This scenario might be used where the WAP performs some special
function such as proprietary VPN. The Digi Connect WAN/VPN will likely need
to be configured for GRE or VPN pass-through. See the appropriate Digi Connect
application guides available at
http://www.digi.com/products/wireless/digiconnectwangsmdocs.jsp for details.
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Using the Digi Connect WAN/VPN with a Wireless Router / Access Point

Sample Diagram:
Remote Site HQ
E —ZZ__ Router / VPN

-
4 WAP
Workstation IP

182.168.1.100 Ethernet

Wireless
Network

Internet or
Frame Relay

]
Digi Connect
Ethernet Port e Digi
192.168.1.1 Connect
WAN/
VPN

Mobile IP
172.99.99.23

Example Setup:
Refer to the diagram above using these sample IP addresses:

Digi Connect WAN/VPN/VPN cellular link 172.99.99.23
Digi Connect WAN/VPN/VPN Ethernet port 192.168.1.1
Wireless Access Point 192.168.1.2
Wireless workstation IP addresses starts at 192.168.1.100

The WAP’s IP address is used only for configuration since it behaves just like an
Ethernet switch.

The workstation(s)’s default gateway points to the Digi Connect WAN/VPN/VPN
Ethernet IP address of 192.168.1.1.

The Digi Connect WAN/VPN/VPN can also be used as a DHCP server. The WAP should
be able to pass DHCP requests. If not, you may need to use the WAP’s DHCP server
instead of the Digi Connect device. Simply disable the Digi Connect WAN/VPN DHCP
server in the Network Configuration screen.

Where to Get More Information

Refer to the Digi Connect WAN/VPN user documentation and Digi technical support
website at www.digi.com/support for more information. Technical assistance is available
at http://www.digi.com/support/eservice/eservicelogin.jsp.

For sales information, please contact Digi International at 952-912-3444.
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Using the Digi Connect WAN/VPN with a Wireless Router / Access Point

EXTRA: How to Configure a Linksys Wireless Access
Point (WAP) for Use with a Digi Connect WAN/VPN

This document explains how to connect a Linksys WAP to a Digi Connect WAN/VPN.
The information used for the Linksys should apply similarly to other WAPs. See your
WAP manufacturer’s manual for more details.

1. Run the WAP setup utility.
P

Linksys'

A Division of Cisco Systems, Inc.

woera WAPSAG

2. Make sure the WAP is cabled correctly to your network. Depending on the model and
other devices connected, the WAP may use a straight-thru (standard) or crossover
Ethernet cable. A WAP that does NOT have a built-in Ethernet switch connected directly
to the Digi Connect device will most likely use a crossover Ethernet cable.

LINKBYS®

A Division of Disoo Systems, Inc

In arder to configure the settings in the Wireless-G Access Point, it mus! be
connected to the same network as this PC. Once the Wireless-6 Access Point
Is configured, you can start using it in your wireless natwork

-

s
((
ﬁ;" Network Cable

n Wired Network - Your notebook or desktop
computer is already part of a wired natwork.
Connect your Wireless-G Access Pointtoa

network switch or hub using an Ethernet
cable.

Exit Hexl

[i Access Point  Setup Wizard wene  WAPS4G l

3. Configure the WAP Network Settings. In this example 192.168.1.2 is the WAP’s IP
address. The Digi Connect WAN'’s Ethernet port IP address, 192.168.1.1, is the gateway.
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s .S

Linksys®

A Divgson 01 Cisto Systams, inc.

Changes to the settings below may disrupt the operation of your
'WARNING: existing network.

(~ Automatically obtain network sattings (DHCP) D« Set network configuration manually

Erver the IP Address, Subnet Mask, and Gateway, An [P
——  address must be specified in order lo manage the Wireless
Access Poirt from the netwerk, You can modiy these
| saltings through your browser at a lster date. If you are

unsure, it is better to skip this section by cicking on Next.
o~ KR

Back Hext

G Access Point Setup Wizard wdinro  WAPS4G

m g

Thie default password is admin. You will
s this password later to access the
Wab-Based Utility or the nexd time you
uze his Setup Wirard. For enhancad
security, change this password through
the Weh-Basad LHility's Passward pane.

| Enter I

4. Enter the WAP password if ;equired (default is admin):

5. Enter the appropriate Wireless Settings (these will match those of the workstations):
—

Linksys®

ADivsion o1 Cisco Systems, Inc.

1 you are using Linksys wireless adapters In your compefers, your netwark should
work right out of the box! Changes to the setfings below may disrupt tie satings of your
existing wirsiess network. Maks sure you remember these settings as they will be
needed whan setting up your wireless computers.

w inksys | The SSID s 3 urique identfication shared among all
" computers within your wirgless network and must be the
same for all those computers. The SSID is case sensitive
and should nol exceed 32 characters.

mﬁ‘ 4‘3 The Channel setting is a unique number shared among all
compulers within your wireless network. If you experence

paor performance on a cerdain channel, iy changing fo

anolher channel. Channels 1, 6, and 11 are preferred.

PR Linksys wapsac The Devica Name is a uniqus name for your Wireless-G
-—--- =vs Wl Access Point and should be changed if you have multip'e

Access Points in your network.

B Access Point Setup Wizard

6. Choose Security Settings:
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Using the Digi Connect WAN/VPN with a Wireless Router / Access Point

Linksys®

A Divsson 01 Cisto Systsms, inc.

9 AL this point, you have the opportunity to enable wireiess security, which prevents

unauthorized access to your wireless network. For your own security, please read
m and chogse from the foliowing options.

- Fr Home X ~ Business P

Disabied WEP ‘WPA-Personal WPA-Enterprise Linksys Wireless Guard

Back Nexd

WAP54G

Setup Wizard

7. Setup Wireless Security:

Linksys®

A Division 01 Cisto Systams, inc.

0 Wi-Fi Protected Access (WPA) allow you to use either Pre-Shared Key (WPA-FKA) or

RADIUS authentication (WPA-RADILUS). If you would like to use WPA-PSK or Wired
Security Equivalent Privacy (WEP), enter the required information below. Please refer to the User
= Guide on how to setup WPA-RADIUS from the weh browser interface.

I . |WEP (128-Bitz) _~ |Please choose WEP (54-Bif) or WEF {128-BiY)

pm .;,;i Il you choose the Passphrase option for WEF, a WEP key will

generate automatically. To manually enter a WEP key, select a
WEP algorithm and leave the Passphrase option blank

ADSE2ED2EABSEE2SE

Back Mext
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Using the Digi Connect WAN/VPN with a Wireless Router / Access Point

8. Finish setup and exit.

—

Linkseys®

A Division of Cisco Systems, Inc.

Your Wireless-G Access Point

has successfully been configured!

tniine Registration Extt

This completes the setup for the WAP.

Wireless PC Card Set-Up (built-in wireless will have a similar setup)

1. Setup a new Profile for the wireless settings that you will be using as per the settings
that you used in the WAP wireless settings:
il

Linksys' ©

A Dovsion of Cisen Systesss, Inc

Profiles

Click the Profile name and th

i il
network settings. Use the mel Create connection proﬁle
and Advanced settings.

Enter a name far the new profile,

Profile SSID I i

. Diefault linkzy

Cancel

Encryplion  WPA-TKIP
Authentication  Auto

WPCS4G is Active

G Notebook Adapter

Wireless Network Monitarv20  wosel v, WIPCS4AG
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Using the Digi Connect WAN/VPN with a Wireless Router / Access Point

2. Enter wireless mode settings:

Linksys' ©

A Duvesion of Gesco Sysiess, Inc

Profiles

@ Infrastructure Mode
In infrastructure mode, the wireless devices communicate with each other and to a wired
network through an access point.

" Ad-Hoc Mode

Ad-Hoc Mode enables a group of wireless devices to communicate with each other without
using an Access Point.

SSID The SSID (Service Set IDentifier) is the network name
shared by all the network's wireless devices.

Note: The SSID s case-sensitive.

3. Ernter Network Settings (select DHCP)

Linksys'

A Diwision of Ciscn Systems, Inc.

Profiles

* Obtain an k settings ically (DHCP)
Select this option to have your network settings assigned automatically.

" Specify network settings
Select this option to specify the network settings for your network.

4. Enter Wireless Security:
4

LinksYs'

# Divission of Cisco Sysiess, Inc.

Profiles

WEP i= a basic enryption method. To use WEF, select a Default
Transmit Key(choose which Key to use), and a level of WEP
encryption, 64 bits 10 hex digits or 128 bits 26 hex digits. Then

key manualhy

Encryption Mathod [ iv| Choose the encryption method your network uses

either generate a WEP key using the Passphrase or enter the WEP
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Using the Digi Connect WAN/VPN with a Wireless Router / Access Point

5. Enter Wireless Security Settings

Linksys'

A Dovision of Cisco Systems, Inc.

Profiles

—

®

m 128 Bits = 1 To use WEP encryption, select either 64-bit or 12&-bit

encryption.

Passphrase _ The Passphrase is case-sensitive, and no more than 16 characters.

ANS52ED?E4B93ES Please enter 10 characters for 64-hit and 26 characters for
126-bit encrypti

. Valid hexadecimal characters are "A"
through “F" and numbers “0" through "9".

.i I m 1 - 1 Transmit key for your network. (Default: 1)
.ﬁumenti(:alim Auto - 1 The network's authentication method. (Default: Auto)

6. gonfirm Settings and Save:

LiINKSYS'

A Division of Ciscn Systems, Inc.

Confirm New Settings
551D linksys
Wireless Mode  Infrastructure
Channel B
Network Mode  Mized Mode
Encryption WEP
Authentieation  Auto
IP Address Use DHCF
Subnet Mask
Gateway
DHS |
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Using the Digi Connect WAN/VPN with a Wireless Router / Access Point

7. Finish Setup:
-
Ly

A Division of Cisco Systems, Int,

Your Wireless-G Notebook Adapler has been
successfully configured!

8. Verify Wireless PC Card Connection to the WAP:

LiINKSYS' ©

A Dovsion of Gesen Systems, Inc.

Site Survey

Below is a list of available wireless networks. To survey for more wireless networks,
click the Refresh button. To get more information about a network, click its
name (SSID). To connect to that network, click the Connect button below.

SSiD CH Signal Site Information

b finksys 6 100% ssio linksys
Wireless Mode | nfrastructure
Channel [}
Encryption  Enabled
mac 00-0F 66-77-40-F8

WPC54G is Active

B Notebook Adapter Wiless isvorkontorv20 waseke. WIPCSAG

Connect the WAP to the Digi Connect WAN/VPN

After you verified the connection from the wireless PC to the WAP, connect the WAP to
the Digi Connect WAN/VPN.

1. Connect the Ethernet cable from the WAP Ethernet port to the Digi Connect
WAN/VPN’s Ethernet port. Cabling will be one of these three possibilities:
a. WAP only: Ethernet cable is likely a crossover cable
b. WAP is also a router plus switch: standard straight-thru Ethernet cable
c. WAP and Digi Connect device attach to a switch or router: standard
straight-thru Ethernet cable
2. Verify there is connectivity to the Digi Connect WAN/VPN by bringing up a web
browser and entering the IP address of the Digi Connect WAN/VPN (default
192.168.1.1). You should see a screen as shown below:
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Using the Digi Connect WAN/VPN with a Wireless Router / Access Point

!@ Digi Connect WAN GSM Configuration and Management - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Eadc - ’_‘W ;'J ¢ ) search 7 Favorites 4 - & ;";i‘ @ a[a 3

ess | @] http:/192. 168. 1. 1/home.htm

‘lH- i Digi Connect WAN GSM Configuration and Management

Connectware™

Configuration Getting Started

Network
Mobile Tutorial Not sure what to do next? This Tutorial can help.
Serial Ports
Alarms System Summary
System
Remote Management Model: Digi Connect WAN GSM
Security MAC Address: 00:40:9D:25:86:A1
Management Add . =
Serial Ports IP Address: 192.168.1.1

Connections Mobile Address: 166.213.136.25
Network Services
Description: None
Contact: None
Location: None

Administration
File Management
Backup/Restore
Update Firmware
Factory Default Settings Device ID: 00000000-00000000-00409DFF-FF2586A1
System Information

3. Verify you can communicate to the web via your browser. If you cannot
communicate, verify the correct default gateway and DNS address information is
being passed to your workstation. Open a command window via Start > Run >
“cmd” > Enter. Type “ipconfig” in the command window:

B C:\WINDOWS\system32\cmd.exe

C:“Documents and Settings>dadripconfigrall
Windows IP Configuration

Host MName
Primary Dns Suffix
Mode Type
IF Routing Enabled
WINS Proxy Enabhled

Ethernet adapter Wireless Hetwork Connection 5:

Wireless—G Motebook Adapter v.2.8

EB—BF—G 6-DB-7?D-31

Hutoconflgulatlon Enabled H

IP Addre H W -1.188
Subnet M. - H

Default

DHCP Server . .

DHS Servers

Lease Obtained

C:“Documents and Settingssdad>_

-48 .11
: Tuesday, July B85, 26085 3:32:13 PM
Lease Expires . . . . . . . . . . : Hednesday. July BG 2885 3:32:13 PM

BEE
=]

4. If the gateway and DNS IP addresses are not listed or are wrong then enter

“ipconfig /release”:
|
Microsoft Windows XP [Uerszion 5.1.26H8]
(C» Copyright 1985-2001 Microsoft Corp.
:“Documents and Settings“dadXipconfig/release

Windows IP Configuration

Ethernet adapter Wireless Hetwork Connection 5:

Connection—specific DHS Suffix
IP Address. . . . . .

Subnet Mask . . . .

Default Gateway . . .

:“Documents and Settingshdad>
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Using the Digi Connect WAN/VPN with a Wireless Router / Access Point

5. Next do an ipconfig /renew to refresh the information:

B C:\WINDOWS\system32\cmd.exe

Microsoft Windows HP [Version 5.1.26801
(C» Copyright 1985-2801 Microsoft Corp.

iC:xDocuments and Settingssdad>ipconfig-sreneu

Windows IP Configuration

Ethernet adapter Wireless Metwork Connection 5:

Connection—specific DMS Suffix . =
IF Address. . . . . 5 5 5 - 192.168.1.1P0@

Subnet Mask . . . = : 255 _255.255.8
Default Gateway . . . n : 192.168.1.1

iC=“Documents and Settings“dad>_

6. Enter “ipconfig /all” and you should see the correct gateway and DNS addresses:

B C:\WINDOWS\system32\cmd.exe

IC:“\Documents and Settings™dad>ipconfigrall

Windows IP Configuration

Host Mame . . . . . . . . . . . . =
Primary Dns Suffix . . . . . . .
Hode Type . . . . . . . . . . . .
IP Routing Enabled. . . . . . . :
WINS Proxy Enabled. . . . . . . . =

Ethernet adapter Wireless MHetwork Connection 5:

Connection—specific DNS Suffix
Description . . . . . . . . . . .
Physical Address. . . . . . . . .
Dhcp Enabled. . . . . . . . . . .
Autoconf iguration Enabled . . . .

P Address. . . . . . . .

Subnet Mas .

Default Gateway .

DHCP Server . . .

DNS Servers . . . . . . . . . . . :

EEE
B

- I
Lease Obtained. . . . . . . . . . : Tuesday., July 85, 28605 3:32:13 PHM
.......... : Wednesday. July B6, 2885 3:32:13 PH

Lease Expires

IC:“\Documents and Settingshdad>_

You should now be able to access the Internet via the Digi Connect WAN/VPN.
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