Digi Passport Application Guide
_" gL How to setup LDAP

1. Authentication

The Digi Passport unit supports multiple methods of user authentication,
including local, TACACS+, RADIUS, RADIUS Down-Local, LDAP,
Kerberos, and Custom PAM. The authentication protocol depends on the
environment.

2. LDAP Authentication

The Digi Passport unit supports authenticating against an LDAP-based
database, including LDAP systems running on Linux servers, and
Microsoft systems running the Microsoft Active Directory with the LDAP
gateway ADAM (Active Directory Application Mode).

Active
LDAP Directory

Dynamic Authentication Management

User
Permission
Management
System

If the Digi Passport unit authenticates against an LDAP directory, all users
must be configured in a single container. The Digi Passport unit will
extend the username using the LDAP search base and authenticate the
user.
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3. LDAP Configuration Example

For example, consider a domain named dilbert.com. The LDAP server is
at 10.1.1.1. All users with access to the Digi Passport unit are located in
the container USA Users.

The LDAP authentication for users of the domain is configured as follows:

Authentication method: LDAP server

First LDAP Server 10.1.1.1

Second LDAP Server

LDAP search base: cn=users,dc=labtest,dc=digi,dc=com
Domain name for active directory:

If the LDAP database resides on a Microsoft system, the Domain name for
the active directory (in the above example, dilbert.com) must be
configured.

If using a non-Microsoft system, do not use this setting, as it changes the
LDAP to comply with Microsoft syntax.

o !-ﬂ‘ SENEI

1. Connection request 1 |
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User ID
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4. LDAP Setup Screenshots

4.1 Configure Digi Passport for LDAP

|| User : root || Web server configuration

[ netwaork [ web

Network
1P configuration Web page refresh rate for statistics data I-m second(s)
SNMP configuration display (0-1800 seconds, 0 for no refresh): N

Dynamic DNS configuration Login timgout (0-1440 minutes, 0 for IEG— minute(s)
unlimited): ¥

SMTP configuration

Blocking time for suspicious intruder (0- I—— |
IP filtering configuration 5 hour(s)

720 haurs, 0 for non-blocking):
NFS server configuration Authentication

Samba configuration Authentication method: ILoca\ - LDAP server vI
Web server configuration Secure LDAP: 'ﬁ
Ethernet configuration Disable &
TCP service configuration First authentication server; Im 493918
PPP configuration Second authentication server: I

Serial port LDAP search base: Icn=users.DC=Iabtest.DC

Clustering Domain name for active directary: Ilabtest.dig\ com

Rower ntioliar Eliminate root access: ID\sable -

Peripherals Serial ports count on connection page (15- !:g
20): =

Custom menu

Wweb applet option: Iﬁ
System status & log Built-in with 35H2

Yo A HTTP port: 30
System administration

HTTPS port: |
System statistics B 443

4.2 User “bobm” is logged on

|| User : bobm ‘l Serial port connection

{ serial / serial_connect
Serial port
Connection Peer: |All peers =
Power controller Slave name: Part title! Search |

System administration

Port access menu connection

2 : Port access menu connaction
Lagin as a different user e .
Individual port connection

Logout
Status Portz Title # of User Comments
1 Windows.Server.2003.5SAC.port1 0O < Not used >
2 LINUX.digi-mandriva.port2 0 < Mot used =
3 DIGIRPM on Port 3 0 < Power controller »
4 Port Title 24 0 < Not used >
5 PortTitle £5 0 < Not used =
6 PortTitle =6 0 < Not used >
7 PortTitle 7 0 < Not used >
8 PortTitle #8 0 < Mot used =
9 PortTitle 9 0 < Not used >
10 Port Title £10 0 < Not used =
11 Port Title 11 0 < Not used >
12 Port Title £12 0 < Not used >
13 Port Title #13 0 < Mot used =
14 Port Title =14 0 < Not used >
15 Port Title £15 0 < Not used >
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4.3 Setup and configure LDAP and Active Directory under Windows 2003

age Your Server

g

Manage Your Server

Server: DIGI-WINZKILAB

Managing Your Server Roles

Use the tools and information found here to add or remove roles and
perform your daily administrative taske,

‘our server has been configured with the following roles:

#: Domain Controller (Active Directory}

Domair controllers use Active Directory to manage network.
resources such as Lsers, computers, and applications.

¥ Dor't display this page at lagon

@) Read about server rales

@) Read sbout remote
administration

Manage user
computers in
Directory

ve

B3] Manage domains and pusts
ﬂ Manage sites and services

&) Review the next steps for
this role

Tools and Updates

Administrative Toole
More Tools
\Windows Update

Computer and Damain Name
Information

Internet Explorer Enhanced
Security Configuration

See Also

Help and Support
Microsoft TechNet
Deployment and Resource Kits

List of Common Administrative
Tasks

ndows Server Communities
iat's New

Strategic Technology Protection
Program

4.4 Activate LDAP and Active Directory under Windows 2003

Configure Your Server Wizard ) i

Server Role

‘ou can set up this server to perform one or more specific roles. IF you want to add more than one

role to this server, wou can run this wizard again.

e

Select a role. If the role has not been added, wou can add it. If it has already been added, vou can
remaove it, IF the role vou want o add or remove is not listed, open Add or Remove Programs,

Diomain Conkroller ¢ ]
DS server Mo

DHCP server [yl
Streaming media server Mo
WINS server Mo

Server Role | configured |
File server Mo
Prink server Mo
Application server (115, ASP.MET) Mo
Mail server (POP3, SMTP) o
Terminal server Mo
Remote access | YPM server Mo

Directory)

Domain Controller (Active

Domain controllers stare directory data
and manage user logon processes and
directory searches,

Read about dormain controllers

<Back | Hets |

ancel Help
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4.5 Use the Setup Wizard for LDAP and Active Directory

Active Directory Installation Wizard ) ] x|

Welcome to the Active Directory
Installation Wizard

Thiz computer iz already an Active Directory domain
controller. Y'ou can use this wizard to remove Active
Directamny zervices on this damain contraller,

I wow remiove dutive Directany, thiz computer will become a
standalone or domain member server.

To continue, click Hext.

Cancel |

E e Directory Users and Computers _i - |0 1'
<5 Ele | Action  Yew Window Help ‘ =1=] =]

= D@8 EEE| 2 m|

@ Active Directory Users and Computer
1 saved Queries

ithv&an

Jabtest, dighcom Tame Type Description ]
23 Buikin ﬂ Adrninistrator  User Built-in account For admini..,
-3 Computers ﬂ Alex Beaume... User
Dormain Controllers F6ad Boy User
~[Z3 FareignSecurityPrincipals €2 Eob Marley User H
. g €7 Cert Publishers  Security Group ... Members of this group are ...
€ digi User digi
ﬂanmain Admins - Security Group ... Designated administrators...
ﬂEDnmain Corm.., Security Geoup .., Allworkstations and serve..,

ﬂEDomain Conk... Security Group ... All domain controllers in th...
ﬁzDomaln iEuests  Security Group ... All domain guests

ﬁDomaln Users  Security Group ... All domain users

g}Enterpnse A, Security Group ... Designated administrators. ..
Group Policy ... Security Group ... Members in this group can...
GUest User Built-in account For guest ...

€ HelpServices...  Security Group ... Group for the Help and 5u. .

ﬁ Jen Doe User

ﬂ John Doe User

@RAS and 185 ... Security Group ... Serwers in this group can ...
@Schema Adriins  Security Group ... Designated administrators. ..
QSUPPORT_SE‘.‘ User This is & wendar's accaunt ...
ﬁTa\netChents Security Group ... Members of this group ha...
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