Configuring IPsec VPN Using Pre-Shared Key
for Primary Connectivity

‘w_ Digi Connect® VPN Application Guide
o[k

Scenario

Digi Connect VPN is used for primary or backup remote site connectivity. Secured IPsec
VPN traffic is typically routed from the Digi Connect VPN over the cellular IP network
and is terminated by a VPN appliance at the host end.

There are several possible scenarios where the Digi Connect VPN can be used:
= As the primary remote site router where no other WAN router is used.

= Asa backup router where the remote site has a primary WAN connection via
DSL, Frame Relay, etc. If the primary router provides IPsec termination or
origination then a Digi Connect® WAN or Digi Connect VPN can be used to pass
VPN traffic through to the router. See the Digi Connect WAN application guide
on using the Digi Connect WAN for Backup Connections.

= To provide secure access to remote serial and/or Ethernet devices.
This document will focus on using the Digi Connect VPN as a primary remote site router
using IPsec ESP and IKE/ISAKMP pre-shared key VPN.

Sample Diagram:

Remote Site HQ ‘
IPSec ESP 3
2
Y et } ————————— -Private-IP Tunmel—— ———————— )\ g
/ -
| / RS
- :I\ b
=N Cellular
BN Data Network 16.5.
Qo
== & TSRS 209.123.123.123
172.17.1.1

Theory of Operation

The Digi Connect VPN’s Ethernet port will typically connect to a switch or hub which
then connects to other Ethernet devices.

The wireless carrier provides only one IP address to the mobile interface. The Digi
Connect VPN uses Network Address Translation (NAT) where only the mobile IP
address is visible to the outside. Private IP addresses are typically used on the remote site
LAN connected to the Digi Connect VPN’s Ethernet port. All outgoing traffic, except for
tunneled VPN traffic, uses the mobile IP address of the Digi Connect VPN.

Digi Connect VPN supports the Encapsulating Security Payload (ESP) version of IPsec.
AH is not supported at this time.

Typically a host or device on the remote subnet (in this case 172.17.1.0) will request
information from a host on the HQ subnet (172.16.5.0). For example, a computer at
172.17.1.20 needs a file from 172.16.5.100. The Digi Connect VPN sees the request as
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being on the HQ subnet and checks to see if a tunnel between the two sites exists. If not,
the Digi Connect VPN will initiate a VPN tunnel request to its peer, the VPN
concentrator at HQ. Various VPN policy settings are compared and if they match
appropriately an IPsec tunnel is created between the Digi Connect VPN and the VPN
concentrator. Traffic is encrypted as defined in the VPN policies.

Digi Connect VPN IPsec Features / Specifications:

e Max number of tunnels supported: two
e Global VPN Settings (see Digi Connect VPN help screens for details):
— ldentity: (Default: mac-address@digi.com)
» Fully Qualified Domain Name (FQDN)
e User FQDN
e Network Address (IPv4)
— Connection Modes: (Default: Main Mode)
e Main Mode
e Aggressive Mode.
— Diffie-Hellman (DH) Groups: (Default: Group 2 1024-bit)
e Group 1 (768-bit)
e Group 2 (1024-bit)
e Group 5 (1536-bit)
— Perfect Forward Secrecy (PFS) (Default: Enabled)
— Anti-replay (Default: Disabled)
» |IKE/ISAKMP key exchange/authentication:
— Pre-Shared Key (PSK) only
e IPsec Tunnel Settings:
— ESP Only
— Multiple proposals
— Manual Key Optional
e Encryption:
— DES: 64 bit; 3DES: 192bit (DES and 3DES are fixed key lengths)
— AES 128/192/256 bit keys
— MD?5 and SH1 Hash algorithms
e Plus full Digi Connect® RG serial port functionality including RealPort® support

IP Address Requirements

GSM GPRS/EDGE APN Type needed: A Custom APN may be required if the VPN
end-points require static (persistent) IP addresses. An Internet APN may work if the main
site (HQ) VPN appliance can support Dynamic DNS names or if another form of
authentication is used (e.g.,, FQDN). Note these APNs are based on Cingular Blue; other
carrier APNs may have similar requirements.

CDMA carrier requirements are similar in that static IP addresses may be required
depending on the host site concentrator VPN implementation.

In both cases, the Digi Connect VPN Mobile IP address will likely need to support
mobile terminated data (i.e.,, the ability to accept incoming data connections).
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HQ Router / VPN Appliance Configuration

Refer to the Digi Connect VPN IPsec specifications for supported protocols. Security
policies on the HQ VPN device must match those on the Digi Connect VPN.

The HQ VPN appliance’s peer address will be the Connect VPN’s Mobile IP address.

Console Port: As a side benefit, the Digi Connect WAN console port can configured for
“Console Management” to provide SSH or telnet access. It can be cabled to the router or
VPN appliance’s console port to provide true diverse out-of-band console access.

Digi Connect Typical WAN Configuration

1. Read and follow the quick-start guide for the Digi Connect WAN and optionally for
Digi Connectware® Manager if used.

2. Assign a static IP address to the Ethernet port. The default address is 192.168.1.1.
Note the default gateway may show or change to an address such as 10.6.6.6. This is
normal as it is the GSM provider’s network default gateway.

3. Using a Browser, Configure IPsec via Network > VPN Settings. Refer to the
WebUI Help screens and the example setup below for details.

a. VPN Settings defines the main IKE/ISAKMP parameters to authenticate and
protect phase 1 IKE negotiations:

i.

ii.
iii.
iv.

Identity — how the Digi Connect VPN is identified its VPN peer
General Settings for Connection Mode (main or aggressive) and DH
Group (1, 2, 5)

Enable/Disable PFS and Anti-replay

IKE Security Settings. Chose the appropriate settings for encryption,
hash and SA life-time. Either choose the default (3-DES, SHA1,
86400 secs.) or add other entries.

b. VPN Tunnel Settings define the actual tunnels that exist between two private
networks. Up to two tunnels can be defined.

iv.

V.

Vi.

Description: Provides entry of a more descriptive name.
Remote VPN Endpoint: The IP address (or host-name) of the remote
VPN peer, typically a VPN concentrator or appliance at the host site.
VPN Tunnel: The type of policy to be used; either manual keyed IPsec
(i.e., no IKE) or IKE/ISAKMP with Pre-shared Keys (PSK).
Tunnel Network Traffic From...: Defines the local subnet attached to
the Digi Connect VPN Ethernet port.
Tunnel Network Traffic To...: Defines the remote subnet attached host
site VPN device.
= NOTE: These two settings must complement each other. l.e., my
remote subnet must match your local subnet and vice-versa.
Security Settings: Based using ISAKMP/PSK vs. Manual Key select
1. Manual Key IPsec
a. SPI values must be defined for incoming and outgoing
traffic. My outgoing SP1 must be your incoming SPI
and vice-versa.
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b. Optional encryption and/or authentication. The key
length is based on the encryption and/or authentication
hash algorithms used:

ASCII Hexadecimal
Key Length | Key Length

DES 64-bit 8 16
3-DES | 192-bit 24 48
AES | 128-hit 16 32
192-bit 24 48

256-bit 32 64

MD5 | 128-bit 16 32
SHA1 | 160-bit 20 40

Hex key values must be prefixed by "0x". For example
a hex key of “1AB3” is entered as “Ox10xA0xB0x3”.
2. ISAKMP Pre-shared key:
a. Pre-shared Secret key is a fixed-length string shared by
the two VPN peers. As with the manual key the value
can be ASCII or hex. The key lengths may be:

Size Key Length
ASCII [ Hexidecimal

128-bit 16 32

192-bit 24 48

256-bit 32 64

b. Policies (proposals): Chose the appropriate settings for
encryption, hash and SA life-time.
c. Be sure to always:
i. Click ADD when necessary to add new entries
ii. Click APPLY to save changes.

4. Bring up the VPN tunnel by generating traffic (e.g., ping) from the remote site to the
host subnet.

Refer to the Digi Connect VPN’s built-in help for more details.
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Example IPsec ESP Using IKE/ISAKMP Pre-Shared Key VPN Setup

Reviewing the example diagram:
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Remote Site
(Digi Connect VPN)

HQ
(VPN Concentrator)

Local Interface IP Address | 172.17.1.1 172.16.5.1
Local Subnet 172.17.1.0/24 172.16.5.0/24
External/Mobile IP Address | 166.213.99.99 209.123.123.123

Remote Subnet 172.16.5.0/24

172.17.1.0/24

Remote VPN Endpoint 209.123.123.123

166.123.99.99

ISAKMP Shared Secret sixteencharacter

sixteencharacter

Identity: User FQDN vpntest@digi.com

vpntest@digi.com

IKE Parameters DES / MD5 / 86400 sec.

DES / MD5 / 86400 sec.

IPsec Parameters 3DES / MD5 / 86400 sec.

3DES / MD5 / 86400 sec.

1. Viaweb browser open Digi Connect VPN using IP 172.17.1.1 (note the default
address is 192.168.1.1) and select Network > VPN settings:

3 Digi Connect WAN GSM Configuration and Management - Microsoft Internet Explorer

File  Edit “iew Favorites Tools  Help

GBack + = - (2 at | Q) Search (G Favortes £ Media ®| S

Address I’-G;I] http: #A172.17.1.1 /config/netwark. Avpr_info. htm

Home

Configuration

9 Help

Network Configuration

i b IP Settings

Mohile » DHCP Server Settings
STl [l » Metwork Services Settings
Alarms

Syctem » IP Forwarding Settings

Femote Management
Security

Management
Serial Ports
Connections
Metwork Services

Administration
File Management
Backup/Restore
Update Firmware
Factory Default Settings

w Virtual Private Network {¥YPN) Settings

wirtual Private Metworks (VPN may be used to securely connect two private netwaorks in order
to route traffic between the networks using secure channels over IPSec, Typically, the WPN
tunnels are used with the mobile network in order to properly communicate with remote hosts
often times behind a firewall or private netwark.

» WP Settings
» WPM Tunnel Settings

» Advanced Metwork Settings

System Information =l
|2j l_l_l_  Intemnet v
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2. Select VPN Settings and enter as follows:

onhect WaAN GSM Configuration and Management - Microsoft Internet Explorer

File  Edit “iew Favorites Tools  Help |

GBack + = - (2 at | Q) Search (G Favortes £ Media ®| S

Address I@ http:/#172.17.1.1 /config/netwark Avpn_config.htm j 6> Go
RBI‘HDFB HEEEEE S w ¥irtual Private Network { VPN) Settings 2l
Security

Management ¥ ¥PN Settings
Serial Ports

Connectians Identity: |vpntest@digi.com

Metwork Services . .
General Security Settings:

Administration Connection Mode: IMain 'l

File Management
Backup/Restore Diffie-Hellman: IGroup‘I 'l
Update Firmware
Factory Default Settings
System Information ¥ Enable Perfect Forward Secrecy (PFS)
Reboat [T Enable antireplay
Logout

Internet Key Exchange (IKE) Security Settings:
© Use the default policies to negatiate Internet Key Exchange (IKE) security settings

& Use the following policies to negaotiate Internet Key Exchange (IKE) security settings

Encryption Authentication SA Lifetime
DES (64-hit) MDS 26400 secs Remove
|DES (B4-bity 7| EE [BE400 | secs Add B

.
Al | _l—I

& B L —
Remember to press APPLY!!

3. Select VPN Tunnel Settings and Click ADD if no previous tunnel exists:

iguration and Management - Microsoft Internet Explorer

onnect WAN GSM Co
Edit  “iew Favoites Tools Help |

GBack » = - (D at ‘ Qi Search (%] Favortes i Meda o4 | NS 5

Address Iﬂj hittp: 4#172.17.1.1 fconfig/netwark./vp_tunnel_info.htm j @G0
- _‘I
Lone Network Configuration
Configuration .
N » IP Settings
Mohile » DHCP Server Settings
S|l b Metwork Services Settings
Alarms
System ¥ IP Forwarding Settings
Remo?:e HEMET LU Ul w Virtual Private Network {¥PN) Settings
Security
Management b WPH Settings
Serial Ports ¥ ¥PN Tunnel Settings
Connections
Metwark Services Description Tunnel Remote Endpoint Remote Network Local Network  Action

Administration Mo WPM tunnels have been configured
File Management

Backup/Restore Add
Update Firmware
Factory Default Settings » advanced Metwork Settings

System Information

=l
‘@ ’_’_’_ o Internet 4
Then, add the tunnel:
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uration and Management - Microsoft Internet Explorer

Fie Edit “iew Favoites Tools Help |

R " | bl ‘ Qi 5each [ Favoites EMedia £ | EN=0 5

Address I@ hittp: #1172.17 1.1 /config/netwark./vpr_tunnel_caonfig. htm?1 j 6) Go
@ Heln 4

Lone VPN - Tunnel #1 - Configuration

Configuration

Metwork Description: |TU_HQ
Mohile . I—
Serial Paorts Remate WPN Endpaint: 209123123123
Alarms VPN Tunnel: | Select Tunnel -l
System
Remote Management
Security
Management
Serial Ports

Subnet Mask: |255.255.255 1]
Tunnel Network Traffic to the following Remote Network:
Administration
File Managemant IP Address: |1?2.18.5.D
SERTT IS subnet Mask:  [255.255.256 0
Update Firmware

Factory Default Settings 1

System Information
Reboot Cancel | I
¥ T e,

Connections
Metwork Services

Select ISAKMP and enter the PSK information:

iguration and Management - Microsoft Internet Explorer

Fie Edit “iew Favoites Tools Help |

GBack - = - (D ay ‘ Qi Search (& Favortes  fMeda o4 | SSF=N BE|

Address Iﬁj http:/#172.17 1.1 /config/network Avpn_tunnel_config hirm?1 j @G0

= |
AELIE YPN - Tunnel #1 - Configuration

Configuration

Metwork Description: ITD_HQ

Mohile X

Serial Parts Remote YPN Endpoint: |209.1 23123123

A ETIE VPN Turnel:  [ISAKMP B
System

Remote Management

Security Tunnel Metwork Traffic from the following Local Metwork:

Management IP Address: |1?2.1?.1 il
Serial Ports Subnet Mask:  [265.255 2560

Connections

Metwork Services

L. ) Tunnel Metwark Traffic to the following Remote Metwark:

Administration

File Management 1P Address: |1?2.18.5.D

SERIT (T Subnet Mask:  [255.255.255.0

Update Firmware

Factory Default Settings

System Information Security Settings

Rl Use the following pre-shared key to negotiate IKE security settings:

Logaout sixteencharacter

Lo L

Use the following policies to negotiate security settings:

Encryption  Authentication SA Lifetime
Mo policies have been added

|3—DES 'l I' |354UU secs  Add

Cancel | |

=
@ T

Click APPLY.
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4. The “VPN Config Saved” screen should appear:

a Digi Connect WAN G5M Configuration and Management - Microsoft Internet Explorer

Fie Edit “iew Favoites Tool:  Help |
G2 Back » = - ) | DiSeach [GFavartes EhMeda 4| By S w5
Address |£sj hitp: /4172.17.1.1 fconfig/networkvpr_tunne|_infa.htm j 6)60
=
| Changes have been saved successfully. |
Home §
Configuration Network Configuration
Metwork gulic
Mabile » IP Settings
Serial Parts -
alarms b DHCP Server Settings
System » Metwork Services Settings
Remote Management di .
Security b IP Forwarding Settings
Management * Virtual Private Network (VPN) Settings
Serial Parts b BN Settings
Connections
Metwork Services ¥ VPN Tunnel Settings
Administration Description  Tunnel Remote Endpoint  Remote Network Local Network  Action
File Management To_HQ ISAKMP Settings  200,123,123.123  172.16.5.0/24 172.17.1.0/24  Remoave...
Backup/Restore
Update Firmware Add —
Factory Default Settings
System Information .
reboot » Advanced Metwork Settings =
1] | 3
&) ’_l_’_ 8 Intenst 4

5. Configure the remote VPN concentrator with the same settings noting to reverse the
peer endpoint and remote/local subnet settings.

6. Generate traffic from the remote subnet to the HQ subnet. For example from
172.17.1.100 try pinging 172.16.5.1. The first few pings will say “Destination Host
Unreachable” as 172.17.1.100 does not know the route to the remote site. After the
VPN tunnel is established, the ping should respond or timeout.

7. To monitor the VPN connection from the Digi Connect VPN:
a. Via WebUI:
i. Go to Management > Connections

ii. The VPN settings should be shown. Note with PSK VPN the
“connect” and “disconnect” do not function.

b. Via Telnet:
I. Telnet to the Digi Connect VPN IP address, e.g., “telnet 172.17.1.1”

ii. Enter “display vpn”. The current VPN SA information should be
listed.

Where to Get More Information

Refer to the Digi Connect WAN user documentation and Digi technical support website
at www.digi.com/support for more information. Technical assistance is available at
http://www.digi.com/support/eservice/eservicelogdin.jsp.

For sales and product information, please contact Digi International at 952-912-3444 or
via www.digi.com.
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