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1.1 Outline

This document describes how to configure an Ubuntu OpenVPN server and a TransPort WR router as
an OpenVPN client.

OpenVPN can be used for securely connecting the WR router to a central office network for access to
services on the LAN side of the OpenVPN server, such as corporate messaging services, file servers and
print servers for example.

From the OpenVPN website:

OpenVPN is a full-featured SSL VPN which implements OSI layer 2 or 3 secure network extension using
the industry standard SSL/TLS protocol, supports flexible client authentication methods based on
certificates, smart cards, and/or username/password credentials, and allows user or group-specific
access control policies using firewall rules applied to the VPN virtual interface. OpenVPN is not a web
application proxy and does not operate through a web browser.

OpenVPN 2.0 expands on the capabilities of OpenVPN 1.x by offering a scalable client/server mode,
allowing multiple clients to connect to a single OpenVPN server process over a single TCP or UDP port.

For the purposes of this application note, the following scenario will be used:

( OVPN )

172.16.1.0/24 ﬁ

OpenVPN
Client
(WR21)

Ubuntu
OpenVPN Server
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OpenVPN is certificate based, so there will be certificates on the two peers.

A PC will be needed that can be used to install the OpenVPN Easy-RSA certificate authority and create
& sign the certificates. The Ubuntu system machine will be used for this example purpose as well as
OpenVPN server.

1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product and of the requirements for their specific
application. It also assumes a basic ability to access and navigate a Digi Transport router and
configure it with basic routing functions.

This application note applies to:

Model: Digi Transport WR21

Other Compatible Models: All Digi WR TransPort models (SarOS)
Firmware versions: 5.077 and later

Configuration: This Application Note assumes the devices are set to their factory default
configurations. Most configuration commands are only shown if they differ from the factory default.

Software used: OpenVPN 2.4.0 on Ubuntu 17.04

Acknowledgement: Much of the OpenVPN documentation has been taken directly from the HOWTO
pages at the OpenVPN website. Please see http://openvpn.net/index.php/open-
source/documentation/howto.html for more details

1.3 Corrections

Requests for corrections or amendments to this Application Note are welcome and should be
addressed to: tech.support@digi.com

Requests for new Application Notes can be sent to the same address.

1.4 Version

1.0 Published (October 2017)
1.1 Added publish date, corrected links, minor fix (September 2020)
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2.1 Download the OpenVPN installation package and install the software

Open the terminal on the Ubuntu machine and download the latest OpenVPN with the following
commands:

sudo apt-get update
sudo apt-get install openvpn easy-rsa

The output will be like the following:

digi@pigi:~5 sudo apt-get update

[sudo] password for digi:

Hit:1 http://security.ubuntu.com/ubuntu zesty-security InRelease

Hit:2 http://de.archive.ubuntu.com/ubuntu zesty InRelease

Hit:3 http://de.archive.ubuntu.com/ubuntu zesty-updates InRelease

Hit:4 http://de.archive.ubuntu.comfubuntu zesty-backports InRelease

Reading package lists... Done

digi@pigi:~$ sudo apt-get install openvpn easy-rsa

[Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
accountsservice-ubuntu-schemas accountsservice-ubuntu-touch-schemas address-book-servic
indicator-transfer-download-manager libbiometrydil libboost-system1.61.0 libcgmanager® 1
libindicator-transfer® libleveldbiv5 liblightdm-qt5-3-0 libmediascanner-2.8-4 libmiral2
libggsttools-pl libgmenumodel® libgofono-qt5-8 libgt5contacts5 libgqt5Smultimedia5-plugin
libsystemsettingsl libtelepathy-qt4-2 libtelepathy-qt5-0 libthumbnailer-qt1.@ libtrust-
linux-headers-4.10.0-19-generic linux-headers-4.10.0-32 linux-headers-4.10.0-32-generic
linux-image-extra-4.10.0-32-generic mediascanner2.0 mir-client-platform-mesa5 mir-graph
policykit-unity8 gmenumodel-gml gml-module-biometryd gml-module-ofono gml-module-pamaut
gml-module-gqtquick-xmllistmodel gml-module-ubuntu-connectivity gml-module-ubuntu-online
gtdeclarative5-gsettings1.0 gtdeclarative5-qtmir-plugin gqtdeclarative5-ubuntu-settings-
gtubuntu-appmenutheme qtubuntu-desktop qtubuntu-print sqlite3 telepathy-mission-control
ubuntu-printing-app ubuntu-terminal-app unity-plugin-scopes unity-scope-mediascanner2 u

Use 'sudo apt autoremove' to remove them.

The following NEW packages will be installed:
easy-rsa openvpn

0 upgraded, 2 newly installed, ® to remove and 115 not upgraded.

Need to get © B/586 kB of archives.

After this operation, 1.272 kB of additional disk space will be used.

Preconfiguring packages ...

Selecting previously unselected package openvpn.

(Reading database ... 273173 files and directories currently installed.)

Preparing to unpack .../openvpn 2.4.0-4ubuntul.3 amd64.deb ..

Unpacking openvpn (2.4.0-4ubuntul.3)

Selecting previously unselected package easy-rsa.

Preparing to unpack .../easy-rsa 2.2.2-2 all.deb ...

Unpacking easy-rsa (2.2.2-2) ..

Processing triggers for ureadahead (0.100.0-19)

Setting up openvpn (2.4.0-4ubuntul.3) -

Processing triggers for systemd (232-21ubuntu5s)

setting up easy-rsa (2.2.2-2) ...

Processing triggers for man-db (2.7.6.1-2) ...

digi@bigi:~S ||
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2.2 Setting up Certificate Authority (CA) and generating certificates and
keys

The first step in building an OpenVPN 2.x configuration is to establish a PKI (public key infrastructure).
The PKI consists of:

e a separate certificate (also known as a public key) and private key for the server and each
client

e a master Certificate Authority (CA) certificate and key which is used to sign each of the server
and client certificates.

OpenVPN supports bidirectional authentication based on certificates, meaning that the client must
authenticate the server certificate and the server must authenticate the client certificate before
mutual trust is established.

Both server and client will authenticate the other by first verifying that the presented certificate was
signed by the master certificate authority (CA), and then by testing information in the now-
authenticated certificate header, such as the certificate common name or certificate type (client or
server).

This security model has a number of desirable features from the VPN perspective:

e The server only needs its own certificate/key -- it doesn't need to know the individual
certificates of every client which might possibly connect to it.

e The server will only accept clients whose certificates were signed by the master CA certificate
(which we will generate below). And because the server can perform this signature verification
without needing access to the CA private key itself, it is possible for the CA key (the most
sensitive key in the entire PKI) to reside on a completely different machine, even one without
a network connection.

o If a private key is compromised, it can be disabled by adding its certificate to a CRL (certificate
revocation list). The CRL allows compromised certificates to be selectively rejected without
requiring that the entire PKI be rebuilt.

e The server can enforce client-specific access rights based on embedded certificate fields, such
as the Common Name.

Note that the server and client clocks need to be roughly in sync or certificates might not work
properly.
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2.2.1 Generate the master Certificate Authority (CA) certificate & key
Note: If certificates and key files have already been created, skip to section 3 (Page 15).

First of all, we need to create the CA directory and move into it:

make-cadir ~/openvpn-ca2
cd ~/openvpn-ca

Then, the “vars” file must be edited, using a text editor like “nano”:
nano vars

The following values needs to be edited in the vars file, with the informations that will be placed in the
certificates:

# These are the default values for fields
# which will be placed in the certificate.
# Don't leave any of these fields blank.
Terminal DJUNTRY="DE"
KEY_PROVINCE="BY"
KEY CITY="Munich"

KEY ORG="Digi"
KEY_EMAIL="supportg@digi.com”
KEY_OU="Support”

Subject Field
export KEY NAME="server"

Please note that in the vars file there is also the possibility to change the Key size to use, in this
example a key size of 1024 will be used:

Increase this to 2848 if you
are paranoid. This will slow
down TLS negotiation performance

as well as the one-time DH parms
generation process.
xport KEY SIZE=1024

Once the vars file is edited, save it (Ctrl + O) and exit from the editor (Ctrl + X).

Then, issue the source command for that file:

source vars
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You should see the following if it was sourced correctly:

~% cd ~fopenvpn-ca2

openvpn-ca25 source vars
If you run ,fclean-all, I will be doing a rm -rf on fhome/digi/openvpn-ca2/fkeys

Make sure we're operating in a clean environment by typing:
./clean-all

Now, the root CA can be created with the following command:
./build-ca

The output will be like as following:

fo envpn-ca2

fclean all, I will be doing a rm -rf on fhome/digi/openvpn-ca2/keys
1- S fclean—all
P $ ./build-ca

bit RSA private key

R R ar
writing new private key to 'ca.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', field will be left blank.

Country Name (2 letter code) [DE]:

State or Province Name (full name) [BY]:

Locality Mame (eg, city) [Munich]:

Organization Name (eg, company) [Digi]:

Organizational Unit Name (eg, section) [support]:

Common Name (eg, your name or your server's hostname) [Digi CA]:
Name [EasyRSA2]:

Email Address [support@dl i.com]:

digi@bpigi:~ : i

Please note that most parameters can be defaulted.
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2.2.2 Generate certificate & key for server

Issue the following command on the Ubuntu terminal in order to build the certificates/key for the
server side:

./build-key-server server

Please note that most parameters can be defaulted. Be sure that when the Common Name is queried,
enter "server". Two other queries require positive responses, "Sign the certificate? [y/n]" and "1 out of
1 certificate requests certified, commit? [y/n]”.

The output will be like the following:

digi@pigi:~/op ca2$ ./build-key-server server
Generating a 1824 bit RSA private key
++++++
++++++

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country MName (2 letter code) [DE]:

State or Province Name (full name) [BY]:

Locality Mame (eg, city) [Munich]:

Organization Mame (eg, company) [Digi]:

Organizational Unit Mame (eg, section) [support]:

Common MName (eg, your name or your server's hostname) [server]:
Name [EasyRSA2]:

Email Address [support@digi.com]:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /fhome/digi/openvpn-ca2/openssl-1.8.8.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'DE'

stateOrProvinceName :PRINTABLE: 'BY'

localityName :PRINTABLE: 'Munich’

organizationName :PRINTABLE: 'Digi'
organizationalUnitName:PRINTABLE: 'support’

commonhame :PRINTABLE: 'server'

name :PRINTABLE: 'EasyRSA2'

emailAddress :IASSTRING: 'support@digi.com’

Certificate is to be certified until Oct 3 11:43:33 2027 GMT (36560 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries

Data Base Updated

digi@bigi:~ /p
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2.2.3 Generate certificates & keys for the client

Generating client certificates is very similar to the previous step:
./build-key clientl

digi@Ddigi:~/op - S ./build-key clienti
Generating a 10824 bit RSA private key
++++++

¥ S R
writing new private key to 'clienti.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country MName (2 letter code) [DE]:

State or Province Name (full name) [BY]:

Locality Name (eg, city) [Munich]:

Organization Name (eg, company) [Digi]:

Organizational Unit Name (eg, section) [support]:

Common Mame (eg, your name or your server's hostname) [clientl]:
Name [EasyRSA2]:

Email Address [support@digi.com]:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /home/digifopenvpn-caz/openssl-1.0.0.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'DE"

stateOrProvinceName :PRINTABLE: "BY’

localityName :PRINTABLE: "Munich'

organizationName :PRINTABLE: 'Digi’
organizationalUnitName:PRINTABLE: 'support’

commonName :PRINTABLE: 'clientl’

name :PRINTABLE: 'EasyRSA2'

emailAddress :TASSTRING: 'support@digi.com'

Certificate is to be certified until Oct 3 11:46:085 2027 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

digi@Digi:
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2.2.4 Generate Diffie Hellman parameters

Diffie Hellman parameters must be generated for the OpenVPN server with the following command:
./build-dh

digi@pigi:~ n-ca2$ ./build-dh

2.2.5 Generate TLS-AUTH key file

The tls-auth directive adds an additional HMAC signature to all SSL/TLS handshake packets for
integrity verification. Any UDP packet not bearing the correct HMAC signature can be dropped without
further processing. The tls-auth HMAC signature provides an additional level of security above and
beyond that provided by SSL/TLS. It can protect against:

e DoS attacks or port flooding on the OpenVPN UDP port.

e Port scanning to determine which server UDP ports are in a listening state.

e Buffer overflow vulnerabilities in the SSL/TLS implementation.

e SSL/TLS handshake initiations from unauthorized machines (while such handshakes would
ultimately fail to authenticate, tls-auth can cut them off at a much earlier point).

Using tls-auth requires that you generate a shared-secret key that is used in addition to the standard
RSA certificate/key:

sudo openvpn --genkey --secret keys/ta.key

This command will generate an OpenVPN static key and write it to the file ta.key. This key should be
copied over a pre-existing secure channel to the server and all client machines. It can be placed in the
same directory as the RSA .key and .crt files.
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2.2.6 Key Files

Now we will find our newly-generated keys and certificates in the keys subdirectory:

cd ~/openvpn-ca2/keys

EYS
1s

clientl.key 1index.txt index attr.ol server.crt server.key
dh1824.pem index.txt.attr index +ol serial.o server.csr ta.key

Here is an explanation of the relevant files:

ca.crt server + all clients Root CA certificate NO
ca.key key signing machine only Root CA key YES
dh{n}.pem server only Diffie Hellman parameters NO
server.crt server only Server Certificate NO
server.key server only Server Key YES
clientl.crt clientl only Clientl Certificate NO
clientl.key clientl only Clientl Key YES
ta.key server+ all clients Shared secretfor TLS YES

Authentication

The final step in the key generation process is to copy all files to the machines which need them,
taking care to copy secret files over a secure channel.
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The following steps explain the configuration that needs to be done on the Ubuntu OpenVPN server.

3.1 Install the OpenVPN software

This step is only required if the OpenVPN server is a different PC to the one used to create RSA
certificates earlier. In this example the same Ubuntu system is used as per section above, so the
software is already installed and ready to use.

Please follow same steps as section 2.1 (Page 6) if a new installation is needed on the server.

3.2 Check Network Interfaces

Check Network Interfaces on the Ubuntu Server using the following command:

ifconfig

The IP addresses on the WAN interface (enp0s3) and LAN interface (enp0s8) will be used later for the
configuration and test of the OpenVPN connection:

digi@bigi:~S$ ifconfig

enpBs3: flags=4163<UP.BROADCAST .RUNNING.MULTICAST> mtu 1500
inet 10.104.1.125 netmask 255.255.255.0 broadcast 16.104.1.255
ineto TEBU!:5BBC:Y1Q1:AUT/:as88 prerixien 64 scepeid Ox20<link> WAN Interface:
ether 08:00:27:e7:99:d4 txqueuelen 1000 (Ethernet)
RX packets 2464 bytes 238449 (238.4 KB) 10.104.1.125/24
RX errors ® dropped @ overruns @ frame 0
TX packets 196 bytes 21002 (21.8 KB)
TX errors @ dropped @ overruns @ carrier @ collisions @

: Tlags=4163<UP_BROADCAST .RUNNTNG_MUITTCAST> mtu 1500
inet 172.16.0.1 netmask 255.255.255.0  broadcast 172.16.0.255 LAN Interface:
inet6 fe80::300:27ff:Te5d:8804 prefixlen 64 scopeld OwxI2-li
ether 08:00:27:5d:88:04 txqueuelen 1000 (Ethernet) 172.16.0.1/24
RX packets 57 bytes 4625 (4.6 KB)

RX errors ® dropped @ overruns @ frame ©
TX packets 588 bytes 90723 (90.7 KB)
TX errors © dropped @ overruns ® carrier @ collisions @
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3.3 Install the SSL certificates

The SSL certificates that were created earlier should now be securely transferred from the Certificate
Authority PC to the config folder of the Server machine (the Ubuntu system in this case).

The files that should be moved are:
ca.crt
dh1024.pem
server.crt
server.key

ta.key

In order to copy them to the correct OpenVPN folder, issue the following command:

sudo cp ca.crt server.crt server.key dhl024.pem ta.key /etc/openvpn
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3.4 Configure the OpenVPN Server (server.conf)

Next, we need to copy and unzip a sample OpenVPN configuration file into configuration directory so
that can be used as a basis for the configuration:

gunzip -c /usr/share/doc/openvpn/examples/sample-config-files/server.conf.gz | sudo
tee /etc/openvpn/server.conf

This command will show you the file content:

~/openvpn-ca/keys
sudo cp ca.crt ca.key server.crt server.key dh2048.pem /etc/openvpn

@big $ gunzip -c /fusr/share/doc/openvpn/examples/sample-config-files/server.conf.gz | sudo tee /etc/openvpn/server.conf
3 e e 128 2 iR R i R R e R R R R R R i R e R 2 R 2 R 2
|# Ssample OpenVPN 2.0 config file for #
j# multi-client server.

This file is for the server side
of a many-clients <-> one-server
OpenVPN configuration.

# #
t:3 #
i# #
# #
# #
# #
# OpenVPN also supports #
# single-machine <-> single-machine #
# configurations (See the Examples page #
# on the web site for more info). #
# #
# This config should work on Windows #
# or Linux/BSD systems. Remember on #
# Windows to quote pathnames and use #
l# double backslashes, e.g.: #
# "C:\\Program Files\\OpenVPN\\config\\foo.key" #
# #
t:3 #
i#* 23

Comments are preceded with '#' or ';'
B R R R R R R

The configuration file must be edited, using a text editor like “nano”:

sudo nano /etc/openvpn/server.conf

sudo nano /etc/openvpn/server.conf
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The text file will be opened in the terminal window and the following sections should be
edited/checked:

local 10.104.1.125

This is the local IP on which the OpenVPN server should listen on, so it is set in this case as the IP
address that the server has on its WAN Interface.

HUBHB B AR HHH U LR R AR UL B AR HHH U R B R B AR HHH AU B R BB HHH
Sample OpenVPN 2.8 config file for
multi-client server.

This file is for the server side
of a many-clients =-> one-server
OpenVPN configuration.

=

#

#

=

#

#

#

OpenVPN also supports S
single-machine <-> single-machine #
configurations (See the Examples page #
on the web site for more info). #
=

#

#

#

=

#

#

#

#

This config should work on Windows

or Linux/BSD systems. Remember on

Windows to quote pathnames and use

double backslashes, e.g.:

"C:\\Program Files\\OpenVvPN\\config\\foo.key"
Comments are preceded with '#' or ';'

R R R R R R R R R R R

#
#
#
#
#
#
#
#
#
#
#
2
#
#
#
#
#
#
#
#

# Which local IP address should OpenVPN
# listen on? (optional)
local 10.1084.1.125)

server 10.8.0.0. 255.255.255.0

This is the subnet that will be associated to the OpenVPN connections. The server will take the first
address (so0 10.8.0.1) and the others will be available for the clients.
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Configure server mode and supply a VPN subnet
for OpenVPN to dfjaw client addresses from.
The server will take 10.8.0.1 for itself,

the rest will be made available to clients.

Each client will be able to reach the server

on 10.8.0.1. Comment this line out if you are
ethernet bridging. See the man page for more info.
erver 10.8.0.0 255.255.255.0

push “route 172.16.0.0 255.255.255.0”

This is the route to be pushed to the clients in order for them to reach the private LAN behind the
server.

Push routes to the client to allow it
to reach other private subnets behind
the server. Remember that these
private subnets will also need
to know to route the OpenVPN client
address pool (10.8.0.8/255.255.255.08)
back to the OpenVPN server.
;push "route 192.168.106.8 255.255.255.0"
push "route 172.16.0.8 255.255.255.8"

push “dhcp-option DNS 208.67.220.220”

This is the command to push the DNS server address to clients. In this example the public
OpenDNS address is set:

Certain Windows-specific network settings
can be pushed to clients, such as DNS

or WINS server addresses. CAVEAT:
http://openvpn.net/faq.html#dhcpcaveats

The addresses below refer to the public

DNS servers provided by opendns.com.
;push "dhcp-option DNS 208.67.222.222"
push "dhcp-option DNS 208.67.220.228"
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dh dh1024.pem

The DH parameters generated before must be set here.

# Diffie hellman parameters.
# Generate your own with:

# openssl dhparam -out dh2048.pem 2048
dh dhi1@824.pem

tls-auth ta.key ©
The TLS_AUTH key generated before must be set here.

NOTE: after the name of the key file, a direction parameter must be set. On server side this should be
0 as in this example. On the client side should be “1” in general, but please refer to section 4.5 for the

correct setting on TransPort WR clients.

For extra security beyond that provided
by SSL/TLS, create an "HMAC firewall"
to help block DoS attacks and UDP port flooding.

Generate with:
openvpn --genkey --secret ta.key

The server and each client must have

a copy of this key.

The second parameter should be '@’

on the server and '1' on the clients.
ls-auth ta.key © # This file is secret
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cipher AES-256-CBC

A cryptographic cipher needs to be chosen. For this application AES-256-CBC is set.

# Select a crypteographic cipher.

B This config item must be copied to
#

B

&

the client config file as well.
Note that 2.4 client/server will automatically
negotiate AES-256-GCM in TLS mode.
# See also the ncp-cipher option in the manpage
cipher AES-256-CBC

;comp-1zo
Be sure that the compression “comp.lzo” is disabled (so commented with the “;”), as this is not

supported on TransPort WR routers.

# For compression compatible with older clients use comp-lzo
# If you enable it here, you must also

# enable it in the client config file.
;comp-lzo

When finished, save the file (Ctrl + O) and exit from the editor (Ctrl + X).
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3.5 Start the OpenVPN Server

Use the following command to start the OpenVPN service:

sudo systemctl start openvpn@server

To double check that the OpenVPN server has started successfully and it is ready to accept client
connections, issue the following:

sudo systemctl status openvpn@server

An output like the following should be displayed, showing that the status is “active (running)”:

S sudo systemctl start openvpn@server
keys$ sudo systemctl status openvpn@server
@ openvpni@se - OpenVPN connection to server
Loaded: loaded (/lib/systemd/system/openvpn@.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2017-10-85 15:57:19 CEST; 1min 44s ago
Docs: man:openvpn(8)
https://community.openvpn.net/openvpn/wiki/Openvpn23ManPage
https://community.openvpn.net/openvpn/wiki/HOWTO
Main PID: 12394 (openvpn)

CGroup: /system.slice/system-openvpn.slice/openvpn@server.service

L 12394 Jusr/sbinfopenvpn --daemon ovpn-server --status /run/openvpn/server.status 10 --cd /etc/openvpn --script-security 2 --config /etc/openvpn/server.conf

<t 85 15:57:19 Digi ovpn-server[12394]: Socket Buffers: R=[212992->212992] S=[212992->212992]
15:57:19 Digi ovpn-server[12394]: UDPv4 Llink local (bound): [AF_INET]10.104.1.125:1194
15:57:19 Digi ovpn-server[12394]: UDPv4 Llink remote: [AF_UNSPEC]
15:57:19 Digi ovpn-server[12394]: MULTI: multi_init called, r=256 v=256
:19 Digi ovpn-server[12394]: IFCONFIG POOL: base=10.8.0.4 size=62, ipv6=0
:19 Digi ovpn-server[12394]: ifconfig_pool_read(), in='client2,10.8.0.4', TODO: IPv6
119 Digi ovpn-server[12394]: succeeded -> ifconfig_pool_set()
i ovpn-server[12394]: IFCONFIG POOL LIST
vpn-server[12394]: client2,10.8.0.4
ver[12394]: Initialization Sequence Completed

You can also check that the OpenVPN tun0 interface is available by typing:

ip addr show tune

This command should show as output a configured interface as following:

. S ip addr show tun@®
: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER_UP> mtu 1580 gdisc pfifo_fast state UNKNOWN group default qlen 160
link/none
inet 10.8.0.1 peer 10.8.0.2/32 scope global tun@

valid_1ft forever preferred_1ft forever
inet6 feB8@::218d:1a7a:2ebd:c13b/64 scope link flags 808
valid_1ft forever preferred_1ft forever
digi@pigi:~ eyss$

If everything is ok, the service can be also configured to start automatically at boot:

sudo systemctl enable openvpn@server
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4 TRANSPORT WR CONFIGURATION

4.1 WAN Interface configuration

In this example the Client has the Mobile interface as the WAN interface and it is configured as follows:

CONFIGURATION - NETWORK > INTERFACES > MOBILE

Configuration - Network > Interfaces > Mobile

« Interfaces
» Ethernet
+ Mobile

Select a SIM to configure from the list below

Settings on this page apply to the selected 5IM

SIM: |1 (PPP 1)

IMS5I. 262010050453499

~ Mobile Settings
Select the service plan and connection settings used in connecting to the mobile network.

Mobile Service Provider Settings

Service Plan / APN:Ilinternet.t—d 1.de| I |
[] Use backup APN | Retry the main APN after ICI minutes

SIM PIN: I:l (Optional)
ConfirmsiMPIN:| |

Username:l |(Optiona|}

Password: | | (Optional)

Confirm Password:|

Where:
Parameter Setting Description
Service Enter the APN of your mobile
Plan/APN Internet.t-d1.de provider

Please note: Depending on provider, a SIM PIN or Username/Password may be required. If needed,
enter them in the appropriate fields.
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4.2 LAN Interface configuration

In this example, the LAN interface is configured with a static address as follows:

CONFIGURATION - NETWORK > INTERFACES > ETHERNET > ETH 0

Configuration - Network > Interfaces > Ethernet = ETH 0

« Interfaces
« Ethernet
+*ETH O

Description:

) Get an IP address automatically using DHCP
® Use the following settings

IP Address: |1}'2_15_1_1

Mask: |255.255.255.0

DNS Server: |

|
|
Gateway: | |
|
|

Secondary DNS Server: |

Changes to these parameters may affect vour browser connection

p Advanced
F QoS
¢ VRRP

Where:

Parameter ’ Setting Description

Enter the IP address of the LAN
interface for the router

Mask 255.255.255.0 Enter the subnet mask

IP Address 172.16.1.1
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4.3 Transfer Certificates and Key files

Before to transfer the Certificates and Key files on the client, they must be renamed as follows as .pem

files:

Filename Purpose New FileName \
ca.crt Root CA certificate caovpn.pem
clientl.crt Clientl Certificate certclil.pem
clientl.key Clientl Key privclil.pem
ta.key Shared secret for TLS Authentication ta.key

Note that the ta.key file for TLS authentication don’t need to be renamed.

Once done that, the files can be transferred to the Client using for example an FTP client, connected
with the TransPort router with usual username and password.

Please note that you may need to change your IP on the laptop accordingly with the new IP address
configured on the ETHO of the router.

username@10,104.1.115 - FileZilla - O X
File Edit View Transfer Server Bookmarks Help MNew version available!
d-FINF R EAFN
| Host: |:| Username: I:l Password: | | Port: | | | Quickconnect “T!
Status: Logged in ~
Status: Retrieving directory listing...
Status: Directory listing of "/" successful i
username@10.104.1.115 )(| username@10,104.1.115 )(l username@10.104.1.113 X ¥
Local site: | Ito Ubuntutkeysforcluenty, -« | Remote site: | ! w
< | Eroutef A | @ |/
. OVPMA
< >
Filename Filename Filesize Filetype Last medified A
= d privclil.pem F_:'l statbin.enc 60,000 Wireshark ... 10/6/2017 2:47:00 PM
S certclil.pem _;;_m:}v.enc 61,524 Wireshark ... 9/20/2017 2:31:00 PM
Pl caovpn.pem E anappp.cap 1,000,000 Wireshark ... 10/6/2017 2:47:00 PM
] ta.key [ anaip.cap 1,000,000 Wireshark... 10/6/2017 2:47:00 PM
™ anacth ran 1000 00N Wirechark NRAMT 2aTon by Y
= o | < L 4 =
Selected 4 files. Total size: 6,864 bytes 49 files and 1 directory. Total size: 19,724,236 bytes
Server/Local file Direction  Remote file Size  Priorty  Status
—| Queued files | Failed transfers | Successful transfers
|# B Queue; empty @e
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When the certificates have been transferred to the Client, the router needs to be configured so it

knows which client certificate files to use:

CONFIGURATION - NETWORK > SSL

Configuration - Network > SSL

» Interfaces
DHCP Server
» Network Services
» DNS Servers
» Dynamic DNS

» IP Routing/Forwarding
» Virtual Private Networking (VPN)

Server
Certificate
Filename

Server

Private Key
Filename

SSL
Version

||cert01.pem v||privrsa.pem v||'I'LSv1.2 only v|

Insecure

v S5L
SSL Clients
- 0 pp 0
= nhe De 0 = = 1
phe P Addre o ate . ate
0 |certc|i1.pem v||privc|i1.pem v|| Also verify date ~ %]
t | | | I N0 ¥ O
2 | | v| ‘& | | N0 v O
3 | V|| Y] 2 | I |[No v| O
a | 0| Y] 2 | [N v, O
5 | M| v | | o ] O
S5L Server

Reject
Self-Signed
Certificates

Verify Certificate

Cipher List Certificate Required

[ ™ o

| Apply
Where:
Parameter Setting Description \
. The name of the required certificate file is selected
Client . -
L . from those available on the router’s filing
Certificate certclil.pem . . . .
Filename system from this drop-down list. In this example this

the one just transferred to the router.

Client Private
Key Filename

privclil.pem

The name of the file that contains the private key
that matches the public key stored in the
above parameter, is selected from this drop-down
list. In this example this the one just transferred to
the router.
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4.5 OpenVPN Client mode configuration

An OpenVPN interface will be configured on the TransPort router that acts as OpenVPN client:

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > OPENVPN > OPENVPN 0

* OpenVPN O

Description:ItoUbuntuServer I |

Use

IP address: | Port||1194 ||

Protocol: | UDP ~ I

Keepalive TX Interval: |10 J seconds

Keepalive RX Timeout: [120 —| seconds

Cipher: | AES-256-CBC v | |

Digest:| SHA1 | ~

Route via:| ® Routing table |
O Interface Auto 0

Source IP address:| ® From outgoing interface

O Interface Auto 0

® Client Mode

Connect to OpenVPN sewer:|10.104.1.125 I |
Automatically connect interface I

Obtain IP address from the OpenVPN server |
Obtain routes from the OpenVPN server I
Obtain DNS server IP address from the OpenVPN server I

O server Mode
[ pisconnect the tunnel if no IP traffic has been received for 0 hrs |0 mins 0

[0 Enable NAT on this interface
[ Enable Firewall on this interface

w Advanced

Metric: |1

MTU: |1400

O Use plain string for TLS Auth Key

I @® use file for TLS Auth Key
TLS password filename: | ta.key | V|

TLS Auth Key direction:

58Ccs
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Where:

Description

Port

Protocol

Keepalive TX Interval

Keepalive RX Timeout

Cipher

Digest

Route via

Source IP address

Client Mode

Connect to OpenVPN server

Automatically connect
interface

Obtain IP address from the

OpenVPN server
Obtain routes from the
OpenVPN server
Obtain DNS Server IP

address from the OpenVPN

server
Use file for TLS Auth Key
TLS password filename

TLS Auth Key direction

Transport DR to Transport SR VPN Configuration

toUbuntuServer

1194 (default)

UDP (default)

10

120

AES-256-CBC

SHA1 (default)

Routing table
(default)

From outgoing
interface (default)

Selected
10.104.1.125

v
v

v

v

Selected
ta.key

Inverse

Friendly name for this interface

This is the TCP or UDP port number that the server will listen on for
incoming VPN connections
This will either be TCP or UDP. Itis up to the reader to decide which
protocol to use, both the server and all clients must use the same
protocol. See note with regards to protocol choice in the previous
section
Keepalive interval: Interval between OpenVPN ping transmissions.
These are required to detect the operational
state of the VPN connection.

Keepalive timeout before VPN is marked as down: If the server hasn’t
received a ping from the client in the time limit specified, the tunnel
will be marked as down
Encryption algorithm to use. The cipher is not negotiated during tunnel
establishment. The server and all clients must be configured to use the
same cipher. If the ciphers do not match, decryption errors will occur.
Authentication algorithm to use. The digest is not negotiated during
tunnel establishment. The server and all clients must be configured to
use the same digest. If the ciphers do not match, authentication errors
will occur.

Uses the routing table to determine the best route

The IP address of the outgoing interface will be used as the source IP
address
Use Client mode
Public IP address of OpenVPN server

Connects to the OpenVPN server automatically, always on mode.
This interface will obtain an IP address from the OpenVPN server

Routing information will be obtained from the OpenVPN server

DNS Server information will be obtained from the OpenVPN server

Enables the use of a key file for the TLS Authentication
Select the TLS password file just uploaded
Select the direction for the TLS Authentication Key. On the OpenVPN
documentation is indicated to choose “1” on the client side. For
TransPort WR router, there are 3 options Bidirectional, Normal and
Inverse. On client side, “Inverse” should be used. So please note that
this will be shown as “ovpn 0 tlskeydir 2” in the configuration file for
the WR, not “1”. (1 will be Normal and 0 will be Bidirectional)
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5 TEST OPENVPN CONNECTION

5.1 OpenVPN Connection Status

To check the OpenVPN connection status on the client, browse to:

MANAGEMENT - CONNECTIONS > VIRTUAL PRIVATE NETWORKING (VPN) > OPENVPN > OVPN 0

This will show if the connection is active and all the network settings pushed by the server, as well as

traffic statistics details.

= OpenVPN
¥ OVPN 0

Raise Link | | Drop Link

Name: toUbuntuServer

Uptime: 0 Hrs 3 Mins 17 Seconds

|Ir1terface IP address ||10.8.0.10 |
lPulled Route #1 [172.16.0.0/24 |
lPulled Route #1 [10.8.0.1/32 |
[Pulled DNS server #1> |208.67.220.220 |
|Link socket local 1P [10.104.1.115 |
|Link socket remote 1P [10.104.1.125 |
Bytes Received: 873193 Bytes Sent: B07666
Packets Received: 49141 Packets Sent: 47539
Pings Received: 47898 Pings Sent: 46511
Ping Timeouts: 4 Key Renegotiations: 131
Packet Replays Detected: 4

Page |28



Transport DR to Transport SR VPN Configuration

On Server side check the status of the OpenVPN Server and latest eventlogs will be displayed, showing
the Client connection:

digi@Digi:~/openvpn-ca2/keys$ sudo systemctl status openvpn@server
® openvpn@server.service - OpenVPN connection to server
Loaded: loaded (/lib/systemd/system/openvpn@.service; enabled; vendor preset:
enabled)
Active: active (running) since Thu 2017-10-05 15:57:19 CEST; 23h ago
Docs: man:openvpn(8)
https://community.openvpn.net/openvpn/wiki/Openvpn23ManPage
https://community.openvpn.net/openvpn/wiki/HOWTO
Main PID: 12394 (openvpn)
CGroup: /system.slice/system-openvpn.slice/openvpn@server.service
L12394 /usr/sbin/openvpn --daemon ovpn-server --status
/run/openvpn/server.status 10 --cd /etc/openvpn --script-security 2 --config
/etc/openvpn/server.conf --writepid /run/openvpn/server.pid

Okt @6 15:25:12 Digi ovpn-server[12394]: 10.104.1.115:13039 Data Channel Decrypt:
Cipher 'AES-256-CBC' initialized with 256 bit key

Okt @6 15:25:12 Digi ovpn-server[12394]: 10.104.1.115:13039 Data Channel Decrypt:
Using 160 bit message hash 'SHA1' for HMAC authentication

Okt @6 15:25:12 Digi ovpn-server[12394]: 10.104.1.115:13039 Control Channel: TLSv1.2,
cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 1024 bit RSA

Okt @6 15:25:12 Digi ovpn-server[12394]: 10.104.1.115:13039 [clientl] Peer Connection
Initiated with [AF_INET]10.104.1.115:13039

Okt @6 15:25:12 Digi ovpn-server[12394]: MULTI: new connection by client 'clientl’
will cause previous active sessions by this client to be dropped. Remember to use
the --duplicate-cn option if you want

Okt @6 15:25:12 Digi ovpn-server[12394]: MULTI sva: pool returned IPv4=10.8.0.10,
IPv6=(Not enabled)

Okt @6 15:25:12 Digi ovpn-server[12394]: MULTI: Learn: 10.8.0.10 ->
client1/10.104.1.115:13039

Okt @6 15:25:12 Digi ovpn-server[12394]: MULTI: primary virtual IP for
clientl/10.104.1.115:13039: 10.8.0.10

Okt @6 15:25:12 Digi ovpn-server[12394]: client1/10.104.1.115:13039 PUSH: Received
control message: 'PUSH_REQUEST'

Okt @6 15:25:12 Digi ovpn-server[12394]: client1/10.104.1.115:13039 SENT CONTROL
[clientl]: 'PUSH_REPLY,route 172.16.0.0 255.255.255.0,dhcp-option DNS
208.67.220.220,route 10.8.0.1,topology net30,ping 10,

lines 1-20/20 (END)
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5.2 Routing Table

To better check that all routing information are correct in order to have the connection working as
expected, check the routing table:

MANAGEMENT - NETWORK STATUS > IP ROUTING TABLE

« IP Routing Table

Destination Gateway Metric Protocol Interface Status
10.8.0.1/32 10.8.0.9 0 OVPN e OVPN 0 up
10.8.0.8/30 10.8.0.10 1 Local - OVPMN 0 up
10.104.1.0/24 10.104.1.115 1 Local = ETH 1 up
172.16.0.0/24 10.8.0.9 0 OVPN = OVPN 0 up
172.16.1.0/24 172.16.1.1 1 Local - ETH O up

The network destination 172.16.0.0 with mask 255.255.255.0 is the route that has been pushed from
the OpenVPN server.

5.3 Check the traffic on the OpenVPN Connection

Ping the OpenVPN Server address from the TransPort WR:

Administration - Execute a command

Command: |ping 10.8.0.1

Execute

Command: ping 10.8.0.1
Command result

Pinging Addr [10.8.0.1]

sent PING # 1

PING receipt # 1 : response time 0.00 seconds
Iface: OVEN O

Ping Statistics

Sent s
Received L
Success : 100 %

Average RTT : 0.00 seconds

O
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Ping the OpenVPN Server LAN address from the TransPort WR:

Administration - Execute a command

Command: |ping 172.16.0.1

Execute

Command: ping 172.16.0.1
Command result

Pinging Addr [172.16.0.1]

sent PING # 1

PING receipt # 1 : response time 0.00 seconds
Iface: OVEN O

Ping Statistics

5ent =5l
Received i
Success : 100 %

Average RTT : 0.00 seconds

OK

Both Ping will be successful and will be sent via the OpenVPN interface OVPNO.
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6 FIRMWARE VERSIONS

6.1 Digi TransPort WR
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SSH Server Revision: 1.0
SCP Revision: 1.0
SSH Client Revision: 1.0
CERT Revision: 1.0
LowPrio Revision: 1.0
Tunnel Revision: 1.2
OVPN Revision: 1.2
TEMPLOG Revision: 1.0
QDL Revision: 1.0
OK

6.2 Ubuntu OpenVPN Server

digi@Digi:~/openvpn-ca2/keys$ openvpn --version

OpenVPN 2.4.0 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LzO] [Lz4] [EPOLL] [PKCS11]
[MH/PKTINFO] [AEAD] built on Jun 22 2017

library versions: OpenSSL 1.0.2g 1 Mar 2016, LZO 2.08

Originally developed by James Yonan

Copyright (C) 2002-2017 OpenVPN Technologies, Inc. <sales@openvpn.net>

Compile time defines: enable_async_push=no enable comp_stub=no enable crypto=yes
enable crypto_ofb_cfb=yes enable_debug=yes enable def_auth=yes
enable_dependency_tracking=no enable_dlopen=unknown enable_dlopen_self=unknown
enable_dlopen_self static=unknown enable_fast_install=needless enable_fragment=yes
enable_iproute2=yes enable_libtool lock=yes enable_lz4=yes enable_lzo=yes

enable maintainer_mode=no enable_management=yes enable _multi=yes enable multihome=yes
enable_pam_dlopen=no enable_password_save=yes enable_pedantic=no enable_pf=yes
enable_pkcsll=yes enable_plugin_auth_pam=yes enable_plugin_down_root=yes
enable_plugins=yes enable_port_share=yes enable_selinux=no enable_server=yes
enable_shared=yes enable_shared_with_static_runtimes=no enable_silent_rules=no

enable small=no enable_static=yes enable strict=no enable_strict_options=no
enable_systemd=yes enable_werror=no enable_win32_dll=yes enable_x509 alt_username=yes
with_crypto_library=openssl with_gnu_ld=yes with_mem_check=no
with_plugindir="${prefix}/1lib/openvpn' with_sysroot=no
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7 CONFIGURATION FILES

7.1 Digi Transport WR
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7.2 Ubuntu OpenVPN Server
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