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How to configure a GRE over IPsec Tunnel between two Digi TransPort Routers

1.1 Outline

Using GRE over IPsec can be useful when there is the need to have diverse traffic on the IP sec tunnel,
like IP multicast and dynamic routing protocols (you can find an example of configuring GRE over
IPsec using BGP routing protocol here:

http://ftpl.digi.com/support/documentation/gn 020 gre over ipsec with bgp.pdf).

Another advantage of using GRE over IPsec is that it allows to have multiple non-contiguous subnet in
a single tunnel, that would be not possible using only IPsec as in that case multiple tunnels, or a wider
subnetincluding all of them, would be needed.

This document describes how to configure a GRE over IPsec tunnel between two TransPort routers,
using static routes and multiple subnets, considering the following scenario:

() GREoverlPsec Tunnel )

A
Responder

(WR21)

Remote Site
LAN

Initiator
(WR11)
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1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product and of the requirements for their specific
application. It also assumes a basic ability to access and navigate a Digi Transport router and
configure it with basic routing functions.

This application note applies only to:

Model: Digi Transport WR21 and WR11

Other Compatible Models: All Digi TransPort WR products (SarOS)
Firmware versions: This Application Note assume firmware 5.2.18.3 is used.

Configuration: This Application Note assumes the devices are set to their factory default
configurations. Most configuration commands are only shown if they differ from the factory default.

1.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be
addressed to: tech.support@digi.com.

Requests for new application notes can be sent to the same address.

1.4 Version

1.0 Published (October 2017)
11 Added date and minor fix
) (September 2020)
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2 HQ SITE CONFIGURATION (RESPONDER)

The HQ site router will act as Responder of the GREoverIPsec tunnel, its configuration consists in
configuring: the LAN/WAN interfaces (as per the diagram shown above), the IKE/IPsec settings, the
GRE tunnel interface and the routing to the remote site LAN.

All these aspects will be explained in the subsections below.

2.1 WAN Interface configuration

In this example the WAN Interface of the responder is the Mobile one, so on the PPP 1 interface the
IPsec must be enabled:

CONFIGURATION - NETWORK > INTERFACES > MOBILE

w Interfaces
» Ethernet
« Mobile

Select a SIM to configure from the list below

Settings on this page apply to the selected SIM

SIM: |1 (PPP 1) ¥

IMSL Unknown

¥ Mobile Settings
Select the service plan and connection settings used in connecting to the mobile network,

Mobile Service Provider Settings

I Service Plan / APN: |internet.t—d1.de I
[ Use backup &PN | Retry the main APN afterlzl minutes

simem:| | (Optional)
confirm SIMPIN: ||

Username: | | {Optionaly

Password: | | {Optionaly

Canfirm Password: | |

Mobile Connection Settings
[l Re-establish connection when no data is received for a period of time
Mobile Network Settings

¥ Enable NAT on this interface
®1p address ' IP address and Port

I ¥ Enable IPsec on this interface I

) Keep Security Associations (S4s) when this Mobile interface is disconnected

Use interface |Default v |0 for the source IP address of IPsec packets

) Enable the firewall on this interface
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Where:

How to configure a GRE over IPsec Tunnel between two Digi TransPort Routers

Parameter

Setting

Description

Service . Enter the APN of your mobile
internet .
Plan/APN provider
Enable IPSec
. Enable IPSec on PPP 1
on this v i
. interface
interface
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a GRE over IPsec Tunnel between two Digi TransPort Routers

2.2 LAN Interfaces configuration

On the LAN side of the HQ two ETH interfaces will be configured, in order to test the tunnel with two

non-contiguous subnets:

CONFIGURATION - NETWORK > INTERFACES > ETHERNET > ETH 0

Configuration - Network > Interfaces > Ethernet > ETH O

-

w Interfaces
w Ethernet

ETHOD
Description|HQ LAN 1

Get an IP address automatically using DHCP
® Use the following settings

IP address: §192.168.10.1 |
Mask: §o55,255,255.0 l

Gateway:

DMS Server:
Secondary DMS Server:

Changes to these parameters may affect your browser connection

Where:

Description
Use the following
settings

IP Address

Mask

» Advanced
» QoS
» ¥YRRP
Apply
A memorable name for this Ethernet
instance, to make it easier to identify.
HQ LAN 1

In this case this helps to distinguish
between LAN1 and LAN2

v Enables manual configuration of the
IP addressing parameters

This parameter specifies the IP
address of this Ethernet port on LAN1

192.168.10.1
The subnet mask of the IP subnet to

255.255.255.0 which the router is attached via this
Ethernet port
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CONFIGURATION - NETWORK > INTERFACES > ETHERNET > ETH 1

Where:

Configuration - Network > Interfaces > Ethernet > ETH 1

w Interfaces
w Ethernet
» ETHO - HQ LAN 1
w+ETH 1 - HQ LAMN 2

Descriptiun:||HQ LAMN 2 I

'® Use the following settings

» Advanced

» QoS
» ¥RRP

Parameter ’

' Get an IP address automatically using DHCP

IP Address:

172.16.10.1|

IMask:

] |
255,255,255.0 |

Gateway:
DMS Server:

Secondary DNS Server:

Changes to these parameters may affect your browser connection

Setting Description
A memorable name for this Ethernet
L instance, to make it easier to identify.
Description HQ LAN 2 . . .
In this case this helps to distinguish
between LAN1 and LAN2
Use the following v Enables manual configuration of the
settings IP addressing parameters
This parameter specifies the IP
IP Address 172.16.10.1 .
address of this Ethernet port on LAN2
The subnet mask of the IP subnet to
Mask 255.255.255.0 which the router is attached via this
Ethernet port
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2.3 IKE/IPsec configuration

The IPsec tunnel must be configured with the following settings:

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC TUNNELS

>|PSEC 0-9 > IPSECO0

Configuration - Network > ¥irtual Private Networking {¥PN} > IPsec > IPsec Tunnels > [Psec 0

» IP Routing/Forwarding
w Wirtual Private Networking (¥PN)
w IPsec
w IPsec Tunnels
w IPsec O

Descriptiun:IGREDuerIPsec I

The IP address or hostname of the remote unit

Use

as a backup unit

Local LAN
® Use these settings for the local LAN
IP Address: |10.10.10.1

Mask: |255,255,255,255

Remote LAN
® Use these settings for the remote LAN
IP address: 10.10.10.2
Mask: |255.255,255,255

Use interface | PPF v||O

our 1D: HGQsite

® IKE ID
RemoteSite

Our ID typ

Remaote 1D

Use SHAL authentication on this tunnel
Uze Diffie Hellman group

Use IKE |wl ¥ | to negotiate this tunnel
Use IKE configuration: (O ¥

Bring this tunnel up

all the time

Bring this tunnel down if it is idle for |0
Renew the tunnel after
=3 hrs |0 mins |0 SECS

u] kBytes ¥ of traffic

Use the f i ] this tunnel
Off * Preshared Keys HAUTH Init Preshared Keys

FODN

Remote Subnet ID:

RS54 Signatures ®AUTH Init RSA

User FQDM IPw4 Address

USEIAES {125 hit keys) 'Iencr\;ption on this tunnel

dhenever 3 route to the destination is available
If the tunnel is down and a packet is ready to be sent § drop the packet

hrs |0

mins |0 SECS
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Where:

Description

Local LAN IP Address

Local LAN Mask

Remote LAN IP
Address

Remote LAN Mask

Use the following
security on this tunnel

Our ID

Our ID type

Remote ID

Use () encryption on
this tunnel
Use () Authentication
on this tunnel
Use Diffie Hellman

group ()
Bring this tunnel up

If this tunnel is down
and a packet is ready
to be sent

GREoverlPsec

10.10.10.1

255.255.255.255

10.10.10.2

255.255.255.255

Preshared Key

HQsite

IKE ID

RemoteSite

AES (128 bit keys)

SHAL

On Demand

Drop the Packet

Friendly name for the IPsec tunnel

Use this IP address for the local LAN subnet. This is usually the IP
address of the router’s Ethernet interface but in this case is a host
IP address that does not actually exist (use an unused IP address
from an unused subnet; it doesn’t matter what is used). This one of
the end points of the IPsec tunnel (so with mask /32 as below)
Use this IP mask for the local LAN subnet.
Use this IP address for the local LAN subnet. This is usually the IP
address of the router’s Ethernet interface but in this case is a host
IP address that does not actually exist (use an unused IP address
from an unused subnet; it doesn’t matter what is used). This one of
the end points of the IPsec tunnel (so with mask /32 as below)
Use this IP mask for the remote LAN subnet. The mask sets the
range of IP addresses that will be allowed to use the IPsec tunnel.
Requires that both IPsec peers share a secret key, or password,
that can be matched by and verified by both peers. To configure
the PSK, a user will need configuring that matches the inbound ID
of the remote peer and the PSK is configured using the password
parameter. This is done via Configuration > Security > Users as
shown below
When Aggressive mode is ON (as in this case), this parameteris a
string of up to 20 characters. It is sent to the remote peer to identify
the router
Defines how the remote peer is to process the Our ID configuration.
Set to IKE ID.

When Aggressive mode is ON (as in this case), this parameter is a
string of up to 20 characters that identifies the remote peer. This
setting should use the same text as the Our ID parameter in the
remote peer’s configuration.

The ESP encryption protocol to use with this IPsec tunnel

The ESP authentication algorithm to use with this IPsec tunnel

The Diffie-Hellman (DH) group to use when negotiating new IPsec
SAs.
This controls how the IPsec tunnelis brought up, for the responder
“On demand” option is chosen
Defines the action that is performed when the IPsec tunnel is down
and a packet needs to be sent. For the responder the “drop the
packet” option is chosen
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The IKE responder settings are set as follows:

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IKE > IKE
RESPONDER

w IKE
» IKE Debug
» IKED
» IKE 1
w IKE Responder

I ¥/ Enable IKE Responder I

Accept IKE Requests with
Encryption: | ¥ DES ¥ 3DES ¥ AES (128 bit) 4| AES (192 hit) 4| AES (255 bit)l
authentication: | # pMDS ¥ SHA1 ¥ SHAZER

MODP Group between: |1 (7687 v | and |14 {20483 v

Fenegotiate after|8 hrs |0 mins |0 SECs
» Advanced
Apply
Where:
Enable IKE Responder v Allows the router to respond to incoming IKE
requests
Encryption ALL Y The acceptable encryption algorithms
Authentication ALL v/ The acceptable authentication algorithms

MODP erZiz 5etween 1(768) and 14(1536) The acceptable range for MODP group

How long the initial IKE Security Association will
stay in force. When the IKE Security
8 hrs Association expires, any attempt to send packets
to the remote system will result in IKE
attempting to establish a new SA

Renegotiate after h
hrs m mins s secs

Note: IKE settings can be narrowed down depending on the initiators needs.
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For the Pre-Shared key, a user needs to be configured with the Username as the ID of the initiator and
the password as the Pre-Shared key:

CONFIGURATION - SECURITY > USERS > USER 10-14 > USER 10

Configuration - Security > Users > User 10 - 14 > User 10

p System
- Users
p User0 -9
w» User 10 - 14
w User 10
Username: [RemoteSite | |
PaSSWDrd:Io""-" |
Confirm Password: luuuu |
Access Level: I
b Advanced
Apply

Where:
Parameter Setting Description
Username RemoteSite | Name should match the Remote ID: value from Eroute 0
Password bl Enter a password
Confirm Password el Re-enter the password
This user will not be granted any admin access as only
Access Level None
used as a pre-shared key
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2.4 GRE Tunnel configuration

In order to configure the GRE Tunnel Interface, navigate to the following section and configure as
explained below:

CONFIGURATION - NETWORK > INTERFACES > GRE > TUNNEL 0

Configuration - Network > Interfaces > GRE > Tunnel O

w Interfaces
» Ethernet
» Mobile
» GRE
w Tunnel 0

Description: (GRE Tunnel

IP Address:§10.10.0.1
Mask:§|255.255,.255.252

Source IP Address: Use interface v |0

| ® use 1P address 10.10.10.1 |
Destination [P Address or Hostname: 10.10,10.2

Enable keepalives on this GRE tunnel

» Advanced

Where:
Description GRE Tunnel A memorable name'forth!s GRI? m_stance,to make it
easier to identify it.
P address 10.10.0.1 The IP address of the virtual interface the tunnel uses.

Use with the Mask parameter
Use this parameter with the IP address parameter to

clarify the subnet in use on the virtual interface. This
Mask 255.255.255.252 would normally be a 30-bit mask as this is a point-to-

point link (255.255.255.252).

Specify a source address by manually assigning an
Source IP Address 10.10.10.1 address. This will be the same address configured in
Use IP Address .
Eroute 0 Local LAN section

This is IP address of the remote end of the tunnel. This
10.10.10.2 will be the same address configured in Eroute 0
Remote LAN section

Destination IP
Address or Hostname
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2.5 Static Route configuration

The last thing to configure is a static route so that the traffic directed to the Remote Site LAN will be
routed into the GRE tunnel:

CONFIGURATION - NETWORK > IP ROUTING/FORWARDING > STATIC ROUTES > ROUTE 0

Configuration - Network > IP Routing /Forwarding > Static Routes > Route O

p» Ethernet
» Maohile
» GRE
» Serial
» Advanced
» DHCP Server
» Metwork Services
» DNS Servers
» Dynamic DNS
« IP Routing/Forwarding
» IP Routing
w Static Routes
w Route O

D95cription:||RouteTDRetheSiteLAN| |

Destination Netwark:[192. 168, 1.0 | mask: [2s5.255.255.0 ||
via
Gateway:

Interface:| Tunnel v | lD |

Metric: |1

» Advanced
Where:
Setting | Description |
Description RouteToRemote Friendly name for the static route
P SiteLAN y
Destination Network-Mask 192.168.1.0- Remote Site LAN subnet with related mask

255.255.255.0

In order to route the traffic into the GRE tunnel, the

Interf Tunn .
terface unnel 0 “Tunnel 0” interface must be chosen
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3 REMOTE SITE CONFIGURATION (INITIATOR)

The Remote site router will act as Initiator of the GREoverlIPsec tunnel, its configuration consists in
configuring: the LAN/WAN interfaces (as per the diagram shown above), the IKE/IPsec settings, the
GRE tunnel interface and the routing to the remote site LAN.

All these aspects will be explained in the subsections below.

3.1 WAN Interface configuration

In this example the WAN Interface of the Initiator is the Mobile one, so on the PPP 1 interface the IPsec
must be enabled:

CONFIGURATION - NETWORK > INTERFACES > MOBILE

Ceonfiguration - Network > Interfaces > Mobile

~ Interfaces
» Ethernet
+ Mobile

Select a SIM to configure from the list below

Settings on this page apply to the selected SIM

SIM: |1 (PPP 1) ~

IMSI: 262010050453499

~ Mobile Settings
Select the service plan and connection settings used in connecting to the mobile network.

Mobile Service Provider Settings

Service Plan IAPN:m'_‘
[ Use backup APN Retry the main APN after IC' minutes
SIM PIN: l:l (Optional)
Confirm SIM PIN: l:l
Usemame:| ‘(ODtIUﬂaU
Password: I:l (Optional)
Confirm Password: I:l

Mobile Connection Settings

[J Re-establish connection when no data is received for a period of time

Mobile Network Settings

[ Enable NAT on this interface
®1p address O1P address and Port

l ] Enable 1Psec on this mterfacel

[ keep Security Associations (SAs) when this Mobile interface is disconnected

Use interface Elfur the source IP address of IPsec packets

Where:
Parameter ‘ Setting ‘ Description
Service Plan/APN internet Enter the APN of your mobile provider
Enable IPSec on this interface 4 Enable IPSec on PPP 1 interface
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3.2 LAN Interfaces configuration

On the LAN side of the Remote site. One ETH interface will be configured:

CONFIGURATION - NETWORK > INTERFACES > ETHERNET > ETH 0

Configuration - Network > Interfaces > Ethernet > ETH 0

» Interfaces
= Ethernet
+ETH O

Description: [RemateSitel AN |

O Get an IP address automatically using DHCP
®) Use the following settings

IP Address: .

Mask:

Gateway: I:I

DNS Server: I:I
Secondary DNS Server: I:I

Changes to these parameters may affect your browser connection

» Advanced
» QoS
» VRRP

Where:
Parameter Setting Description ‘
o . A memorable name for this Ethernet instance, to make it
Description RemoteSiteLAN . . .
easier to identify.
Use the following v Enables manual configuration of the IP addressing
settings parameters
This parameter specifies the IP address of this Ethernet port
IP Address 192.168.1.1
on LANO
The subnet mask of the IP subnet to which the router is
Mask 255.255.255.0

attached via this Ethernet port
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3.3 IKE/IPsec configuration

The IPsec tunnel must be configured with the following settings:

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC TUNNELS
>|PSEC 0-9 > IPSECO0

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec O
Uescrpron: fsREQVeriFsec | |

The IP address or hostname of the remote unit
|/37.85.98.211]] |

Use| |as a backup unit
Local LAN Remote LAN
® Use these settings for the local LAN ® Use these settings for the remote LAN
IP Address: |10.10.10.2 | IP Address: |10.10.10.1 |
Mask: |255.255.255.255 | Mask: |255.255.255.255 |
O Use interface PPP 0 O Remote Subnet ID:

Use the following security on this tunnel
O off | ®preshared Keys | O XAUTH Init Preshared Keys (O RSA Signatures (O XAUTH Init RSA

Our ID:J RemoteSite
Our ID tvpel @ IKE ID IOFQDN Ouser FQDN  O1Pvd Address

Remote ID:IHQsite I |

UseIAES (128 bit kexs!lv encryption on this tunnel
Use| SHA1 | authentication on this tunnel

Use Diffie Hellman group I

Use IKE to negotiate this tunnel
Use IKE configuration:

Bring this tunnel up

(® All the time

O Whenever a route to the destination is available

O on demand
If the tunnel is down and a packet is ready to be ser‘ltl] bring the tunnel up | w
Bring this tunnel down if it is idle for |U | hrs |O | mins |O | secs

Renew the tunnel after

|8 |hrs|0 |mins|0 |se-::s

0 KBytes - | of traffic
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Where:

Description

The IP address or
hostname of the remote
unit

Local LAN IP Address

Local LAN Mask

Remote LAN IP Address

Remote LAN Mask

Use the following security
on this tunnel

OurID

Our ID type

Remote ID

Use () encryption on this
tunnel
Use () Authentication on
this tunnel
Use Diffie Hellman group()

Bring this tunnel up

If this tunnel is down and
a packetis ready to be
sent

GREoverlPsec

37.85.98.211

10.10.10.2

255.255.255.255

10.10.10.1

255.255.255.255

Preshared Key

RemoteSite

IKE ID

HQSite

AES (128 bit keys)

SHA1
2
All the Time

Bring the tunnel
Up

Friendly name for the IPsec tunnel

The IP address or hostname of the remote IPsec peer that a VPN
will be initiated to.

Use this IP address for the local LAN subnet. This is usually the IP
address of the router’s Ethernet interface but in this case is a host
IP address that does not actually exist (use an unused IP address
from an unused subnet; it doesn’t matter what is used). This one of
the end points of the IPsec tunnel (so with mask /32 as below)
Use this IP mask for the local LAN subnet.
Use this IP address for the local LAN subnet. This is usually the IP
address of the router’s Ethernet interface but in this case is a host
IP address that does not actually exist (use an unused IP address
from an unused subnet; it doesn’t matter what is used). This one of
the end points of the IPsec tunnel (so with mask /32 as below)
Use this IP mask for the remote LAN subnet. The mask sets the
range of IP addresses that will be allowed to use the IPsec tunnel.
Requires that both IPsec peers share a secret key, or password,
that can be matched by and verified by both peers. To configure
the PSK, a user will need configuring that matches the inbound ID
of the remote peer and the PSK is configured using the password
parameter. This is done via Configuration > Security > Users as
shown below
When Aggressive mode is ON (as in this case), this parameteris a
string of up to 20 characters. It is sent to the remote peer to identify
the router
Defines how the remote peer is to process the Our ID configuration.
Set to IKE ID.

When Aggressive mode is ON (as in this case), this parameter is a
string of up to 20 characters that identifies the remote peer. This
setting should use the same text as the Our ID parameter in the
remote peer’s configuration.

The ESP encryption protocol to use with this IPsec tunnel

The ESP authentication algorithm to use with this IPsec tunnel

The (DH) group to use when negotiating new IPsec SAs.
This controls how the IPsec tunnel is brought up, for the Initiator
“All the time” option is chosen
Defines the action that is performed when the IPsec tunnel is down
and a packet needs to be sent. For the Initiator the “Bring the
tunnel up” option is chosen
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The IKE responder settings are set as follows:

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IKE > IKE
RESPONDER

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE 0

» Interfaces

p DHCP Server

» Network Services

» DNS Servers

» Dynamic DNS

» IP Routing/Forwarding

+ Virtual Private Networking (VPN)

w IPsec
» IPsec Tunnels
» IPsec Default Action

» Dead Peer Detection (DPD)

« IKE
» IKE Debug
« IKE O

Use the following settings for negotiation

Encryption: ONone ODEsS O3DES [®aEsS (128 bit)] OAES (192 bit) O AES (256 bit)

Authentication: ONone _QMps 1® sHall OsHa256
Mode: O Main |® Aggressive

MODP Group for Phase 1:[2 (1024) f|
P
MODP Group for Phase 2:| 2 (1024) |

Renegotiate after | 2]

|hrs |0 |mir|s 0 |secs

+ Advanced

. Apply |

Where:
Parameter Setting Description
Encryption AES (128 bit) The encryption algorithm to be useq for IKE exchanges over
the IP connection
Authentication SHA1 The algorithm used to authenticate the IKE session
Mode Aggressive Aggressive mode is used in this example
MODPPhggzulp for 2 (1024) The key length used in the IKE Diffie-Hellman exchange
MODP Group for 2 (1024) The minimum width of the numeric field used in the
Phase 2 calculations for phase 2 of the security exchange.
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For the Pre-Shared key, a user needs to be configured with the Username as the ID of the responder
and the password as the Pre-Shared key:

CONFIGURATION - SECURITY > USERS > USER 10-14 > USER 10

Configuration - Security > Users > User 10 - 14 > User 10

b System
+ Users
p User0 -9
w User 10 - 14
» User 10
Username: |HQsite
Password:| sessssss
Confirm Passwnrd:luunu I
Access Level:
¢ Advanced

Parameter Setting Description
Username HQsite Name should match the Remote ID: value from Eroute 0
Password ol Enter a password

*kkk

Confirm Password Re-enter the password

This user will not be granted any admin access as only

Access Level None
used as a pre-shared key
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3.4 GRE Tunnel configuration

In order to configure the GRE Tunnel Interface, navigate to the following section and configure as

explained below:

CONFIGURATION - NETWORK > INTERFACES > GRE > TUNNEL 0

Configuration - Network > Interfaces > GRE > Tunnel 0

» Mobile
» GRE
» Tunnel D

» Interfaces |

Description:IGRE tunnel I

Source IP Address: O Use interface 0

Destination IP Address or Hostname: 10.10.10.1I

[ Enable keepalives on this GRE tunnel

IP Address:[10.10.0.2 |
Mask:[255.255.255.252

® Use IP Address [10.10.10.2 | |

» Advanced
Where:
Description GRE Tunnel A memorable name.for th!s GRI? m_stance, to make it
easier to identify it.
The IP fthevi interf h .
IP address 10.10.0.2 e IP address o t. e virtual interface the tunnel uses
Use with the Mask parameter
Use this parameter with the IP address parameter to
ify th i he vi interface. Thi
Mask 255 955 955 959 clarify the subnet in use on the virtual interface. This

Source IP Address -
Use IP Address

Destination IP
Address or Hostname

would normally be a 30-bit mask as this is a point-to-
point link (255.255.255.252).
Specify a source address by manually assigning an
10.10.10.2 address. This will be the same address configured in
Eroute 0 Local LAN section

This is IP address of the remote end of the tunnel. This
10.10.10.1 will be the same address configured in Eroute 0
Remote LAN section
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3.5 Static Route configuration

The last thing to configure is two static routes so that the traffic directed to both HQ LANs will be
routed into the same GREoverlpsec tunnel:

CONFIGURATION - NETWORK > IP ROUTING/FORWARDING > STATIC ROUTES > ROUTE 0

Configuration - Network > IP Routing/Forwarding > Static Routes > Route 0

» Interfaces

p DHCP Server
Network Services

b DNS Servers

p Dynamic DNS

- IP Routing/Forwarding
» IP Routing
w Static Routes

+ Route O

Description: ITGHQLAN 1 I |

Destination Network:[192.168.10.0 | | Mask{|255.255.255.0
via

Gateway:
Interface: I Tunnel (|0 l

Metric:

¢ Advanced

Where:
Parameter \ Setting \ Description
Description ToHQLAN1 Friendly name for the static route
Destination Network-Mask 192.168.10.0- HQ LAN 1 subnet with related mask

255.255.255.0

In order to route the traffic into the GRE tunnel, the

Interf T i
nterrace unnel 0 “Tunnel 0” interface must be chosen
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CONFIGURATION - NETWORK > IP ROUTING/FORWARDING > STATIC ROUTES > ROUTE 1

Configuration - Network > IP Routing/Forwarding > Static Routes > Route 1

p DHCP Server
» Network Services
b DNS Servers
» Dynamic DNS
w IP Routing/Forwarding
» IP Routing
= Static Routes
» Route O
+ Route 1

Description: ITUHQLANE I

via

Destination Network: [172.16.10.0 | | Mask:[255.255.255.0

Gateway: |

Interface: |Tur1r|e| w | |D

Metric:

b Advanced
Where:
Parameter [ Setting [
Description ToHQLAN2

Description

Friendly name for the static route

172.16.10.0-

Destination Network-Mask 255 955 955 0

HQ LAN 2 subnet with related mask

Interface Tunnel 0

In order to route the traffic into the GRE tunnel, the

“Tunnel 0” interface must be chosen
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4 TESTING THE GREOVERIPSEC TUNNEL

4.1 Checking the Tunnel status

If allis correctly configured on both sides, the tunnel should go UP and that can be checked in the
following section of the WEB Ul:

Initiator:

MANAGEMENT - EVENTLOG

Management - Event Log

12:36:06, 04 Jul 2017,Ercute 0 VPN up peer: HQaite
12:36:068, 04 Jul 2017,New IPSec 3A created by HQaite
12:36:06, 04 Jul 2017, (8) IEKE Motification: Initial Centact,BX

12:36:06, 04 Jul 2017, (9) IEE Notification: Reaponder Lifetime,BX
12:36:06, 04 Jul 2017, (8) New Phase 2 IKE Session 37.85.98.211,Initiateor
12:36:06, 04 Jul 2017, (7) IKE Keys Negotiated. Peer: HQaite

12:36:05, 04 Jul 2017, (7) New Phase 1 IKE Session 37.85.98.211,Initiator
12:36:035, Jul 2017,IEE Beguesat Received From Eroute 0

MANAGEMENT - CONNECTIONS > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC
TUNNELS

~ Virtual Private Networking (VPN)
~ IPsec
~ IPsec Tunnels

Outbound V1 SAs

Peer IP Addr [ Remote Network ESP Auth  ESPEnc___IP Comp KBytes Delivered KBytes Left Time Left (secs) Interface
0 37.85.98.211 10.10.10.2/32 10.10.10.1/32 N/A  SHAL AES(128) N/A 0 0 28747 PPP 1 N/A | Remove |
Remove All
Inbound V1 SAs

Peer IP Addr Local Network Remote Network ESP Auth ESP Enc IP Comp KBytes Delivered KBytes Left Time Left (secs) Interface
i} 37.85.98.211 10.10.10.2/32 10.10.10.1/32 N/A SHA1 AES(128) N/A 0 0 28747 PPP 1 N/A  Remove

Remove All

MANAGEMENT - NETWORK STATUS > INTERFACES > GRE

Management - Network Status > Interfaces > GRE

 Interfaces

» Mobile
- GRE
Description L IP Address Source Destination
Status
o] GRE tunnel Up 10.10.0.2 255.255.255.252 10.10.10.2 10.10.10.1
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MANAGEMENT - NETWORK STATUS > IP ROUTING TABLE

Management - Network Status > IP Routing Table

» Interfaces
» IP Statistics
+ IP Routing Table

Destination Gateway Metric Protocol Interface Status

10.10.0.0/30 10.10.0.2 1 Local = TUN O up
37.80.17.59/32 37.80.17.59 1 Local = PPP 1 up
172.16.10.0/24 10.10.0.2 2 Static 1 TUN O up
192.168.1.0/24 192.168.1.1 1 Local = ETHO up
192.168.10.0/24 10.10.0.2 2 Static 0 TUN O up

Default Routes

Destination Gateway Metric Protocol Interface Status

0.0.0.0/0 37.80.17.59 2! Static 0 PPP 1 up

[ Refresh || Toggle Src Addr [

Responder (HQ):
MANAGEMENT - EVENTLOG

Management - Event Log

14:36:03, 04 Jul 2017, (3) IKE 34 Bemoved. Peer: Bemotelite,3uccessful Negotiation
14:36:01, 04 Jul 2017,Ercute O VPN up peer: Remotelite

14:36:01, 04 Jul 2017 ,WNew IPSec 54 created by Remotelite

14:36:01, 04 Jul 2017, (3) IKE Notification: Initial Contact, RI
14:36:01, 04 Jul 2017, (3) New Phase 2 IEKE 3ession 37.80.17.59,Responder
14:36:00, 04 Jul 2017, (1) IKE Keys Negotiated. Peer: REemote3ite

14: oo, 2017, (1) New Phase 1 IKE 3Z3ession 37.80.17.59,FResponder

MANAGEMENT - CONNECTIONS > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC
TUNNELS

+ virtual Private Networking (¥PN)
w IPsec

w IPsec Tunnels

OQutbound ¥1 SAs

# PeerIP Addr Local Network Remote Network AH ESP Auth ESP Enc IP Gomp KBytes Delivered KBytes Left Time Left (secs) Interface  VIP
o 37.80.17.59 10.10,10.1/32 10,10.10.2/32 N/A SHAL AES(128) N/A o a 28702 PPP 1 M/A | Remowe ‘ ‘
Remove All
Inbound V1 SAs
Peer IR Addr Local Network Remote Network AH ESP Auth ESPEnc  IP Comp KBytes Delivered KBytes Left Time Left (secs) Interface VIR
37.80.17.59 10.10.10.1/32 10.10.10.2/32 [ SHAL MES(128) (S [1} 0 28703 PPP 1 (023 ‘ Remnvel ‘

Remove All

Page |25



How to configure a GRE over IPsec Tunnel between two Digi TransPort Routers

MANAGEMENT - NETWORK STATUS > INTERFACES > GRE

Management - Network Status > Interfaces > GRE

w Interfaces
» Ethernet
» Maohile
w GRE

Oper.
Status

u] GRE Tunnel Up 10,10.0.1  255,255,255.252  10.10.10.1 10.10.10.2

Refresh

IP Address Source Destination

Description

MANAGEMENT - NETWORK STATUS > IP ROUTING TABLE

Management - Wetwork Status = IP Routing Table

» Interfaces
» IP Statistics
w IP Routing Table

Destination Gateway Metric Protocol Interface Status

10.10.0.0/30 10.10.0.1 1 Local = TUMN O up
37.85.98.208/29 37.85.98.211 1 Local = PPP 1 Up
172.16.10.0/24 172.16.10.0 1 Local = ETH 1 up
192.168.1.0/24 10.10.0.1 2 Static u] TUMN O up
192.168.10.0/24 192.168.10.1 1 Local = ETHO Up

Default Routes

Destination Gateway Metric Protocol Interface Status

0.0.0.0,/0 37.85.98.211 2 Static u] PPP 1 up

Refresh || Toggle Src Addr
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4.2 Testing the Traffic over the Tunnel

In order to test that the traffic between the RemoteSite LAN and both HQ LANs is correctly
transported through the GREoverlPsec tunnel, a simple ping test can be done from a Laptop on the
Remote Site LAN to two hosts in the two different HQ LANSs.

4.2.1 Configuring Analyser

In order to get a packet trace of the test traffic, the analyser on the Remo Site router must be
configured as follows:

MANAGEMENT - ANALYSER > SETTINGS

Management - Analyser > Settings

w Settings

4 Enable analyser

Maximum packet capture size: | 1500 bytes
Log size: hytes

Protocol layers
Laver 1 (Fhysical)

Lo 2] el

I # Layer 3 (Network) I
xXOT

Enahle IKE debug
Enable QMI trace

LAPB Links
LAapPB O LAaPE 1

Serial Interfaces
ASY 0 A5 1 ASY 3 ASY 4 ASY D
ASY 6 ASY 7 ASY 8 ASY 9 A5Y 10
ASY 11 A5y 12 ASY 13 ASY 14 A5Y 19
ASY 16 a5y 17 W WA AR
.Clear all Serial Inter‘faces__

Ethernet Interfaces
ETH O ETH 1 ETH 2 ETH 3 ETH 4
ETH S ETH & ETH 7 ETH & ETH 9
SleasaliEterpatlnteiarass
PPP Interfaces
PPP O PPP 1 PPP 2 PPP 3 PPP 4
PPP 5 =]=l=N PPR 7
Clear all PP Interfaces

IP Sounes
¥ ETH O ETH 1 ETH 2 ETH 3 ETH 4

ETH S ETH6 ETH 7 ETH & ETH O
OVPN O OBl 1 VPN 2

PPP O PPP 2 PPP 3 PPP 4
PRP 5 e PRP 7

sCleaalldBSaurcas
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Where:

Enable
Analyser

Maximum
packet
capture size

Log Size

Protocol
layers

IP Sources

ETHO

PPP 1

1500

180

Layer 3 (Network)

If ticked will reveal all Analyser settings
options
The number of bytes that are captured and
stored for each packet. If the packet is bigger
than the configured size, the packet is
truncated. The usual value used is 1500
The maximum size of the pseudo file ana.txt
for storing the captured data packets. Once
the maximum size is reached, the oldest
captured data packets are overwritten when
new packets are captured. Usually the
maximum value is chosen: 180Kb (but the
datais compressed so more than 180Kb of
trace data will be captured)

The check-boxes under this heading specify
which protocol layers are captured and
included in the Analyser trace. In this case
the the Network Layer (Layer 3) is chosen.
Selects the IP sources over which packets are
captured and included in the Analyser trace.
These sources include IP packet transmitted
and received over Ethernet, PPP and
OpenVPN (OVPN) interfaces.

LAN Interface, in this example ETH 0 is used

WAN Interface, in this example PPP 1 is used
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4.2.2 PingtesttoHQLAN1

From the command prompt of a laptop in the Remote Site LAN, try a ping to a host in the HQ LAN1:

EM Administrater: Cornmand Prompt

Minimum =

ms,

C:Zwindows

16.186 -n 1

d 1 [
in milli-
Maximum = 12C

Lost =
imes

Checking the trace in the MANAGEMENT - ANALYSER > TRACE section, it is shown that the ECHO
REQ/REPLY packets are correctly encapsulated in the tunnel (GRE/ESP packets) sent/received via the

PPP connection:

00
25
00

80
01
87
co
co

4-7-2017

00 3C 25
0A 64 08
67 68 69
77 61 62

12:47:38.7
F3 00 00 80
00 27 17 00
6A 6B 6C 6D
63 64 65 66

(In) From REM TO LOC

3C
F3
00

B5
A8
A8

ICMP:

08
00
27

17

01 64
0A 64

IP Ver:

Hdr Len:
TOS g

Delay:
Throughput:
Reliability:
Length:

IDsg

Frag Offset:
Congestion:

TTL:
Proto:
Checksum:
Src IP:
Dst IP:

Type:
Code:
Checksum:

70
01
01
6E
67

CO A8 01 64
61 62 63 64
71 72 73 74

ETH 0O

20

Routine
Normal

Normal

Normal

60

9715

0

Normal

May Fragment
Last Fragment
128

ICMP

34741
192.168.1.100
192.168.10.100

ECHO REQ
0
5927

...d.."'"...&Dabcd
efghijklmnopgrst
uvwabcdefghi
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00

00
00
00

00
00
00

FA
32
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12:
00
08
01
63
73

47 :
00
00
64
64
74

38.
F9
45
Cco
65
75

00
0A
88
26
6F
68

From LOC TO
IP Ver:
Hdr Len:
TOS 8
Delay:
Throughput:
Reliability:
Length:

ID:
Frag Offset:
Congestion:

54
16
00

TTL:
Proto:
Checksum:
Src IP:
Dst IP:

12:
00
10
05
12
4B
30
23
78
45
1E

47 :
00
C3
1E
77
05
02
FE
D4
60
31

38.
FA
00
AA
6B
00
3B
AF
CcO
1B

c4
6D
TF
22

(Final) From LOC TO REM
IP Ver:

Hdr Len:
TOS 8

Delay:
Throughput:
Reliability:
Length:

ID:

Frag Offset:
Congestion:

98
16
00

TTL:
Proto:

2F
00
A8
66
76

REM

32
00
DC
79
80
55
B6
32
A3

99
00
0A
67
77

0A
00
27
6B
64

02 Bo oMo o000 /.N....
00
17
6C
65

....... Glo o o@oo’c
. .&Dabcdefghijkl
mnopgrstuvwabcde
fghi

IFACE: PPP 1
4

20

Routine
Normal

Normal

Normal

84

22

0

Normal

May Fragment
Last Fragment
249
GRE
39246
10.10.
10.10.

01
00
43
62
69
63
AQ
98
8A

11
55
1B
BA
75
3A
8D
DD
00

3B E.oueenenn. 2. .
D4 £10) I ".U.
6C o7 c..1.1
FB 8Hn..Y.wkybL....
79 5.k.,sK...1i..]uy
17 .$..0.;UcC7b:.
19 e ...
25 oM. X 2007008
34 AL . ET L. &AL

IFACE: PPP 1
4

20

Routine
Normal
Normal
Normal

152

22

0

Normal

May Fragment
Last Fragment
250

ESP
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01 6B Checksum: 363
25 50 11 3B Src IP: 37.80.17.59
25 55 62 D3 Dst IP: 37.85.98.211

————— 4-7-2017 12:47:40.320 ——————=

45 00 00 98 00 15 00 OO F4 32 07 6C 25 55 62 D3 E..oooo... 2.1%Ub.
25 50 11 3B 36 44 13 D3 00 00 00 15 7D F5 8D 5D %P.;6D...... oo
6E FF 03 A0 35 9C E8 A4 11 C7 BC 4A DO 6D 99 D7 n...5...... J.m. .
D7 BE 5A 32 98 F3 E5 90 3C C8 B9 BO DO 55 85 68 ..Z22....<....0.h
OE BD 7D 3A C9 EB 4F B9 C5 AF CF 17 E5 32 35 41 N O © B 25A
E3 10 5D 9D 70 D7 1B 49 DA F8 48 85 0C F5 1D B4 ..].p.. I H.L L.
AF F9 F6 OA 15 10 6D 5A BD C4 ED 35 12 E4 99 77 ...... mZ...5...w
4% 77 CF 0C 14 E9 41 3D 32 4C 5B BF EE 8A BD 93 Nw....A=2L[.....
4F 92 CO 9E 18 A3 DO D3 51 EB BE DF 4C 1D B8 35 O..vvnn. Q...L..5
92 EC 76 C7 FA 12 1C 86 R v
IP (In) From REM TO LOC IFACE: PPP 1
45 IP Ver: 4

Hdr Len: 20
00 TOS: Routine

Delay: Normal

Throughput: Normal

Reliability: Normal
00 98 Length: 152
00 15 ID: 21
00 00 Frag Offset: 0

Congestion: Normal

May Fragment
Last Fragment

F4 TTL: 244
32 Proto: ESP
07 6C Checksum: 1900
25 55 62 D3 Src IP: 37.85.98.211
25 50 11 3B Dst IP: 37.80.17.59

————— 4-7-2017 12:47:40.320 ——————=

45 00 00 54 00 15 00 00 F9 2F 99 4F OA OA 0A 01 E..T..... /.0....
OA OA OA 02 00 00 08 00 45 00 00 3C 13 B7 00 00 ........ E..<....
7F 01 9A F1 CO A8 OA 64 CO A8 01 64 00 00 2F 17 ... ... d...d../.
00 01 26 44 61 62 63 64 65 66 67 68 69 6A 6B 6C . .&Dabcdefghijkl
6D 6E 6F 70 71 72 73 74 75 76 77 61 62 63 64 65 mnopgrstuvwabcde
66 67 68 69 fghi
IP (Cont) From REM TO LOC IFACE: PPP 1
45 IP Ver: 4

Hdr Len: 20
00 TOS: Routine

Delay: Normal

Throughput: Normal

Reliability: Normal
00 54 Length: 84
00 15 ID: 21
00 00 Frag Offset: 0

Congestion: Normal

May Fragment
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TTL:
Proto:
4F Checksum:
0A 0A 01 Src IP:
0A 0A 02 Dst IP:
4-7-2017 12:47:40.
00 3C 13 B7 00 00 7E
01 64 00 00 2F 17 00
67 68 69 6A 6B 6C 6D
77 61 62 63 64 65 66

(Final) From LOC TO REM
IP Ver:
Hdr Len:

3C
B7
00

0A 64
01 64

TOS:

Delay:

Throughput:

Reliability:

Length:

ID:

Frag Offset:

Congestion:

TTL:

Proto:
Checksum:

Src IP:
Dst IP:

Type:
Code:

Checksum:

320
01
01
6E
67

Last Fragment
249
GRE
39247
10.10.
10.10.

9B
26
6F
68 69

OA 64
63 64
73 74

IFACE: ETH O
4

20

Routine
Normal

Normal

Normal

60

5047

0

Normal

May Fragment
Last Fragment
126

ICMP

39921
192.168.10.100
192.168.1.100

ECHO REPLY
0
5935

E..<....~o..... d
.d../...&Dabcd

efghijklmnopgrst

uvwabcdefghi
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4.2.3 Pingtestto HQLAN 2

From the command prompt of a laptop in the Remote Site LAN, try a ping to a host in the HQ LAN2:

2>ping

imate
Minimum

172.16.16. 166

-n 1

2 st
% loss),

1647ms

Checking the trace in the MANAGEMENT - ANALYSER > TRACE section, also for the traffic directed to
the HQ LAN 2, it is shown that the ECHO REQ/REPLY packets are correctly encapsulated in the tunnel
(GRE/ESP packets) sent/received via the PPP connection:

————— 4-7-2017 12:57:13.880
45 00 00 3C 08 3A 00 00 80
AC 10 OA 64 08 00 27 OB 00
65 66 67 68 69 6A 6B 6C 6D
75 76 77 61 62 63 64 65 66
IP (In) From REM TO LOC
45 IP Ver:
Hdr Len:

00 TOS:
Delay:
Throughput:
Reliability:

00 3C Length:

08 3A ID:

00 00 Frag Offset:
Congestion:

80 TTL:

01 Proto:

BA 06 Checksum:

CO A8 01 64 Src IP:

AC 10 OA 64 Dst IP:

ICMP:

08 Type:

01
01
6E

CO A8 01 64
61 62 63 64
71 72 73 74

67 68 69
ETH O

20

Routine
Normal

Normal

Normal

60

2106

0

Normal

May Fragment
Last Fragment
128

ICMP

47622
192.168.1.100
172.16.10.100

ECHO REQ

.d..'...&Pabcd
efghijklmnopgrst
uvwabcdefghi
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00

00
00
00

IpP
45

00

00
00
00

How to configure a GRE over IPsec Tunnel between two Digi TransPort Routers

Code:

Checksum:
12
00
08
01
63
73

== :57:
00
00
64
64
74

13.
17
45
AC
65
75

From LOC TO
IP Ver:
Hdr Len:
TOS:
Delay:
Throughput:
Reliability:
Length:

ID:
Frag Offset:
Congestion:

REM

54
26
00

TTL:
Proto:
Checksum:
Src IP:
Dst IP:

12:
00
10
BE
DF
64
2F
7B
D6
E6
50

57:
00
C3
E7
68
67
9D
87
Fo6
33
BF

13.
FA
00
B6
D9
98
10
BD
CB
04

DC
58
92
4C
15
A6

(Final) From LOC TO REM
IP Ver:

Hdr Len:
TOS:

Delay:
Throughput:
Reliability:
Length:

ID:

Frag Offset:
Congestion:

98
26
00

2F
00
10
66
76

32
00
F5
14
0D
52
83
35
BF

0A
3A
00
6A
63

99
00
0A
67
77

0A
00
27
6B
64

02 E..T.&..
00 <ot
....... d...d..".
. .&Pabcdefghijkl
mnopgrstuvwabcde
fghi

6C
65

IFACE: PPP 1
4

20

Routine
Normal

Normal

Normal

84

38

0

Normal

May Fragment
Last Fragment
249

GRE

39230
10.10.10.2
10.10.

01
00
8A
D6
1E
92
C6
8F
78

11
14
38
74
8B
OE
EC
9F
C3

3B Boooofiooolo [B265
15 sUb
5C
68
23
F4
Cc7 500@o o
A4 s0llio 0/ 000D00% 000
6F 230 0o 0o aRo aLo®

IFACE: PPP 1
4

20

Routine
Normal
Normal
Normal

152

38

0

Normal

May Fragment
Last Fragment
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FA TTL: 250
32 Proto: ESP
01 5B Checksum: 347
25 50 11 3B Src IP: 37.80.17.59
25 55 62 D3 Dst IP: 37.85.98.211

————— 4-7-2017 12:57:15.530 ——————=

45 00 00 98 00 1D 00 00 F4 32 07 64 25 55 62 D3 E...o..... 2.d%Ub.
25 50 11 3B 36 44 13 D3 00 00 00 1D 7F D3 A4 E1 SP.;6D. ... ...
2D C5 54 25 37 EO 9E 16 47 36 24 5E 57 42 65 AF -.T%7...G6$"WBe.
BF 63 9A 23 02 5A 6A 15 89 3A 9E B3 F1 3F 46 A5 .C.#.Z)..:...2F.
F3 05 AE EB 71 46 15 7E BC 9B 45 CB 95 5D 15 62 ....gF.~..E..].Db
02 E9 80 2B EB 2E 78 48 E4 52 31 A7 89 B4 11 12 ...t .. xH.RL.....
23 4E Cl1 A3 08 BD FA 95 13 59 5C 81 13 1F BE E6 #N....... Y\.....
2A 02 AE 27 DB 35 8A F4 81 60 D5 98 32 83 85 24 Foo'oBooo 0000
58 CB 7D B7 D1 1F EE E7 DF DF C9 86 75 CE F3 CB Xotooooooo. U oo
89 EE 07 BF 1A 78 6D O0A L., Xm.
IP (In) From REM TO LOC IFACE: PPP 1
45 IP Ver: 4

Hdr Len: 20
00 TOS: Routine

Delay: Normal

Throughput: Normal

Reliability: Normal
00 98 Length: 152
00 1D ID: 29
00 00 Frag Offset: 0

Congestion: Normal

May Fragment
Last Fragment

F4 TTL: 244
32 Proto: ESP
07 o4 Checksum: 1892
25 55 62 D3 Src IP: 37.85.98.211
25 50 11 3B Dst IP: 37.80.17.59

————— 4-7-2017 12:57:15.530  ——-----

45 00 00 54 00 1D 00 00 F9 2F 99 47 OA OA 0A 01 E..T..... /.G....
OA OA OA 02 00 00O 08 00 45 00 00 3C 00 E8 00 00O ........ E..<....
7F 01 C2 58 AC 10 OA 64 CO A8 01 64 00 00 2F OB Lo.X.o.de. . d. L/
00 01 26 50 61 62 63 64 65 66 67 68 69 6A 6B 6C . .&Pabcdefghijkl
6D 6E 6F 70 71 72 73 74 75 76 77 61 62 63 64 65 mnopgrstuvwabcde
66 67 68 69 fghi
IP (Cont) From REM TO LOC IFACE: PPP 1
45 IP Ver: 4

Hdr Len: 20
00 TOS: Routine

Delay: Normal

Throughput: Normal

Reliability: Normal
00 54 Length: 84
00 1D ID: 29
00 00 Frag Offset: 0
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00
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Congestion: Normal
May Fragment
Last Fragment
TTL: 249
Proto: GRE
47 Checksum: 39239
0OA OA 01 Src IP: 10.10.10.1
0A OA 02 Dst IP: 10.10.10.2
4-7-2017 12:57:15.530  -------
00 3C 00 E8 00 00 7E 01 C3 58 AC 10 OA 64
01 64 00 00 2F OB 00 01 26 50 61 62 63 64
67 68 69 6A 6B 6C 6D 6E 6F 70 71 72 73 74
77 61 62 63 64 65 66 67 68 69

(Final) From LOC TO REM

3C
E8
00

0A 64

01

IP Ver:

Hdr Len:
TOS 8

Delay:
Throughput:
Reliability:
Length:

ID:

Frag Offset:
Congestion:

TTL:
Proto:
Checksum:
Src IP:
604 Dst IP:

Type:
Code:
Checksum:

IFACE: ETH 0
4

20

Routine
Normal

Normal

Normal

60

232

0

Normal

May Fragment
Last Fragment
126

ICMP

50008
172.16.10.100
192.168.1.100

ECHO REPLY
0
2863

o o€0000¥00Xo o ol
.d../...&Pabcd

efghijklmnopgrst

uvwabcdefghi
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5 CONFIGURATION FILES

5.1 Responder Configuration (WR21)

The config.dao file and the hardware/firmware used on the Responder router for the purpose of this
Application Note are shown below:
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5.2 Initiator Configuration (WR11)

The config.dao file and the hardware/firmware used on the Initiator router for the purpose of this
Application Note are shown below:
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