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1.1 Outline

Layer 2 Tunneling Protocol (L2TP) can be used to tunnel layer 2 frames and thus provide remote access
to a private LAN. This VPN is also suitable to facilitate a secure connection when using a public Wi-Fi
hotspot, ensuring that traffic from the client device cannot be sniffed or intercepted by someone else
using the same hotspot.

IPSec is a standard for encryption and security, running L2TP over IPsec can therefore provide secure
encrypted remote access to a private LAN. This is commonly known as a VPN or Virtual Private Network
connection.

Android and Apple iOS provide a VPN client that is capable of running L2TP over IPsec. This application
note explains how to configure a Digi TransPort router to act as an L2TP/IPsec VPN server for an Android
or Apple iOS client.

This solution works as long as the client has internet access, regardless of whether the connectivity is via
Wi-Fi or a mobile network.

This application note explains the procedure of configuring a Digi TransPort DR64 router as a L2TP over
IPsec VPN Server.

L2TP will run over the IPsec connection and the PPP connection will be negotiated over the newly
established L2TP Pipe.

The remote clients will be using the bundled OS features and no extra 3" party applications are required.
This Application note will also take the user through the Android & Apple iOS configuration.

NB Although in this example the DR64 model is used, the same settings can be applied to all other Digi
TransPort models. (Certain models may not have the IPsec encryption option enabled, if this is the case,
please contact Digi Support for details on how to enable this option.)
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1.2 Assumptions

Host on
LA

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product, and of the requirements for their specific
application.

This application note applies to;

Models shown: Digi TransPort DR64 with firmware version 5156

Other Compatible Models: All Digi TransPort products.

Other suitable firmware versions: 4.967 or newer (GUI might look different to what is shown in this
document, but the configuration is still valid)

Configuration: This Application Note assumes the devices are set to their factory default configurations.
Most configuration commands are only shown if they differ from the factory default.

Users should have access to the Digi TransPort command line interface (via serial port or telnet) and also
the web interface.

Other devices hardware & firmware versions:

Tablet: Apple iPad2 running iOS 5.1.1 (9B206)



Smart phone: Samsung Galaxy S GT-19000 running Android 2.3.5 (Gingerbread)

1.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be addressed
to: uksupport@digi.com

Requests for new application notes can be sent to the same address.

1.4 Version

1.0 Published


blocked::http://support.microsoft.com/kb/885407/

2 CONFIGURATION

2.1 Configure DR64’s LAN Interface

Assign an IP address and subnet mask to the Ethernet 0 interface. This is for the private LAN that the
remote client requires access to.

Using the Digi TransPort’s web interface navigate to

Configuration - Network > Interfaces > Ethernet > ETH 0

Configure the required IP address and subnet mask then click the ‘Apply’ button. Note that this step may
have been done already and as such may not be required.

w Interfaces
w Ethernet
*ETHO

Description:

) Get an IP address automatically using DHCP
@ se the following settings

1P AddressC30.1.51.254_
Gateway:

DNS Server:

Secondary DNS Server:

Changes to these parameters may affect your browser connaction

» Advanced
» QoS
F VRRP

Setting \ Description

IP Address 10.1.51.254 Suggested IP address of server’s LAN
Mask 255.255.0.0 Suggested mask of server’s LAN




2.2 Configure DR64’s ADSL (WAN) interface.

The Digi TransPort will be the VPN server and will need to be connected to the public Internet to allow
clients to establish an L2TP\IPsec VPN. This can be any interface (depending on the connectivity used at
the customer premises), but this Application Note will assume ADSL is used which is PPP 1.

Using the Digi TransPort’s web interface navigate to
Configuration - Network > Interfaces > DSL

Enter the Encapsulation type, VPI & VCI settings, the ADSL username and password, these can be
obtained from your ISP if not known.

Also ensure the PVCis set to ‘0’ (zero), NAT is enabled & IPsec is enabled.

Click ‘Apply’ when settings are complete.



Configuration - Network > Interfaces > DSL

w DSL

—> || Enable D5L

Configure P'l.-f

PVC Configuration

— V| Enable this PVC

Encapsulation M
UPI:@ VCI:

DSL Network Settings
This DSL PVC is using PPP 1

Username :@

Password;

Description

Confirm password:

—> V| Enable NAT on this interface

IP address and Port

MAT Source IP address: o

—> /| Enable IPsec on this interface

| Keep Security Associations (SAs) when this DSL interface is disconnected

Use interface Default - 0 for the source IP address of IPsec packets

Enable the firewall on this interface

Limit the data transmitted over this interface
Issue a waming event after o KBytes «

Stop data from being transmitted after o KBytes -
Reset the data limit on the 1 day of the month

Enable DSL checked Enables the DSL parameters
Configure PVC 0 Sets the PVC to use
Enable this PVC checked Makes this PVC active
Encapsulation PPPoA VC-Mux | The encapsulation method used by the ISP
VPI 0 The VPI for the ADSL service
VCI 38 The VCl for the ADSL service
Username user@isp.net The username for the ADSL service
Password password The password for the ADSL service
Confirm password password Type the same password in again

IPSec checked Enables IPsec on this interface.



2.3 Configure DR64’s Default Route

Arouting table entry needs to be added to direct returning IP packets back through the VPN tunnel, so a
default route is needed to point to WAN interface configured in step 2.2

Using the Digi TransPort’s web interface navigate to
Configuration - Network > IP Routing/Forwarding > Static Routes > Default Route 0

Confirm the default route is correct or enter a new default route:

Configuration - Network > IP Routing/Forwarding > Static Routes > Default Route 0
w Static Routes
» Routes0-9
» Routes 10 - 19
w Default Route 0

Description:

Default route via

Gateway:
Interfac v@
Metric: 1
» Advanced
_Aply|
Interface PPP 1 Routes traffic to the PPP 1 interface

2.4 Configure DR64’s IKE settings - IPsec phase 1

L2TP will be used across an established IPSec VPN tunnel, so first an IPSec Security Association (SA) with
an initiating peer will need to be established. These IPsec sections detail the configuration for
responding to all the initiating IPSec Peers (tablets and smart phones).

Internet Key Exchange (IKE) is used to associate two end points of a VPN tunnel, various parameters are
exchanged including a secret ‘key’ that either end of the IPSec tunnel will use to encrypt and decrypt
IPsec payloads.

Using the Digi TransPort’s web interface navigate to
Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Responder



Phase 1 of the VPN set up, IKE, is set by default to allow all combinations of authentication and
encryption algorithm proposals. Only a couple of extra settings need to be configured.

Configure the VPN Phase 1, IKE, so that all relevant SAs are removed when a VPN is disconnected.

Leave all other settings at default values, as shown below.

Configuration - Network > Virtual Private Networking (VPN] > IPsec > IKE > IKE Responder
k IKE 8
» IKE 9
« IKE Responder

¥ Enable IKE Responder
Accept IKE Requests with
Encryption: /| DES 1 IDES + AES (128 bit) +IAES (192 bit) #I AES (255 bit)
Authentication: VI MDS o SHAL
MODF Group between: 1(768) «» and 35(1536) -
Renegotiate after 8 hrs 0 ming 0 SECE

* Advanced
Stop IKE negobiation if no packet received for 30 seconds
¥ Enable NAT-Traversal
4| Send INITIAL-CONTACT notifications
¥ Send RESPONDER-LIFETIME notifications
Retan phase 1 54 after failed phase 2 negobiation
RSA private key file:

SA Removal Mode<Remove IKE SA when last [Psec SA removed v >

—p | Delete SAs when invalkid SPI nobfications are recenved

| Apply |

Remove IKE SA when last Ensures that IKE SAs are
SA Removal mode
IPsec SA removed removed promptly
Delete SAs when invalid
SPI notifications are Checked

received

Ensures that SAs are deleted if
SPIs do not match

2.5 Configure DR64’s IPsec phase 2 for Apple iOS devices

This section details configuration of the DR64 to negotiate with Apple iOS devices.

Do not try and use alternative values, the VPN will fail.

Using the Digi TransPort’s web interface navigate to

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec0 - 9 >
IPsecO

Configure the basic settings as shown:
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Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0 - 9 > IPsec 0
w IPsec 0 - iPad L2TP / IPsec
Description: iPad L2TP / IPsec €=

The IP address or hostname of the remote unit

Use as a backup unit
Local LAN Remote LAN
Use these settings for the local LAN Use these settings for the remote LAN
IP Address: IP Address:
Mask: Mask:

—» 9@ uUse interfac @ — © Remote Subnet IIO
Use the following security on this tunnel
Off XAUTH Init Preshared Keys ) RSA Signatures XAUTH Init RSA

Our ID:

our 1D typ€(® IKE ID D FQDN  © User FQDN ) IPv4 Address
Remote 10{(* )

Us&AES (256 bit keys) encryption on this tunnel
Usuthentication on this tunnel

Use Diffie Hellman group No PFS «

Use IKE vi + to negotiate this tunnel
Use IKE configuration: 0 «

Bring this tunnel up

All the time
Whenever a route to the destination is available

If the tunnel is down and a packet is ready to be sen

Bring this tunnel down if it is idle for 0 hrs o mins 0 secs
Renew the tunnel after
—_— 1 hrs 0 mins 0 secs

—_— 0 KBytes « of traffic
Description iPad L2TP / IPsec Friendly name for this VPN
Set this to the WAN interface configured
Use Interface: .
Local LAN earlier

PPP 1 :
(Yes, WAN interface, not LAN)

Remote Subnet | The ID this router expects to see from the
Remote LAN ID: peer. Asterisk = wildcard. Accept any peer
* ID.

Use the following security on Key to be used for IPsec will be populated

Preshared Keys

this tunnel in user table
OurID <leave blank> Not used
Our ID Type IKEID Type of IDs used
Remote ID * Any username can be used by the Peer
Use <enc> encryption on this AES 256 ESP Packet Payload encryption Method to
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tunnel be used

Use <auth> authentication on SHAL ESP Packet Authentication method to be
this tunnel used
Bring this tunnel up On demand Only raise the VPN then initiated by
remote devices
If the tunnelis down and a .
packet is ready to be sent Drop the packet If the VPN is down, drop the packet.
Renew the tunnel after 1 hour Lifetime values to match the Apple iOS
0 KBytes device

Click ‘Apply’, then scroll expand the ‘Advanced’ section directly below.

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec0 - 9 >
IPsec 0 > Advanced

Configure the Advanced settings as shown:



» Tunnel Negotiation
v Advanced

IPsec mode © Tunnel

Use No ~ AH authentication on this tunnel

Use No + compression on this tunnel
[7] Delete SAs when this tunnel is down
[7] Delete SAs when router is not a VRRP master

[7] Go out of service if automatic establishment fails
Disconnect the configured interface after 0

'] This tunnel can only use |Main APN  ~

[ Link tunnel with interface | pep =

Inhibit this IPsec tunnel when IPsec tunnels

Inhibit this IPsec tunnel unless IPsec tunnel

consecutive auto-negotiation failures

are up

is up

IKE negotiation source IP address is taken from the

© Interface

© Secondary IP address

© Interface PP

~||0

[] Tunnel this IPsec tunnel inside another tunnel

NAT-Traversal Keepalive timer 20

AllowCUDP_2IP protocol(s) in this tunnel
1P packets with ToS values
Only tunnel IP packets with

local TCP/UDP port 70D

remote TCP/UDP port 0

seconds

must use this tunnel

Parameter Setting Description
IPsec mode Transport Only IP payload is Encrypted within IPSec
Allow <prot.> IP protocol(s) in UbP Only UDP packets will cross Eroute
this tunnel
local TCP/UDP port 1701 Remote UDP port (L2TP) to use IPSec
Eroute
*Local subnet IP address to If the Plgl TransPort’s WAN interface is NQT
. . . public (and IPsec traffic is forwarded to it
negotiate (if different from Public IP . .
from a public IP address) enter the public
above)
IP address here.
If the Digi TransPort’s WAN interface is NOT
Local subnet mask to negotiate 955 955 955 255 public (and IPsec traffic is forwarded to it

(if different from above):

from a public IP address) enter
255.255.255.255 here.
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2.5.1 Additional step if this DR64 is not directly connected to the internet

If the DR64 is not directly attached to the internet, ie, it is behind a NAT router or firewall then this extra

step is required. If the router is attached directly to the internet skip this step.

Browse to:

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0 - 9 >
IPsec 0 > Tunnel Negotiation

Configure the negotiation settings as shown:

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0 - 9 > IPsec 0

¥ Tunnel Negotiation

Enable IKE tracing

egotiate a different IP address and Mask

IP Addres @
Virtual IP Request @ Off ON with NAT ON without NAT

XAuth 1D:

» Advanced

[ Apply |

Negotiate a different IP checked Enables negotiation of an alternative WAN
address and Mask interface address
If the Digi TransPort’s WAN interface is NOT
public (and IPsec traffic is forwarded to it

IPA <PublicIP > . .
ddress ublic [P address from a public IP address) enter the public
IP address here.
If the Digi TransPort’s WAN interface is NOT
Mask 556 255 965 956 public (and IPsec traffic is forwarded to it

from a public IP address) enter
255.255.255.255 here.

2.6 Configure DR64’s IPsec phase 2 for Android devices

This section details configuration of the DR64 to negotiate with Android devices. The only difference
between the Apple iOS (IPsec 0) settings and the Android (IPsec 1) settings is the encryption algorithm
used. Apple iOS uses AES256, Android uses 3DES. All other settings are identical.

Do not try and use alternative values, the VPN will fail.
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Using the Digi TransPort’s web interface navigate to

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0 - 9 >

IPsec1

Configure the basic settings as shown:

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0 - 9 > IPsec 1

w IPsec 1 - Android L2TP / IPsec
Description: Android L2TP / IPsec

The IP address or hostname of the remote unit

Use

Local LAN
Use these settings for the local LAN
IP Address:
Mask:

as a backup unit

Remote LAN

Use these settings for the remote LAN
IP Address:
Mask:

—»© uUse interface © — © Remote Subnet IIO
Use the following security on this tunnel
Off C@ Preshared Ke: ' XAUTH Init Preshared Keys

Our ID:

Our ID typeC® IKE IDD© FQDN  © User FQDN  © IPv4 Address
Remote lD,

Usncryption on this tunnel
Usuthentication on this tunnel

Use Diffie Hellman group No PFS «

RSA Signatures XAUTH Init RSA

Use IKE v1 + to negotiate this tunnel
Use IKE configuration: 0 «

Bring this tunnel up
All the time

Whenever a route to the destination is available
If the tunnel is down and a packet is ready to be sen

Bring this tunnel down if it is idle for 0 hrs 0 mins 0 secs
Renew the tunnel after

s g hrs 0 mins 0 secs

—_ 0 KBytes « of traffic

- A id L2TP . .
Description ndrloFl)csjec / Friendly name for this VPN

Set this to the WAN interface configured
Use Interface: .
Local LAN PPP 1 earlier
(Yes, WAN interface, not LAN)

Remote LAN Remote Subnet | The ID this router expects to see from the



Use the following security on
this tunnel
OurID
Our ID Type
Remote ID
Use <enc> encryption on this
tunnel
Use <auth> authentication on
this tunnel

Bring this tunnel up

If the tunnelis down and a
packet is ready to be sent

Renew the tunnel after

ID:

*

Preshared Keys

<leave blank>
IKE ID

*

3DES
SHA1
On demand

Drop the packet

1 hour
0 KBytes

peer. Asterisk = wildcard. Accept any peer
ID.
Key to be used for IPsec will be populated
in user table
Not used
Type of IDs used
Any username can be used by the Peer
ESP Packet Payload encryption Method to
be used
ESP Packet Authentication method to be
used
Only raise the VPN when initiated by
remote devices

If the VPN is down, drop the packet.

Lifetime values to match the Android
device

Click ‘Apply’, then scroll expand the ‘Advanced’ section directly below.

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0 - 9 >
IPsec 1> Advanced

Configure the Advanced settings as shown:



» Tunnel Negotiation
v Advanced

IPsec mode © Tunnel

Use No ~ AH authentication on this tunnel

Use No + compression on this tunnel
[7] Delete SAs when this tunnel is down
[7] Delete SAs when router is not a VRRP master

[7] Go out of service if automatic establishment fails
Disconnect the configured interface after 0

'] This tunnel can only use |Main APN  ~

[ Link tunnel with interface | pep =

Inhibit this IPsec tunnel when IPsec tunnels

Inhibit this IPsec tunnel unless IPsec tunnel

consecutive auto-negotiation failures

are up

is up

IKE negotiation source IP address is taken from the

© Interface

© Secondary IP address

© Interface PP

~||0

[] Tunnel this IPsec tunnel inside another tunnel

NAT-Traversal Keepalive timer 20

AllowCUDP_2IP protocol(s) in this tunnel
1P packets with ToS values
Only tunnel IP packets with

local TCP/UDP port 70D

remote TCP/UDP port 0

seconds

must use this tunnel

Parameter Setting Description
IPsec mode Transport Only IP payload is Encrypted within IPSec
Allow <prot.> IP protocol(s) in UbP Only UDP packets will cross Eroute
this tunnel
local TCP/UDP port 1701 Remote UDP port (L2TP) to use IPSec
Eroute
*Local subnet IP address to If the Plgl TransPort’s WAN interface is NQT
. . . public (and IPsec traffic is forwarded to it
negotiate (if different from Public IP . .
from a public IP address) enter the public
above)
IP address here.
If the Digi TransPort’s WAN interface is NOT
Local subnet mask to negotiate 955 955 955 255 public (and IPsec traffic is forwarded to it

(if different from above):

from a public IP address) enter
255.255.255.255 here.
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2.6.1 Additional step if this DR64 is not directly connected to the internet

If the DR64 is not directly attached to the internet, ie, it is behind a NAT router or firewall then this extra

step is required. If the router is attached directly to the internet skip this step.

Browse to:

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0 - 9 >

IPsec 1> Tunnel Negotiation

Configure the negotiation settings as shown:

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0 -9 > IPsec 1

v Tunnel Negotiation
Enable IKE tracing

egotiate a different IP address and Mask

IP Addres! @
Virtual IP Request @ Off ON with NAT ON without NAT

XAuth 1D:

» Advanced

[ Aety |

Negotiate a different IP checked Enables negotiation of an alternative WAN
address and Mask interface address
If the Digi TransPort’s WAN interface is NOT
public (and IPsec traffic is forwarded to it

P Address <PublicIPaddress> from a public IP address) enter the public
IP address here.
If the Digi TransPort’s WAN interface is NOT
Mask 255 255 955 956 public (and IPsec traffic is forwarded to it

from a public IP address) enter
255.255.255.255 here.

2.7 Configure DR64’s L2TP settings for multiple sessions.

L2TP (Layer 2 Tunneling Protocol) will provide a tunnel through which a logical PPP connection

can be established. When the Digi TransPort is configured to be an L2TP Server, the router listens
on UDP port 1701 and terminates L2TP connections. It then only allows PPP frames to be passed
in the L2TP “tunnel” between the Digi TransPort router and the remote device. As there is a need

for multiple L2TP sessions, multiple L2TP instances will need to be created. In this Application
Note L2TP instances 0 to 4 will be configured.

18



2.7.1 Configure L2TP O

Using the Digi TransPort’s web interface navigate to
Configuration - Network > Virtual Private Networking (VPN) > L2TP > L2TP 0

and enter the L2TP settings shown below.

Configuration - Network > Virtual Private Networking (VPN) > L2TP > L2TP 0O

w Virtual Private Networking (VPN)
» IPsec
w L2TP
v L2TP O

@Act as a listener only
@Enable Server mode
Initiate connections to
Use as a backup
Bring this tunnel up @ All the time
On demand
Bring this tunnel down if it is idle for ¢ hrs © mins | 0 secs
L2TP Window Size 4 ~
Route UDP packets over interface Auto ~ 0
Source Port ) Normal
Name:

Authentication @ Off

Secret
» Advanced
Act as a listener Sets L2TP 0 to Listen on UDP port 1701

checked

only (L2TP)

Enable Server Sets L2TP 0 to be a L2TP Server, not

checked .

mode initiator.

Source Port Variable The remote devices will use variable source

ports

2.7.2 ConfigureL2TP1-4

Now continue configuring the L2TP instances 1 through to 4 with exactly the same settings as
L2TP 0.
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2.8 Configure DR64’s PPP Settings.

PPP frames passed up from the L2TP layer will be terminated by a PPP instance. Again as there is a need
for multiple PPP sessions, multiple PPP instances will need to be configured. In this Application Note
PPP instances 10 to 13 will be configured.

Using the Digi TransPort’s web interface navigate to

Configuration - Network > Interfaces > Advanced > PPP 10 - 19 > PPP 10

IMPORTANT Step: Click the ‘Load answering defaults’ button and then use the following steps to enter
the remaining PPP settings.

VERY IMPORTANT STEP - CLICK THIS BUTTON

Confiquration - Network > Interfaces’'> Advanced > PPP 10 - 19 > PPP 10

v PPP 10- 19
v PPP 10

< Load answering defaults >| Load dialling defaults

Description:

This PPP interface will use ISDN -

Dial out using

Once the answering defaults have been loaded, a confirmation is shown:

[ Load answering defaults ] [ Load dialling defaults @wering config loaded

Stay on the same page and configure with the settings detailed below.

20



Configuration - Network > Interfaces > Advanced > PPP 10 - 19

v PPP10- 19
v PPP 10

[ Load answering defaults ] [ Load dialling defaults Answering config loaded

Description€_PPP 10 linked with L2TP 0
This PPP interface will us v@

Dial out using
numbers:

Prefix: to the dial out number

Username:
Password:

Confirm password:

©) Allow the remote device to assign a local IP address to this router
) Try to negotiate to use 1.2.3.4 as the local IP address for this router

—> © Use as the local IP address for this router (i.e. not negotiable)

Use mask 255.255.255.255 for this interface

Use the following DNS servers if not negotiated
Primary DNS server:

Secondary DNS server:
DNS Port: 53

—> [V] Attempt to assign the following IP configuration to remote devices
Assign remote IP addresses fro t

Primary DNS server:
Secondary DNS server:

— V| Allow this PPP interface to answer incoming calls
Only allow calling numbers
ending with

Close the PPP connection
after o seconds

if it has been up for 0 minutes in a day
if it has been idle for 0 hr@ mins 0 secs

Alternative idle timer for static routes 0 seconds
if the link has not received any packets for 0 seconds
if the negotiation is not complete in 80 seconds

— (7] Enable NAT on this interface
[7] Enable IPsec on this interface

[7] Enable the firewall on this interface

Setting

Description PPP loLzll_lr_]L(%d with Friendly name
This PPP interface will use L2TPO Specifies the lower layer this PPP will use
Use <ipaddr> as the local IP
address for this router (i.e. 10.1.51.254 Will use this address as Local IP address
not negotiable)
Attempt to assign the checked Enables IPCP to assign an IP address to the
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following IP configuration to remote device
remote devices
Address to be assigned by PPP running over
L2TP.
Only 1 IP address in the pool

Assign remote IP addresses From 10.1.51.100
from <ipaddr> to <ipaddr> t0 10.1.51.100

Allow this PPP interface to

. . Checked Will answer PPP calls on this interface
answer incoming calls
Clo.se. the PPP cqnnectlon: 0 hrs 0 mins 0 secs PPP 10 will never close due to inactivity
if it has been idle for
Enable NAT on this interface Not checked No NAT or NAPT Translation

The above settings shown in italics are user dependant. See note below for details.

* Note: The “Assign remote IP addresses from <ipaddr> to <ipaddr>” setting specifies the IP address pool
that will be used to assign addresses to the remote client for each PPP instance.

This address can if required (not must) be an address in the LAN subnet. The address must not be in use
by another host on the same subnet as the DR64’s LAN. If an address on the LAN subnet is specified, the
Digi TransPort will use proxy ARP and so no routing changes will be required to any hosts on the LAN.

This IP address should therefore be different for each PPP instance that you configure. In this example
an IP address on the same subnet as the private LAN has been chosen. You must ensure that no other
hosts on the private LAN use this address.

It is perfectly acceptable to assign IP addresses to the remote clients that are in a different subnet to that
of the private LAN. However if you choose to do this, hosts on the private LAN will need to use the Digi
TransPort as the gateway for this subnet.

If you do choose to assign an IP address to the remote client that is on the same subnet as the Digi
TransPort’s local LAN, then you can choose whether broadcast packets should be routed to the remote
unit by enabling the advanced PPP parameter “Forward IP broadcasts over this interface if this interface
is on the same IP network as an Ethernet interface”. The default and recommended value is to have this
feature disabled.

The advantage of forwarding broadcasts is that software features that make use of broadcast packets
and/or NETBIOS hostname to IP look up should work. The disadvantage is that an excessively large
amount of traffic could be sent over the VPN tunnel thus rendering it expensive and/or slow.

2.9 Continue and configure PPP instances 11 - 13

Each answering PPP instance needs to be associated with a different answering L2TP instance and have
a different IP address pool configured.

Use the tables of parameters below to configure the next 3 PPP interfaces.

Using the Digi TransPort’s web interface navigate to
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Configuration - Network > Interfaces > Advanced > PPP 10 - 19 > PPP 11

Description

This PPP interface will use
Use <ipaddr> as the local IP
address for this router (i.e.
not negotiable)
Attempt to assign the
following IP configuration to
remote devices

Assign remote IP addresses
from <ipaddr> to <ipaddr>

Allow this PPP interface to
answer incoming calls
Close the PPP connection:
if it has been idle for
Enable NAT on this interface

PPP 11 linked with
L2TP 1
L2TP 1

10.1.51.254

checked

From 10.1.51.101
to 10.1.51.101

Checked

0 hrs 0 mins 0 secs

Not checked

Using the Digi TransPort’s web interface navigate to

Friendly name

Specifies the lower layer this PPP will use

Will use this address as Local IP address

Enables IPCP to assign an IP address to the
remote device

Address to be assigned by PPP running over
L2TP.
Only 1 IP address in the pool

Will answer PPP calls on this interface

PPP 10 will never close due to inactivity

No NAT or NAPT Translation

Configuration - Network > Interfaces > Advanced > PPP 10 - 19 > PPP 12

Description

This PPP interface will use
Use <ipaddr> as the local IP
address for this router (i.e.
not negotiable)
Attempt to assign the
following IP configuration to
remote devices

Assign remote IP addresses
from <ipaddr> to <ipaddr>

Allow this PPP interface to
answer incoming calls
Close the PPP connection:
if it has been idle for
Enable NAT on this interface

PPP 12 linked with
L2TP 2
L2TP 2

10.1.51.254

checked

From 10.1.51.102
t010.1.51.102

Checked

0 hrs 0 mins 0 secs

Not checked

Using the Digi TransPort’s web interface navigate to

Friendly name

Specifies the lower layer this PPP will use

Will use this address as Local IP address

Enables IPCP to assign an IP address to the
remote device

Address to be assigned by PPP running over
L2TP.
Only 1 IP address in the pool

Will answer PPP calls on this interface

PPP 10 will never close due to inactivity

No NAT or NAPT Translation

Configuration - Network > Interfaces > Advanced > PPP 10 - 19 > PPP 13
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Description

This PPP interface will use
Use <ipaddr> as the local IP
address for this router (i.e.
not negotiable)
Attempt to assign the
following IP configuration to
remote devices

Assign remote IP addresses
from <ipaddr> to <ipaddr>

Allow this PPP interface to
answer incoming calls
Close the PPP connection:
if it has been idle for
Enable NAT on this interface

PPP 13 linked with
L2TP 3
L2TP 3

10.1.51.254

checked

From 10.1.51.103
to 10.1.51.103

Checked

0 hrs 0 mins 0 secs

Not checked

Friendly name

Specifies the lower layer this PPP will use

Will use this address as Local IP address

Enables IPCP to assign an IP address to the
remote device

Address to be assigned by PPP running over
L2TP.
Only 1 IP address in the pool

Will answer PPP calls on this interface

PPP 10 will never close due to inactivity

No NAT or NAPT Translation
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2.10 Configure DR64’s User Table - IPsec Preshared Key

The last user instance will need to be configured with the IPSec Pre-Shared Key.

Using the Digi TransPort’s web interface navigate to

Configuration - Security > Users > User n - n > User <last user instance>

Enter the username as * (the asterisk symbol) this is a wildcard and will match against all remote site IDs.

Set and confirm the Pre-Shared Key in the password fields. Make sure this is a strong password.
The ‘access level’ specifies the router management access level, so set this to none.

As this user is being used for an IPsec Preshared Key, PPP logins should be disabled for this user. Other
PPP users will be configured later for VPN logins.

Configuration - Security > Users > User 20 - 29 > User 29

w User 29
Username@
Password:
Confirm Passwordzs
Access Level: -
¥ Advanced

OHOW this user to log in over a PPP network
Use this number when PPP dial-back is required for this user
Alternate IKE Key:
Confirm Alternate IKE Key:
Remote Peer IP address:
Remote Peer IP subnet:
Remote Peer IP subnet mask:
Public Key file: -
| Default WEB page:

Wild card to allow any Remote VPN client
access

Username:

Password
Confirm Password

Access Level
Allow this user to

login over a PPP
network

shared_secret_key
shared_secret_key

None

Un-checked

Pre-Shared Key Remote VPN Client will use
Pre-Shared Key Remote VPN Client will use
Users knowing this password will not be
allowed to log on to the router to administer
it.

This username & password cannot be used
as a VPN username & password.
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2.11 Configure DR64’s User Table - VPN Users

Each VPN user should have their own username and password so it is possible to track users in the event

log and remove logins when a user no longer needs VPN access.

In this example, 4 VPN users will be configured; Tom, Richard, Harry, Dave.

The first free (un-configured) user instance will be configured for the VPN user Tom.

Using the Digi TransPort’s web interface navigate to

Configuration - Security > Users > User 0 - 9 > User 2

On your DR64, pick the first available free user if User 2 is already in use.

Set the username as the name of the VPN user.

Set and confirm this user’s VPN password.

If this user needs router management access, then give the appropriate level of access, otherwise set this

to None.
Configuration - Security > Users > User 0 - 9 > User 2
w User 2
Usernam

Password

Confirm PasswordCessssssse >

Access LevelCloneD
Username: tom VPN username
Password User-password VPN password
Confirm Password User-password VPN password

Access Level None Router management access level

Repeat the process for users Richard, Harry & Dave by configuring the next 3 free user instances.

2.12 Save the DR64’s configuration

Navigate to

Administration - Save configuration
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Select the configuration to save as ‘0 (power up)’, then click Save.

Administration - Save configuration

Save current configuration to Confid 0 (power up) v)

Save all configuration. This includes the following

e Save the current configuration to config 0

e Save the current firewall

e Save all sregisters on all ports to profile 0

e Save all PAD parameters on all PADs to profile 0

2.13 Configure VPN Client - Apple iOS (iPad2 - i0S 5.1.1)

L2TP will run over an IPSec connection between the iPad and the Digi TransPort, this in turn will run over
the iPad’s existing internet connection. The iPad’s internet connection can be cellular or via Wi-Fi.

As there is a need for multiple L2TP sessions from multiple remote devices, this procedure will
need to be replicated on as many remote iPads as needed.
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On the iPad (or other Apple iOS device) navigate to:

1. Settings > General

Settings S—
“ Airplane Mode B OFF
ka wiFi DAP-USER — ,
(&) wotifications Software Update X
H Location Services On Usage R

&g Brightness & Wallpaper

.E' Picture Frame

>

Sounds >

ff >
Q iCloud Bluetooth O
— H i-Fi >
Q Mail, Contacts, Calendars e T
E Ui Spotlight Search >
@, FaceTime
- i >
£74 satari Auto-Lock 5 Minutes
Passcode Lock Ooff >
Q Messages
’i’] Music iPad Cover Lock / Unlock ﬂ
Automatically lock and unlock your iPad when you close and open the iPad cover.
#23 video
Restrictions off >

®_ Photos

Settings Network

Airplane Mode ) OFF

Not f d >
& wiri DAP-USER A

K&J Notifications Wi-Fi DAP-USER >
M Location Services On
&2 Brightness & Wallpaper

@ Picture Frame
& iCloud

H Mail, Contacts, Calendars
a Twitter

@, FaceTime

£79 safari

Q Messages

‘ﬂ Music
@ Video

-,’; Photos




Settings

VPN

Airplane Mode "'ficﬁ)ﬁ‘“
kad Wi-Fi DAP-USER
Notifications

a Location Services On

& Brightness & Wallpaper
Picture Frame

& iCloud

Mail, Contacts, Calendars
£ Twitter

@j FaceTime

% Safari

@ Messages

Music

Vldeo

.',N Photos

IS

VPN

Choose a Configuration...

/]
Add VPN Configuration...

5. The VPN configuration screen is displayed. Select ‘L2TP’ from the VPN types, this is L2TP over
IPsec. The option for ‘IPsec’ is for Cisco EasyVPN configurations.

Lol _ v

Add Configuration

- a1

Lt b _a_tl_ O ...

Description My VPN

Server

Account

router212.dyndns.org

tom

RSA SecurlD

Password

Secret

Send All Traffic

Proxy

Manual
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Setting \ Description
LoTP Selected This configuration is for L2TP over IPsec
VPN
Description My VPN Friendly name for this VPN
DR64 WAN IP The public IP address or DNS name of the
Server
address or FQDN DR64 router
Account tom The username of the VPN user
See step 2.11
RSA SecurlD OFF Not used
Password <password> The password of the VPM user
See step 2.11
Secret <ipsec_psk> The IPsec Pre-Shared Key
- See step 2.10
Send All Traffic ON Ensures ALL traffic is transmitted securely
via the VPN
Proxy Off Not used
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8. After pressing Save, the previous screen is shown again, but now with ‘My VPN’ shown.

Settings VPN
Airplane Mode ) OFF
ki WiFi DAP-USER ven 9
2l VPN 9  OFF ) Choose a Configuration...
o
@ Notifications m ©
M Location Services On Add VPN Configuration... >

H Brightness & Wallpaper

Ig Picture Frame

Q iCloud

A4 Mail, Contacts, Calendars
E Twitter

|@. FaceTime

574 Safari

Q Messages

2| Music

23 video

10. The screen will change and show the VPN status as ‘Connecting...

Settings << VPN
“ Airplane Mode ) OFF
bl wi-Fi DAP-USER VPN
W VPN Connecting... — 1
@ Notifications Cancel VPN Connection
B Location Services On

&g Brightness & Wallpaper
@] Picture Frame

General

Q iCloud

hl_zj Mail, Contacts, Calendars

E Twitter

|@. FaceTime
£749 safari
Q Messages
EJ Music
#23 video

Choose a Configuration...

My VPN
v Custom 0
Add VPN Configuration... >
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11. When the VPN has successfully connected, a ‘VPN’ notification will show in the notification area.

The ‘Status’ bar will show ‘Connected’ and a timer to show how long the VPN has been connected

Settings “Nel ok VPN
“ Airplane Mode ) OFF
kil wiFi SARIANLAN YEN (o @
| ) Status Connected: 0:09 >
@ Notifications Choose a Configuration...

&2 Brightness & Wallpaper\

@ Picture Frame Settl n g S %

Q iCloud

I} Mail, Contacts, Calendars

£ Twitter

L!\. FaceTime

e (2| VPN . on @

“ Airplane Mode ' OFF

a Wi-Fi SARIANLAN

Emsages @ Notifications
| Music
#23 Video A

12. To close the VPN, move one of the VPN sliders shown in Step 9 to OFF. The ‘VPN’ notification will

| S R Y (PP B S T T L B N A T 2N W] o ] N DS ARV +n

2.14 Configure VPN Client - Android (Samsung Galaxy S - Gingerbread)

L2TP will run over an IPSec connection between the Android mobile and the Digi TransPort, this in turn
will run over the devices existing internet connection. The internet connection can be cellular or via Wi-
Fi.

As there is a need for multiple L2TP sessions from multiple remote devices, this procedure will
need to be replicated on as many remote Android devices as needed.
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1. On the Android device navigate to the

ik all @ 16:30
Settings

=" Wireless and network

¢ call settings

o) Sound

{} Display

;=1 Location and security

B8 Applications

t',_"‘j Accounts and sync

3. Press ‘Add VPN'.

08 % wl @ 16:30
VPN settings

Add VPN

VPNs

2. Press ‘VPN settings’

B Y. ull @ 16:30

Wireless and network

Flight mode

Disable all wireless connections

Wi-Fi settings

Set up and manage WAPs

Bluetooth settings

Manage connections, set device name and
visibility

USB settings

Set USB connection

Tethering

Share your phone's mobile data connection
VERUN:]

VPN settings

Set up and manage Virtual Private Networks ’
(VPNs)

Mobile networks

Set options for roaming, networks, APNs

4. When the VPN options are shown, press

kY al @ 16:30
Add VPN

Add PPTP VPN

Po

Add L2TP VPN

Tunnelling Protocol

o-Point Tunnelling P

Add L2TP/IPSec CRT VPN
Ce ase 'N

Le
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5. When the VPN settings screen appears, fill in
i
Add L2TP/IPSec PSK VPN

VPN name

My VP

ull & 16:33

Set VPN server

router212.dyndns.org

Set IPsec pre- shared key
IPs

Enable L2TP secret

L2TP sec isabled

Cancel

7. Enter the password for credential storage

LB N il @ 16:33

Enter password

Enter credential ctorage nassword

| 1 Password

6. When the VPN settings are complete, press

R oall @ 16:33

Add L2TP/IPSec PSK VPN
VPN name

M y

Set VPN server

router212.dyndns.org

Set IPsec pre- shared key o3
IPsec pre-shared

Enable L2TP secret

Cancel

8. The VPN is now saved. To initiate the VPN,

I

16:33

ull &
VPN settings

Add VPN

VPNs

q VN D

Connect to network
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9. A prompt will appear requesting the VPN
username and password. Fill in the details and

nrecc ‘Connect’ Thicic the 1icer canficiired in
B oall @ 16:34

Connect to My VPN

| w
User name:

Password: |Idiiddd
i 1 |

\/ Remember user name

>
Cancel
(N

11. When the VPN connects, the status changes
to ‘Connected’ and a key symbol appears in

k. ol B 1635
VPN settings

Add VPN

Connected

10. The VPN connection progress is shown

ke all @ 16:35
VPN settings

Add VPN

VPNs

12. To disconnect the VPN, press ‘My VPN’

k. ol B 1635
VPN settings

Add VPN

VPNs

Connected
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Parameters relating to step 5:

Parameter Setting Description

VPN name My VPN Friendly name for this VPN

DR64 WAN IP The public IP address or DNS name of the
address or FQDN DR64 router
The IPsec Pre-Shared Key

Set VPN server

Set IPsec pre-

shared key <ipsec_psk> See step 2.10
Enable L2TP secret Un-checked Not used
DNS segrch Not set Not used
domains

3 TESTING

3.1 Events and status pages
This test stage will show that the IPSec/L2TP tunnel has been established.

When a remote device (tablet or smart phone) tries to establish a L2TP tunnel to the VPN Server an IPSec
Security Association is established first, this allows the L2TP packets to be encrypted within the IPSec
Tunnel.

On the DR64 VPN Server’s Web GUI navigate to Management - Event Log and click on ‘Clear Log’

Using one of the VPN configured devices (Apple or Android) initiate a VPN to the DR64 VPN server. After
some brief negotiations the device’s VPN client shall receive an IP address, via PPP, from the VPN Server.

On the Management - Event Log page click the ‘Refresh’ button to update the event log.

Each stage of the L2TP establishment will have been entered in the eventlog.

Read the event log from bottom to top (newest items at the top)
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08:41:59, 27
IPSec SA up
08:41:59, 27
08:41:59, 27
08:41:59, 27
08:41:59, 27
IKE SA up

08:41:58, 27
08:41:58, 27

Navigate to

Jul

Jul
Jul
Jul
Jul

Jul
Jul

2012,L2TP Tunnel © up

2012,(2) IKE SA Removed. Peer: 10.2.32.77,Successful Negotiation
2012,Eroute @ VPN up peer: 10.2.32.77

2012,New IPSec SA created by 10.2.32.77

2012, (2) New Phase 2 IKE Session 78.105.116.69,Responder

2012, (1) IKE Keys Negotiated. Peer:
2012,(1) New Phase 1 IKE Session 78.105.116.69,Responder

Management - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec
Tunnels 0 -9 >IPsec Tunnels 0 -9

This page will show the status of the newly established IPSec tunnel.

Management - Connections > Wirtual Private Metwerking (VPR] > IPsec > IPsec Tunnels > IPsec Tunnels 0 - 9 > [Psec Tunnels 0 - 9

b PPP Connections
= Virtual Private Metworking (VPN

- IPsec

¥ IPsec Tunnals

w IPsec Tunnels 0 - 9

= IPsec Tunnels 0 - 9

Cuthound V1 SAs

& Peer 1P Addr Local Network Remole Network ESP Enc

0 78.105.116.69

P KBytes Kilytes
Comp  Delivered Left

2 Proto: UDP  10.2.32.77/32 Proto: UDP

J& SHAL1 AES(I5E) NA& & 5% 1
sart: 1701 Port: 57530 N SHAL1 AES(256) W, IEDE3 o 1532 PER Remave

Rarrove Al

Inbound V1 SAs

by KBytes KBytes Time Left

& Peer IP Addr Lescal Metwork Remole Network ESF Enc Comp Deliversd Lait Isacs)
86.25.30. 20332 Proto: UDP  10.2.32.77/32 Proto: LD a - -
78.105.116.69 A SHAL AES MiA ¥
0 78.105.116.569 Port: 1701 Poet: 57530 B SHAL1 MES(256) N 4474 o 1532 PRP 1 Remave

Ramove A

Outbound VI SAs

Mo Tunnels
Inbosnd V2 SAS
No Tunnels

Rafrash

The Digi TransPort is designed to allow the highest numbered PPP instance to answer an incoming PPP

call first.

Navigate to

Diagnostics - Status > PPP > PPP 10 - 14 > PPP 13 > View.

This will show the local IP address that the PPP instance is using and the L2TP instance that is associated
with this PPP call.
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Management - N¢ yrk Status > Interfaces > Advanced > PPP > PPP 10-19 > PPP 13

[ Raise Link | [ Drop Link |
Uptime: O Hrs 0 Mins 25 Seconds
Option Local Remote
MRU: 1500 1500
ACCM: 0x0 0x0
V] Compression: OFF OFF

Link Active With Entity: L2TP 3
1P Address: 10.1.51.103

The remote client will now have an IPsec secured L2TP tunnel running PPP to the VPN Server.

4 CONFIGURATION FILES

4.1 Digi TransPort Configuration Files

This is the configuration file from DR64:
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4.2 Digi TransPort Firmware Versions




BGP Revision: 1.0
QO0S Revision: 1.0
RADIUS Client Revision: 1.0
SSH Server Revision: 1.0
SCP Revision: 1.0
CERT Revision: 1.0
LowPrio Revision: 1.0
Tunnel Revision: 1.2
OVPN Revision: 1.2
TEMPLOG Revision: 1.0
iDigi Revision: 2.0
OK

4.3 iPad VPN proposal information:

Phase 1 proposal = AES256, SHAL, DH group 2, Lifetime 3600 seconds

Authentication method = Pre-Shared Keys

ID Type used = IPv4 address

Phase 2 proposal = ESP, AES256, SHAL, Lifetime 3600 seconds, Mode: UDP transport,
Local UDP port: Variable, Remote UDP port: 1701

4.4 Android (Gingerbread) VPN proposal information:

Phase 1 proposal = 3DES, SHAL, DH group 2, Lifetime 28800 seconds

Authentication method = Pre-Shared Keys

ID Type used = IPv4 address

Phase 2 proposal = ESP, AES256, SHAL, Lifetime 28800 seconds, Mode: UDP transport,
Local UDP port: Variable, Remote UDP port: 1701



