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1.1 Outline

This document describes how to configure a Windows OpenVPN server and a TransPort WR router as
an OpenVPN client.

OpenVPN can be used for securely connecting the WR router to a central office network for access to
services on the LAN side of the OpenVPN server, such as corporate messaging services, file servers and
print servers for example.

From the OpenVPN website:

OpenVPN is a full-featured SSL VPN which implements OSI layer 2 or 3 secure network extension using
the industry standard SSL/TLS protocol, supports flexible client authentication methods based on
certificates, smart cards, and/or username/password credentials, and allows user or group-specific
access control policies using firewall rules applied to the VPN virtual interface. OpenVPN is not a web
application proxy and does not operate through a web browser.

OpenVPN 2.0 expands on the capabilities of OpenVPN 1.x by offering a scalable client/server mode,
allowing multiple clients to connect to a single OpenVPN server process over a single TCP or UDP port.

For the purposes of this application note, the following scenario will be used:

( OVPN )

/

| Y%

172.16.1.0/24 ﬁ

172.16.0.0/24

OpenveN Windows
Client OpenVPN
(WR21) Server
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OpenVPN is certificate based, so there will be certificates on the two peers.

A PC will be needed that can be used to install the OpenVPN Easy-RSA certificate authority and create
& sign the certificates.

1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product and of the requirements for their specific
application. It also assumes a basic ability to access and navigate a Digi Transport router and
configure it with basic routing functions.

This application note applies to:

Model: Digi Transport WR21

Other Compatible Models: All Digi WR Transpost models
Firmware versions: 5.077 and later

Configuration: This Application Note assumes the devices are set to their factory default
configurations. Most configuration commands are only shown if they differ from the factory default.

Software required: OpenVPN 2.3.18, Windows Server 2016

Acknowledgement: Much of the OpenVPN documentation has been taken directly from the HOWTO
pages at the OpenVPN website. Please see http://openvpn.net/index.php/open-
source/documentation/howto.html for more details

1.3 Corrections

Requests for corrections or amendments to this Application Note are welcome and should be
addressed to: tech.support@digi.com

Requests for new Application Notes can be sent to the same address.

1.4 Version

1.0 Published
1.1 Updated for new GUI
12 Updated screenshots for new web interface, rebranding (Oct
: 2016)
Overall update. Testing with OpenVPN 2.3 and windows server
2.0 2016. New screenshots, new tests, added test and references to

other OVPN docs. WR configuration rewritten. Layout fixes.
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2.1 Download the OpenVPN installation package and install the software

This step should be done on a PC that will be used to create the certificates. In this example, a
Windows Server 2016 is used (and this will be used also as the Open VPN server).

In order to download the installer for OpenVPN, go to:

https://openvpn.net/index.php/open-source/downloads.html

For this example, OpenVPN 2.3.18 version has been used:

Installer (§4-bit), YWindows Vista and later cpenvpn-install-2.3.18-1601-x86 64 exe

Run the installer and follow the instructions:

OpenVPM 2.3.13-1601 Setup = x

Welcome to the OpenVPN
2.3.18-1601 Setup Wizard

This wizard will guide you through the installation of
OpenyPM , an Open Source YPN package by James Yonan.

Mote that the Windows version of OpenVPM will only run on
Windows XP, or higher.

Cancel

Page |6



() OpenVPM 2.3.18-1601 Setup — ' x

OPENVPI

2,3.15-1601.

Fleaze review the license terms before instaling OpenvFN
Press Page Down to see the rest of the agreement.

OpenyPM {TM) — An Open Source VPN dasmon A
Copyright {C) 2002-2017 OpenVPM Technologies, Inc. <sales@openvpn.net

This distribution containg multiple components, some

of which fall under different licenses. By using OpenyPM
or any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for

each respective component.

OpenVPN trademark

If you accept the terms of the agreement, click [ Agree to continue. You must accept the
agreement to install OpenVPM 2.3.18-1601,

Mullsaft Install Syistem vz, 50-1

|{7) OpenVPN 2.3.18-1601 Setup o : 5

@PENVPN S

Choose which features of OpenVPN 2.3, 181601 you want to
inztall,

Select the components to installfupgrade. Stop any OpenVPM processes or the Open'PM

service it itis running. All DLLs are installed locally.

Select components to install:

‘. [¥] OpenvPN GUI A
OpenVPN File Assodations

OpenssL Utiities

OpenVFM RSA Certificate Management Scripts
Add OpenVPN to PATH

Add Shorteuts to Start Menu "

— ol e " - | LY
Description

Space required: 6.3MB Positon your molse over a companent ko see jts
descriptian.

Mullsoft Install Sysken «2:50-1

 <Back || Next> || Cancel |
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{7) OpenVPM 2.3.18-1601 Setup i i X

Choose Install Locati
m PEN VP N Choose the folder in In;:; to install OpenvPM 2, 3.13-1601.

Setup will install OpenVPN 2.3,18-1601 in the following folder. To installin a different folder,
dick Browse and select another folder. Click Install to start the installation.

[

Destination Folder

C:\Program FilesOpenVPM | Browse. ..

Space required: 5.4MB
Space available: 20.2GB

Mullsaft Install Syster w2, 50-1

E=] Windows Security x,

Would you like to install this device software?

Mame: TAP-Windows Provider W0 MNetwork adapters
. Publisher; OpenVPMN Technologies, Inc,

B Always trust software from “OpenVPN I— Install ] Don't Install
Technologies, Ine.”.
) You should only install driver software from publishers you trust. n | decide which

device software is safe to install?
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(7) OpenVPN 2.3.18-1601 Setup

o0 Installation ete
CYPEN /] et o
i ¥y i Y Setup was completed successfully,

Completed

Output folder: C:\Program Files\OpenyPM\bin

Extract: [*qlzo2-2.dl... 100%

Cutput folder: C:\Program Files\OpenyPM\hin

Extract: libpkes 11-helper-1.dll... 100%

Cutput folder: C:\Program Files\OpenvPN

Extract: icon.ico... 100%

Cutput folder: C:\Program Files\OpenyPN'doc

Extract: license. txt. .. 100%

Created uninstaller: C:\Program Files\OpenvPMNUninstall, exe
Completed

mullsoft Install System w2.50-1

The installation process is completed at this point.
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2.2 Setting up Certificate Authority (CA) and generating certificates and
keys

The first step in building an OpenVPN 2.x configuration is to establish a PKI (public key infrastructure).
The PKI consists of:

e a separate certificate (also known as a public key) and private key for the server and each
client

e a master Certificate Authority (CA) certificate and key which is used to sign each of the server
and client certificates.

OpenVPN supports bidirectional authentication based on certificates, meaning that the client must
authenticate the server certificate and the server must authenticate the client certificate before
mutual trust is established.

Both server and client will authenticate the other by first verifying that the presented certificate was
signed by the master certificate authority (CA), and then by testing information in the now-
authenticated certificate header, such as the certificate common name or certificate type (client or
server).

This security model has a number of desirable features from the VPN perspective:

e The server only needs its own certificate/key -- it doesn't need to know the individual
certificates of every client which might possibly connect to it.

e The server will only accept clients whose certificates were signed by the master CA certificate
(which we will generate below). And because the server can perform this signature verification
without needing access to the CA private key itself, it is possible for the CA key (the most
sensitive key in the entire PKI) to reside on a completely different machine, even one without
a network connection.

o If a private key is compromised, it can be disabled by adding its certificate to a CRL (certificate
revocation list). The CRL allows compromised certificates to be selectively rejected without
requiring that the entire PKI be rebuilt.

e The server can enforce client-specific access rights based on embedded certificate fields, such
as the Common Name.

Note that the server and client clocks need to be roughly in sync or certificates might not work
properly.
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2.2.1 Generate the master Certificate Authority (CA) certificate & key
Note: If certificates and key files have already been created, skip to section 3.

In this section we will generate a master CA certificate/key, a server certificate/key, and
certificates/keys for the client.

For PKI management, we will use easy-rsa, included in the OpenVPN installation.
On Windows, open up a Command Prompt window and cd to C:\Program Files\OpenVPN\easy-rsa

Run the following batch file to copy configuration files into place (this will overwrite any preexisting
vars.bat and openssl.cnf files):

init-config

The output will be like the following:

\OpenVPN\easy-rsa

-config

arcopy vars.ba

Now edit the vars file (called vars.bat on Windows) and set the KEY_COUNTRY, KEY_PROVINCE,
KEY_CITY, KEY_ORG, and KEY_EMAIL parameters. Don't leave any of these para meters blank:
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@T *CAProgram Files\CpenVPN\easy-rsa'\vars.bat - Notepad++ [Administrator]
File Edit 5earch View Encoding Language Settings Macre Run  Plugins

cHEHBR R s BD| o i & x| EE

[=] vars bat E3
1 Eecho off
2 rem Edit this variable to point to
o rem the openssl.cnf file included
3 rem with sasy-r=a.
5
& =set HOME=%FProgramFile=*\OpenVEPN\easy-rsa
¥ set KEY CONFIG=openssl-1.0.0.cnf
8
) rem Edit this variable to point to
ag rem your soon—-to-be-created key
i s £ rem directory.
1 5 = i}
33 rem WARNING: clean—all will do
15 ] rem -a m —rf on this directory
15 rem So make sure you define
16 rem it correcstly!
jBr set EEY DIR=keys
18
1B ] rem Increase this to 2048 if wvou
20 rem . are paranoid. This will slow
20 rem down TLS negotiation performance
22 rem .as well .as the one—time DH parms
23 rem generation process.
24 set KEY S5IZE=1024
25
26 rem These are the default values for fields
27 rem which will be placed in the cercificate.
28 rem Change these to reflect your site.
29 Don't leave any of these parms blank.
30
5 B set KEY COUNTRY=DE
32 set KEY PROVINCE=EY
5 set KEY CITY=Munich
343 EKEY ORG=Digi
35 KEY EMATI=support@digi.com

Save and close it.
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Then, in command prompt run the following to initialize the PKI:

vars
clean-all
build-ca

The final command (build-ca) will build the certificate authority (CA) certificate and key by invoking the
interactive openssl command.

The output will be like the following:

BE Administrator: Command Prompt

not find the
f opied.

will 5& a
field will be

e] :0penVPN-CA
Email Address tSuppDPt@

am Files\Ope

Note that in the above sequence, most queried parameters were defaulted to the values set in the vars or
vars.bat files. The only parameter which must be explicitly entered is the Common Name. In the example
above, OpenVPN-CA is used
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2.2.2 Generate certificate & key for server

Next, we will generate a certificate and private key for the server

build-key-server server

As in the previous step, most parameters can be defaulted. When the Common Name is queried, enter
"server". Two other queries require positive responses, "Sign the certificate? [y/n]" and "1 out of 1 certificate
requests certified, commit? [y/n]”.

tionalUnitName:
me
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2.2.3 Generate certificates & keys for the client

Generating client certificates is very similar to the previous step.

build-key clientl

our

1l
ernal command,

clientl

to enter information that will be incorporated

ished Mame or a DN.

field will b

name or : k name) [changeme]:clientl
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If you would like to password-protect your client keys, substitute the build-key-pass script.

Remember that if you create Certificates and Keys for more than one client, for each client, make sure
to type the appropriate Common Name when prompted, i.e. "clientl", "client2", or "client3". Always
use a uniqgue common name for each client.

2.2.4 Generate Diffie Hellman parameters

Diffie Hellman parameters must be generated for the OpenVPN server with the following command:

build-dh

Output:

BE Administrator: Command Prompt B o X

e prime, generat

ogram Files\OpenVPN)\
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2.2.5 Key Files

Now we will find our newly-generated keys and certificates in the keys subdirectory. Here is an

explanation of the relevant files:

ca.crt

ca.key
dh{n}.pem
server.crt
server.key
clientl.crt
clientl.key

server + all clients
key signing machine only
server only
server only
server only
clientl only
clientl only

Root CA certificate
Root CA key
Diffie Hellman parameters
Server Certificate
Server Key
Clientl Certificate
Clientl Key

NO
YES
NO
NO
YES
NO
YES

The final step in the key generation process is to copy all files to the machines which need them,

taking care to copy secret files over a secure channel.
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The following steps explain the configuration that needs to be done on the Windows OpenVPN server.

3.1 Install the OpenVPN software

This step is only required if the OpenVPN server is a different PC to the one used to create RSA
certificates earlier. In this example the same PC is used as per section above, so the software is
already installed and ready to use.

Please follow same steps as section 2.1 if a new installation is needed on the server.

3.2 Install the SSL certificates

The SSL certificates that were created earlier should now be securely transferred to the
OpenVPN|config directory from the Certificate Authority PC.

The files that should be moved are:
ca.crt
dh1024.pem
server.crt

server.key

So in the OpenVPN\config folder there should files be like following:

Program Files » OpenVPN » config

Mame

< dh1024.pem
il server.crt

_-, server.key
_ﬁJ ca.crt
[ README.tet
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3.3 Configure the OpenVPN Server (server.ovpn)

Open and edit the server.ovpn file from the OpenVPN\sample-config using notepad

Program Files » OpenVPMN » sample-config

.
Mame

m client.ovpn
() sample.ovpn

i'l e i

4
E
4
4

Take note of the partsin red! These lines are the most important ones and some have been changed
from the sample config defaults.

Extra comments have been added in blue.
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# Generate your own with:

#  openssl dhparam -out dh1024.pem 1024

# Substitute 2048 for 1024 if you are using
# 2048 bit keys.

dh dh1024.pem

Configure server mode and supply a VPN subnet

for OpenVPN to draw client addresses from.

The server will take 10.8.0.1 for itself,

the rest will be made available to clients.

Each client will be able to reach the server

on 10.8.0.1. Comment this line out if you are
ethernet bridging. See the man page for more info.
server 10.0.0.0 255.255.255.0

HOoH HHHFHH

# Maintain a record of client <-> virtual IP address
# associations in this file. If OpenVPN goes down or
# is restarted, reconnecting clients can be assigned
# the same virtual IP address from the pool that was
# previously assigned.

ifconfig-pool-persist ipp.txt

Configure server mode for ethernet bridging.

You must first use your 0S's bridging capability
to bridge the TAP interface with the ethernet

NIC interface. Then you must manually set the
IP/netmask on the bridge interface, here we
assume 10.8.0.4/255.255.255.0. Finally we

must set aside an IP range in this subnet
(start=10.8.0.50 end=10.8.0.100) to allocate

to connecting clients. Leave this line commented
out unless you are ethernet bridging.
;server-bridge 10.8.0.4 255.255.255.0 10.8.0.50 10.8.0.100

HOHEHHHFHHHHH

Configure server mode for ethernet bridging
using a DHCP-proxy, where clients talk

to the OpenVPN server-side DHCP server

to receive their IP address allocation

and DNS server addresses. You must first use
your 0S's bridging capability to bridge the TAP
interface with the ethernet NIC interface.
Note: this mode only works on clients (such as
Windows), where the client-side TAP adapter is
bound to a DHCP client.

;server-bridge

HOoHEHHHHEHEHHH

Push routes to the client to allow it
to reach other private subnets behind
the server. Remember that these
private subnets will also need

to know to route the OpenVPN client
address pool (10.8.0.0/255.255.255.0)
back to the OpenVPN server.

HOoHHHHFHH

Page |21



push "route 10.0.0.0 255.255.255.0" # This is the DHCP pool range
push "route 172.16.0.0 255.255.255.0" # This is the LAN subnet

# To assign specific IP addresses to specific

clients or if a connecting client has a private

subnet behind it that should also have VPN access,

use the subdirectory "ccd" for client-specific

configuration files (see man page for more info).

H oH HH

EXAMPLE: Suppose the client

having the certificate common name "Thelonious"

also has a small subnet behind his connecting

machine, such as 192.168.40.128/255.255.255.248.

First, uncomment out these lines:

;client-config-dir ccd

;route 192.168.40.128 255.255.255.248

Then create a file ccd/Thelonious with this line:
iroute 192.168.460.128 255.255.255.248

This will allow Thelonious' private subnet to

access the VPN. This example will only work

if you are routing, not bridging, i.e. you are

using "dev tun" and "server" directives.

HoH O HH

HoHHHHEH

# EXAMPLE: Suppose you want to give

# Thelonious a fixed VPN IP address of 10.9.0.1.
# First uncomment out these lines:
;client-config-dir ccd

;route 10.9.0.0 255.255.255.252

# Then add this line to ccd/Thelonious:

# ifconfig-push 10.9.0.1 10.9.0.2

Suppose that you want to enable different
firewall access policies for different groups
of clients. There are two methods:

(1) Run multiple OpenVPN daemons, one for each
group, and firewall the TUN/TAP interface
for each group/daemon appropriately.

(2) (Advanced) Create a script to dynamically
modify the firewall in response to access
from different clients. See man
page for more info on learn-address script.

;learn-address ./script

#
#
#
#
#
#
#
#
#
#

If enabled, this directive will configure

all clients to redirect their default

network gateway through the VPN, causing

all IP traffic such as web browsing and

and DNS lookups to go through the VPN

(The OpenVPN server machine may need to NAT

or bridge the TUN/TAP interface to the internet
in order for this to work properly).

spush "redirect-gateway defl bypass-dhcp"

HoHEHHHHEHEH

# Certain Windows-specific network settings
# can be pushed to clients, such as DNS
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The configuration of the server is now ready for use.

In order for it to be used read from the OpenVPN software, save this file to the OpenVPN|config
directory:

» Program Files » OpenVPN » config

Mame

(1) server.ovpn
< dh1024.pem
ol server.crt
|| server.key
_=-,J ca.crt

3.4 Start the OpenVPN Server

Run the OpenVPN software from the Start menu or from the desktop shortcut:

Recently added

() cpenvenGUI

i Generate a static OpenVPN key
Most used

g Snipping Tool

‘ Paint

"~ Command Prompt

e Internet Explorer

' Notepad

a

l OpenVPN

l acle VM VirtualBox Guest A... ™

S
p Search
H B
| Server Manager
a Settings

T
[ | TAP-Windows

L o a
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This will run the OpenVPN server software and place the icon in the system tray:

Double click the icon, when the OpenVPN server has successfully started, the icon will turn green and
a notification of the assigned IP address will be shown:

server is now connected.

_."' S B | o s -|

This server will now wait for inbound OpenVPN connections.
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4 TRANSPORT WR CONFIGURATION

4.1 WAN Interface configuration

In this example the Client has the Mobile interface as the WAN interface and it is configured as follows:

CONFIGURATION - NETWORK > INTERFACES > MOBILE

Configuration - Network > Interfaces > Mobile

« Interfaces
» Ethernet
+ Mobile

Select a SIM to configure from the list below

Settings on this page apply to the selected 5IM

SIM: [1 (PPP 1) ~

IM5I: 262010050453499

~ Mobile Settings
Select the service plan and connection settings used in connecting to the mobile network.

Mobile Service Provider Settings

Service Plan / APN:Ilintemet.t—dl.del I |
] Use backup APN | Retry the main APN after III minutes

SIM PIN:I:' (Optional)
Confirm SIM PIN'.I:l

Username: | | (Optional)

Password: | | (Optional)

Confirm Password:l

Where:
Parameter Setting Description
Service Enter the APN of your mobile
Plan/APN Internet.t-d1.de provider

Please note: Depending on provider, a SIM PIN or Username/Password may be required. If needed,
enter them in the appropriate fields.
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4.2 LAN Interface configuration

In this example, the LAN interface is configured with a static address as follows:

CONFIGURATION - NETWORK > INTERFACES > ETHERNET > ETH 0

Configuration - Network > Interfaces > Ethernet = ETH 0

« Interfaces
« Ethernet
+*ETH O

Description:

) Get an IP address automatically using DHCP
® Use the following settings

IP Address: |1}'2_15_1_1

Mask: |255.255.255.0

DNS Server: |

|
|
Gateway: | |
|
|

Secondary DNS Server: |

Changes to these parameters may affect vour browser connection

p Advanced
F QoS
¢ VRRP

Where:

Parameter Setting Description

Enter the IP address of the
IP Address 172.16.1.1 LAN interface for the router
Mask 255.255.255.0 Enter the subnet mask
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4.3 Transfer Certificates and Key files

Before to transfer the Certficates and Key files on the client, they must be renamed as follows as .pem

files:

FICHET I Purpose New FileName \
ca.crt Root CA certificate caovpn.pem
clientl.crt Client1 Certificate certclil.pem
clientl.key Clientl Key privclil.pem

Once done that, the files can be transferred to the Client using for example an FTP client, connected
with the TransPort router with usual username and password.

Please note that you may need to change your IP on the laptop accordingly with the new IP address
configured on the ETHO of the router.

username@172.16.1.1 - FileZilla = O >

File Edit View Transfer Server Bookmarks Help MNew version available!

TRk TAaes
' Host m Daerrmrees m Password: | ssnssene | Port: | | Quickconnect ||E!

J.J_:—v‘

Status: Connecting to 172.16.1.1:21...
Status: Ceonnection established, waiting for welcome message...
Status: Insecure server, it does not support FTP over TLS.
Status: Server does not support non-ASCI characters.
Status: Logged in
Status: Retrieving directery listing...
Status: Directory listing of "/" successful
Local site: | C\Program Files\OpenVPM\easy-rsa'\keys\ s | Remote sitex | / w
P g E| £asy-rsa A lE
: s
log
sample-config ]
Filename Filesize Filety ™ | Filename Filesize Filetype o
@ privchl.pem 916 Priva
o certchil.pem 3801 Priva Liser ~ File folder
" caovpn.pem 1330 Priva , [ [ templog.c 131,072 C1 File
T . - - Fioann - "
Selected 3 files. Total size: 6,147 bytes 50 files and 1 directory. Total size: 19,509,895 bytes
Server/Local file Direction Remote file Size Prionty  Status
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4.4 SSL Certificates configuration

When the certificates have been transferred to the Client, the router needs to be configured so it
knows which client certificate files to use:

CONFIGURATION - NETWORK > SSL

Configuration - Network > SSL

» Interfaces
DHCP Server
» Network Services
» DNS Servers
» Dynamic DNS
» IP Routing/Forwarding
» Virtual Private Networking (VPN)
- SSL

SSL Clients

Also verify date ~

0 |certc|i1.pem v||privc|i1.pem v|| [
% | | v] | | |[nvo v O
2 | V| v 4| | |[no v| O
= 5 al v 2 | | |[no v O
- il al vl & | | |[nvo v O
5| ~|| v | | o ] O
SSL Server
Server Server Allow - oo Reject
Certificate Private Key v SS!‘ Insecure Cipher List C ‘g:ffvt C: rtlfl_l:a:Ie Self-Signed
Filename Filename L Ciphers LI SqUIFEE. ¢ ortificates
||cert01.pem v|| privrsa.pem v||'I'LSv1.2 only v| O
| Apply
Where:
Parameter Setting Description \
Client The name of the required certificate file is selected
L . from those available on the router’s filing
Certificate certclil.pem . . . .
. system from this drop-down list. In this example this
Filename )
the one just transferred to the router.
The name of the file that contains the private key
. . that matches the public key stored in the
Client Private - . .
. privclil.pem above parameter, is selected from this drop-down
Key Filename . . . .
list. In this example this the one just transferred to
the router.
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4.5 OpenVPN Client mode configuration

An OpenVPN interface will be configured on the TransPort router that acts as OpenVPN client:

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > OPENVPN > OPENVPN 0

* OpenVPN
w OpenVPN 0 - toWindowsServer

Description:IitoWindowsSewer I

Use

1P address: | _ | Port 1194 |

Protocol: |UDP 7 |
Keepalive TX Interval: | seconds

Keepalive RX Timeout: | seconds

Cipher:l AES-256-CEBC ¥ |

Digest:[[ sHAL ' v
Route via:| ® Routing table I

| Interface i:ﬂuto v |0 |

Source IP address: | ® From outgoing interface

' Interface | Auto v || |

'® Client Mode

Connect to OpenVPN server: |1D.104.1.126 |

¥ automatically connect interface I

¥ Obtain IP address from the OpenVPN server I

¥/ Obtain routes from the OpenVPN server I
¥ Obtain DNS server IP address from the OpenVPN server |

! Server Mode

; : " [ | [ — '
| Disconnect the tunnel if no IP traffic has been received for |0 | hrs |0 | mins |0 | secs

! Enable NAT on this interface

! Enable Firewall on this interface
» Advanced
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Where:

Description

Port

Protocol

Keepalive TX Interval

Keepalive RX Timeout

Cipher

Digest

Route via

Source IP address

Client Mode
Connect to OpenVPN server
Automatically connect
interface
Obtain IP address from the
OpenVPN server
Obtain routes from the
OpenVPN server
Obtain DNS Server IP
address from the OpenVPN
server

toWindowsServer

1194 (default)

UDP (default)

10

120

AES-256-CBC

SHA1 (default)

Routing table
(default)

From outgoing
interface (default)

Selected
10.104.1.126

v

v

Friendly name for this interface

This is the TCP or UDP port number that the server will listen on for
incoming VPN connections
This will either be TCP or UDP. Itis up to the reader to decide which
protocol to use, both the server and all clients must use the same
protocol. See note with regards to protocol choice in the previous
section
Keepalive interval: Interval between OpenVPN ping transmissions.
These are required to detect the operational
state of the VPN connection.
Keepalive timeout before VPN is marked as down: If the server hasn’t
received a ping from the client in the time limit specified, the tunnel
will be marked as down

Encryption algorithm to use. The cipher is not negotiated during tunnel
establishment. The server and all clients must be configured to use the

same cipher. If the ciphers do not match, decryption errors will occur.
Authentication algorithm to use. The digest is not negotiated during

tunnel establishment. The server and all clients must be configured to
use the same digest. If the ciphers do not match, authentication errors

will occur.

Uses the routing table to determine the best route

The IP address of the outgoing interface will be used as the source IP
address

Use Client mode
Public IP address of OpenVPN server

Connects to the OpenVPN server automatically, always on mode.
This interface will obtain an IP address from the OpenVPN server

Routing information will be obtained from the OpenVPN server

DNS Server information will be obtained from the OpenVPN server
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5 TEST OPENVPN CONNECTION

5.1 OpenVPN Connection Status

To check the OpenVPN connection status on the client, browse to:

MANAGEMENT - CONNECTIONS > VIRTUAL PRIVATE NETWORKING (VPN) > OPENVPN > OVPN 0

v OpenVPN
* OVPN O

Raise Link | | Drop Link

Name: toWindowsServer

Uptime: 0 Hrs 6 Mins 47 Seconds

Interface IP address 10.0.0.6

Pulled Route #1 172.16.0.0/24

Pulled Route #1 10.0.0.0/24

[Pulled Route #1 [10.0.0.1/32 |

[Pulled DNS server #1> [172.16.0.1 |

|Pulied DNS server #1> |s.8.8.8 |

lLink socket local IP [10.104.1.115 |

|Link socket remote 1P [10.104.1.125 |
Bytes Received: 94530 Bytes Sent: 147212

Packets Received: 5388 Packets Sent: 6273

Pings Received: 5316 Pings Sent: 5255
Ping Timeouts: 4 Key Renegotiations: 10

Packet Replays Detected:

Refrash

This will show if the connection is active and all the network settings pushed by the server, as well as

traffic statistics details.
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On Server side, right-click on the icon and select “show status”, logs about client connection will be
shown:
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5.2 Routing Table

To better check that all routing information are correct in order to have the connection working as
expected, check the routing table:

MANAGEMENT - NETWORK STATUS > IP ROUTING TABLE

= [P Routing Table
Destination Gabaway Matric Protocod Interface Status

10.0.0.1/32 10.0.0.5 OVPN O
10.0.0.4/30 10.0.0.6 L OVPMN O

10.0.0.0/24 10.0.0.5 OWPN O
10.104.1.0/24 10.104.1.115 ETH 1
| 172.16.0.0/24 10.0.0.5 OVPH O

The network destination 172.16.0.0 with mask 255.255.255.0 is the route that has been pushed from
the OpenVPN server.

5.3 Check the traffic on the OpenVPN Connection

Ping the OpenVPN Server address from the TransPort WR:

Administration - Execute a command

Command: iping 10.0.0.1

Execute

Command: ping 10.0.0.1
Command result

Pinging Addr [18.8.8.1]

sent PING # 1

1 : response time 0.05 seconds
Iface: OVPN @

Ping Statistics

Sent = X

Received : 1

Success : lea &%
Average RTT : @.85 seconds

oK
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Ping the OpenVPN Server LAN address from the TransPort WR:

Administration - Execute a command

Command: |ping 172.16.0.110

Command: ping 172.16.0.110
Command result

Pinging Addr [172.16.8.11@]

sent PING # 1

£ 1 : response time @.@1 seconds
Iface: OVPN @
ing atlstlcs

Sent ik |
Received N |
Success Tlee %

Average RTT : @.01 seconds

0K

Both Ping will be successful and wll be sent via the OpenVPN interface OVPNO.

Page |36



6 FIRMWARE VERSIONS

6.1 Digi TransPort WR




6.2 Windows OpenVPN Server
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7 CONFIGURATION FILES

7.1 Digi Transport WR







7.2 Windows OpenVPN Server







H O HHHHFHHEHR

You must first use your 0S's bridging capability
to bridge the TAP interface with the ethernet

NIC interface. Then you must manually set the
IP/netmask on the bridge interface, here we
assume 10.8.0.4/255.255.255.0. Finally we

must set aside an IP range in this subnet
(start=10.8.0.50 end=10.8.0.100) to allocate

to connecting clients. Leave this line commented
out unless you are ethernet bridging.

;server-bridge 10.8.0.4 255.255.255.0 10.8.0.50 10.8.0.100

HoHEHHHHHHHH

Configure server mode for ethernet bridging
using a DHCP-proxy, where clients talk

to the OpenVPN server-side DHCP server

to receive their IP address allocation

and DNS server addresses. You must first use
your O0S's bridging capability to bridge the TAP
interface with the ethernet NIC interface.
Note: this mode only works on clients (such as
Windows), where the client-side TAP adapter is
bound to a DHCP client.

;server-bridge

HoHHHHHH

Push routes to the client to allow it
to reach other private subnets behind
the server. Remember that these
private subnets will also need

to know to route the OpenVPN client
address pool (10.8.0.0/255.255.255.0)
back to the OpenVPN server.

push "route 10.0.0.0 255.255.255.0" # This is the DHCP pool range
push "route 172.16.0.0 255.255.255.0" # This is the LAN subnet

**

H oH HH

H O oH HH

To assign specific IP addresses to specific
clients or if a connecting client has a private
subnet behind it that should also have VPN access,
use the subdirectory "ccd" for client-specific
configuration files (see man page for more info).

EXAMPLE: Suppose the client

having the certificate common name "Thelonious"
also has a small subnet behind his connecting
machine, such as 192.168.40.128/255.255.255.248.
First, uncomment out these lines:

;client-config-dir ccd
s;route 192.168.40.128 255.255.255.248

HOoHHHHEH

H H

Then create a file ccd/Thelonious with this line:
iroute 192.168.40.128 255.255.255.248

This will allow Thelonious' private subnet to

access the VPN. This example will only work

if you are routing, not bridging, i.e. you are

using "dev tun" and "server" directives.

EXAMPLE: Suppose you want to give
Thelonious a fixed VPN IP address of 10.9.0.1.
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#

First uncomment out these lines:

;client-config-dir ccd
s;route 10.9.0.0 255.255.255.252

#
#

HoHHHHFHHHHH

Then add this line to ccd/Thelonious:
ifconfig-push 10.9.0.1 10.9.0.2

Suppose that you want to enable different
firewall access policies for different groups
of clients. There are two methods:

(1) Run multiple OpenVPN daemons, one for each
group, and firewall the TUN/TAP interface
for each group/daemon appropriately.

(2) (Advanced) Create a script to dynamically
modify the firewall in response to access
from different clients. See man
page for more info on learn-address script.

;learn-address ./script

H HEHHHHEHEH

If enabled, this directive will configure

all clients to redirect their default

network gateway through the VPN, causing

all IP traffic such as web browsing and

and DNS lookups to go through the VPN

(The OpenVPN server machine may need to NAT

or bridge the TUN/TAP interface to the internet
in order for this to work properly).

;push "redirect-gateway defl bypass-dhcp”

HOH HHHH

Certain Windows-specific network settings
can be pushed to clients, such as DNS

or WINS server addresses. CAVEAT:
http://openvpn.net/faq.html#dhcpcaveats
The addresses below refer to the public
DNS servers provided by opendns.com.

push "dhcp-option DNS 172.16.0.1" # This is the LAN connected DNS server
push "dhcp-option DNS 8.8.8.8" # This is an external public DNS server

**

HoH O HH

Uncomment this directive to allow different
clients to be able to "see" each other.

By default, clients will only see the server.
To force clients to only see the server, you
will also need to appropriately firewall the
server's TUN/TAP interface.

;client-to-client

HoHHHHHHHHH

Uncomment this directive if multiple clients
might connect with the same certificate/key
files or common names. This is recommended
only for testing purposes. For production use,
each client should have its own certificate/key
pair.

IF YOU HAVE NOT GENERATED INDIVIDUAL
CERTIFICATE/KEY PAIRS FOR EACH CLIENT,
EACH HAVING ITS OWN UNIQUE "COMMON NAME",
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There are many differences between OpenVPN and IPsec; it is down to the network administrator to
make the decision about which VPN solution to use.

OpenVPN is generally easier for the end user to work with and simpler to configure than IPsec. Also,
the network administrator can pre-configure OpenVPN client configuration files and create
certificates ready for copying across to the user’s PC or laptop.

IPsec functions are built into Windows, Linux & UNIX platforms as standard, so no extra client
software is required to be installed, but a knowledge of configuring IPsec is generally required as it is
more complex to set up.

However, the throughput of OpenVPN is much lower than that of IPsec and as such it may not be
suitable for large scale deployment. If multiple concurrent users require VPN access to a corporate
LAN, then IPsec will probably be the better option.

There is plenty of information available on the internet regarding this subject, just browse to your
favourite search engine and type “OpenVPN Vs IPsec”.
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