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Configure Bridging Local Ethernet Devices Between Local and Remote TransPort Networks

1 INTRODUCTION

1.1 Outline

This Application Note (AN) aims to enable the reader to easily configure an Ethernet bridge between
two TransPorts over a Wide Area Network (WAN) link.

The diagram below details the IP number scheme and architecture of this example configuration.

Eth 0:10.2.63.1 Eth 0:10.2.63.10
MAC: 002264674130 MAC: 444D50E1 7490

= | DRad10
Fth 0: 102,63, 100

Public or
private
routable
addresses,

WR41
Eth {: 10.2.63.2(K)

Eth 2:10.2.63.2 Eth (010.2.63.20
MAC: 000420012F2Z0  MAC: 00042D00C3EF

Figure 1-1: Network diagram

1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product, and of the requirements for their specific

application.
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Configure Bridging Local Ethernet Devices Between Local and Remote TransPort Networks

Configuration: This AN assumes that the two TransPort devices are connected via routable public or
private addresses. Itis possible to allow bridging over W-WAN, ISDN and PSTN connections but note
that the only restriction on the traffic sent across the link is done via MAC address filtering and that all
Ethernet traffic will be bridged.

Users may wish to block the UDP ports configured for transmission of the bridged traffic from accessing
any secondary connection via W-WAN, ISDN or PSTN, if only the main connection is to be used and to
prevent bridging on secondary or tertiary network connections.

A WR41 with a cellular interface is being used as the "Remote” device in this AN, and this device is able
to get a public address.

To use the Bridging functionality if the address assigned to the wireless interface is "NAT’ed” (not
public) by the provider, adjust the configuration of the “Local” DR6410 at Site A to ensure that it is
configured to initiate the bridge (refer to section 2.3 for further details), and that the "Remote” WR41 at
site B is configured to listen for the incoming connection.

Please note that without encryption, the Ethernet traffic in this AN is passing over the network
unencrypted and is potentially open to intercept. Therefore, there are security concerns that must be
addressed in implementing this setup.

1.3 Caution
Please note that broadcast Ethernet traffic will be bridged over the WAN connection.

The only restriction on what traffic is bridged is done in the Ethernet > MAC Bridge options and no
firewall restrictions are applied to this traffic.

On networks where there is a low capped limit or where charges are per megabyte (MB/GB) or per
minute (as is the case on ISDN and PSTN) high network charges could be incurred after implementing
the Bridging features described in this AN.

It is therefore highly recommend that interfaces which have flat rate charges such as unlimited dialup
interfaces or ADSL or mobile broadband where there are no data or time limits for the transferred
traffic are used.

A full security audit of the traffic is recommended as the transmitted traffic will be sent over the
network unencrypted unless IPsec is used to encrypt the data.

1.4 Corrections

Requests for corrections or amendments to this AN are welcome and should be addressed to:
tech.support@digi.com

Requests for new ANs can be sent to the same address.
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1.5 Version

Version Number: | Status |
1.0 Published
1.1 Updated diagram and introduction
1.2 Updated to new web GUI

Updated screenshots and instructions for

13 new web interface, rebranding (Jun 2016)
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2 CONFIGURATION

Only the parts of the configuration files that specifically relate to the configuration of this example will
be explained in detail. The configuration files can be found in their entirety at the end of this document.

Please note that on all the sections below, click the ‘Apply’ button at the bottom of the page to commit
the changes.

2.1 Configuration of “Local” Site A DR6410

2.1.1 Configure Local Ethernet Interface o
First, configure the Ethernet interface with an IP Address:

Configuration - Network > Interfaces > Ethernet > ETH 0

w Ethernet
= ETH O

Description:

"' Get an IP address automatically using DHCP
'® Use the following settings

IP Address: |1D,2,53,1DD

Mask: 255,255.255.0

DNS Server: |

|
|
Gateway: | |
|
|

Secondary DMNS Server: |

Changes to these parameters may affect your browser connection

Second, setup the bridging destination and the port to bridge on. If requiring two-way bridging then a
listening port will also be needed:

Configuration - Network > Interfaces > Ethernet > MAC Bridging

+* MAC Bridging

Enable MAC bridging on Ethernet interfaces

Forward to IP D

Interface Enable Port on

Address Port

ETHO (¥ |123.45.6.7 '|6000 | 7000 |“
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Last, enable Ethernet and IP analysis for ETH o:

Management - Analyser > Settings

Ethernet Interfaces

m (] ETH 1
[ ETH 5 [l ETH®
[l ETH10 [ ETH 11
[ ETH15 [ ETH 16
[IETH20 [ | ETH 21
[JETH25 [ ETH 26

Clear all Ethernet Interfaces

PPP Interfaces

[l PPP O [l PPP 1
[1 PPP 5 [l PPP 6
(] PPP 10 [ PPP 11
[ pPP 15 [ PPP 16

| Clear all PPP Interfaces

IP Sources

IP address

# ETH 0 [ ETH 1
[ ETH 5 [ ETH &
[ ETH 10 [ ] ETH 11
[l ETH15 [ | ETH 16
[ ETH20 [ ETH 21
[l ETH25 [ ETH 26
[ ovePN O [ OVPN 1
[l PPP O [ PPP 1
[l PPP 5 Ll PPP &
(] PPP10 [ PPP 11
[l PPP 15 [ | PPP 16

| Clear all IP Sources |

[ ETH 2 [] ETH 3 [l ETH 4
[ ETH 7 [ ETH 8 [ ETH 9
[0 ETH12 [JETH 13 [J ETH 14
[JETH17 [J ETH18 [ ETH 19
[JETH22 [JETH23 [] ETH 24
[ | ETH 27
[ PPP 2 [ PPP 3 [ | PPP 4
| PPP 7 | PPP 8 | PPP 8
[JPPP12 [ PPP 13 [ PPP 14
[ ppp 17 [ PPP 18 [ PPP 19
[ ETH 2 [ | ETH 3 [J ETH 4
[l ETH 7 [ ETH & [ ETH 9
[ ETH12 [ ETH12 [ ETH 14
[ ETH17 [ ETH18 [ ETH 19
[JETH22 [JETH22 [ ETH 24
[ | ETH 27
[ OvPM 2
| PPP 2 | PPP 3 [ | PPP 4
| PPP 7 | PPP & | PPP 9
[(JPPP12 [ PPP13 [ PPP 14
[ ppP17 [ PPP18 [] PPP 19

Figure 2-2: Site A Eth o Setup

Setting

10.2.63.100

Enter the IP address of the LAN interface

Forward to IP
address

123.45.6.7

Enter the remote host WAN IP address
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Port on Remote Host. Enter the port number
Port 6000 to configure on the remote TransPort’s ‘MAC
Bridge Listen Port (Host Mode)’ setting

Local Listening Port. This is required only if

hosts on the remote site to locate hosts on the

Listen on Port 7000 local network. This example demonstrates bi-
directional bridging so both sites are also in

listening mode

Turn on Ethernet analysis so that the bridged

packets being sent to and from the remote

Ethernet Interfaces ETHo networks can be seen, and verify that the
bridge is working
Turn on analysis for this interface so as to
IP Sources ETHo permit troubleshooting if there are problems

with the setup
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2.1.2 Configure DSL Interface

¥ DSL
Enable DSL
PVC Configuration

Enable this PVC

Encapsulation; [FPPoA VC-Mux

VPL: 0 VCI: 38
DSL Network Settings
This DSL PVC is using PPP 1
Description ADSL

Username: user@dsl.com

Password: ******

Confirm passwaord: ******

Enable NAT on this interface
@'1p address '/ IP address and Port
NAT Source IP address: 0

Enable IPsec on this interface

] Keep Security Associations (SAs) when this DSL interface is disconnected
Use interface [Default [¥] 0 for the source IP address of IPsec packets

[} Enable the firewall on this interface

[ILimit the data transmitted over this interface

Issue a warning event after 0 KBvtes|
Stop data from being transmitted after o

=

KBvtes[¥]

Reset the data limit on the o day of the month

Turn on IP analysis for monitoring and setup the username and password for the ADSL link:

Management - Analyser > Settings

IP Sources
¥ ETH O

ETH 5

ETH 10
ETH 15
ETH 20
ETH 25
OVPN 0
PPP 0

PPP 5

PPP 10
PPP 15

ETH 1 ETH 2
ETH 6 ETH 7
ETH 11 ETH 12
ETH 16 ETH 17
ETH 21 ETH 22
ETH 26 ETH 27
OVPN 1 OVEN 2

(@ pep 1] PPP 2
PPP 6 PPE 7
PPP 11 PPP 12
PPP 16 PPP 17

| Clear all IP Sources |

Figure 2-3: Site A DSL Setup

ETH 2
ETH 8
ETH 13
ETH 18
ETH 23

PPP 3
PPP 8

PPP 13
PPP 18

ETH 4
ETH 9
ETH 14
ETH 19
ETH 24

PPP 4
PPP 9

PPP 14
PPP 19
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Username Username ADSL access username
Password Password ADSL access password
Confirm Password Password Confirm ADSL access password
Turn on analysis for this interface so as to
IP Sources PPP 1 permit troubleshooting if there are problems
with the setup

2.1.3 Configure MAC Addresses to be Bridged

Up to 64 MAC address configurable values can be used to filter the traffic to be bridged. These
addresses can be full addresses or partial addresses. Please note the minimum values are HEX pairs, so
‘00’ or ‘0004’ will work but ‘o’ or "000” will not work. One HP laptop and one Micro Client Jr device are
used at the Local Site A end of the connection to test:

444D50 Micro Client Jr
002264 HP laptop

To check what the MAC (physical) address is, CLI into the TransPort via telnet or SSH, or log into the
web interface, navigate to Administration - Execute a command, and then issue the following
command to ping the HP laptop’s IP address (which must be known first):

ping 10.2.63.1 -e0
Once this is completed, issue the following command:
arp -a

An ARP table similar to the one below should be seen containing the machine’s MAC address. The ARP
table holds a list of ‘Physical Address * and ‘IP Address’ values held in the ARP cache:

arp -a
Command result

ARP Cache Size:300 entries, old entries reused:® no arp matches:1194070
nb of entries:0

ETH 1:
IP Address Physical Address Expiry Retries State
10.2.63.10 44-4d-50-e1-74-90 187 3 found
10.2.63.1 00-22-64-67-41-3d 219 3 found

nb of entries:
nb of entries:
nb of entries:
nb of entries:
nb of entries:
nb of entries:
nb of entries:
nb of entries:
nb of entries:
nb of entries:
OK

OO O0OOOOOOON
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Part of a MAC address or the full address can be used to filter for bridging, so ‘oo’ can be used and this
will bridge most Ethernet cards, or 00226467413D can be used to only bridge a certain device.

Please see the caution section here before setting up bridging and deciding on what addresses to
bridge.

Bridge for a specific address 00226467413D (the HP laptop) and omit the other device on the network
so that only traffic from the HP laptop is bridged:

Configuration - Network > Interfaces > Ethernet > MAC Bridging

Bridge the following Ethernet devices.

Partial MAC addresses can be entered (e.g. 00:1B:38 would match all MAC address beginning with these bytes)
(you may specify up to 64 addresses):

Mac Address
MNo MAC addresses have been added

00:22:64:67:41:3D Add

Apply

Figure 2-4: Site A MAC Filter

Mac Address 00:22:64:67:41:3D MAC address to be bridged

NOTE: From firmware version 5.151 and later an * can be used to denote that traffic from all source
MAC addresses should be bridged.

2.1.4 Configure Logging

Double check that the Analyser is setup correctly. Remove any settings that do not match here. On the
IP traces, only packets that are going to or from the ports 6000 or 7000 need to be seen.

Using a '~ (tilde) sign on any filter within the Analyser settings will cause the unit to only record traffic
that matches the filter, and exclude all other traffic. Please be wary of combining tilde filters on port,
protocol, and IP, as this can often result in NO results. For example, filtering for only port 8o and
protocol 12 will usually result in no matches as there is no web traffic over ICMP.
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Management - Analyser > Settings

w Settings

¥ Enable Analyser

Maximum packet capture size:

Log size:

180

Protocol layers

w|xoT

Management - Analyser > Settings

Ethernet Interfaces

# ETH O
|| ETH 5
] ETH 10
] ETH 15
] ETH 20
] ETH 25

Il ETH 1
|| ETH 6
] ETH 11
] ETH 16
] ETH 21
|| ETH 26

Kbytes

#lLayer 1 (Physical)
#lLayer 2 (Link)
FlLayer 3 (Network)

L] ETH 2
| ETH 7
| ETH 12
] ETH 17
| ETH 22
| ETH 27

Clear all Ethernet Interfaces

[l ETH 3
|| ETH 8
] ETH 13
] ETH 18
] ETH 23

| ETH 4
|| ETH 9
] ETH 14
|| ETH 19
] ETH 24
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Management - Analyser > Settings

IP Sources

¥ ETH O [JETH 1 [l ETH 2
[ ETH 5 [ | ETH & [l ETH 7
[IETH10 [ I ETH11 [ | ETH 12
[ ETH15 [ I ETH 18 [ | ETH 17
[ ETH20 [ JETH21 || ETH 22
[ ETH25 [ I ETH 26 || ETH 27
[JovPMN O [ JOVPN 1 [ | OVEN 2
] PPP O ] PPP 2
[ | PPP 5 [l PPP 6 Ll PPP 7
[/ PPP 10 [l PPP11 [ PPP 12
[(JPPP15 [ PPP16 [ PPP 17

| Clear all IP Sources

IP Options
race discarded packets
| Trace loopback packets

Ethernet Packet Filters

ETH 3
ETH 8
ETH 13
ETH 18
ETH 23

PPP 3
PPP 8

PPP 13
PPP 18

ETH 4
ETH 9
ETH 14
ETH 19
ETH 24

PPP 4
PPP 9

PPP 14
PPP 19

MAC Addresses: |

IP Packet Filters

TCP/UDP Ports: | ~6000,7000

IP Protocols: |

IP Addresses: |

Discarded IP Packet Filters

TCP/UDP Ports: | ~6000,7000

Figure 2-5: Site A Analyser Setup
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Enable Analyser Checked Enable logging to the analyser trace
Maximum p.acket 1500 Collect most full sized packets
capture size
Log Size 180 Set the Analyser to the maximum size
Ethernet Interfaces ETHo Enable Ethernet logging for this interface
IP Sources ETHo Enable IP logging for this interface
IP Sources PPP 1 Enable IP logging for this interface
, Trace Discarded
IP Options Packets
IP Packet filters ~6000,7000 Traffic between the sites on the bridging ports
only selected
Discarded IP 6000.7000 Traffic between the sites on the bridging ports
Packet Filters 7 only selected

Save the config of “Local” Site A TransPort and move on to the next section.

2.2 Configuration of "Remote” Site B WR41

Please note that a cellular WAN interface is used here; please be aware of the caution regarding
bandwidth charges above (in this case, excess bandwidth charges) that could be incurred as a result of
bridging Ethernet networks.

2.2.1 Configure Local Ethernet Interface o

First, configure the Ethernet interface with an IP address:

Configuration - Network > Interfaces > Ethernet > ETH O

+* ETH O

Description:

Get an IP address automatically using DHCFP
# Use the following settings

IP Address: |10,2.53.200

Mask: |255,255,255.0

Gateway:
DMS Server:

Secondary DNS Server:

Changes to these parameters may affect your browser connection
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Second, setup the bridging destination and the port to bridge on. If requiring two-way bridging then a
listening port will also be needed:

Configuration - Network > Interfaces > Ethernet > MAC Bridging

* MAC Bridging

Enable MAC bridging on Ethernet interfaces

Forward to IP o]

Interface Enable Port on

Address Port

ETHO  |¥  |123.45.67.8 ||7000 | 6000 |“
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Last, enable Ethernet and IP analysis for ETH o:

Management - Analyser > Settings

Ethernet Interfaces

[# ETHO] (JETH1 [(JETH2 (JETH3 [ ETHA4
[ ETH S [l ETH 6 [ ETH 7 [] ETH & [l ETH 9
[JETH10 [ JETH11 [/ ETH12 | ETH 132 || ETH 14
[JETH15 [/ ETH18 [ JETH17 [ I ETH 18 [ | ETH 19
[JETH20 [ JETH21 |[JETH22 |[JETH23 [ | ETH 24
[ ETH25 [ | ETH26 [ | ETH 27

Clear all Ethernet Interfaces

PPP Interfaces

[l PPP O [ PPP 1 [ FPP 2 [ FPP 3 [l PPF 4

[ PPP 5 [ PPP 6 [ PPP 7 [ PPP 8 [ PPP 9

(I PPP10 (I PPP11 [JPPP12 [ PPP 13 [ PPP 14
[JPPP15 ([ PPP16 [ PPP17 [ PPP18 [ PFP 19
| Clear all PPP Interfaces

IP Sources

¥ ETH O [ ETH 1 [ | ETH 2 [ | ETH 3 [ | ETH 4
[ ETH 5 [ | ETH & [ ETH 7 [ | ETH 8 [ ETH 9
[JETH10 [JETH11 [ ETH12 [JETH 13 [ ETH 14
[JETH15 [(JETH16 [JETH17 [ ETH18 [ ETH 19
[JETH20 [JETH?21 [JETH22 [JETH23 [ ETH 24
[JETH25 [ ETH26 [ ETH 27

[JOVPNO [ JOVPN1 [ | OVPN 2

[ PPPO [ PPP1 [J pPP 2 [ PPP 3 [l PPP 4
[ PPP 5 [ PPP 6 [ PPP7 [J PPP 8 [J PPP 9
[l PPP 10 [ PPP 11 ] PPP 12 [/ PPP 132 [ | PPP 14
[/ PPP15 [/ PPP16 [/ PPP 17 [ | PPP 18 || PPP 19

| Clear all IP Sources |

Figure 2-6: Site B Eth o Setup

Parameter Setting Description

IP address 10.2.63.200 Enter the IP address of the LAN interface

Forward to IP

123.45.67.8 Enter the remote host WAN |IP address
address
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Port

7000

Port on Remote Host. Enter the port number that
will be configured on the remote TransPort’'s ‘MAC
Bridge Listen Port (Host Mode)’ setting

Listen on Port

6000

Local Listening Port. This is required only if hosts on
the remote site need to locate hosts on the local
network. In this example, bi-directional bridging is
utilized so both sites are also in listening mode

Ethernet Interfaces

ETHO

Turn on Ethernet analysis so that bridged packets
being sent to and from the remote networks can be
seen, and verify that the bridge is working

IP Sources

ETHO

Turn on analysis for this interface to enable
troubleshooting if there are problems with the setup

2.2.2 Configure Analysis

In this example, a cellular WAN link is used, which provides a static IP address for the WR to connect to.
Please be aware of the caution note above regarding potential network charges. We only need to
set up monitoring here. Please note that if the wireless WAN connection requires a username and

password, or if a SIM PIN is required, then this is done within the Mobile Configuration on the next item.

The SIM we are using requires no username, password or PIN, so there is very little to configure in this

page except the setting up of the monitoring:

Management - Analyser > Settings

IP Sources

ETH O
ETH 5
ETH 10
ETH 15
ETH 20
ETH 25
OVPN O
PPP O
PPP 5
FPP 10
FPP 15

ETH 1 ETH 2
ETH 6 ETH 7
ETH 11 ETH 12
ETH 16 ETH 17
ETH 21 ETH 22
ETH 26 ETH 27
OVPN 1 OVEN 2

[@ ppp 1] PPP 2
PP 6 pPRP 7
PEP 11 PRP 12
PEP 16 PP 17

. Clear all IP Sources |

Figure 2-7: Site B PPP 1 Setup

ETH 32
ETH 8
ETH 13
ETH 18
ETH 23

PPP 3
PPP 8

PPP 13
PPP 18

ETH 4
ETH 9
ETH 14
ETH 19
ETH 24

PPP 4
PPP ©

PPP 14
PPP 19

IP Sources

PPP1

Turn on analysis for this interface to enable
troubleshooting if there are issues
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2.2.3 Configure Mobile Interface

Here, the APN for the cellular WAN connection is entered. Please note that some wireless connections
may require more settings such as a PIN, username, and password, to be setup on the PPP interface:

Configuration - Network > Interfaces > Mobile

+ Mobile Settings

Select the service plan and connection settings used in connecting to the mobile network.

Mobile Service Provider Settings

Service Plan / APN:|Your.APMN.goes. here

Use backup APN Retry the main APN after |0 minutes
SIM PIN: (Optional)
Confirm SIM PIN:
Username: (Optional)
Password: (Optional)

Confirm Password:

Figure 2-8: Site B APN Setup

APN Your.APN.goes.here Replace this with the proper APN (if required)

2.2.4 Configure MAC Addresses to be Bridged

Please see section above for more detail about how to determine what the MAC address is. The IP

address of the device that is to be bridged in this example is 10.2.63.2; first test that this is responding
OK:

ping 10.2.63.2 -e0

arp —a will again give us the IP addresses of devices on this network segment that the device has seen
recently.

Command: arp -a
Command result

ARP Cache Size:100 entries, old entries reused:@ no arp matches:14

ETH ©o:
IP Address Physical Address Expiry Retries State
10.2.63.2 00-04-2d-01-2f-2d 146 3 found
10.2.63.20 00-04-2d-00-c3-8f 267 3 found

nb of entries:2
nb of entries:o
nb of entries:o
OK
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Both of these devices are TransPorts (OID ‘00042D’). They could equally be PCs or any other Ethernet

connected devices. As can be seen above, the MAC address needing to be bridged is ooo42Do12F2D.
Enter this into the bridge filter form:

Configuration - Network > Interfaces > Ethernet > MAC Bridging

Bridge the following Ethernet devices.

Partial MAC addresses can be entered (e.g. 00:1B:38 would match all MAC address beginning with these bytes)
(you may specify up to 64 addresses):

Mac Address
Mo MAC addresses have been added

00:04:2D:01:2F:2D Add
Apply

Figure 2-9: Site B Mac Filter Setup

Mac Address 00:04:2D:01:2F:2D MAC address to be bridged

2.2.5 Configure Logging

This is just to double check that the analyser is setup correctly. Remove any settings that do not match
here. IP traces are only required for packets that are going to or from the ports 6000 or 7000.

Using a '~' tilde sign on any filter within the analyser settings will cause the unit to only record traffic
that matches the filter and exclude all other traffic — please be wary of combing tilde filters on port,
protocol and IP as this can often result in no results as for example filter for only port 8o and protocol 1
will usually result in no matches as there is no web traffic over ICMP.

Management - Analyser > Settings

w Settings

¥ Enable Analyser

Maximum packet capture size: ||1500 bytes

Log size: [|180 Kbytes

Protocol layers
#|Layer 1 (Physical)
#|Layer 2 (Link)
#Layer 3 (Network)
LI%0oT
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Configure Bridging Local Ethernet Devices Between Local and Remote TransPort Networks

Management - Analyser > Settings

Ethernet Interfaces
|+ ETH O

Il ETH 5
] ETH 10
| ETH 15
] ETH 20
] ETH 25

ETH 1
ETH &6
ETH 11
ETH 16
ETH 21
ETH 26

Clear all Ethernet Interfaces

ETH 2
ETH 7
ETH 12
ETH 17
ETH 22
ETH 27

| ETH 3
| ETH 8
| ETH 13
|| ETH 18
] ETH 23

| ETH 4
| ETH 9
] ETH 14
| ETH 19
] ETH 24
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Management - Analyser > Settings

IP Sources

l# ETH O
ETH S
ETH 10
ETH 15
ETH 20
ETH 25
OVPN O
FFP O
FFP 5
FFE 10
PFP 15

ETH 1

ETH &

ETH 11
ETH 16
ETH 21
ETH 26
OWVPM 1
|| PPP B

| FFF 11
| PPP 16

v

| Clear all IP Sources

IP Options

race discarded packets

| Trace loopback packets

Ethernet Packet Filters

MAC Addresses:

IP Packet Filters
TCP/UDP Ports:
IP Protocols:

IP Addresses:

ETH 2
ETH 7
ETH 12
ETH 17
ETH 22
ETH 27
OVPN 2
PPP 2
PPP 7
PPP 12
PPP 17

ETH 3
ETH 8
ETH 13
ETH 18
ETH 23

PPP 3
PPP 8

PPP 13
PPP 18

ETH 4
ETH 9
ETH 14
ETH 19
ETH 24

PPP 4
PPP 9

PPP 14
PPP 19

~6000,7000

Discarded IP Packet Filters

TCR/UDP Ports:

~6000,7000

Figure 2-10: Site B Analyser Setup
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Enable Analyser Checked Enable logging to the Analyser trace
Maximum p.acket 1500 Collect most full sized packets
capture size
Log Size 180 Set the Analyser to the maximum size
Ethernet Interfaces ETHo Enable Ethernet logging for this interface
IP Sources ETHo Enable IP logging for this interface
IP Sources PPP 1 Enable IP logging for this interface
: Trace Discarded
IP Options Packets
IP Packet filters ~6000,7000 Traffic between the sites over the bridge only
Discarded IP ~6000,7000 Discarded traffic between the sites over the
Packet Filters ! bridge only.

2.2.6 Save the config

Once configured, save the configuration.

If the config is not saved, the above configuration steps will have to be repeated following a reboot
of the TransPort!

Administration - Save configuration

Save current configuration to Config

| Save

0 (power up) ¥

Save all configuration. This includes the following

= Save the current configuration to config 0

* Save the current firewall

= Save all sregisters on all ports to profile 0

= Save all PAD parameters on all PADs to profile 0

Save All
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2.3 Alternate configuration for NAT

If the “Local” TransPort has a private IP address instead of a public IP address, only the Remote
TransPort needs to be configured to listen. The Local TransPort needs to be configured to initiate the
bridge via the public IP address of the Remote TransPort, connecting to the port that the Remote
TransPort is configured to listen on.

Be sure to also follow the “"Configure MAC Addresses to be Bridged” instructions earlier in this section.

Local TransPort:

Configuration - Network > Interfaces > Ethernet > MAC Bridging

+ MAC Bridging

Enable MAC bridging on Ethernet interfaces

Forward to IP Bl

Interface Enable Address Port on

ETHO @ |123.45.6.7 6000 | | ||

123.45.6.7 is the public IP address of the other Remote TransPort.

Remote TransPort:

Configuration - Network > Interfaces > Ethernet > MAC Bridging

¥ MAC Bridging

Enable MAC bridging on Ethernet interfaces

Listen
Port on
Port

Forward to IP
Address

Interface Enable

ETH O M ) |6000 ‘
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3 TESTING

To test this setup, send a ping from 10.2.63.2 to 10.2.63.10:

This test was successful (100%).

A ping from 10.2.63.1 to either node attached to the WR41 was also successful, but a ping from
10.2.63.10 to either of the devices attached to the WR failed. A ping from 10.2.63.20 to either of the
devices attached to the DR also failed.

Below is the successful trace showing the ping between 10.2.63.2 and 10.2.63.10. Please note that the
trace below has been tidied up. Subsequent ARP requests sent and some NETBIOS traffic have been
omitted.
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STAGE 10.2.63.2 WR41 DR6410 10.2.63.10
1 ARP request >
2 Packet encap 7000 >
3 Packet Rcvd port 7000 >

< ARP Reply

< Packet encap from port
7000

< Packet recd from port 7000

< ARP Reply

10 Packet encap 7000 >

11 Packet Rcvd port 7000 >

12 ICMP ECHO Request >
13 <ICMP ECHO Reply

14 < Packet encap from port
7000

15 < Packet recd from port 7000

16 < ICMP ECHO Reply

Traces:

The trace below is sectioned off and some traffic is excluded to make the conversation above easier to
see.

Stage WR41 DR6410

T 1-7-2009 16:01:11.830  —--—---—

FF FF FF FF FF FF 00 04 2D 01 2F 2D 08 06 00 01  ............c...
08 00 06 04 00 01 00 04 2D 01 2F 2D OA 02 3F 02 .....ovvnennnnns
00 00 00 00 00 00 OA 02 3F OA 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

46 A9 04 45 FO.E

ETH From REM TO LOC IFACE: ETH 0
FF FF FF FF FF FF Dst. MAC
00 04 2D 01 2F 2D Src. MAC

08 06 Type: ARP
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00 01 HW Type: Ethernet (1)
08 00 Prot Type: IP (2048)
06 HW Size: 6
04 Prot Size: 4
00 01 Opcode: Request (1)

00 04 2D 01 2F 2D Src. MAC
0A 02 3F 02 Src IP: 102632
00 00 00 00 00 00 Dst. MAC

0A 02 3F 0A Dst IP: 10.2.63.10

At this point, the MAC address of the target machine is not known, so the device on the WR41 network
sends an ARP request for the MAC address of the device that has 10.2.63.10. Please note the source IP

address. The TransPort sees this MAC address and checks the bridging table to see if this traffic should
be bridged.
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The WR then adds a bridging header to the packet and sends this to the DR. The packet sent from the
WR matches the packet received at the DR. Also apart from the header information:

45 00 00 60 00 15 Oo 00 F9 1129 8A 7B 2D 06 07 7B 2D 4308 04 D6 1B 58 00 4C 9B CA

The packet is identical to the one received on the Ethernet port of the WR in stage 1.
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ARP request sent on the WR4a network is now sent out of Eth o on the DR network.

00 04 2D 01 2F 2D 44 4D 50 E1 74 90 08 06 00 01
08 00 06 04 00 02 44 4D 50 E1 74 90 OA 02 3F 0A

00 04 2D 01 2F 2D OA 02 3F 02 00 00 00 00 00 OC

ETH From REM TO LOC IFACE: ETH 0
00 04 2D 01 2F 2D Dst. MAC
44 4D 50 E1 74 90 Src. MAC
Type:
ARP:
HW Type: Ethernet (1)
08 00 Prot Type: IP (2048)
06 HW Size:
04 Prot Size: 4
00 02 Opcode: Reply (2)

Src. MAC

ARP reply to ARP request is received on the Ethernet port of the DR; now a MAC address for the
destination device is seen. Please note that although this device can be pinged from the WR network,
this MAC address is not in the MAC bridge table on the DR, so it is not possible to initiate a ping in the

opposite direction from the 10.2.63.10 device.

0 00 F3 11 2F A5 7B 2D 43 08
B 58 04 D6 00 44 D3

2F 2D 44 4D 50 E1 74 90 08 06 06 04 . .DMPa 2F 2D 44 4D 50 E1 74 90 08 06 00 01 08 00 06 O
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00 02 44 4D 50 E1 74 90 OA 02 3F 0A 00 04 2D 01
F 02 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

IP (In) From REM TO LOC
45 IP Ver:
Hdr Len:
Routine
Normal
Throughput : Normal
Reliability: Normal
Length:
ID:
Frag Offs
Congestion: Normal
May Fragment
Last Fragment
TTL:
Proto:
Checksum:
7B 2D 43 08

7B 2D 06 07 94.197.41.59

Port:
Length:

Checksum:

The ARP reply is encapsulated and sent back to the WR41 router again. Notice that the packet
without the bridging header is the same packet seen on the DR local network and is not encrypted.

1-7-2009 16:01:16.760
00 04 2D 01 2F 2D 44 4D 50 E1 74 90 08 06 00 01
08 00 06 04 00 02 44 4D 50 E1 74 90 OA 02 3F 0A
00 04 2D 01 2F 2D OA 02 3F 02 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00

ETH From LOC TO REM IFACE:
00 04 2D 01 2F 2D Dst. MAC
44 4D 50 E1 74 90 Src. MAC
08 06 Type: ARP
ARP:
HW Type: Ethernet (1)
Prot Type: IP (2048)
HW Size: 6
Prot Size: 4
Opcode: Reply (2)
Src. MAC

0A 02 3F 0A Src IP: 10.2.63.10

00 02 44 4D 50 E 90 OA 02 3F OA 00 04

2F 2D 0A

02 3F 0 ) 0 ) 00 00 00 00 00

(Final) From LOC TO REM
IP Ver:
Hdr Len:
TOS:
Delay:

Throughput :

2D 01

00

IFACE: PPP 1

4

20

Routine

Normal

Normal

Reliability: Normal

Length:
ID:

Frag Off

88

2

set: 0

Congestion: Normal

WL
Proto:
Checksum:
7B 2D 43 08 Src IP:
7B 2D 06 07 Dst IP:
UDP:
SRC Port:
DST Port:
Length:

Checksum:

May Fragment

Last Fragment
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ARP reply is seen back on the WR41 local network. Now that a destination MAC address is found, a
ping to the remote device can be sent.

ICMP ping request Ethernet packet is seen on the WR41 network coming from the node set up for
bridging and is sent to the remote network. Please note that any Ethernet packet from this node
except a packet for the WR4a itself will be bridged.

45 00 00 60 00 18 00 00 FA 11 28 87 7B 2D 06 07

7B 2D 43 08 04 D6 1B 58 00 4C AA 3F 44 4D 50 El

74 90 00 04 2D 01 2F 2D 08 00 45 00 00 22 00 OF

00 00 F9 01 2F BC OA 02 3F 02 OA 02 3F OA 08 00

0612 (=== 1-7-2009 16:01:16.760 ===

s==es 1-7-2009 16:01:40.110 ===

45 00 00 60 00 18 00 00 F4 11 2E 87 7B 2D 06 07

7B 2D 43 08 04 D6 1B 58 00 4C AA 3F 44 4D 50 El

74 90 00 04 2D 01 2F 2D 08 00 45 00 00 22 00 OF

00 00 F9 01 2F BC OA 02 3F 02 OA 02 3F OA 08 00
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ICMP ping request is encapsulated and sent to the DR device.
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Congestion: Normal
May Fragment
Last Fragment
F9 TTL: 249
01 Proto: ICMP
2F BC Checksum: 12220
0A 02 3F 02 Src IP: 10.2.63.2
0A 02 3F 0A Dst IP: 10.2.63.10
ICMP ping request is sent on the DR network.
a$ | e e 1-7-2009 16:01:40.110 -------
00 04 2D 01 2F 2D 44 4D 50 E1 74 90 08 00 45 00  ...... DMP&t. .E
00 22 3E 59 00 00 40 01 AA 72 OA 02 3F OA 0A 02 SO GEEne ...
3F 02 00 00 EF 26 A5 OE 00 OF 01 77 00 00 6A 44  ...... ¥. w..jD
00 00 00 00 00 00 00 00 00 00 00 OO ............
ETH From REM TO LOC IFACE: ETH 0
00 04 2D 01 2F 2D Dst. MAC
44 4D 50 E1 74 90 Src. MAC
08 00 Type: ipP
IP:
45 IP Ver: 4
Hdr Len: 20
00 TOS: Routine
Delay: Normal
Throughput: Normal
Reliability: Normal
00 22 Length: 34
3E 59 ID: 15961
00 00 Frag Offset: 0
Congestion: Normal
May Fragment
Last Fragment
40 TTL: 64
01 Proto: ICMP
AR 72 Checksum: 43634
O0A 02 3F 0A Src IP: 10.2.63.10
O0A 02 3F 02 Dst IP: (ORI GER!
ICMP reply is received from the DR network device.
14&15 | ===== 1=7=2000 1IE3018l6-020  ————e= ] ===== 1-7-2009 16:01:40.110 -------
45 00 00 58 00 05 00 00 F3 11 2F A2 7B 2D 43 08 E..X 6..¢0.0 45 00 00 58 00 05 00 00 FA 11 28 A2 7B 2D 43 08 B0 0Rcococooo 2.0
7B 2D 06 07 1B 58 04 D6 00 44 D9 58 00 04 2D 01 LA .X.0.DUX. ... 7B 2D 06 07 1B 58 04 D6 00 44 D9 58 00 04 2D 01  ..... X.0.DUX. ...
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2F 2D 44 4D 50 E1 74 90 08 00 45 00 00 22 3E 59 ..DMPAt..E....Y 2F 2D 44 4D 50 E1 74 90 08 00 45 00 00 22 3E 59 ..DMPat..E....Y
00 00 40 01 AA 72 OA 02 3F OA OA 02 3F 02 00 00 “Fcooococaoo 00 00 40 01 AA 72 OA 02 3F OA OA 02 3F 02 00 00 ..... Eooco000000
EF 26 A5 OE 00 OF 01 77 00 00 6A 44 00 00 00 00 o6 000WeoIWeooo EF 26 A5 OE 00 OF 01 77 00 00 6A 44 00 00 00 00 ¥ .w..jD

00 00 00 00 00 00 00 00

IP (In) From REM TO LOC

IFACE: PPP 1

00 00 00 00 00 00 00 00

IP (Final) From LOC TO REM

IFACE: PPP 1

45 IP Ver: 4 45 IP Ver: 4
Hdr Len: 20 Hdr Len: 20
00 TOS: Routine 00 TOS: Routine
Delay: Normal Delay: Normal
Throughput: Normal Throughput: Normal
Reliability: Normal Reliability: Normal
00 58 Length: 88 00 58 Length: 88
00 05 ID: 5] 00 05 ID: 5
00 00 Frag Offset: 0 00 00 Frag Offset: 0
Congestion: Normal Congestion: Normal
May Fragment May Fragment
Last Fragment Last Fragment
F3 TTL: 243 FA TTL: 250
11 Proto: UDP 11 Proto: UDP
2F A2 Checksum: 12194 28 A2 Checksum: 10402
7B 2D 43 08 Src IP: 213.152.58/.85) 7B 2D 43 08 Src IP: 213.152.58.85
7B 2D 06 07 Dst IP: 94.197.41.59 7B 2D 06 07 Dst IP: 94.197.41.59
UDP: UDP:
1B 58 SRC Port: 222 (7000) 1B 58 SRC Port: 2?2 (7000)
04 D6 DST Port: PER (1238 04 D6 DST Port: 222 (1238)
00 44 Length: 68 00 44 Length: 68
D9 58 Checksum: 55640 D9 58 Checksum: 55640
ICMP reply is encapsulated and sent to the WR by the DR.
w | == 1-7-2009 16:01:16.920 —-—-—--
00 04 2D 01 2F 2D 44 4D 50 E1 74 90 08 00 45 00  ...... DMP&t. .E
00 22 3E 59 00 00 40 01 AR 72 OA 02 3F OA OA 02 sooYocoo ®acocon
3F 02 00 00 EF 26 A5 OE 00 OF 01 77 00 00 6A 44 9000Beo0oalio oD
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .......coevnunnn
ETH From LOC TO REM IFACE: ETH 0
00 04 2D 01 2F 2D Dst. MAC
44 4D 50 E1 74 90 Src. MAC
08 00 Type: Ip
IP:
45 IP Ver: 4
Hdr Len: 20
00 TOS: Routine
Delay: Normal
Throughput : Normal
Reliability: Normal
00 22 Length: 34
3E 59 ID: 15961
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ICMP reply is sent to 10.2.63.2 and devices have been successfully bridged across the Internet
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4 CONFIGURATION FILES

4.1 DR6410“Local” Site A configuration

This is the configuration file from DR6410 Site A TransPort:
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4.2 WR41 “Remote” Site B configuration

This is the configuration file from WR41 Site B TransPort:
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5 FIRMWARE VERSIONS

NOTE: As part of updating this document version to version 1.3, these steps have been tested and
verified with TransPort WR21 and WR44v2 units running the current release firmware to-date,

V5.2.14.5.

5.1 “Local” Site ADR6410
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5.2 “Remote” Site B WR41
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