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1.1 Outline

This document describes how to configure two Digi TransPort routers to forward synchronous layer 2
data to each other via an IPsec encrypted link using SNA/IP in RAW mode. Layer 2 frames entering the
synchronous serial port (“Sync Port”) on one TransPort router are transparently forwarded over the
IPsec tunnel to exit the Sync Port on the other TransPort router.

SNA is a proprietary, now legacy, networking protocol stack created by IBM in 1974:
http://en.wikipedia.org/wiki/IBM_Systems Network Architecture

The Data-Link Switching (DLSw) tunnelling protocol is designed to tunnel un-routable (i.e. non-IP)
protocols such as SNA over an IP network: http://en.wikipedia.org/wiki/Dlsw

SNA/IP (or “SNA over IP”) functionality in TransPort routers uses the DLSw protocol to tunnel non-IP
traffic over an IP network. In SNA/IP (DLSw) mode, to keep the traffic down to a minimum, only
indications of state, status changes and layer 3 data are transmitted over the link. This is because SNA/IP
mode traffic is mostly “poll-response”, and keeping this off the link improves the responsiveness and
reduces traffic load.

SNA/IP is used in RAW mode in this example. RAW mode means that every layer 2 frame sent into the

Sync Port of TransPort router 1 will be sent across the IP link and will exit the Sync Port on TransPort
router 2. Therefore SNA/IP in RAW mode can be used to send any layer 2 data over an IP network.

In a real world application the end devices could be any devices communicating with each other via any
layer 2 protocol.

In this particular example PPP is used as the layer 2 protocol for communication between the end
devices, which are referred to as “PPP peers”:
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http://en.wikipedia.org/wiki/IBM_Systems_Network_Architecture
http://en.wikipedia.org/wiki/Dlsw

The devices used as PPP peers during the testing of this Application Note were two additional TransPort

routers, each with a synchronous serial port. Each PPP peer was connected to TransPort router 1 or 2 via
a synchronous crossover serial cable.

Please note that in the remainder of this document the term “TransPort routers” refers to TransPort

routers 1 and 2 in the diagram, which are providing the IPsec link for the end devices, which are referred
to as “PPP peers”.



1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product, and of the requirements for their specific
application.

The TransPort routers must have SNA/IP functionality enabled. Please note that this is not included as
standard, but is available as an option on some models. Please contact uksupport@digi.com for further
information.

The TransPort routers also need IPsec encryption functionality to be enabled. This is enabled as
standard on some models, but is optional on other models. Please contact uksupport@digi.com for
further information.

The configuration described in this Application Note assigns ETH 0 on each TransPort router as the WAN
interface of each device. ETH 1 (logical) is designated as each router’s LAN interface.

This Application Note applies to:

Model: Digi TransPort WR41v2 with SNA/IP functionality and IPsec encryption enabled

Other Compatible Models: Other Digi TransPort models with SNA/IP functionality and IPsec encryption
enabled

Firmware versions: 5.123 and later

Configuration: This Application Note assumes that the devices are set to their factory default

configurations. Most configuration commands are shown only if they differ from the factory default.

1.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be addressed
to: Tech.Support@digi.com

Requests for new application notes can be sent to the same address.

1.4 Version

0.2 Published
1.0 Updated for new web GUI


mailto:uksupport@digi.com
mailto:uksupport@digi.com
mailto:Tech.Support@digi.com

2 CONFIGURATION

2.1 Configure WAN ethernet interfaces

CONFIGURATION - NETWORK > INTERFACES > ETHERNET > ETH O

2.1.1 Settings for TransPort router 1

Configuration - Network > Interfaces > Ethernet > ETH O

vETHO

Description:

) Get an IP address automatically using DHCP
@ Use the following settings

IP Address: [10.1.9.99
Mask: | 255.255.255.0

Gateway:

DNS Server:
Secondary DNS Server:

Changes to these parameters may affect your browser connection

w Advanced
This interface is associated with physical port: ETH 0
Metric: 1
MTU: 1500
Speed (currently 100Base-T): @ Auto ) 10Base-T ) 100Base-T

TCP transmit buffer size: 0o bytes

Take this interface out of service after o seconds when the link is lost
(e.g. cable removed or broken)
Enable NAT on this interface

[ Enable IPsec on this interface]
Oseinterface Default « 0 for the source IP address of IPsec packets

Enable the firewall on this interface

Setting

IP Address 10.1.9.99 IP address assigned to ETH 0
Mask 255.255.255.0 Mask assigned to ETH 0
Enable IPsec on
this interface

Ticked Tick to enable IPsec




2.1.2 Settings for TransPort router 2

Configuration - Network > Interfaces > Ethernet > ETH 0
vETH O

Description:

Get an IP address automatically using DHCP
@ Use the following settings

IP Address: [10.1.9.93
Gateway:
DNS Server:

Secondary DNS Server:

Changes to these parameters may affect your browser connection

w Advanced

This interface is associated with physical port: ETH 0
Metric: 1

MTU: 1500
Speed (currently 100Base-T): @ auto ) 10Base-T ) 100Base-T

TCP transmit buffer size: 0o bytes

Take this interface out of service after o seconds when the link is lost
(e.qg. cable removed or broken)

Enable NAT on this interface

[ ¥| Enable IPsec on this interface]
Use interface Default « 0 for the source IP address of IPsec packets

Enable the firewall on this interface

IP Address 10.1.9.98 IP address assigned to ETH 0
Mask 255.255.255.0 Mask assigned to ETH 0

Enable IPsec on

. Ticked Tick to enable IPsec
this interface



2.2 Configure LAN (logical) ethernet interfaces

CONFIGURATION - NETWORK > INTERFACES > ETHERNET > LOGICAL ETHERNET INTERFACES > ETH 1

2.2.1 Settings for TransPort router 1

Configuration - Network > Interfaces > Ethernet > Logical Ethernet Interfaces > ETH 1
v ETH 1

Description:

Get an IP address automatically using DHCP
@ Use the following settings

IP Address:| 192.168.0.1
Mask:| 255.255.255.0
Gateway:

DMNS Server:

Secondary DNS Server:

IP Address 192.168.0.1 IP address assigned to ETH 1
Mask 255.255.255.0 Mask assigned to ETH 1

2.2.2 Settings for TransPort router 2

Configuration - Network > Interfaces = Ethernet > Logical Ethernet Interfaces = ETH 1

*ETH1

Description:

Get an IP address automatically using DHCP
@ Use the following settings

IP Address: | 192.168.1.1
Mask:| 255.255.255.0
Gateway:

DNS Server:

Secondary DNS Server:

IP Address 192.168.1.1 IP address assigned to ETH 1
Mask 255.255.255.0 Mask assigned to ETH 1



2.3 Configure IPsec

2.3.1 Settings for TransPort router 1

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IKE > IKE O

w IKE O

Use the following settings for negotiation

Encryption: - 'None 'j'DES ° 3DES:
Authentication: © None 'MD5 | @ SHA1
Mode:  Main |19' Aggressive'
MODP Group for Phase 1: 1(768) «~
MODP Group for Phase 2: NoPFS «
Renegotiate after[z hrs 0 mins 0 secs]

_ AES (128 bit) U AES (192 bit)

() AES (256 bit)

Setting

Encryption 3DES Encryption algorithm
Authentication SHA1 Authentication algorithm
Mode Aggressive Initiation mode
Renegotiate after 2 hours Lifetime of the IKE session




CONFIGURATION-NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC TUNNELS > IPSEC 0

w IPsec 0

Description:

The IP address or hostname of the remote unit

Use as a backup unit

Local LAN Remote LAN

@ Use these settings for the local LAN @ Use these settings for the remote LAN

IP Address:| 152.168.0.0 IP Address: |192.168.1.0
Mask:(255.255.255.0 ] Mask: (255.255.255.0

7 Use interface | PR ~||0 Remote Subnet ID:

Use the following security on this tunnel
2 O I 9 preshared Keys | ) XAUTH Init Preshared Keys RSA Signatures ¥AUTH Init RSA
Qur ID:

Our ID type @ IKE ID FQDM User FQDN ' IPv4 Address

Remote ID:

Use | AES (128 bit keys) » |encryption on this tunnel

Use authentication on this tunnel

Use Diffie Hellman group Mo PFS

Use IKE v1 » to negotiate this tunnel
Use IKE configuration: 0 -

Bring this tunnel up

All the time
|® whenever a route to the destination is available |
On demand

If the tunnel is down and a packet is ready to be sent [ bring the tunnel up | -

Bring this tunnel down if it is idle for o hrs o mins 0 secs

Renew the tunnel after

[2 hrso minso  secs|

1] KBytes » of traffic

¢ Tunnel Negotiation
* Advanced

1Psec mode Transport @ Tunnel
Use Mo » AH authentication on this tunnel

Use | DEFLATE w |compression on this tunnel
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Peer IP/hostname
Local LAN IP address
Local LAN mask
Remote LAN IP address
Remote LAN mask
Security method
OurID
Remote ID
Encryption
Authentication

Bring this tunnel up
If the tunnelis down

Renew then tunnel after
Compression method

10.1.9.98
192.168.0.0
255.255.255.0
192.168.1.0
255.255.255.0
Preshared Keys
client
host
AES 128
SHA1
Whenever a route to
the destination is
available
Bring the tunnel up
2 hours
DEFLATE

Remote WAN IP address
Local ETH 1 (LAN) address
Local ETH 1 (LAN) mask
Remote ETH 1 (LAN) address
Remote ETH 1 (LAN) mask

This router will initiate the tunnel
negotiation

CONFIGURATION - SECURITY > USERS > USER 10 - 14 > USER 10

w User 10

Username
Password
Confirm Password

Access Level

Username:
Password: E

Confirm Password: E
Access Level:

host
test
test

None

ID of TransPort router 2
The preshared key
The preshared key

No access level required for a preshared

key

CONFIGURATION - NETWORK > IP ROUTING/FORWARDING > STATIC ROUTES > DEFAULT ROUTE 0

11



w Default Route O

Description:

Default route via

Gateway:

Interface: [Ethernet ~|[0 |

Metric: 1

Parameter Setting Description
Interface name Ethernet Configure the defaui)t route to be via ETH
Configure the default route to be via ETH
Interface number 0 0

2.3.2 Settings for TransPort router 2

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IKE > IKE O

v IKE O

Use the following settings for negotiation

Encryption:
Authentication:

O'None () DES

O None ©IMD5

® sHA1l

Mode: ' Main I‘l?' Aggressive l

MODP Group for Phase 1:
MODP Group for Phase 2:

1(768) ~
No PFS

Renegotiate after[z hrs 0

mins 0 secs ]

Parameter Setting Description
Encryption 3DES Encryption algorithm
Authentication SHA1 Authentication algorithm
Mode Aggressive Initiation mode
Renegotiate after 2 hours Lifetime of the IKE session

© 3DES| ' AES (128 bit) (O AES (192 bit) ) AES (256 bit)
pes———

12



CONFIGURATION-NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC TUNNELS > IPSEC 0

w IPsecD
Description;

The IP address or hostname of the remote unit

Use as a backup unit
Local LAN Remote LAN
@ Use these settings for the local LAN 9 |se these settings for the remote LAN

IP Address:| 192.168.1.0 IP Address: [192.1658.0.0

Use interface FFP -0 | Remote Subnet 1D:

Use the following security on this tunnel
off (@ Preshared Keys | © XAUTH Init Preshared Keys RSA Signatures XAUTH Init RSA

Our ID:

OurIDtype @ KEID O FQDN O User FQDN O IPv4 Address

Remote ID

UEE[ AES (128 bit keys) }ancn'ptinn on this tunnel

Use authentication on this tunnel

Use Diffie Hellman group No FFS -

Use IKE v1 » to negotiate this tunnel
Use IKE configuration: 0 -

Bring this tunnel up

All the time
Whenever a route to the destination is available

If the tunnel is down and a packet is ready to be sent [bring the tunnel up ] -

Bring this tunnel down if it is idle for 0 hrs o mins 0 Secs

Renew the tunnel after

E hrs 0 mins 0 secs |

o KEvtes « of traffic

b Tunnel Negotiation
« Advanced

IPsec mode Transport @ Tunnel
Use No » AH authentication on this tunnel

Use| DEFLATE - |compression on this tunnel
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Peer IP/hostname
Local LAN IP address
Local LAN mask
Remote LAN IP address
Remote LAN mask
Security method
OurID
Remote ID
Encryption
Authentication

Bring this tunnel up

If the tunnel is down

Renew then tunnel after

Compression method

10.1.9.99 Remote WAN IP address
192.168.1.0 Local ETH 1 (LAN) address
255.255.255.0 Local ETH 1 (LAN) mask
192.168.0.0 Remote ETH 1 (LAN) address

255.255.255.0 Remote ETH 1 (LAN) mask

Preshared Keys

host
client
AES 128
SHA1
TransPort router 1 will initiate the

ndeman -
On demand tunnel negotiation

Bring the tunnel up

2 hours
DEFLATE

CONFIGURATION - SECURITY > USERS > USER 10 - 14 > USER 10

w User 10

Username
Password
Confirm Password

Access Level

Username:
Password: E

Confirm Password: @
Access Level:

client ID of TransPort router 1
test The preshared key
test The preshared key
No access level required for a preshared
None key

CONFIGURATION - NETWORK > IP ROUTING/FORWARDING > STATIC ROUTES > DEFAULT ROUTE 0
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w Default Route O

Description:

Default route via

Gateway:

Interface: |Ethernet ~|(0 |

Metric: 1
Parameter Setting Description
Interface name Ethernet Configure the defaui)t route to be via ETH
Interface number 0 Configure the defautt route to be via ETH
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2.4 Configure synchronous ports

It is necessary to configure the synchronous port on each TransPort router.

Each TransPort router has a synchronous serial link to one of the “end devices”. It is important that for
devices at each end of a physical synchronous serial link, one device is configured to generate the Sync
clock signal and the other device is configured to use an external clock signal (i.e. the clock signal
generated by the other device). In this example PPP peer 1 and TransPort router 1 are at each end of a
physical synchronous serial link, as are PPP peer 2 and TransPort router 2.

Repeat the following configuration step for both TransPort routers:

CONFIGURATION - NETWORK > INTERFACES > SERIAL > SERIAL PORT 0 > SYNC PORT 0

* Sync Port D
To enable synchronous mode, a protocol such as LAPB must be configured
Description:
Clock source: [ﬁ Internal][ External]

Clock Speed: w

Mode: (@ rs232| [© x21]

Invert RX clock
Invert TX clock

Encoding: @ nrz nrzi

If the port is operating in RS232 mode

Set the “Mode” parameter to “RS232”.

If Sync Port 0 is to generate the clock signal, then set the “Clock source” parameter to “Internal” and set
the “Clock Speed” parameter to an appropriate value in bits per second.

If Sync Port 0 is not generating the clock signal, then set the “Clock source” parameter to “External”.

If the port is operating in X.21 mode

Set the “Mode” parameter to “X21”.

16



If Sync Port 0 is to generate the clock signal, then set the “Clock source” parameter to “Internal” and set
the “Clock Speed” parameter to an appropriate value in bits per second.

If Sync Port 0 is not generating the clock signal, then set the “Clock source” parameter to “External”.

17



2.5 Configure SNA/IP

SNA/IP must be configured with:

e The physical Sync port number to use
e The type of data transfer (e.g. RAW)
e The IP address of the peer

e The source and destination port numbers

2.5.1 Settings for TransPort router 1

CONFIGURATION - NETWORK > LEGACY PROTOCOLS > SNA OVER IP > SNA/IP 0

w SNAIP O
Description:
Send SMNAIP traffic over interface [“ Serial port Port0 » ]
ISDN
Shared Port | Sync Port from SMNAIP 1
Priority |0
Use protocaol -

Togale DCD output each time the DLSw protocol enters the DISCONNECTED state
Sync port should not send or receive data when WAN link is down
SSP (WAN) Parameters
Virtual MAC Address:
Virtual MAC Address of Peer:
IP address of the Peer DLSw unit:
Listen on Port:
Use Paort: if this unit starts the DLSw protocol

Send SNA/IP traffic Port
Sync port Port 0
Protocol RAW
IP address 192.168.1.1
Read Port 2065
Write Port 2067
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2.5.2 Settings for TransPort router 2

CONFIGURATION - NETWORK > LEGACY PROTOCOLS > SNA OVER IP > SNA/IP 0

w SNAIP O

Description:

Send SNAIP traffic over interfau:e['? Serial port Port0 - ]

L ISDM
) Shared Port | Sync Port from SMAIP 1
Priority |0
Use prutncol -

[] Toggle DCD output each time the DLSw protocol enters the DISCONNECTED state
O Sync port should not send or receive data when WAN link is down
SSP (WAN) Parameters
Virtual MAC Address:
Virtual MAC Address of Peer:

IP address of the Peer DLSw unit:

Listen on Purt:
Use Purt: if this unit starts the DLSw protocol

Layer 1 interface Port
Sync port Port 0
Protocol RAW

IP address 192.168.0.1
Read Port 2067
Write Port 2065
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2.5.3 Set the source IP address for the SNA/IP packets

In order to ensure that the SNA/IP packets are sent through the IPsec tunnel, it is necessary to explicitly
configure each TransPort router to use the IP address of ETH 1 as the source address for the SNA/IP
packets.

On both TransPort routers navigate to Configuration - Network > Advanced Network Settings then set
the following parameters under “Socket Settings”:

w Advanced Network Settings

Secondary IP Address:

When connected to a Serial interface using TCP
Advertise an MSS of: 0 bytes
Use a Rx Window size of: 0 bytes

Default SSL version for outgoing

. Auto -
connections:

Maximum DNS response cache time: 300 seconds

Socket Settings

Default source IP address interface: v

Connect Timeout: &0 seconds
TCP socket inactivity timer: 300 seconds
TCP socket keep-alive: 0 seconds
Default source IP address interface name Ethernet
Default source IP address interface 1
number

2.6 Save the configuration changes

On both TransPort routers navigate to Administration - Save configuration then save the changes to
the current power up profile.

20



3.1 Check the IPsec tunnel

On either or both TransPort routers, navigate to
Management - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels

then check that the IPsec security associations are present.

SAs reported by TransPort router 1:

Outbound V1 SAs

# Peer IP Addr Local Network Remote Network AH ESP Auth ESP Enc IP Comp

0 10.1.9.98 192.168.0.0/24 192.168.1.0/24 N/A  SHA1 AES(128) DEFLATE Ratio 0.33 Reset |
| Remove All |

Inbound V1 SAs

# Peer IP Addr Local Network Remote Network AH ESP Auth ESP Enc IP Comp

0 10.1.9.98 192.168.0.0/24 192.168.1.0/24 N/A  SHA1 AES(128) DEFLATE Ratio 0.22 Reset |
| Remove All |

SAs reported by TransPort router 2:

Outbound V1 SAs

# Peer IP Addr Local Network Remote Network AH ESP Auth ESPEnc IP Comp

0 10.1.9.99 192.168.1.0/24 192.168.0.0/24 N/& SHal AES(128) DEFLATE Ratio D.33| Reset |
| Remowe All |

Inbound V1 SAs

# Peer IP Addr Local Network Remote Network AH ESP Auth ESPEnc IP Comp

0 10.1.9.99 192.168.1.0/24 192.168.0.0/24 N/A  SHA1 AES(128) DEFLATE Ratio 0.22 Reset |
| Remowe All |

3.2 Use the analyser to trace packets

On either or both TransPort routers, navigate to Management - Analyser > Settings then tick only the

following check boxes:

Layer 1 (Physical)

e Layer2 (Link)

e Layer 3 (Network)

e Enable SNAIP trace

e Raw SYNC Sources: SYNC 3 (Physical Port 0)

e |PSources: ETHO and ETH 1:



Under “IP Packet Filters” enter ~192.168.1.1 into the “IP Addresses” field.

Navigate to Management - Analyser > Trace then click the “Clear Trace” button.

Send some data into one of the synchronous ports then click on the “Refresh” button under
Management - Analyser > Trace.

The analyser trace should show SNA/IP encapsulating the layer 2 data within the IPsec tunnel.
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The example trace below from TransPort router 1 shows the start of the negotiation of the layer 2 PPP
session between the two end devices (PPP peers). For clarity, only the initial part of the negotiation
process is shown. Due to the transparent nature of the way in which SNA/IP operates, the PPP peers are
not aware of TransPort routers 1 and 2 or the IPsec tunnel - that is, from the perspective of the PPP

peers, the layer 2 communication between them takes place as if they were physically connected to each
other.



















4 CONFIGURATION FILES

4.1 TransPort router configuration files

This is the configuration file for TransPort router 1:







This is the configuration file for TransPort router 2:







4.2 TransPort router firmware and hardware information

This is the firmware and hardware information for TransPort router 1:
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This is the firmware and hardware information for TransPort router 2:




