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1.1 Outline

In this application note we will consider the following scenario:

Cellular
PPP
interface

Internet

i ETHO: ()
192.168.1.1

o m—
\ WR21

Remote LAN Host (VPN Server) Corporate
(TheGreenBow VPN client) - Server
192.168.1.11

Corporate LAN
192.168.1.0/24

Figure 1-1: Overview Diagram

It is often required to configure a Digi TransPort router as a VPN Server, in order to allow a remote
user, using a VPN client, to connect securely to a private LAN passing through Internet.

This application note explains the procedure of creating an IPsec VPN between a Digi TransPort router
(as the VPN Server) and the TheGreenBow VPN client, installed on remote user PC.

With the VPN creation, the ip address 172.16.1.100 will be assigned to the GreenBow client and the
remote user will be able to communicate securely with the corporate LAN through the VPN.Content
here

Note that although in this example the WR21 model is used, the same settings can be applied to all
other Digi TransPort models with IPsec enabled (certain models may not have the IPsec encryption
option enabled, if this is the case, please contact Digi Support for details on how to enable this
option).

1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product and of the requirements for their specific
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application. It also assumes a basic ability to access and navigate a Digi Transport router and
configure it with basic routing functions.

This application note applies only to:

Model: Digi Transport WR21

Other Compatible Models: Digi Transport VC7400 VPN Concentrator, WR, SR or DR.
Firmware versions: 5.077 and later

Configuration: This Application Note assumes the devices are set to their factory default
configurations. Most configuration commands are only shown if they differ from the factory default.

For the purpose of this application note the following applies:

e This guide assumes that the Digi has an active connection from a cellular provider that is
mobile terminated, and that TheGreenBow VPN client is installed and activated on a PC that
will be used to connect to the TransPort through the internet connection

1.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be
addressed to: tech.support@digi.com.

Requests for new application notes can be sent to the same address.

1.4 Version

1.0 First version - Published
20 New version - Rebranded and new
) WEB Ul
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2 DIGI CONFIGURATION

In order to configure the Digi TransPort, connect a PC to the ETHO of the TransPort and log into the
Web User Interface (WebUI) with a browser at the default address 192.168.1.1.

2.1 WAN Setting

First of all, the Digi TransPort must have an Internet connection, in this Application note we will
configure the Cellular WAN in the WR21 as follows.

2.1.1 Cellular module configuration

Refer to the following picture and table for the settings of parameters. Note that the SIM PIN,
username and password fields may or may not be required.

CONFIGURATION - INTERFACES - MOBILE > MOBILE SETTINGS

Parameter \ Setting \ Description
SIM 1 Select SIM 1 for the PPP 1 interface
Service Plan/APN internet.t-d1.de The Access Point Name for the network
SIM PIN / Confirm <PIN> Insert/Confirm the SIM PIN if required by the
SIM PIN (optional) SIM
Username W-WAN username Enter the username given b.y your wireless
operator (If required)
Password/ Enter the password given by your wireless

. W-WAN P :
Confirm Password assword operator (If required)
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Configuration - Network > Interfaces > Mobile

¥ Interfaces
» Ethernet
¥ Mobile

Select a SIM to configure from the list below

Settings on this page apply to the selected SIM

SIM: |1 (PPP 1) V

IMSI: 262010050359784

v Mobile Settings
Select the service plan and connection settings used in connecting to the mobile network.

Mobile Service Provider Settings

Service Plan / APN:
[[] Use backup APN [:] Retry the main APN after D minutes
SIM PIN: \:] (Optional)
Confirm SIM PIN: :]

Username: I I (Optional)

Figure 2-1: Mobile settings

Click Apply.

Note: The APN is dependent on the mobile operator, check with the service provider to obtain the
correct APN.

2.1.2 WAN Interface Configuration (PPP1)

The following section configures the Digi TransPort to use PPP 1 for the cellular interface. Leave all
the default settings, except for what is indicated in the following. The username and password fields
may or may not be required by the SIM
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CONFIGURATION -> INTERFACES -> ADVANCED -> PPP1

Configuration - Network > Interfaces > Advanced > PPP 1
.

v Interfaces

» Ethernet

» Mobile

» GRE

» Serial

¥ Advanced
» External Modems
» PPP Mappings

» PPP O
¥ PPP 1 - W-WAN (LTE)
Load answering defaults | | Load dialling defaults I

Description: [W-WAN (LTE) |
This PPP interface will use

Dial out using |*98%1% Il Il
numbers:

Prefix: [:] to the dial out number

Username: | |

Y

@® Allow the remote device to assign a local IP address to this router
as the local IP address for this router

O Try to negotiate to use 0.0.0.0
O use 0.0.0.0 as the local IP address for this router (i.e. not negotiable)

Use mask _ for this interface

Use the following DNS servers if not negotiated
Primary DNS server:

Secondary DNS server: :l
DNS Port: [53 |

[J Attempt to assign the following IP configuration to remote devices
VI Request packet data connection
[J Allow this PPP interface to answer incoming calls

Close the PPP connection
after E seconds

if it has been up for D minutes in a day

if it has been idle for D hrs El mins D secs

Alternative idle timer for static routes D seconds
if the link has not received any packets for D seconds

if the tiation is not lete in |80 d

M Enable NAT on this interface
@ 1P address OIP address and Port

NAT Source IP address: |:

= ) Enable IPsec on this interface
[ Keep Security Associations (SAs) when this PPP interface is disconnected

Use interface IC] for the source IP address of IPsec packets

[ Enable the firewall on this interface

v]

Remote management access: |No restrictions

Figure 2-2: PPP 1 configuration
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Parameter Setting Description
Username <Username> The username to use when authenticating
(optional) with the mobile operator
Password / <Password> The password to use when authenticating
Confirm Password (optional) with the mobile operator
Ena.bl'e IPsec on Ticked Enables IPsec on PPP 1 interface.
this interface

Click apply, then go to ADMINISTRATION -> SAVE CONFIGURATION and save.

2.2 IPsec Tunnel configuration

The following section describes how to configure the Digi TransPort’s VPN settings.

CONFIGURATION - NETWORK-> VIRTUAL PRIVATE NETWORKNIG (VPN) - IPSEC = IPSEC
TUNNELS - IPSEC 0

Confil ion - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0

» Interfaces
» DHCP Server
» Network Services
» DNS Servers
» Dynamic DNS
» IP Routing/Forwarding
¥ Virtual Private Networking (VPN)
v IPsec
~ IPsec Tunnels
¥ IPsec 0

Description: |The GreenBow VPN

The IP address or hostname of the remote unit |

use [ | as a backup unit
Local LAN Remote LAN
@® Use these settings for the local LAN ® Use these settings for the remote LAN
1P Address: 1P Address:
maski Mask:
O use interface PP V| [0 O Remote Subnet ID:

Use the following security on this tunnel
Ooff @preshared Keys OXAUTH Init Preshared Keys  ORSA Signatures O XAUTH Init RSA

OurID type @IKEID OFQDN Ouser FQDN  O1Pv4 Address

Remote ID:
Use encryption on this tunnel
use authentication on this tunnel
Use Diffie Hellman group

Use IKE to negotiate this tunnel
Use IKE configuration:

Bring this tunnel up
O All the time
O Whenever a route to the destination is available
@® 0on demand

If the tunnel is down and a packet is ready to be sent [drop the packet v

Bring this tunnel down if itisidle for 0 |hrs[0 |mins[0  |secs

Renew the tunnel after
hslomine[eJascs
o— ot vt

» Tunnel Negotiation
» Advanced

Figure 2-3: IPsec Settings
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Local LAN > Use IP address:
. 192.168.1.0 The LAN or IP subnet that the remote VPN

these settings for . .

the Local LAN Mask: client will have access to

255.255.255.0
IP address:
iﬁ?sztsetﬁl: >SLfJ§re 172.16.1.0 The subnet that TheGreenBow client will use
& Mask: to connect to the TransPort

the Remote LAN

Use the following
security on this

255.255.255.0

Preshared Keys

Choose the security type for the connection.

(Selected) In this AN, Preshared Keys are used
tunnel
The ID that the TransPort will use. This AN
OurID WR21 will use “WR21” as the local ID.
Choose the type of ID used, IKE ID allows the
Our ID type IKE ID use of descriptive text strings (friendly
names)
Set the ID that TheGreenBow client will use.
Remote ID Client In this AN we will use the id “Client” as the
Remote ID for this tunnel.
Use <> encryption . This is the encryption type to use for the
on this tunnel AES (128 bit keys) tunnel. This AN uses AES 128-bit
Use <> This is the authentication type to use for the
authentication on SHA1 .
. tunnel. This AN uses SHAL.
this tunnel
Use Diffie Hellman 5 This is the Diffie Hellman (DH) group to use.
group <> This AN uses group 2.

Click Apply to temporarily save the changes.

2.3 IKE Responder configuration

The default settings should allow the TransPort to be a “Responder” to the VPN connection already.
So itis enough to check that the settings are as default:
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CONFIGURATION - NETWORK-> VIRTUAL PRIVATE NETWORKNIG (VPN) - IPSEC = IKE = IKE 0

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE

(1]

» Interfaces
» DHCP Server
» Network Services
» DNS Servers
» Dynamic DNS
» IP Routing/Forwarding
¥ Virtual Private Networking (VPN)
v IPsec
» IPsec Tunnels
» IPsec Default Action
» Dead Peer Detection (DPD)
¥ IKE
» IKE Debug
v IKE O

Use the following settings for negotiation
Encryption: ONone @ DES
Authentication: ONone ®MDS

MODP Group for Phase 1: |1 (768) Vv
MODP Group for Phase 2: |No PFS  V

O3DES
O sHA1

Mode: @Main O Aggressive

Renegotiate after ]8 | hrs |0 ] mins IO

| secs

» Advanced

O AES (128 bit)

OAES (192 bit)

O AES (256 bit)

Figure 2-4: IKE Responder

2.4 Preshared Key

For the Preshared Key of the VPN tunnel a user will be configured.

Note that any user can be used for the Preshared Key, but best practice recommends using one in the
upper range of users because these have the (router management) Access Level already set to a non-
admin value. If a lower User number is configured, the Access Level should be changed to be ‘None’.
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CONFIGURATION - SECURITY > USERS = USER 10 - 14 -> USER 10

Configuration - Security > Users > User 10 - 14 > User 10

) System
v Users
» User0-9
v User 10 - 14
v User 10
Username: |client |
Password: |ouooooo |
Confirm Password: Iounuo |
Access Level:
» Advanced
Apply

Figure 2-5: PreShared Key

Parameter Setting Description
Username Client This is the username and should match the
Remote ID configured in the IPsec tunnel 0
Password o Fill this field with the Preshared Key for the
VPN tunnel.
Access Level None This is the access level for the user, in the
case of Preshared key user, it will not be
granted any admin access
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3 THEGREENBOW VPN CLIENT CONFIGURATION

The following section describes how to configure TheGreenBow VPN client settings. Download and
install TheGreenBow VPN client, this can be obtained from https://www.thegreenbow.com/.

3.1 Launch TheGreenBow Client

Launch TheGreenBow VPN client on the PC that needs to build a VPN into the TransPort. Anicon is
shown in the Windows system tray as shown is the screenshot below:

()

3:47 PM
11/18/2016

A wm 1) B ma

Figure 3-1: Launch TheGreenbow Client

Right click on the icon and select “Configuration Panel”, the following windows will open:

&) TheGreenBow VPN Client - [m] X

Configuration Tools ?

EGREEMNBOL

E] ven Configuration] VPN Confiuraten
B Kevi
[E] IKE v1Parameters
0 xev2 - o
> ont al
Bss Written mmcmfe.w
Last modification: 11-18-2016

@ VPN Client ready

Figure 3-2: TheGreenBow client Configuration Panel
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3.2 Phase 1 Configuration: Authentication

Right-click on “IKE V1” under VPN Configuration, and select New Phase 1, as shown below:

&) TheGreenBow VPN Client - [m] X

Configuration Tools 7

HEGREEMNBO!

[E] VPN Configuration IKE V1
T a) Export
Oxe . cues | V1 Configuration

£ ssL
New Phase 1 Ctrl+N

IKE V1 IPsec tunnel creation wizard

@ Export all IKE V1 tunnels

@ VPN Clientready

Figure 3-3: TheGreenBow Phase 1 - new

The “IkevlGateway” is added below in the tree as shown in the following picture:
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&) TheGreenBow VPN Client

Configuration Tools ?

IKE V1 Configuration

This folder enables the creation of IKE V1 tunnels. It s possble to
create as many phases 1 and phases 2 as required. The contextual
menu (right dick on IKE V1) enables to create, copy or paste Phases 1
and Phases 2.

IKE V1 IPsec tunnel creation wizard

@ Exportal IKE V1 tunnels

Figure 3-4: TheGreenBow Phase 1

Click on “IkevlGateway” and refer to the following picture for the setting of parameters:
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& TheGreenBow VPN Client - m] X
Configuration Tools ?

THEGREEMNBOLW

[E] VPN Configuration Authentication Advanced Certificate
=-00 KEV1L
[£] IKE v1Parameters Addresses
o IkeviGateway
£ Kev2 Interface |Any v
£ ssL
Remote Gateway | 37.85.216.239| |
Authentication
(®) Preshared Key I ssssecee I
Confirm l oy I
O Certificate
IKE
Encryption |AES128 v
Authentication |SHA-1 v

Key Group | DH2 (1024) v

@ VPN Client ready

Figure 3-5: TheGreenBow Phase 1 - Authentication

Please note:

- Addresses: Let the “Interface” as any and set the Remote Gateway with the Mobile IP address
of the TransPort.

- Authentication: Set the Preshared Key that matches what was used on the TransPort.
- IKE: Encryption/Authentication/Key Group have to match the parameters that were
configured on the TransPort’s IKE 0 page. This AN uses AES 128-bit, SHA1, and DH2.
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3.3 Phase 1 Configuration: Advanced

Click the Advanced tab and set the parameters as follows:

& TheGreenBow VPN Client - m] X
Configuration Tools ?
THEGREENBOLW
VPN Client
|
[Z] VPN Configuration Authentication Advanced Certificate
=0 KEV1
[£] IKE v1Parameters Advanced features

) TkeviGateway

Redundant
=E [toce confi Gateway |
SssL
[ Aggressive Mode NAT-T | Automatic v

X-Auth

N . —

Local and Remote ID

Type of ID: Value for the ID:
Local D |KEY ID v | dient |
Remote ID |KEY ID v | wr21| |

@ VPN Client ready

Figure 3-6: TheGreenBow Phase 1 - Advanced
Please note:

- Advanced features: Check the box for Aggressive Mode.

- Choose the type of Local ID that will be used, and fill in the value. This AN uses an IKE ID (Also
known as KEY ID) as the type, and matches the value that was used on the TransPort for the
Remote ID field.

- Choose the type of Remote ID that will be used, and fill in the value. This AN uses an IKE ID
(Also known as KEY ID) as the type, and matches the value that was used on the TransPort for
the Local ID field.
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3.4 Phase 2 Configuration

Right click on the name of the Phase 1 settings (“lkevlGateway” in this example) and click on New

Phase 2, as shown in the screenshot below:

&) TheGreenBow VPN Client - O X

Configuration Tools ?

Authentication Advanced (Certificate

Advanced features

Ctrl+C Redundant
o Gateway |
Rename F2
Delete Del  fveMode NAT-T

e ) E—
R ] B

Local and Remote ID
Type of ID: Value for the ID:

Local ID |KEY ID v |cient |
Remote ID |KEY ID v |wr21 |

@ VPN Client ready

Figure 3-7: TheGreenBow Phase 2_new

An “lkev1Tunnel” will show up under “IkevlGateway”, click on it and refer to the following window for

the settings:
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&) TheGreenBow VPN Client — O X
Configuration Tools ?

THEGREEMNBO

VPN Client
E] VPN Configuration IPsec  Advanced Automation Remote Sharing 2y IPv6 |
=07 KEV1
[£] IKE v1Parameters Addresses
--3 IkevlGateway
o IkeviTunnel VPN Client address l 172 .16 . 1 . 100 ‘
£ KEV2
Oss Address type | Subnet address v

Remote LAN address l 192 .18 . 1 . 0 ‘

Subnet mask [ 255 . 255 . 255 . 0 }

ESP

Encryption | Auto v
Authentication |Auto v
Mode | Tunnel v

PFS

PFS

@ VPN Client ready

Figure 3-8: TheGreenBow Phase 2 settings
Please note:

- VPN Client address: Fill this field with the IP address that matches what was setup as the
Remote LAN on the TransPort IPsec tunnel configuration. Here is used 172.16.1.100 as the IP
the PC will use to make the VPN connection. So that the PC will use this IP address as its IP
address for the VPN connection, also responding on it on the tunnel.

- Address Type: choose Subnet Address.

- Remote LAN address: The remote LAN subnet that will be accessed via the VPN. This AN uses
192.168.1.0 as the TransPort router’s LAN subnet

- Subnet mask: fill in the mask for the Remote LAN Subnet Address. This AN uses 255.255.255.0.

- ESP-Encryption/Authentication/Mode: those parameters have to match the parameters that
were configured on the TransPort’s IPsec Tunnel 0 page. This AN uses AES 128-bit, SHA1, and
Tunnel as the mode.

- PFS: Diffie Hellman group 2 was configured on the TransPort router. The same should be
configured here.
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4 TESTING

4.1 Open the tunnel from the client

Click on the TheGreenBow icon shown in the Windows system tray:

<A (=]

TheGreenBow VPN Client

~-n

1:03 PM

AR A e

Figure 4-1: Opening the tunnel

The connection Panel will be shown:

VPN Connections X

IkeviGateway-lkev... m

Figure 4-2: Connection Panel

Click on “Open” for the Tunnel just created, the Tunnel will be negotiated and you will see it as green
on the connection panel:

Page |20



How to create an IPsec VPN between a Digi TransPort router and TheGreenBow VPN client

VPN Connections X

on
1@®; IkeviGateway-lkev.

Figure 4-3: Tunnel Opened_1

Also the icon in the Windows system tray will become green:

N (&) ~

B VPN Tunnel opened

1:05 PM
11/18/2016

A vm 1) B A

Figure 4-4: Tunnel opened_2
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4.2 Check Tunnel on the TransPort

In the eventlog section of the TransPort, the VPN will be shown coming up:
MANAGEMENT-EVENTLOG:

15:04:40, 18 Nov 2016,(692) IKE SA Removed. Peer: client,Successful Negotiation
15:04:38, 18 Nov 2016,Eroute @ VPN up peer: client

15:04:38, 18 Nov 2016,New IPSec SA created by client

15:04:18, 18 Nov 2016,(692) New Phase 2 IKE Session 217.151.242.13,Responder
15:04:18, 18 Nov 2016,(691) IKE Keys Negotiated. Peer: client

15:04:18, 18 Nov 2016,(691) New Phase 1 IKE Session 217.151.242.13,Responder

The status of the VPN tunnel can also be checked under connections status:

MANAGEMENT-CONENCTIONS - VPN —> IPSEC - IPSEC TUNNELS

Management - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels

» IP Connections

» PPP Connections
| virtual Private Networking ( -—
v IPsec
~ IPsec Tunnels

Outbound V1 SAs

Local Network KBytes Delivered Time Left (secs)
o 217.151.242.13 192.168.1.0/24 172.16.1.100/32 N/A SHAL AES(128) N/A 0 0 2632 PPP 1 WA [ Remove ‘

Remove All

Inbound V1 SAs

Time Left (secs)
0 217.151.242.13 192.168.1.0/24 172.16.1.100/32 N/A SHA1 AES(128) NA 1 [ 2632 PPP 1 N/A | Remove ‘

Remove All
Outbound V2 SAs
No Tunnels
Inbound V2 SAs
No Tunnels

» IPsec Peers
» IKE SAs
» OpenVPN

Figure 4-5: Tunnel status on the TransPort
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4.3 Test traffic through the tunnel

4.3.1 Configure the analyser

In order to test that the Tunnel is working as expected, it is better to configure the analyser on the

TransPort so that it will give a significant trace during the test.

MANAGEMENT-ANALYSER - SETTINGS

lyser >

¥ Settings
¥ Enable Analyser

Maximum packet capture size: bytes

Log size: Kbytes

Protocol layers
[CJLayer 1 (Physical)
CLayer 2 (Link)
M Layer 3 (Network)
Oxot

[JEnable IKE debug

[JEnable QMI trace

LAPB Links
Owapeo  [JiapB 1

Serial Interfaces
[Oasyo [JAsy1 [JAsy3 [Jasv4 [JAsys
Oasye [Jasy7 [Jasys [Jasy9 [JAsyi10
Jasy11 [JAsvi12 [JAsy13 [JAsyi14 [JASY1s
[JAsy16 []ASY17 [] w-WAN

Clear all Serial Interfaces

Ethernet Interfaces
[OetHo [JETH1 [JETH2 [JETH3 [JETH4
[JeETHs [JetHeé [JETH7 [JETH8 [JETH9

| Clear all Ethernet Interfaces I

PPP Interfaces
CJeepo [Jpeep1 [Jepp2 [IpPP3 [IPPP4
CJeeps [lppP6 [IPPP7

Clear all PPP Interfaces

IP Sources
M ETHO [JETH1 [ ETH 2 [JETH3 [JETH4
[JeETHs [JETHe [JETH7 [JETH8 [JETH9
[Joveno [JoOveN1 [JOVPN2
JepPo i pPP 1 [ pep2 Cepp3  [JprPP4
Cepps [l pPP6 Cepp7

Clear all IP Sources

IP Options
[ Trace discarded packets
[JTrace loopback packets

Ethernet Packet Filters

MAC Addresses: | |

IP Packet Filters

TCP/UDP Ports: | |

1P Protocols: “ |

IP Addresses: I I
Discarded IP Packet Filters

TCP/UDP Ports: | I

1P Protocols: | |

IP Addresses: I

Figure 4-6: Analyser Configuration
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4.3.2 Test traffic

A simple way to test if the Tunnel is working as expected, is try to make a ping from the TransPort LAN
address to the VPN client address:

ADMINISTRATION-EXECUTE A COMMAND:

Administration - Execute a command

Command: |ping 172.16.1.100 -e0

Execute I

Command: ping 172.16.1.100 -e0
Command result

Pinging Addr ([172.1€.1.100]

sent PING ¢ 1

PING receipt # 1 : response time 0.04 seconds
Iface: PPP 1

Ping Statistics

Sent -1
Received S |
Success : 100 %

Average RTT : 0.04 seconds

OK

Figure 4-7: Ping test

The ping should be successful.

Please note that the command ping <ipaddress> -<e0> is used to send the ping having as the source
address the one configured on ETHO (so it will match the tunnel descriptors as if it comes from a host

on the ETH 0 LAN).
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4.3.3 Check analyser trace

MANAGEMENT-ANALYSER -> TRACE

Figure 4-8: Analyser Trace
Click on “Refresh” the packet trace will be displayed:

- The Echo Request packet coming from the TransPort to the PPP interface is processed by Eroute 0
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- The encrypted packet exiting from the PPP 1 interface with NAT applied and directed to the Public IP
address of the remote PC

- Inbound IKE float encapsulation is removed and the resulting ESP packet is shown:
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- Decrypted ESP packet reveals the Echo reply with the real source and destination:
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5 CONFIGURATION FILE

5.1 Configuration file

This is the config.dao file used for the purpose of this Application Note
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