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1 INTRODUCTION

It is often required to configure a TransPort router as one end of a VPN tunnel where the otherendis a
Cisco device such as a Cisco PIX running the IPSec security option. This Application Note aims to enable
the reader to easily configure the Cisco device to accept incoming VPN requests from a remote
TransPort router with a dynamic public IP address. The diagram below details the IP number scheme

and architecture of this example configuration.

NB: If the TransPort is a cellular router and the WAN IP address is “natted” it can still work but the head-
end device must support NAT traversal version draft 3 (draft- ietf-ipsec-nat-t-ike-03). Any version less
than draft three is not useable in practice.

172.16.30.1 172.16.30.2

nsiDE | ,__—— 172.16.30.100

( CISCO PIX 501 )
OUTSIDE \

217.34.133.30
GW. 217.34.133.29

INTERNET

Dynamically assianed IP Address

v PPP 3
DR64 MKII 192.168.100.254
192.168.100.1 192.168.100.2

S

Figure 1-1: Overview Diagram
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1.1 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product, and of the requirements for their specific
application.

This application note applies to;
Model shown: Digi Transport DR64 router with W-WAN running firmware version 5156.

Other Compatible Models: All Digi Transport routers with a WAN or W-WAN interface.
Firmware versions: 4905 or later.

Configuration: This Application Note assumes the devices are set to their factory default
configurations. Most configuration commands are only shown if they differ from the factory default.

1.2 Corrections

Requests for corrections or amendments to this application note are welcome and should be addressed
to: support.wizards@digi.com

Requests for new application notes can be sent to the same address.
1.3 Version

1.0 Published
2.0 Rebranded and updated to 5156 firmware
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2.1 Configure the cellular module.

Browse to

Configuration - Network > Interfaces > Mobile

SIM 1 Select SIM 1 for the PPP 3 interface
Service Plan/APN APN The Access Point Name for the network
Configuration - Network > Interfaces > Mobile

¥ Mobile

Select a SIM to configure from the list below

Settings on this page apply to the selected SIM

SIM:| 1 (PPP 3)[¥|
IMSI: 234159087893245

+ Mobile Settings
Select the service plan and connection settings used in connecting to the mobile network.

Maobile Service Provider Settings
Service Plan / APN: [Your APN. goes here |

Use backup APN Retry the main APN after 0 minutes
SIM PIN: (Optional)
Confirm SIM PIN:
Username: ENTER WWAN Usemame (Optional)
Password: sessss (Optional)

Confirm Password:
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Next browse to:

Configuration - Network > Interfaces > Advanced > PPP o - 9 > PPP 3 > Advanced

And make sure that “Always On” mode is enabled on this interface

Sets this interface as ‘Always on’
\\Al /i ‘/ o .
ways On” mode (This is the default setting for PPP 3)

Configuration - Network > Interfaces > Advanced > PPP 0 - 9 > PPP 3 > Advanced

» Mobile
¥ Advanced

Metric: 1

Allow this PPP interface to settle for 0 % 100 milliseconds after the connection has come up

| +|Enable "Always On" mode of this interfacel
2 0n On and return to service immediately

¥ Put this interface "Out of Service” when an always-on connection attempt fails

Attempt to re-connect after 0 seconds

If a PPP interface that would be inhibited by this PPP is connected,
attempt to re-connect after 0 seconds

Wait 0 seconds after power-up before activating this interface
Click Apply

2.2 Configure the Default IP route
Configuration - Network > IP Routing/Forwarding > Static Routes > Default Route o

And make the following settings

Interface PPP Enter PPP as the default route interface type
Interface # PPP 3 Enter 3 as the PPP interface number

Configuration - Network > IP Routing/Forwarding > Static Routes > Default Route O
¥ Default Route 0

Description:

Default route via

Gateway:
Interface:
Metric: 1
» Advanced

( Apply )

Click Apply
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2.3 Configure the Private Network Interface (Ethernet o)

This will be the gateway address of any devices on the LAN.
Configuration - Network > Interfaces > Ethernet > ETH o

And make the following settings

IP Address 192.168.100.254 Enter the TransPort’s Ethernet IP address
Mask 255.255.255.0 Enter the TransPort’s Ethernet subnet mask

Configuration - Network > Interfaces > Ethernet > ETH O

*ETHO-LANO
Description: LAaN 0

Get an IP address automatically using DHCP
@ Use the following settings

IP Address: |152.168.100.254

Mask: |255.255.255.0

Gateway:
DMS Server:
Secondary DNS Server:

Changes to these parameters may affect your browser connection

Click Apply
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2.4 Configure IKE

IKE is the first stage in establishing a secure link between two endpoints. The TransPort router will act
as the IKE ‘initiator’ and as such will make first contact with the VPN server. This is because the
TransPort router is issued with a dynamic IP address from the ISP which will change over time. This
therefore makes it impossible for the Cisco PIX to know the TransPort’s IP address unless the TransPort
initiates the VPN connection. The TransPort’s current IP address will be included each time IKE is
negotiated.

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE o

Encryption Algorithm: 3DES Set the Encryption Algorithm to 3DES
Authentication Algorithm: SHA1 Set the Authentication Algorithm to SHA1
Renegotiate after 1200 Set the IKE lifetime to 1200 seconds (20 mins)
Mode Aggressive Enable Aggressive Mode
MODP Group for Phase 1 2(1024) Configure Diffie-Hellman group 2

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE O
v IKE O

Use the following settings for negotiation
Encryption: C)None ' DES AES (128 bit) ) AES (192 bit) '_'AES (256 bit)
Authentication: ) None MD5
MODP Group for Phase 1:[2 (1024)[*]
MODP Group for Phase 2: |Ne PFS [*]
Renegotiate after o hrsmmins 0 secs

Click Apply

2.5 Turn on IKE debug

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Debug

Enable IKE Debug v Enables IKE debugging to be displayed on the debug port
Debug Level Very High Full IKE debug will be recorded

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Debug
¥ IKE Debug

I\" Enable IKE Debugl
Debug Le\rel:

Debug IP Address Filter:

Forward debug to port

Click Apply
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2.6 Configure the IPSEC Eroute

Browse to:

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels

>|Pseco-9>IPseco

And make the following settings

The IP address or hostname of
the remote unit
local LAN IP Address
local LAN Mask
Remote LAN IP Address
Remote LAN Mask

Use the following security on this tunnel
Our ID
Our ID type

Use the following encryption on this
tunnel

Use the following authentication on this tunnel
Use Diffie Hellman group

Bring this tunnel up

If the tunnel is down and a packet is
ready to be sent

Renew the tunnel after

IPsec mode

217.34.133.30
192.168.100.0

255.255.255.0
172.16.0.0

255.255.0.0
Preshared
Keys
0.0.0.0

FQDN
3DES

SHA1
2

All the time

Bring the
tunnel up

1200

Tunnel

Enter the WAN IP address of the Cisco PIX

Enter the local subnet IP address
Enter the local subnet mask
Enter the remote subnet IP address
Enter the remote subnet mask
Select Pre-shared keys for the
authentication method
PIX expects to see 0.0.0.0
PIX expects to see ID as a fully qualified
Domain name

Select 3DES as the encryption algorithm

Select SHA 1 as the authentication
algorithm
Configure Diffie-Hellman group 2
This controls how the IPsec tunnel is
brought up
Defines the action that is performed
when the IPsec tunnel is down and a
packet needs to be sent.
Enter 1200 (20 mins) seconds for the
IPSEC lifetime
Set IPsec mode as tunnel
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Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0 - 9 > IPsec 0

* IPsecO

Description:

The IP address or hostname of the remote unit |217.34.135.50

Use authentication on this tunnel
Use Diffie Hellman group

Use IKE |vi[*] to negotiate this tunnel
Use IKE configuration: [o[¥]

Bring this tunnel up

All the time

") Whenever a route to the destination is available
"' On demand

Use as a backup unit
Local LAN Remote LAN
'@ Use these settings for the local LAN @ Use these settings for the remote LAN
IP Address: IP Address:
) Use interface [pre hd ) Remote Subnet ID:

Use the following security on this tunnel
" Off |9 Preshared Keys| ') XAUTH Init Preshared Keys |_'RSA Signatures

Our ID:{ 0.0.0.0 |
Our ID type (7 IKE 1D “'User FQDN ) IPv4 Address
Remote ID:
Use|3DES | * | encryption on this tunnel

) AUTH Init RSA

If the tunnel is down and a packet is ready to be sent Ibrinq the tunnel up

Bring this tunnel down if it is idle for o hrs o mins 0 5ecs
Renew the tunnel after

0 hrs mins 0 secs

0 KBytes[™] of traffic

And under “"Advanced” make sure that IPsec mode is set to “"Tunnel”

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0 - 9 > IPsec O

w Advanced

IPsec mode -:-Transport
Use e [*] AH authentication on this tunnel
Use |Neg [*] compression on this tunnel

[] pelete SAs when this tunnel is down
[ pelete SAs when router is not a VRRP master

[] Go out of service if automatic establishment fails

Click Apply

Disconnect the configured interface after 0 consecutive auto-negotiation failures
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2.7 Configure the pre-shared key
Browse to:

Configuration - Security > Users > User 10 - 19 > User 10

This is what the Cisco PIX sends to the

Username ixfirewall.ciscopix.com
P P TransPort
Password secret Preshared secret key
Confirm Password secret Preshared secret key
This user will not be granted any admin
Access Level None g Y

access as only used as a Preshared key

"

The user ID in the user table is a combination of the PIX’s configured “hostname” and “domain-name
fields. So in this instance the user ID is pixfirewall.ciscopix.com

The password field is the preshared key. This must match the preshared key on the PIX.

Configuration - Security > Users > User 10 - 19 > User 10

¥ Users
b User0-9
¥ User 10 - 19
* User 10

Username: |pixfirewall.dsoop)

Passwaord:

Confirm Password:

Access Level:

Click Apply

2.8 Set up the analyser trace

Configure the Analyser to assist with any troubleshooting that may be required.
Management - Analyser > Settings

Enable Analyser v Enables analysis
Maximum packet 1500 Captures the full packet
capture size
Log size 180 180 is the maximum log size in Kb
Protocol Layers 1,2 and 3 Enable debug on these layers
Enable IKE Debug v IKE debugging information is recorded
IP Sources PPP 3 PPP 3 IP data is recorded
IP Packet Filters: 500, 4500 IKE & NAT-T traffic is recorded

TCP/UDP Ports
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Click Apply

Management - Analyser > Settings

Enable Analyser

Maximum packet capture size: bvtes
Log size: Kbytes

Protocol layers

Layer 1 (Physical)
Layer 2 (Link)
Layer 3 (Network)

Cxot
Enable IKE debug

LAPB Links
[TwapBO [ ] LAPB 1

Serial Interfaces
[Dasvo [Jasve [Jasvae [Jasvre [ Asyio
[lasr11 [Jasviz [Jasviz [Jasvia []Asy 15
[asyis [Jasvi7 [Jasyieg [ asyio [] Asy 20
[lasyz1 [ asvr2z [ w-WaN

[ Clear all Serial Interfaces]

—S0OME LINES REMOVED—-
IP Sources
[Temro [Jem: [Jemz [Jemn3 [JeH4
[Jemnws [JemMs [JemH7 [JemHs [JEHOo
[Jemri1o [Jemi1r [Jemniz [JeH13 [ EMH14
[Temri1s [Jemris []EMH17
[loveno [Joveni [ OvPN 2
[l epro [l ppr 1 Cleer2  [Zrers  [prrra
Ceeps  [Ceepe  [epp7  [IpPpp8  [IPPPO
COeppio [IpPPpi11 [pppi1z [ PPP13 [ PPP 14
COeppi1s [pppi1s [ ppp17 [l PPPi18 [ PPP 10

[ Clear all IP Sourcaa.-]

—S0ME LINES REMOVED-—
IP Packet Filters

TCP/UDP Ports; [500,4500 |

IP Protocols:

IP Addresses:
Discarded IP Packet Filters

TCP/UDP Ports:

IP Protocols:

IP Addresses:

Apply
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The following Cisco PIX configuration was used on a PIX 501 running software version 6.3(3).

3.1 Put the CISCO PIX into Global configuration mode

Config t
Pix#Config t

3.2 Enter a Hostname for the Cisco PIX
hostname hostname

Pix(config)#hostname pixfirewall

3.3 Configure the login passwords

Set the password and enable password
passwd password
enable password secret

pixfirewall(config)# passwd myloginpassword
pixfirewall(config)# enable password mysecret

3.4 Configure the Cisco PIX for basic routing to the internet.

Set the interface speed to each interface
interface <hardware id> [<hw speed> auto|100full

pixfirewall(config)#interface ethernet® auto
pixfirewall(config)#interface ethernetl 100full

3.5 Name the interfaces and assign a security level
nameif hardware id if name security level

pixfirewall(config)#nameif ethernet® outside security®
pixfirewall(config)#nameif ethernetl inside securitylee

3.6 Assign an IP address to the Ethernet interfaces.

In this example, Ethernet o (Outside interface) is assigned a fixed public IP address and Ethernet 1
(Inside interface) is assigned a private IP address.

ip address if name ip address [netmask]

pixfirewall(config)#ip address outside 217.34.133.30 255.255.255.240
pixfirewall(config)#ip address inside 172.16.30.100 255.255.0.0
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3.7 Configure an Access List permitting access to and from the protected
private networks

The access list shown below permits traffic to be sent from the 172.16.x.x network via the IPSec tunnel,
to the 192.168.100.x network. The Remote/Local subnets in the TransPort’s Eroute configuration will
mirror this access list. The access list can also serve to determine which traffic will initiate the IKE and
IPSec negotiations. However, as the TransPort in this example has a dynamic IP address the TransPort
will be the initiator.

access-list acl ID [deny | permit] protocol {source addr | local addr}
{source mask | local mask} operator port {destination addr |
remote addr} {destination mask | remote mask} operator port

pixfirewall(config)#access-1ist NONAT permit ip 172.16.0.0 255.255.0.0

192.168.100.0 255.255.255.0

pixfirewall(config)#access-1ist NONAT permit icmp 172.16.0.0 255.255.0.0

192.168.100.0 255.255.255.0

3.8 Configure the default route, which in this case points to the ADSL Router
via the “Outside” interface.

route if name ip address netmask gateway ip

pixfirewall(config)#route outside 0.0.0.0 0.0.0.0 217.34.133.29 1

3.9 Configure NAT

Turn on NAT and associate networks where NAT is to be applied on outgoing connections. The NAT_id
is an arbitrary positive number. If the number was to be ‘o’ then this would specify that traffic is to be
exempt from using NAT

nat [(if name)] nat id local ip netmask

pixfirewall(config)#nat (inside) © access-list NONAT
pixfirewall(config)#nat (inside) 1 192.168.100.0 255.255.255.0

Bind the Global address to the outside interface

global [(if name)] nat id {global ip [-global ip] [netmask
global mask]} | interface

pixfirewall(config)#global (outside) 1 interface

3.10 Configure IKE

3.10.1 Enable IKE on the outside interface.
isakmp enable interface-name

pixfirewall(config)#isakmp enable outside
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3.10.2 Specify the authentication method (pre-shared keys )

The policy [priority] uniquely identifies the IKE policy and assigns a priority to the policy. Use an integer
from 1to 65,534, with 1 being the highest priority and 65,534 the lowest.

isakmp policy priority authentication pre-share | rsa-sig

pixfirewall(config)#isakmp policy 10 authentication pre-share

3.11 Enter a domain name for the Cisco PIX

If you do not have a registered domain name for the Cisco’s IP address then this parameter can be
anything you like. This is important as this will be the host id transmitted to the TransPort during the
IKE negotiations and is linked to the pre-shared keys.

domain—-name domain name

pixfirewall(config)#domain-name ciscopix.com

3.12 Configure a pre-shared key

Specify a pre-shared key (which in this example is the word “secret”) linking it to a remote peer. In this
example the remote peer will have a dynamic public IP address therefore all o’s for the peer IP and
subnet mask.

isakmp key keystring address peer-address [netmask mask]

pixfirewall(config)#isakmp key secret address 0.0.0.0 netmask 0.0.0.0

3.13 Specify an encryption method for the IKE negotiations

isakmp policy priority encryption encryption algorithm

pixfirewall(config)#isakmp policy 10 encryption 3des

3.14 Specify an ESP authentication algorithm for the IKE negotiations

isakmp policy priority hash authentication algorithm

pixfirewall(config)#isakmp policy 1@ hash sha

3.15 Specify a MODP Diffie-Hellman group for the IKE negotiations
isakmp policy priority group diffie-hellman group

pixfirewall(config)#isakmp policy 10 group 2

3.16 Specify a key lifetime before the key is renewed
isakmp policy priority lifetime I1ifetime

pixfirewall(config)#isakmp policy 10 lifetime 1200
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3.17 Enable NAT traversal

isakmp nat-traversal [<natkeepalive>]

pixfirewall(config)#isakmp nat-traversal 20

3.18 Configure IPSEC

3.18.1 Create IPSec security associations, security association global lifetime
values, and global transform sets.

e Atransform-set represents a certain combination of security protocols and algorithms. During
the IPSec security association negotiation, the peers agree to use a particular transform set for
protecting a particular data flow

e Atransform-set-name specifies a name for your transform set.

e Transform (1, 2 and 3) Specifies up to three transforms. Transforms define the IPSec security
protocol(s) and algorithm(s). Each transform represents an IPSec security protocol (ESP, AH, or
both) plus the algorithm you want to use. In our example we specify just one.

crypto ipsec transform-set transform-set-name transforml [transform2
[transform3] ]

pixfirewall(config)#tcrypto ipsec transform-set myset esp-3des esp-sha-hmac

3.18.2 Create a dynamic crypto map entry

e A dynamic-map-name specifies a name for your dynamic crypto map set.
e Adynamic-seq-num specifies the sequence number that corresponds to the dynamic crypto
map entry.

crypto dynamic-map dynamic-map-name dynamic-seg-numsettransform-set transform-
set-name

pixfirewall(config)#crypto dynamic-map cisco 1 set transform-set myset

3.18.3 Create a crypto map entry

e map-name specifies the name of the dynamic crypto map set to be used as the policy
template.

e dynamic-seq-num is the number you assign to the crypto map entry.

e seq-num The number you assign to the crypto map entry.

e ipsec-isakmp indicates that IKE will be used to establish the IPSec security associations for
protecting the traffic specified by this crypto map entry.

e dynamic-map-name specifies the name of the dynamic crypto map set to be used as the policy
template

crypto map map-name seqg-num ipsec-isakmp dynamic [dynamic-map-name]

pixfirewall(config)#crypto map vpn-map 10 ipsec-isakmp dynamic cisco
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3.18.4 Specify the identifying interface to be used by the PIX Firewall to identify
itself to peers

crypto map map-name interface interface-name
pixfirewall(config)#crypto map vpn-map interface outside
3.18.5 Permit all inbound IPSec authenticated cipher sessions. This allows IPSec
traffic to pass through the PIX Firewall
sysopt connection { permit-ipsec | permit-12tp |
permit-pptp | timewait | {tcpmss [minimum] <bytes>} }

pixfirewall(config)#sysopt connection permit-ipsec

3.19 Save the configuration

pixfirewall(config)#write mem
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4.1 Confirm that the W-WAN interface (PPP 3) is up

Management - Network Status > Interfaces > Mobile

Management - Network Status > Interfaces > Mobile

¥ Mobile

The following information and statistics can be used to manage and monitor your mobile connection. This
information may also be helpful in troubleshooting problems with the mobile network.

Mobile Connection

Registration Status: Registered, home network

Signal Strength: E[[l {(-59 dBm)

Mobile Statistics

IP Address: |10.161.148.91
Primary DNS Address: 88.82.13.44
Secondary DNS Address: 88.82.13.44
Data Received: 7726 bytes
Data Sent: 13902 bytes

4.2 Check the Eventlog

Management - Event Log

Management - Even ]

la:52:39, 31
la:52:339, 31
1l6:52:39, 31
la:52:38, 31
la:52:38, 31
16:52:38, 31
la:52:36, 31
la:52:36, 31
1l6:52:36, 31
le:52:36, 31
la:52:36, 31
1l6:52:36, 31
1l6:52:36, 31
1l6:52:33, 31
16:52:33, 31
16:52:33, 31
1la6:52:33, 31
16:52:33, 31
1le:52:32, 31
la:52:31, 31
1l6:52:31, 31
1le:52:259, 31
la:52: 31
la:52:29, 31
1e:52:23, 31

4]
w
-

May
May
Mawy
May
May
Maw
May
May
HMaw
Mawy
May
HMaw
Mawy
May
Mawy
Mawy
Mawy
Mawy
Mawy
Mawy
Mawy
Mawy
Mawy
Mawy
Mawy

2012, Eroute Ol?PN up peer: Eixfirgwall.ciscopix.coml
2012, HNew IPSec 52 created by pixfirewall.ciscopix.com
2012, (2) IKE MNotification: Responder Lifetime,RX

2012, {(3) IEKE Notification: Imitial Contact, BX

2012, (2) HNew Phase 2 IKE Session 217.34.133.30,Initiator
2012, (1) IKE Eewv=s Negotiated. Peer: pixfirewall.ciscopix.com
2012, (1) New Phase 1 IEKE Session 217.34.133.30,Imnitiator
2012, IFE Reguest Receiwed From Eroute 0O

2012, Defanlt REoute 2 Available,bctivation

2012, Default REoute 0 Available,Activation

2012, PPP 3 Awvailable, fictiwvation

2012, Event delavy, Logger busy

2012, FPP 3 Start IFCP

2012, PPP 3 Start AUTHENTICATE

2012, FFF 3 Start LCF

2012, FPFP 3 Start

2012, Modem connected on asy 7

2012, Modem dialing on asy 7 #:*98~1%

2012, GPRS BRBegistration OCn

2012, GPR5S Attachment On

2012, PPP 1 Out Of Service,hActiwvation

2012, PPP 1 down,Max negotiation time

2012, Ewvent delay, Logger busy

2012, GPRE Connection Status: HNo cause information awvailable

The eventlog shows the events occurring within the operating system. Here you can see the W-WAN

interface (PPP 3) comes up and the VPN is established.
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4.2.1 IPsec Security Associations

On successful connection you will see the IPSec SAs in both the Initiator and the Responder IPSec SAs
list. The following outputs display the IPsec tunnel, the IPsec peers and IKE Security Associations.

Here you can see the peer IP the remote and local networks, the authentication algorithm and time left
until keys are again exchanged.

Management - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec
Tunnels o - 9 > IPsec Tunnel o

Management - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec Tunnels O - 9 > IPsec Tunnel 0

» IP Connections
» PPP Connections
¥ Virtual Private Networking (VPN)
w IPsec
¥ IPsec Tunnels
¥ IPsec Tunnels 0 - 9
» IPsec Tunnels 0 - 9
w IPsec Tunnel 0

Outbound V1 SAs

Time
# Peer IP Addr Local Network I Al LSty KBytes Kiytes Left Interface
Network Auth Enc Comp Delivered Left )
0 217.34.133.30 192.168.100.0/24 172.16.0.0/16 N/A SHA1 3DES N/A 0 4608000 1116 PPP 3 | Remowe
| Remove AH|

Inbound V1 SAs

Time
# Peer IP Addr Local Network Remote ESP ESP 1IP KBytes KBytes

Network Auth Enc Comp Delivered Left

Left Interface
(secs)

0 217.34.133.30 192.168.100.0/24 172.16.0.0/16 N/A SHA1 3DES N/A 0 4608000 1116 PPP 3 | Remove

Management - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Peers

Manageme onnections > Virtual Private Networking (WVPN) > IPsec > IPsec Peers

} IP Connections
» PPP Connections
* Virtual Private Networking (VPN)
* IPsec
» IPsec Tunnels
* IPsec Peers

. NATT
Peer IP Dead Peer Detection
Peer ID Remote
Address {DPD) Port
217.34.133.30 0.0.0.0 pixfirewall.ciscopix.com ~*CHVe ':ig:'é NextREQIN  nya N/A

| Remowve all unused |

Management - Connections > Virtual Private Networking (VPN) > IPsec > IKE SAs
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Management - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Peers

} IP Connections
» PPP Connections
* Virtual Private Networking (VPN)
* IPsec
¥ IPsec Tunnels
b IPsec Tunnels 0 - 9
} IPsec Tunnels 10 - 19
» Dynamic IPsec tunnels
» IPsec Peers

* IKE SAs
IKEv1 SAs
Our Peer Peer IP Our IP Time Session Internal
ID ID Address Address Left (secs) ID ID
0.0.0.0 pixfirewall.ciscopix.com 217.34.133.30 10.161.148.91 1060 0x0 1 | Remove |
| Refresh | | Remowve All W1 S,ﬂ\s|
IKEv2 SAs
MNo SAs

4.3 Ping test

Ping across the VPN tunnel from the host PC at each end.

¢ Command Prompt

IP Address. . . . .
Subnet Mask . . . .
Default Gateway . .

Connection—specific DNS
Ethernet adapter Wireless Metwork Connection:
Media State . . . . . . . : Media disconnected
C:\>ping 192.168.188.2
Pinging 192.168.1688.2 with 32 bytes of data:
192.168.188.2: hbhytes=32 time=1838ms TTL=249
192.168.1808.2: bytes=32 time=2568ms TIL=249

192.168.188.2: hyt 2 time=1742ms TTL=249
Reply from 192.168.1880.2: bytes=32 time=1747ms TTL=24%

Ping statistics for 192.168.1060.2:

Packets: Sent = 4, Received :t = B8 (Bx loss),
Approximate round trip times in mi i :conds :

Minimum = 1742ms,. Maximum = 2568ms,. Average = 1973ms

CiNy

From the Cisco PIX LAN a successful ping from 172.16.30.2 across the tunnel
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¢+ Command Prompt

Connection—specific DNS Suffix . :

IP Address. . . . . . . . . . . = 192.168.168.2

Subnet Mask . . . . - . . 2 55.255.8

Default Gateway . - . 1 »8.1808.254
Ethernet adapter Wireless Network Connection:

Media State . . . . . . . . . . . I Media disconnected

C:s>ping 172.16.38.2
Pinging 172.16.38.2 with 32 bytes of data:

Reply from 172.16.38.2: bytes=32 time=71%ms TTL=249
Reply from time=1898ns 2
Reply from . - S time=200%ns

Reply from 172.16.38.2: bhytes=32 time=178%ms TTL=249%

Ping statistics for 172.16.380.2:

Packets: Sent = 4, Received = 4, Lost = 8 (B loss).
Approximate round trip times in milli-seconds:

Minimum = 719ms, Maximum = 280%9ms,. Average = 1403ms

HAY

From the Digi Transport DR64 LAN a Successful ping from 192.168.100.2 across the tunnel
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4.4 Cisco PIX show output

IKE phase one is established




IPsec tunnel is created successfully....




And after the pings are sent we can see the packets are encrypted
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5 CONFIGURATION FILES

5.1 Digi Transport DR6410 (Initiator)

This is the config.dao file used for the purpose of this Application Note







Page | 28



5.1.1 Digi Transport Firmware Versions

This is the firmware version used for the purpose of this Application Note




oK
5.2 Cisco PIX 501 (Responder)

This is the running configuration used for the purpose of this Application Note




This is the Cisco PIX 5oz1 firmware used in this application note
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