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1 INTRODUCTION

1.1 Outline

This application note is intended to explain how to create RSA key files, certificate requests, and how to
use SCEP to retrieve a signed certificate from a Microsoft” 2003 server for use with IPSEC.

This document is a worked example of how to configure two TransPort routers to establish an IPSEC
tunnel between each other using signed certificates, RSA key files and CA (Certificate Authority)
certificates. This will allow full secure connectivity between two private networks connected together via
the Internet.

The advantages of using RSA certificates over pre-shared keys are;
Scalable - pre-shared keys become unmanageable on large schemes

Provides increased security over pre-shared keys
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Assumptions

This guide has been written for use by technically competent personnel with a good understanding of the
communications technologies used in the product, and of the requirements for their specific application.

This application note applies only to;
TransPort Model: Any 2000 series TransPort router or later
Firmware versions: 4.804 or later.

Configuration: This Application Note assumes that the TransPort product is set to its factory default.
Most configuration commands are only shown if they differ from the factory default.

Microsofte Operating System: Microsofte 2003 Server with IIS (Internet Information Services) and
Certificate Services installed
1.2 Corrections

Requests for corrections or amendments to this application note are welcome and should be addressed
to: applicationnotes@digi.com

Requests for new application notes can be sent to the same address.

1.3 Version

1.0 Published

1.1 Minor classification
1.2 Change to section 3.2
13 Update & rebranding
2.0 Firmware Change


http://www.microsoft.com/downloads/details.aspx

2.1.1 Private Key

Each device creates its own private key. The private key is the basis for all the security for this method of
IKE authentication and as such itis important that it is kept safe. If it becomes available to anyone other
than the owner of the certificate, the certificate can no longer be used to confirm the owner's identity.

Private Key files installed on a TransPort router should be in the format of “priv*.pem” (e.g. privxxxx.pem).
Private Key files of this format cannot be copied, renamed or have their contents read.

2.1.2 Certificate Request

In order to receive a signed public key certificate from a CA (Certificate Authority), a certificate request is
generated from the private key and sent to the CA for signing.

2.1.3 Public Key Certificate

The Certificate request is sent to a trusted CA (Certificate Authority). The CA digitally signs the certificate
request thus creating a public key certificate.

The public key certificate is used to identify Router ‘A’ with the opposite router ‘B’ and vice versa.

Public key certificate files installed on a TransPort router should be in the format of "cert*.pem"
(e.g. certxxxx.pem).

2.1.4 CA (Certificate Authority) Certificate

The CA Certificate contains the public portion of the CA’s public/private key pair which signed the
certificate request.

2.2 |IKE - Authentication

Before you begin to send and receive confidential data you need to be sure that you are connecting to
your trusted host and not some impostor.

When making the trusted connection between two routers, each router will send its signed Public Key
Certificate to the other if it is available on the FLASH filing system. If itis not available, the remote unit
must be able to access the file by some other means. These Certificates will then have their digital
signatures compared with the signature of the trusted CA Certificate. If the signatures match, this proves
that the Certificate Authority did sign the certificates.

Router ‘A’ then uses its Private Key to sign (encrypt) a HASH which is created from other data unique to
the negotiation. The signature is sent to Router ‘B’ which uses Router ‘A’s public key to verify the
signature.

The certificates are used for authentication purposes only. A unique set of keys, applicable only to that
IKE session are created for the secure transfer of data.



2.3 IPSEC - Secure Data Transfer

Once the Identities of each router have been proved the transfer of secure data can begin. Dynamically
generated Public and Private Keys are used to secure data, only this time the Private Key is used to de-
crypt data and the Public Key is used to encrypt data.

Example (see diagram on page 3)

Router ‘A’ receives a confidential text document from computer ‘A’. The text document should be sent
in a secure manner over the Internet to Router ‘B’ then forwarded to Server ‘B’.

Using the Public Key received from Router ‘B’, Router ‘A’ encrypts the IP packets containing the text file
and sends them to Router ‘B’ over the Internet connection via the VPN tunnel. Router ‘B’ uses its secure
Private Key to decrypt the IP packets containing the text document and forwards them to Server ‘B’.

This is highly secure because only the owner of the Private Key can de-crypt the data. So if the datais
intercepted by a third party it is rendered useless without possession of the correct Private Key.

If you have already have access to a working Certificate Authority server then you can skip to
section 5

3.1 Requirements

For a Microsoft® 2003 server to act as a Certificate Authority the following services must be installed;
IIS (Internet Information Services)

Certificate Services, including Certificate Services CA and Certificate Services Web Enrolment Support.

The Simple Certificate Enrolment Protocol (SCEP) Add-on for Certificate Services will also require
downloading to the server for installation.

At the time of publication the SCEP add-on could be obtained from the following link.

http://www.microsoft.com/downloads/details.aspx?FamilylD=9f306763-d036-41d8-8860-
1636411b2d01&DisplayLang=en

3.2 Configure the Microsoft- 2003 Server as a Certificate Authority

3.2.1 Install SCEP Add-on for certificates

Login to the Microsoft® 2003 Server with an appropriate System Administrator account. With your mouse
double-click the cepsetup.exe icon to begin installation.


mailto:applicationnotes@digi.com?FamilyID=9f306763-d036-41d8-8860-1636411b2d01&DisplayLang=en
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The following dialogue box will appear. Click Yes to proceed.

SCEP Add-On for Certificate Services |

\?/ Are you sure you want to install Simple Certificate Enrollment Protocol (SCEP) Add-On for Certificate Services?

Next the end user licence agreement will appear. If you agree, click YES.

SCEP Add-On for Certificate Services =] B3 I

Please read the following license agreement. Press the PAGE DOWHN key
to see the rest of the agreement.

END-USER LICENSE AGREEMENT FOR MICROSOFT :A_:I
SOFTWARE CEPSETUP.EXE

IMPORTANT-READ CAREFULLY: This End-User License
Agreement ["EULA"] is a legal agreement between you [either an
|individual or a single entity] and Microsoft Corporation for the Microsoft
software that accompanies this ELILA, which includes computer
software and may include associated media, printed materials, “onling”
or electronic documentation, and Intemet-based services

["Software”). An amendment or addendum to this EULA may
accompany the Software. YOU AGREE TO BE BOUND BY THE
TERMS OF THIS EULA BY INSTALLING, COPYING, OR
OTHERWISE USING THE SOFTWARE. IF YOU DO NOT AGREE,
DO NOT INSTALL, COPY, OR USE THE SOFT'WARE.

hd
Do you accept all of the terms of the preceding License Aareement? If you
choose No, Install will close. To install you must accept this agreement.

Yes | No I

The SCEP Add-on for Certificate Services Setup Wizard will start. To proceed click Next.



SCEP Add-On for Certificate Services Setup Wizard

Welcome to the SCEP Add-On for
Certificate Services Setup Wizard

This setup program will install the Simple Certificate
Enrollment Protocol (SCEP) Add-On for Certificate
Services.

Metwork routers use SCEP to request certificates from a
Microsoft Windows Server 2003 Family Certification
Authority {(CA). The router can then use the certificate
when negotiating an IPSec session.

To Continue, Click Next.

A dialogue box will appear asking for the identity that IS (Internet Information Services) should use for
running the SCEP Add-on for Certificate Services.

Choose Use the local system account and click Next.

SCEP Add-On for Certificate Services Setup Wizard

Application Identity Options

Choose the application identity that IIS should use for running the SCEP Add-on for
Certificate Services

{* 1se the local system account:

(" Use a service account

For more information on configuring a service account, see the SCEP Add-On
Help file.

< Back I Next = I Cancel




A dialogue box will appear asking if you wish to select the challenge phrase if you wish the CA to
automatically issue certificates to SCEP requests.

Select the Require SCEP Challenge Phrase to Enroll tick box. Click Next.

SCEP Add-On for Certificate Services Setup Wizard

Challenge Phrase Options

Select the challenge phrase if vou wish the CA to automatically issue certificates to
SCEP requests

IV Require SCEP Challenge Phrase ko Enrolk

The SCEP protocol allows the router to provide a challenge phrase to the CA. In the Microsoft

SCEP implementation this phrase is used as one time password that is used to authenticate
the router making the request.

The administrator configuring the router asks the CA for a challenge phrase. The
administrator then provides this phrase during SCEP configuration.

Mate: This option is strongly recommended to increase the security of SCEP certificate
requests.

< Back I Mext = l Cancel I

A form will appear in which you are asked for information to enrol for the RA* (Registration Authority)

certificates. Enter appropriate details and click Next.

*RA. A computer that is configured for an administrator to request and retrieve issued certificates on behalf of other users
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SCEP Add-On for Certificate Services Setup Wizard

SCEP RA Certificate Enrollment
Enter the below information to enroll for the RA certificates

Name: l sarianca_demo

Email: l support@sarian.co.uk

Company: I Sarian Systems Ltd

Department: I Demo
City: I Ikley
atate: l Vorkshire Country/Region: | UK|

I~ Advanced Enrollment Options

The SCEP Add-On needs a special certificate (RA Certificate) that allows it to make request to
the CA on behalf of the router,

< Back I Mext = I Cancel

A dialogue box will appear completing the SCEP Add-on for Certificate Services Setup Wizard. Confirm the
details shown are correct. If so click Finish.

SCEP Add-On for Certificate Services Setup Wizard B3

Completing the SCEP Add-On for

a Certificate Services Setup Wizard

You have successfully completed the SCEP Add-On for
Certificate Services Setup Wizard.

You have specified the following settings:

Application Identity Local System

Require Challenge Phrase Yes

RA Credentials sarianca_demo
support@sarian.co.uk
Sarian Systems Ltd
Demo
Ilkley
Yorkshire
UK

Cancel |

Finally a dialogue box will appear containing a URL to use for SCEP enrolment.
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IMPORTANT: Make a permanent note of this URL. You will need it every time you create certificates with
this CA.

SCEP Add-On for Certificate Services Setup Wizard

Setup Successful. URL to use for SCEP enrollment is http:/fSERVER jcertsrvimscep/mscep.dll.

3.2.2 Check the CA Certificate service is running

To check the CA Certificate service is running, click Start > All Programs > Administrative Tools >
Certificate Authority.

The Server Adminisirator

\j Manage Your Server

Command Pre ¢ windows Catalog
) % ‘windows Update
(. / windows Expl
= 77 Accessories
fi

B Notepad I77) Java Web Start

IF) WVIDIA Corporation
@ Backup IF7) Realtek Sound Manager
@ Silicon Image:
‘ﬂ Pait 17 Sisoftware Ukilties

77 Startup
= -
Certification Au & Internet Explorer
(5] Outlook Express

Internet Inform 5
Services (IIS) I 4« Remote Assistance

IF7) Printie Internet Printing
\g Computer Manz 1§ adobe Reader 6.0
IF7) ACT! Professional
\}ﬁ Remote Manager

All Programs

g] My Compu

% Cluster Administrator
@ ‘Component Services

.- . .~ =) Computer Management

3 Configure Your Server Wizard
%3 Data Sources (ODBC)
» of Distributed File System
» B Event Viewer
» f‘ Internet Information Services (IIS) Manager
» Q Licensing
» @ Local Security Policy
» # Manage Your Server
» @ Microsoft MET Framework 1.1 Configuration
» §n Microsoft .NET Framework 1.1 Wizards
G Metwork Load Balancing Manager
&8 Performance
@ Remote Deskkops
» E Routing and Remote Access
Ry Services
» 151 Terminal Server Licensing
» Terminal Services Configuration
? Terminal Services Manager

L9 o s

|#start | (@ & @

| 8 untitled - Noter K pHCP

The Certificate Authority console window will open. If the service is running there will be a green tick on
your Certificate Authority. If not the service will need to be started by right clicking on the Certificate
Authority, select All Tasks - Start Service.

FEile  Action View Help
- |mE (2> =

Fication Authority (Local)

MName | Description |

&£A sarianca ﬁsarianca Certification Authority
~-[_1 revoked Certificates

[ Issued Certificates
[ Pending Requests
.. Failed Requests
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3.2.3 ConfigurellS

When IIS is installed, the service is installed in a highly secure and locked mode. Therefore you may have
to configure IIS to allow the SCEP Add-on service to runiin IIS.

Open the Computer Management console.

s,
The Server Administrator

\l Manage Your Server 4 My Computer

ﬁ Command Prompt E’ Control Panel

. 4{ Administrative Tools
3w
/\/ Windows Explorer

) Printers and Faxes

B Notepad @ Help and Support.
\g Paint S seach

e

Internet Information
Services (I15) Manager

uter

_—
cmim| Manages disks and provides access to other tools to manage local and remote
computers.

All Programs  »

Logoff 8] shut bown
Fistart | [ & @ | 4 untitled - Notepad | 3 untitled - Notepad

| {8 Command Prompt ] XA MB 15:12

Expand the Services and Applications icon and Internet Information Services and Web Service Extensions.

In the Web Service Extensions window, highlight Simple Certificate Enrolment Protocol (SCEP) Add-
on. Click the Allow button. A green tick should appear on that item.
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Action  Yiew  Window

g File

Help

LCJ computer Management | _ (O] x}
T

¢ |BEEFRAR(@(E|> =0

‘g Computer Management {Local)
= m System Tools
i {£2) Event Viewer
[#-g] Shared Folders
5 Local Users and Groups
[# Performance Logs and Alert:
g Device Manager
=] g Storage
Removable Storage
B Disk Defragmenter
£ Disk Management
= ’3}5 Services and Applications
[# B Telephony
%} Services
; WMI Control
B9 Indexing Service
5 wins
@ Routing and Remote Access
S Pg Internet Information Service
#-_J Application Pools
#-_J Web Sites
_J Web Service Extensions

K I | |

. Web Service Extensions

/ | ‘Web Service Extension

l Status I
% AllUnknown CGI Extensions Prohibited
Allayw % AllUnknown ISAPI Extensions Prohibited
. EI Active Server Pages Prohibited
Prohibit @ Internet Data Connector Prohibited
Properties [%] server Side Includes Prohibited

[»] webDay
Tasks 3

L 5dd a new Web service extension. ..

i allow all Web service extensions for a
specific application....

I prohibit all Web service extensions

@ Open Help

nple Certificate Enrollment Protocol

P) Add-On

Allowed
Prohibited

Extended £ Standard /

[

3.3 Automatic Enrolment

As with this application note, the default action for the Microsoft 2003 Certificate Authority is for all
certificate requests to be issued manually by the CA administrator. This ensures that the administrator is

responsible for verifying the identity of the certificate requestor.

However, Microsoft have included a facility for automatic enrolment where certificates are signed and
issued by the CA server automatically on receipt of the certificate request.

To enable this feature open the Certificate Authority console as previous. click Start > All Programs >
Administrative Tools - Certificate Authority.

Right click on your certificate authority and select Properties.

File Action View Help

e« AR RPB| 2

@] Certification Authority (Local)

= D

< Refresh

all Tasks

| Serial Number

| Certificate Effective Date

< |

Request ID | Requester Mame | Binary Certificate | Certificate Template
[E=]) SERVER\Adminis...  ----- BEGIN CERTL.. EnrollmentAgentOffl...
Es SERVER\Adminis...  ----- BEGIN CERTI... CEPEncryption

4 SARIAM\SERVER$  ----- BEGIN CERTI... IPSECIntermediate...
5 SARIAM\SERVER$ - BEGIM CERTIL... IPSECIntermediate...
6 SARIAM\SERVER$  ----- BEGIM CERTIL... IPSECIntermediate...

1b82321f000...
1b82329c000...
1b902db6000. ..
1ba36e3d000...
2b2faatd0oo...

22112005 11:08
22112005 11:08
22{11/2005 11:23
22112005 11:44
25{11/2005 12:12

Opens property sheet for the current selection.
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In the Properties window select the Policy Module tab.

sarianca Propetties EH
Storage | Auditing I Security
General Policy Module i Exit Module | Extensions
Description of active policy moduls
M amne; windows default
Description: Specifies how ta handle certificate requests for
Enterpnze and Stand-alone Cés
Version: 52 37901830
Copyright; = Microgoft Corporation. All nights reserved.

Select...

ak | Cancel | Lppl I

Whilst in the Policy Module tab click the Properties button.

Select Follow the settings in the certificate template, if applicable. Otherwise, automatically issue the
certificate.

15



Properties

Request Handling | il

The Windows default policy module contrals how this & should handle
ceftificate requests by default.

Do the following when a certificate request is received:

" Set the certificate request status to pending, The administrator must
explicity izsue the certificate.

% Follow the settings in the certificate template, if applicable.
Otherwize, automatically izzue the certificate. i

k. I Cancel Spply

Click OK and again OK on the Policy Module tab.

Note: For the change to take effect, certificate services must be stopped and started again.
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4.1 Ethernet 0 LAN Configuration
The following configures the Ethernet local area network IP address for the VPN responder.

Browse to CONFIGURATION - NETWORK > INTERFACES > ETHERNET - ETHO.

Configuration - Network > Interfaces > Ethernet > ETH 0

Y ETH O

Description: Inside Inrerface

Get an IP address automatically using DHCP

@ Use the following settings

IP Address: |1?2.16.0.254 |

Mask: [255255.0.0 |

Gateway:
DNS Server:
Secondary DNS Server:

Changes to these parameters may affect your browser connection

IP Address: 172.16.0.254 Configures the IP address for the LAN

Mask: 255.255.0.0 Configures the subnet mask for the LAN

4.2 Time and Date

Any certificates stored on the TransPort’s flash will have a validity period. Therefore it is important that
the TransPort is configured with the correct time and date.

Browse to CONFIGURATION - SYSTEM - Date and Time

Amend the time and date as appropriate and click Set Time button.

17



Configuration - System > Date and Time

P Device Identity
¥ Date and Time
Current system time: 16 Aug 2012 12:28:23

Manually set the time
Hours: 12 - Minutes: 28 ~ Seconds: 23 -

Month: August - Day: 16 -~ Year: 2012 -

4.3 ADSL Interface Configuration

By default on the DR6410 MKII VPN Concentrator, PPP 1 is configured for use with ADSL. Here you enter
the details of your ADSL account and enable IPSEC on this interface

Browse to

Configuration - Network > Interfaces > Advanced > PPP 0 -9 > PPP 1
v PPP 1 - ADSL

[ Load answering defaults } [ Load dialling defaults 1

Description: ADSL

This PPP interface will use | DSL PvC [+] o

Dial out using numbers:

Prefix: to the dial out number

Username:| Enter ADSL Username
Password:

Confirm password:

@ Allow the remote device to assign a local IP address to this router
Try to negotiate to use as the local IP address for this router

Use as the local IP address for this router (i.e. not negotiable)

Use mask 255.255.255.255  for this interface

Use the following DNS servers if not negotiated
Primary DNS server:

Secondary DNS server:
DNS Port: 53

€ Missing Lines 2
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¥ Enable NAT on this interface
9 1P address IP address and Port

NAT Source IP address:

| Y| Enable IPsec on this interface |

Keep Security Associations (SAs) when this PPP interface is disconnected

Use interface | Default [+ | 0 for the source IP address of IPsec packets

| Enable the firewall on this interface

Username: Adsl_username Enter the username for your ADSL account
Password: password Enter the password for your ADSL account
Confirm Password: password Confirm the password for your ADSL account
IPSEC: ON Enables IPSEC on PPP 1 (ADSL) Interface

Keeps Security Associations after Interface is

Keep SA ON
P disconnected

NB: When configuring a router as an IPSEC “responder” such as this example where the outside interface
is “always on” and has a fixed IP address, it is recommended that you choose the IPSEC option “On - Keep
SA’s when link down”. This prevents the IPSEC Security Associations from being deleted should the link
be dropped and thus enables the VPN tunnel to continue to work immediately as soon as the link
becomes available again.

If this IPSEC value is set to “On - Remove SA’s when link down”, then the VPN tunnel will not continue to
work should the link be dropped and raised until the IPSEC Security Associations on the IPSEC “Initiator”
have timed out and new IPSEC Security Associations have been re-negotiated.

4.4 Creating the Private Key and Certificate Request

4.4.1 Obtain a Challenge Password for the Certificate Request.

Before you can create a certificate request you must first obtain a challenge password from the Certificate
Authority Server. This password is generally obtained from the SCEP CA server by way of WEB server, or a
phone call to the CA Server Administrator. For the Microsoft® SCEP server, you browse to a web interface.
If the server requires a challenge password, it will be displayed on the page along with the CA certificate
fingerprint.

This challenge password is usually only valid once and for a short period of time, in this case 60 minutes,
meaning that a certificate request must be created after retrieving the challenge password.

19



From a PC browse to the following Microsoft® CA server web page using URL

http://<hostname>/certsrv/mscep/mscep.dll (as detailed in “Microsoft® 2003 server Configuration) and
make a note of the challenge password.

& Simple Certificate Enrollment Protocol (SCEP) Add-On for Certificate Services - Windows InterE] |:||E|[z|

——

& A |g, testserver1 v| +r | K "" | P~

File Edit View Favorites Tools Help

¢ Favorites "_ESimpIe Certificate Enrollment Protocal (SC... ﬁ - B =] Eéé * Page -~ GSafety - Tools - '@* ”?
)

Simple Certificate Enroliment Protocol (SCEP) Add-On for Certificate Senvices

Welcome

The CA certificate's thumbprint is C3438C78 DAD197FD 5510C9A9 9ABBFBO2.

Your enroliment challenge password is 8B35FC8225557ES8 and will expire within 60 minutes.

This password can only be used once.

Each enrollment requires a new challenge password. You can refresh this web page fo obtain a

new challenge password.

For more information please see the online documentation mscephlp him. 1
b

Done ‘HLQEI intranet 5 v Hi0% -

20



4.4.2 Create the Private Key and Certificate

Now the details for the certificate request have been entered, the TransPort must create a Private Key and
from this the certificate request will be created.

NOTE: This method assumes that a private key does NOT already exist. Both the private key and
certificate request will be crested simultaneously.

Browse to Administrator - X.509 Certificate Management > Key Generation.

Administration

- X.509 Certificate Management > Key Generation

» Certificate Authorities (CAs)
» IPsec/SSH/HTTPS Certificates

w Key Generation
Key filename: | privdem1.pem [~ |
Key size: | 1024~ | |pits

Save in SSHv1 format

| cenerate key |

New Key Size: 1024 Size of the private key in bits
. Enter a name for the private key (must be
Private Key \dem1 fixed with “priv” and h
rivdeml.pem refixed wi riv’ and have a.pem
filename: P P P P P

extension).

Click the Generate Certificate Request button. You will see some indication of the progress as the
TransPort generates the Private Key file and certificate request as follows;

Key Generation Results
Starting 1024 bit key generation. Please wait. This may take some time...

Key generated, saving to FLASH file privdem1.pem
Closing file

Private key file created

All tasks completed
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4.4.3 Using SCEP to retrieve the CA certificates

Before delivering the request to the server, the unit must first have access to the server CA certificate(s).
Some servers require the use of more than one CA certificate. In this case the Microsoft® 2003 server
requires 3 CA certificates before SCEP can work. For other servers, just one certificate may be used for all
three tasks. Check your server vendor for details.

The tasks these certificates are used for are:

CA certificate. This is the certificate that will contain the public key portion of the key used to sign the
certificate request.

CA encryption certificate. This certificate is used to encrypt the data the client will send to the server.

CA signature certificate. This is attached to the reply from the CA which is validated by the client. The
public key from this certificate is used to verify the signature.

Browse to Administration - X.509 Certificate Management > Certificate Authorities (CAs)

Administration - X.509 Certificate Management > Certificate Authorities (CAs)

Upload CA Certificates
Upload certificate authority (CA) certificates. Files may be in ASN.1 DER or PEM Base64 encoded formats.

Upload File: | Browse.. |

 Uplozd |
Obtain CA certificates from a SCEP Server
SCEP Server IP address: 10.1.10.249 Port: 0
Path: certsrv/mscep/mscep.dll (Microsoft SCEP) El
Application: pkiclient.exe

CA identifier: testca

Get CA Certificates |

Host: CA server ip address The IP address/hostname of your CA server

MS SCEP uses HTTP port 80 to carry the

Remote port: 0 . .
requests unless you specify otherwise here.
Select Microsoft SCEP from drop down list
Path: certsrv/mscep/mscep.dll ) .
and the path will be entered automatically
L L This represents the SCEP application on the
Application: pkiclient.exe

server
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CA Identifier: testca CA identifier

Click the Get Ca certificate/s button to retrieve the CA certificates from the Microsoft® 2003 Server. An
indication of progress will be shown as follows;

CA Certificate Upload Results

HTTP response code 200

cert0.pem: MD5 fingerprint: 3F:9F:5A:1F:CD:71:C3:0B:88:2E:4A:A2:66:4C:B3:AA:
Saving certificate TESTCA-MSCEP-RA to FLASH file cert0.pem

Closing file

Certificate file created

certl.pem: MD5 fingerprint: 7B:D7:5B:B3:76:8C:13:DE:BD:8E:A9:0E:EF:01:82:AA:
Saving certificate TESTCA-MSCEP-RA to FLASH file certl.pem

Closing file

Certificate file created

ca0.pem: MDS5 fingerprint: 4B:57:E2:B1:59:AF:70:B4:2D:F0:F7:87:B3:EA:71:C1:
Saving certificate TESTCA-CA to FLASH file ca0.pem

Closing file

Certificate file created

All CA certificates have been processed

All tasks completed

4 1 3

Apply

The fingerprint of each certificate is displayed. This fingerprint of the CA certificate should be checked
(using some out of band mechanism) against the fingerprint of the CA certificates as advertised by the
server. For the Microsofte server the CA certificate fingerprint is displayed when the page
http://<hostname>/certsrv/mscep/mscep.dll is accessed.

If the fingerprints do not match, it possibly means that you have some attacker sitting between the unit
and the server.

With a telnet session to the router issue the dir command, you will see the CA certificates prefixed with ca
and cert.
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direct
shios
mirror
image
sregs.dat
#3prof
certl.pem
certl.pem
caf.pem
templog.cl
config.fac
imaged .cl
LOGCODES . THT
95159wHD . web
manual . sb
activate.sh
prlupdate.sb
python.zip
sregs.Tac
wizards.zip
fuw. tut
depfw.bin
pwds . da@
config.dad
fustat. txt
fustat.htm
furules. htm
Twlog. txt
evstat. tut
evstat.htm
evstat.js
Ctxt
.x¥ml
stathin.enc
ana. txt
anaeth.cap
anappp . cap
anaip.cap
anawifi.
debug.

60720
024288
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4096
4096
1752
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CRC 777
CRC d340
CRC 777
CRC 6f12
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CRC d2b5
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CRC fbal
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CRC 27c3
CRC d324
CRC 34ed
CRC Bbla
CRC a314
CRC 11be
CRC a6b3
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CRC c8ab
CRC eb5b3
CRC di6f
CRC 777
CRC 8020
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4.4.4 Configure the Certificate Request Postion of page
Browse to Administration - X.509 Certificate Management > IPsec/SSH/HTTPS Certificates

Enter the above challenge password and configure all other fields as appropriate. These details will form
part of the certificate request and thus form part of the signed public key certificate

NOTE: The Common Name (case sensitive) field is important as this will be used as the ID for the device
for the IKE negotiations.

Administration - X.509 Certificate Management > IPsec/SSH/HTTPS Certificates

Enrollment
SCEP Server IP address: 10.1.10.249 Port: 0
Path: | certsrv/mscep/mscep.dll (Microsoft SCEP) |T|
Application: pkiclient.exe
CA identifier: testca
CA certificate: | TESTCA-CA (ca0.pem) [ ]

CA encryption certificate: | TESTCA-MSCEP-RA (certl.pem) |T|

CA signature certificate: | TESTCA-MSCEP-RA (cert0.pem) [~ ]
RSA Private Key:

Generate new key with size bits

Private key filename:|| privdem1.pem [~ |
Enrolment Password:| F88714641FE0666A
Common Name (CN):| DR6400

Country Code (C):| UK
State or Province (ST):| Yorkshire
Locality (L):| Leeds
Organisation (O):| Digi International
Organisational unit (OU):| Tech Support
E-mail:| uksupport@digi.com

Unstructured name: (Optional)
Digest Algorithm: [MD5 [~ |
Ignore NONCE in SCEP response

| Enroll |

Challenge Password from Enter the Challenge Password issued by the
Password: website SCEP server

Enter a two character representation of the

Country: UK
country

Common Name: DR6000 Enter a Common Name for the router’s ID
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Locality: Ilkley The Location of the unit
Organisation: Digi International An appropriate Company name

Organisational

Unit Tech Support An appropriate organisational unit
it:
State: Yorkshire State or County or Province
Email Address: support@sarian.co.uk An appropriate email Address
Unstructured . .
Optional descriptive text
Name:
. . Choose either MD5 or SHAL. Thisis used
Digest Algorithm: MD5

when signing the certificate request

4.4.5 Using SCEP to Enroll the Certificate Request

The next process is to send the certificate request to the CA server for signing. This will be the router’s
‘public key’. Complete the SCEP configuration as follows in order to enroll the certificate request.

NB: See section 5.6.1 for identifying the CA certificates

Browse to Administration - X.509 Certificate Management > IPsec/SSH/HTTPS Certificates.
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Administration - X.509 Certificate Management > IPsec/SSH/HTTPS Certificates

Enrollment

SCEP Server IP address:
Path:

Application:

CA identifier:

CA certificate:

CA encryption certificate:
CA signature certificate:

RSA Private Key:

Private key filename:
Enrollment Password:
Common Name (CN):

Country Code (C):
State or Province (ST):
Locality (L):
Organisation (0):
Organisational unit (OU):

10.1.10.249

pkiclient.exe

testca

TESTCA-CA (ca0.pem)[~]
TESTCA-MSCEP-RA (certl.pem) |T|
TESTCA-MSCEP-RA (certD.pem)

certsrv/mscep/mscep.dll (Microsoft SCEP) |T|

Port: 0

| © {Use Existing Key

Generate new key with size
F88714641FE0G66A.
DRG400
UK
Yorkshire
Leeds
Digi International

Tech Support

bits

E-mail: uksupport@digi.com
Unstructured name: (Optional)
Digest Algorithm: mMps [~ ]
Ignore NONCE in SCEP response
Enroll
The IP address/hostname of your CA
Host: 10.1.10.249

Remote port:

Path:

Application:

CA Identifier:

Private Key filename:

Certificate request filename:

certsrv/mscep/mscep.dll

pkiclient.exe

testca

privdeml.pem

creq.pem

server

MS SCEP uses HTTP port 80 to carry the
requests unless you specify otherwise
here.

Select Microsoft SCEP from drop down
list and the path will be entered
automatically

This represents the SCEP application
on the server

CA identifier

The name of the private key created
earlier

The name of the certificate request
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created earlier

Enter a name for the public key

Certificate filename: certdeml.pem
P certificate (must be prefixed with ‘cert’)

CA certificate filename: ca2.pem Enter the name of the CA certificate.
CA encryption certificate Enter the name of the CA encryption

. cal.pem -

filename: certificate.
CA signature certificate Enter The name of the CA signature

] cal.pem -

filename: certificate

4.4.6 Signing the certificate request

Once the SCEP configuration page has been completed click the Enroll Certificate Request button.

Enrollment Results

Signing certificate request. Please wait. This may take some time...
Certificate request signed, saving to FLASH file creq.tmp
Closing file

Certificate request file created

End request coincides with SCEP client

Scep started

Processing host response

Response signature verified

NB sig attributes: 7

Message type: 3

PKI status: 0

Decrypt result: 1, decrypted data length: 1104

Decoded message OK

SCEP response:m

Saving certificate DR6400 to FLASH file cert2.pem
Closing file

Certificate file created

All certificates have been processed

All tasks completed

| Apply | Please walt...

You should receive one of three responses.

Failure - The request failed. Check that the correct CA certificates have been used. Check that the
challenge password is correct. Check that the correct certificate request has been specified, and that the
correct private key has been used. Check the server logs to see what the problem is.

Success - The response should contain the signed certificate.

Pending - The server has our request, but hasn’t signed it yet. It may require some input by the System
Administrator.
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Enrollment Results

Signing certificate request. Please wait. This may take some time...
Certificate request signed, saving to FLASH file creq.tmp
Closing file

Certificate request file created

End request coincides with SCEP client

Scep started

Processing host response

Response signature verified

NB sig attributes: 7

Message type: 3

PKI status: 3

Decoded message OK

SCEP response:|[Pending

Client certificate not received

All tasks completed

The unit should poll the server occasionally until the certificate is returned. However, if you know that the
certificate request has been allowed having contacted the System Administrator you can simply press the
Enroll Certificate Request button again rather than wait for the TransPort to re-poll.

NB: /f you are the CA Server Administrator and you have received the Pending enrollment result, see section
5.4.9 to see how you would issue and approve or deny a certificate request. Otherwise skip to paragraph 6.

Enrollment Results

Signing certificate request. Please wait. This may take some time...
Certificate request signed, saving to FLASH file creq.tmp
Closing file

Certificate request file created

End request coincides with SCEP client

Scep started

Processing host response

Response signature verified

NB sig attributes: 7

Message type: 3

PKI status: 0

Decrypt result: 1, decrypted data length: 1104
Decoded message OK

SCEP response: Success

Saving certificate DR6400 to FLASH file cert2.pem
Closing file

Certificate file created

All certificates have been processed

All tasks completed

4 1

| apply | Please wait...
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4.4.7 ldentifying the CA certificates

To complete the previous task you would normally need to determine which certificate is used for what
task. For the purpose of this application note these have already been determined but for future
reference the following information will be useful

If only one CA certificate is returned, it is a trivial task. When three are returned, you need to display the
certificates using the ‘view’ button having selected a CA certificate from the drop down list and investigate
the attributes of the certificate.

Identifying the CA certificate:

This certificate will have matching Issuer and Subject fields. It may have a V3 extension which shows
something like...

X509v3 Basic Constraints: critical
CA: TRUE
Identifying the encryption certificate:

This certificate will have an Issuer which matches the CA certificate. It will probably have a V3 extension
something like...

X509v3 Key Usage: critical

Key Encipherment, Data Encipherment

Identifying the signature certificate:

This certificate will have an Issuer which matches the CA certificate. It will probably have a V3 extension
something like...

X509v3 Key Usage: critical
Digital Signature, Non Repudiation

For example the following screen shot of the same page after clicking a ‘view’ button to determine which
of the CA certificates is the encryption certificate.
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Configuration - Security > Certificates > SCEP

Certificate file: cal.pem
MDS fingerprint: E0:50:48:66:F5:01:5A61lE3:6E 4L 87 A5 66:EE:2]1:

Certificate:
Data:
Version: 3 (0xX2)
Serial Humber:
S6:42:13:f2:00:00:00:00:00:03
Signature Algorithm: shalWithRSAFEncryption
Izsuer: CH=testCh
Validitcy
HNot Before: Jul 3 14:43:02 2008 GHMT
Hot After : Jul 3 14:53:02 2010 GHMT
Subject: C=0EK,
ST=Yorkzshire,
L=I1klev,
O=Digi International,
O0=Tech Support,
CN=5arianca_demﬂfemailﬂddrE55=5appﬂrt@digi.cn.ak
Subject Pubklic Hey Info:
Public Eey Algorithm: rsaEncryption
ESh Public Eey: (1024 birt)
Modulu=s (1024 bit):

00:b3:29:8T:1ae:79:fc:1d4c:43:T70:3c:T72:£9:34:47:F2:
35:65:6c:0d:73:4f:52:b2:21:Tb:T4:02:37:189:c8: 5
Te:Z2e:l18:82:71:7Tb:64:16:03:4f:f8:75:b5:5cas:8a:
Zl:a2:96:79:13aiecieb 89 acieaicci B0 7711116
S2:a6:8e:79:4e9cies:8c:ihocieTi144:12:2e:0b:8e:19f:
Se:86:b2:33: 061471851l :fE8:6T7:22:38:1f:Tbrac:1c0:
dqe:0e:42:ch:fl1:3c:5c:09:f6:e8:65:a4:bf:1a:af9:d6:
ed:ef:Sb:ld:i81:d1:52:a%:dec:33:35:d4:el:f2:23:18:
]

Exponent: &5537 (0x10001)
X509w3 extensions:
XA508v3 EKey U=zage: critical
HFey Encipherment, Data Encipherment
S5/MIME Capabilities:
o'o...* . H....... B0...*. . H..uvuv.. BO...+....
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4.4.8 Issuing a Signed Certificate on the Microsofte 2003 Server

Login to the Microsoft® 2003 Server with an appropriate System Administrator account

With your mouse click START > ALL PROGRAMS - ADMINISTRATIVE TOOLS - CERTIFICATION

AUTHORITY

Command Pre . windows Catalog
4% windows Update

if
g’ My Compu 28 Cluster Administrator

nlbos oo

B Component Services
Q Computer Management

i Configure Your Server Wizard
3 Data Sources (ODBC)

l’\"/ £ IF7) Accessories

@ Motepad I Java Web Start
) NVIDIA Corporation
@ Backup 77 Realtek Sound Manager

IF7) Silicon Image
‘ﬁ Paint I SiSoftware Litilties
= 1) Startup
, ———
Certification Au & Internet Explorer
Outlook Express
g Internet Inform @ =

Services (II5) ¥ ;.. Remote Assistance

IE7) PrintMe Internet Printing
g Computer Manz 1) adobe Reader 6.0

» ak Distributed File System
[y 4] Event Viewer
> f’ Internet Information Services {115) Manager
» ﬁ Licensing
» [ Local Security Policy
» 1 Manage Your Server
» % Microsoft .MET Framework 1.1 Configuration
» §5 Microsoft NET Framework 1.1 Wizards
g Metwork Load Balancing Manager
&9 Performance
@ Remote Desktops
» E Routing and Remote Access

Ry Services
) ACT! Professional » T8 Terminal Server Licensing
B ) Remote Manager » Terminal Services Configuration

'f Terminal Services Manager

L9 o s
|#istart |2 & @ | 9 untitled - Noter [ DHCP M 1506

The Certification Authority console will open.

{& Certification Authority

File Action View Help
o =B 2 .

) Mame I Description l
sarianca @sarianca Certification Authority

(] Revoked Certificates
“(] Issued Certificates
--(_] Pending Requests

------ (C] Failed Requests
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To sign and issue a pending certificate request click on the Pending Requests directory.
Right-click the pending certificate and highlight the ‘All Tasks’ option which will reveal another menu.

From the new menu select the ‘Issue’ option to sign the certificate request.

Bl Action Vew Hep
e~ Bm R 2

@ Certification Authority {Local)

=i fa sarianca
[C] Revoked Certificates View Attributes/Extensions...
(C] 1ssued Certificates . ExportBinary Data...
/2 Pending Requests Refresh
(] Failed Requests Help

jia|

< |
J

\Force the policy module to reevaluate this request

Once the certificate request has been signed you can wait for the router to automatically re-poll the CA
server over time or re-poll manually by again clicking on the Enroll Certificate Request button as before.
You should now see a success message indicating that the certificate request has been signed and
returned by the CA. This is the routers public key.

If you wish to view your public key certificate, browse to CONFIGURATION - SECURITY -
CERTIFICATES - SCEP. In the Certificate filename: parameter drop down list select the name of the
public key certificate (certdem2.pem in this case) and click the view button.

33



5 VPN CLIENT CERTIFICATES

5.1 Ethernet 0 LAN Configuration

The following configures the Ethernet local area network IP address for the VPN responder.

Browse to CONFIGURATION > INTERFACES - ETHERNET - ETH 0 > CONFIGURE

Configuration - Network > Interfaces > Ethernet > ETH 0

YETH O

Description: Inside Interface

© Get an IP address automatically using DHCP
@ Use the following settings

IP Address: | 192.168.0.254

Mask: | 255.255.255.0

Gateway:
DNS Server:
Secondary DNS Server:

Changes to these parameters may affect your browser connection

» Advanced

» QoS

» VRRP

Configuration successfully applied. Click here to save

configuration.

Parameter Setting Description
IP Address: 192.168.0.254 Configures the IP address for the LAN
Mask: 255.255.255.0 Configures the subnet mask for the LAN

5.2 Time and Date

Any certificates stored on the TransPort’s flash will have a validity period. Therefore it is important that
the TransPort is configured with the correct time and date.

Browse to CONFIGURATION - SYSTEM > TIME

Amend the time and date as appropriate and click Set Time button.

34



Configuration - System > Date and Time

¥ Date and Time

Hours: 12

P Device Identity

Current system time: 16 Aug 2012 12:28:23

Manually set the time

- Minutes: 28 ~ Seconds: 23 -

Month: August - Day: 16 -~ Year: 2012 -

5.3 Wireless WAN Interface Configuration

By default on the WR44 W-WAN router, PPP 1 is configured for use with 3G.

Here you enter the details of your 3G/GPRS account and enable IPSEC on this interface

Browse to Configuration - Network > Interfaces > Advanced > PPP 1.

Configuration - Network > Interfaces > Advanced > PPP 1

¥ PPP 1 - W-WAN

| Load answering defaults

| | Load dialling defaults |

Description: W-WAN

This PPP interface will use

Dial out using numbers:
Prefix:

Username:

Password:

Confirm password:

Use

W-WAN [=]

*Qg*1%
to the dial out number

@ Allow the remote device to assign a local IP address to this router
Try to negotiate to use as the local IP address for this router

as the local IP address for this router (i.e. not negotiable)
Use mask 255.255.255.255 for this interface

Use the follnwina MMCS caruare if nat nanntistad

Configuration - System > Date and Time

¥ Date

» Device Identity

and Time

Current system time: 16 Aug 2012 12:28:23

Manually set the time

Hours: 12 ~ Minutes: 28 =~ Seconds:
Month: August v Day: 16 ~ Year:
.Set’

23 =
2012

v
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Enable NAT on this interface
@ 1P address © IP address and Port
MNAT Source IP address:

Enable IPsec on this interface |

Keep Security Associations (SAs) when this PPP interface is disconnected
Use interface 0 for the source IP address of IPsec packets
Enable the firewall on this interface

Parameter Setting Description

Enter the username for your 3G/GPRS
Username: username
account
Enter the password for your 3G/GPRS
Password: password P y /
account
. Confirm the password for your 3G/GPRS
Confirm Password: password
account
IPSEC: ON Enables IPSEC on PPP 1 (ADSL) Interface

NB: When configuring a router with a dynamic WAN IP address as an IPSEC “initiator” such as this
example, it is recommended that you choose the IPSEC option “On -



Browse to Configuration - Network > Interfaces > Mobile

Configuration - Network > Interfaces > Mobile
¥ Mobile

Select a SIM to configure from the list below

Settings on this page apply to the selected SIM

SIM:

IMSI: Unknown
* Mobile Settings

Select the service plan and connection settings used in connecting to the mobile network.

Mobile Service Provider Settings

Use backup APN Retry the main APN after 0 minutes
SIM PIN: (Optional)
Confirm SIM PIN:
Username: (Optional)
Password: (Optional)

Confirm Password:

Parameter Setting Description

APN: Your_APN Enter the APN given by the 3G/GPRS provider

PIN: SIM_PIN Enter your SIM card PIN (if required)
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5.4 Creating the Private Key and Certificate Request

Obtain a Challenge Password for the Certificate Request.

From a PC browse to the Microsoft® CA server web page using URL
http://<hostname>/certsrv/mscep/mscep.dll (as detailed in “Microsofte 2003 server Configuration) and

make a note of the challenge password.

& Simple Certificate Enrollment Protocol (SCEP) Add-On for Certificate Services - Windows Inter@ |Z||E|E|
@ ::‘/ - |g, testeerver 1 ""| 2| K "l | G

File Edit View Favorites Tools Help

>

i Favorites | (g Simple Certificate Enrollment Protocol (SC... M v B) 0 [ o= v Page - Safety - Tools - @

Simple Certificate Enroliment Protocol (SCEP) Add-On for Certificate Senices

Welcome
The CA cerfificate's thumbprint is C3438C7T8 DAD197FD 5510C9A9 9ABBFBA2.

Your enroliment challenge password is ETAA437DB0423FA1 and will expire within 60 minutes.
This password can only be used once.

Each enrollment requires a new challenge passwaord. You can refresh this web page to obtain a
new challenge password.

For more information please see the online documentation mscephlp htm.

| £

Done HLocal intranet 3 v Him0wn -

5.4.1 Configure the Certificate Request page
Browse to CONFIGURATION > SECURITY -> CERTIFICATES -> CERTIFICATE REQUEST

Enter the above challenge password and configure all other fields as appropriate. These details will form
part of the certificate request and thus form part of the signed public key certificate

NOTE: The Common Name (case sensitive) field is important as this will be used as the ID for the device
for the IKE negotiations.
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Administration - X.509 Certificate Management > IPsec/SSH/HTTPS Certificates

Enrollment
SCEP Server IP address:
Path:
Application:
CA identifier:
CA certificate:
CA encryption certificate:
CA signature certificate:
RSA Private Key:

Private key filename:
Enrollment Password:
Common Name (CN):

Country Code (C):

State or Province (ST):
Locality (L):
Organisation (0):
Organisational unit (OU):
E-mail:

Unstructured name:
Digest Algorithm:

Ignore NONCE in

10.1.10.249 Port: 0
certsrv/mscep/mscep.dll {Microsoft El
pkidient.exe
testca
TESTCA-CA [+]
TESTCA-MSCEP-RA [~]
TESTCA-MSCEP-RA [=]
@ Use Existing Key
Generate new key with size bits
privdem2.pe ’T|
4BE12AE4AE41D3D3
WR44
UK
Yorkshire
Tlkley
Digi International
Tech Support
uksupport@digi.com
(Optional)
mps [ -]

SCEP response

Enroll
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Challenge Enter the Challenge Password issued by the
4BE12AE4AE41D3D3
Password: SCEP server

Enter a two character representation of the

Country: UK
country
Enter a Common Name of your choice for the
Common Name: WR44 ..
router’s ID (case sensitive).
Locality: Ilkley The Location of the router
Organisation: Digi International An appropriate Company name

Organisational

Unit Tech Support An appropriate organisational unit
nit:
State: Yorkshire State or County or Province
Email Address: uksupport@digi.com An appropriate email Address
Unstructured . o
Optional descriptive text
Name:
) . Choose either MD5 or SHAL. This is used
Digest Algorithm: MD5

when signing the certificate request

5.4.2 Create the Private Key and Certificate Request Files

Now the details for the certificate request have been entered, the TransPort must create a Private Key and
from this the certificate request will be created.

NOTE: This method assumes that a private key does NOT already exist. Both the private key and
certificate request will be crested simultaneously. If the New key size: parameter is set to OFF then a
private key will not be generated.

Browse to Administrator - X.509 Certificate Management > Key Generation.
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Administration - X.509 Certificate Management > Key Generation

¥ Key Generation

Key filename: | privdem2.pe [=]
Key size: | 1024 [~ | bits
Save in 55Hv1 format

| Generate Key |

New Key Size: 1024 Size of the private key in bits
. Enter a name for the private key (must be
Private Key . . . .
. privdem2.pem prefixed with “priv” and have a .pem
filename: .
extension).

Click the Generate Key button. You will see some indication of the progress as the TransPort generates
the Private Key file and certificate request as follows;

Administration - X.509 Certificate Management > Key Generation

Key Generation Results
Starting 1024 bit key generation. Please wait. This may take some time...

Key generated, saving to FLASH file privdem2.pem

Closing file

Private key file created

All tasks completed

5.5 Using SCEP to retrieve the CA certificates

Ensure the TransPort router is able to connect to the CA Server.

Browse to Administration - X.509 Certificate Management > Certificate Authorities (CAs).



Administration - X.509 Certificate Management > Certificate Authorities (CAs)

Obtain CA certificates from a SCEP Server
SCEP Server IP address: 10.1.10.249| Port: 0
Path: | certsrv/mscep/mscep.dll (Microsoft [=l
Application: pkidient.exe
CA identifier: testca

| Get CA Certificates |

4 M

| Apply |
Host: 10.1.10.249 The IP address/hostname of your CA server
MS SCEP uses HTTP port 80 to carry the
Remote port: 0 . .
requests unless you specify otherwise here.
Select ‘Microsoft SCEP’ from drop down list
Path: certsrv/mscep/mscep.dll . .
and the path will be entered automatically
. o This represents the SCEP application on the
Application: pkiclient.exe
server
CA Identifier: testca CA identifier

Click the Get Ca certificate/s button to retrieve the CA certificates from the Microsoft® 2003 Server. An
indication of progress will be shown as follows;
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CA Certificate Upload Results

HTTP response code 200

cert0.pem: MD5 fingerprint: 3F:9F:5A:1F:CD:71:C3:0B:88:2E:4A:A2:66:4C:B3:AA:
Saving certificate TESTCA-MSCEP-RA to FLASH file cert0.pem

Closing file

Certificate file created

certl.pem: MDS fingerprint: 7B:D7:5B:B3:76:8C:13:DE:BD:8E:A9:0E:EF:01:82:AA:

Saving certificate TESTCA-MSCEP-RA to FLASH file certl.pem

Closing file

Certificate file created

cal.pem: MDS fingerprint: 4B:57:E2:B1:59:AF:70:B4:2D:F0:F7:87:B3:EA:71:C1:
Saving certificate TESTCA-CA to FLASH file ca0.pem

Closing file

Certificate file created

All CA certificates have been processed

All tasks completed

The fingerprint of each certificate is displayed. This fingerprint of the CA certificate should be checked
(using some out of band mechanism) against the fingerprint of the CA certificates as advertised by the

server. For the Microsofte® server the CA certificate fingerprint is displayed when the page

http://<hostname>/certsrv/mscep/mscep.dll is accessed.

If the fingerprints do not match, it possibly means that you have some attacker sitting between the router

and the server.

If you open telnet session to the router and issue the dir command, you will see the CA certificates with

the ca file prefix.

& Command Prompt ;lEJ 5]

Username: username
JOPA:  HIIHIIII

N:27272
Welcome. Your access level is SUPER

5s272720dir
s

diy

config.
creq.

27648 » 117z
196688 » :17:
27648 » :17:

:37:

982
1368778 »
1744 »
1744 »
681763
488300 »
291517 »
13319
1589
782
1562
1616
1258
2378
200 »
2508 »
1688 »
18208 »
52500 »
25081 3:
1000800 ro 12:53:25, 28 Sep 200!
3021700 Bytes, Flash Free: 1897728 Bytes

Pk o ok ok ok ok ok ek ek
300 1N O 3 A3 23 A3 b oD i
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5.6 Using SCEP to Enroll the Certificate Request

Next send the certificate request to the CA server for signing. This will be the router’s ‘public key’. The
SCEP configuration page can be completed in order to enroll the certificate request.

Browse to CONFIGURATION > SECURITY > CERTIFICATES > SCEP.

Administration - X.509 Certificate Management > IPsec/SSH/HTTPS Certificates

Enroliment

SCEP Server IP address:

10.1.10.249

Path: | certsrv/mscep/mscep.dll (Microsoft
Application: pkidient.exe
CA identifier: testca
CA certificate: | TESTCA-CA [=]
CA encryption certificate: | TESTCA-MSCEP-RA [~]
CA signature certificate: | TESTCA-MSCEP-RA [~]

RSA Private Key:

Private key filename:
Enroliment Password:
Commen Name (CN):

Country Code (C):

State or Province (ST):
Locality (L):
Organisation (O):
Organisational unit (OU):
E-mail:

Unstructured name:
Digest Algorithm:

@ Use Existing Key

Generate new key with size
privdem2.pe ’T|
4BE12AE4AE410D3D3
WR44
UK
Yorkshire
Tlkley
Digi International
Tech Support
uksupport@digi.com

(Optional)

MD5 [~]

Ignore NONCE in SCEP response

Port: 0

bits

| Enroll ‘
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The IP address/hostname of your CA

Host: 10.1.10.249
server
MS SCEP uses HTTP port 80 to carry the
Remote port: 0 requests unless you specify otherwise
here.
Select Microsoft SCEP from drop down
Path: certsrv/mscep/mscep.dll | list and the path will be entered
automatically
L L This represents the SCEP application
Application: pkiclient.exe
on the server
CA Identifier: Testca CA identifier
. i . The name of the private key created
Private Key filename : privdem2.pem .
earlier
CA certificate filename: ca2.pem Enter the name of the CA certificate.
CA encryption certificate cal.oem Enter the name of the CA encryption
filename: P certificate.
CA signature certificate Enter The name of the CA signature
i cal.pem o
filename: certificate

5.6.1 lIdentifying the CA certificates

See “Identifying the CA certificates” in section 5.6.1

5.6.2 Signing the certificate request

Once the SCEP configuration page has been completed click the Enroll Certificate Request button.
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Enroliment Results

Signing certificate request. Please wait. This may take some time...
Certificate request signed, saving to FLASH file creq.tmp
Closing file

Certificate request file created

End request coincides with SCEP client

Scep started

Processing host response

Response signature verified

NB sig attributes: 7

Message type: 3

PKI status: 0

Decrypt result: 1, decrypted data length: 1103
Decoded message OK

SCEP response: Success

Saving certificate WR44 to FLASH file cert2.pem

Closing file

Certificate file created

All certificates have been processed

All tasks completed

Apply

You should receive one of three responses. In this example the CA Server has returned a Success message.

Failure - The request failed. Check that the correct CA certificates have been used. Check that the
challenge password is correct. Check that the correct certificate request has been specified, and that the
correct private key has been used. Check the server logs to see what the problem is.

Success - The response should contain the signed certificate.

Pending - The server has our request, but hasn’t signed it yet. It may require some input by the System
Administrator. The unit should poll the server occasionally until the certificate is returned. However, if
you know that the certificate request has been allowed having contacted the System Administrator you
can simply press the Enroll Certificate Request button again rather than wait for the TransPort to re-poll.

NB: /fyou are the CA Server Administrator and you have received the Pending enrollment result, see section
5.7 to see how you would issue and approve or deny a certificate request. Otherwise skip to paragraph 7.
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6.1 Configure IKE (Internet Key Exchange)

IKE is the first stage in establishing a secure link between two endpoints. The VPN Responder will act as
the IKE ‘responder’ and as such will not initiate VPN tunnels. By default the DR6410 MKII responder setup
is configured to accept the full range of authentication and encryption algorithms available.

Browse to Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Responder

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Responder

¥ IKE Responder
Y| Enable IKE Responder
Accept IKE Requests with
Encryption: ¥ DES ¥l 3DES VI AES (128 bit) Yl AES (192 bit) ¥l AES (256 bit)
Authentication: ¥ MD5 V] SHA1
MODP Group between: 1 (768) [= and 5 =]

Renegotiate after 0 hrs 20 mins 0 secs
¥ Advanced
Stop IKE negotiation if no packet received for 30 seconds
7| Enable NAT-Traversal
Yl Send INITIAL-CONTACT notifications
7l Send RESPONDER-LIFETIME notifications
Retain phase 1 SA after failed phase 2 negotiation
RSA private key file: privdemi.pem
SA Removal Mode: | Normal [~]

Delete SAs when invalid SPI notifications are received

Apply |

RSA private key

file: privdem1.pem Enter the name of the private key file

Browse to : Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Debug
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Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE
w IKE Debug

4| Enable IKE Debug
Debug Level: |/ ~
Debug IP Address Filter:

Forward debug to port

Apply
Enable IKE Debug Tick Allow debug of IKE
. Set the maximum debug level for the analyser
Debug level: Very High

trace

6.2 Configure IPSEC

The IPSEC itself is configured in the eroutes (encrypted routes). The eroutes define the characteristics of
the encrypted routes i.e. local and remote subnets, authentication and encryption methods etc.

Browse to

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0
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Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0

¥ IPsec 0

Description: Responder

The IP address or hostname of the remote unit

Use as a backup unit
Local LAN Remote LAN
@ Use these settings for the local LAN @ Use these settings for the remote LAN
IP Address: 172.16.0.0 IP Address: 192.168.0.0
Mask: 255.255.0.0 Mask: 255.255.255.0
Use interface Remote Subnet ID:

Use the following security on this tunnel
Off Preshared Keys XAUTH Init Preshared Keys @ RSA Signatures XAUTH Init RSA

RSA Key File: |--edit-- [=]

Qur ID: DR&400
Our ID type @ IKE ID FQDN User FQDN IPv4 Address
Remote ID: WR44

Use | AES (128 bit keys) [=] encryption on this tunnel
Use |MDs5 [+] authentication on this tunnel

Use Diffie Hellman group |No FFS [+

Use IKE |vi[=]| to negotiate this tunnel
Use IKE configuration: |o[~]

Bring this tunnel up

All the time
Whenever a route to the destination is available
@ On demand

If the tunnel is down and a packet is ready to be sent | drop the packet
Bring this tunnel down if it is idle for 0 hrs o mins 0 secs
Renew the tunnel after

8 hrs o mins 0 5ecs

0 KBytes [» | of traffic

49



Common name specified in the peer’s public

Peer ID: WR44 key *
Our ID: DR6000 Common name specified in our public key *
Local subnet IP address: 172.16.0.0 Enter the local subnet IP address
Local subnet mask: 255.255.0.0 Enter the local subnet mask
Remote subnet IP address: 192.168.0.0 Enter the remote subnet IP address
Remote subnet mask: 255.255.255.0 Enter the remote subnet mask
ESP authentication MD5 Select MD5 as the authentication algorithm
algorithm: *k
ESP encryption algorithm: AES Select AES as the encryption algorithm **
Duration (s): 1200 Enter 1200 seconds for the IPSEC lifetime
Authentication method: . RSA Select RSA signatures for the authentication
Signatures method

* |f you wish to check the common name used in the public key you can view the contents of the public
key as follows;

Browse to CONFIGURATION > SECURITY - CERTIFICATES -> SCEP

In the Certificate filename drop-down list select the public key certificate (certdeml.pem in this case)
and click view. You will then be able to view the certificate and see the entry in the common name field.

** The authentication and encryption algorithms must match exactly the settings in the peer IPSEC
router.
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7.1 Configure IKE (Internet Key Exchange)

IKE is the first stage in establishing a secure link between two endpoints. The VPN client will act as the IKE
‘initiator’ and as such will make first contact with the VPN responder. This is because the 3G/GPRS device
is issued with a dynamic IP address from the provider which will change over time. This therefore makes it
impossible for the VPN responder to know the clients IP address unless the client initiates the VPN
connection. The client’s current IP address will be included each time IKE is negotiated.

Browse to

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE 0

v IKE O

Use the following settings for negotiation
Encryption: MNone DES @ 3DES AES (128 bit) AES (192 bit) AES (256 bit)
Authentication: None MD5 @ SHA1
Mode: @ Main Aggressive
MODP Group for Phase 1: |1 (768) [=]
MODP Group for Phase 2: [No FFs [+]
Renegotiate after 8 hrs o mins 0 secs

+ Advanced

Retransmit a frame if no response after 10 seconds
Stop IKE negotiation after 2 retransmissions
Stop IKE negotiation if no packet received for 320 seconds

¥| Enable Dead Peer Detection
¥| Enable NAT-Traversal
¥| Send INITIAL-CONTACT notifications
Retain phase 1 SA after failed phase 2 negotiation
RSA private key file: m
SA Removal Mode: | Normal [=]

Delete SAs when invalid SPI notifications are received

[ Apply |
) ) Select 3DES for the IKE encryption algorithm
Encryption algorithm: 3DES N
Authentication algorithm: SHAL Select SHA1 for the IKE Authentication

51



algorithm *

Duration (s): 1200 Enter 1200 seconds for the IKE lifetime **
RSA private key file: privdem2.pem Enter the name of the private key file
NAT traversal enabled: YES Enable NAT traversal

* The encryption/authentication algorithms must be within the threshold set by the VPN responder.

** It is advisable to set the IKE duration set to the same or lesser value to that of the VPN Responder.

52



Browse to : Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Debug

w IKE Debug

Enable IKE Debug

Debug IP Address Filter:

Forward debug to port

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE

Debug Level:

m

Enable IKE Debug

Tick

Allow debug of IKE

Debug level:

Very High

Set the maximum debug level for the analyser
trace
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7.2 Configure IPSEC

Browse to CONFIGURATION -> VPN > IPSEC - IPSEC EROUTES > EROUTE 0 - 9 > EROUTE 0.

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0

¥ IPsecD

Description: Initiator

The IP address or hostname of the remote unit 213.152.55.85

Use as a backup unit
Local LAN Remote LAN
@ Use these settings for the local LAN @ Use these settings for the remote LAN
IP Address: 192.165.0.0 IP Address: 172.16.0.0
Mask: 255.255.255.0 Mask: 255.255.0.0
Use interface Remote Subnet ID:

Use the following security on this tunnel
Off Preshared Keys KAUTH Init Preshared Keys @ RSA Signatures ¥AUTH Init RSA

RSA Key File: | --edit-- [=]

Our ID: WR44
Qur ID type @ IKE ID FQDN User FQDN IPv4 Address
Remote ID: DR6400

Use | AES (128 bit keys) [+ | encryption on this tunnel
Use |MD5 [=] authentication on this tunnel

Use Diffie Hellman group |No PFS [+

Use IKE |vi[~=] to negotiate this tunnel
Use IKE configuration: |[o[=]

Bring this tunnel up

@ All the time
Whenever a route to the destination is available
On demand
If the tunnel is down and a packet is ready to be sent | bring the tunnel up E|
Bring this tunnel down if it is idle for 0 hrs 0 mins 0 SeCs

Renew the tunnel after
8 hrs 20| mins 0 secs

0 KBytes [« ] of traffic
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Peer IP/Hostname:

213.152.58.85

Enter the WAN IP address of your VPN
responder router

Common name specified in the peer’s public

Peer ID: DR6400 key *
Our ID: WR44 Common name specified in our public key *
Local subnet IP address: 192.168.0.0 Enter the local subnet IP address
Local subnet mask: 255.255.255.0 Enter the local subnet mask
Remote subnet IP address: 172.16.0.0 Enter the remote subnet IP address
Remote subnet mask: 255.255.0.0 Enter the remote subnet mask
ESP authentication MD5 Select MD5 as the authentication algorithm
algorithm: *
ESP encryption algorithm: AES Select AES as the encryption algorithm **
Duration (s): 1200 Enter 1200 seconds for the IPSEC lifetime
No SA action Use IKE If no SA action then Use IKE
Create SA’s automatically Yes Create Security Associations automatically
Authentication method: . RSA Select RSA signatures for the authentication
Signatures method

* |f you wish to check the common name used in the public key you can view the contents of the public
key as follows;

Browse to CONFIGURE = CERTIFICATES - SCEP

In the Certificate filename drop-down list select the public key certificate (certdem2.pem in this case)
and click view. You will then be able to view the certificate and see the entry in the common name field.

** The authentication and encryption algorithms must be within the threshold set by the VPN responder
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8.1 Check the WAN Link is Active

When browsing the TransPort’s web interface you can view the status of any interface. The following
screen shot shows the status of the WR44 Wireless WAN interface. The presence of an IP address in the IP
Address filed shows the ADSL link is up.

Browse to Management - Connections > PPP Connections > PPP 1

Management - Connections > PPP Connections > PPP 1

* PPP 1 - W-WAN (HSPA 3G)

[ Raise Link ] | Drop Link |
Uptime: O Hrs 0 Mins 51 Seconds
Option Local Remote
MRL: 1500 1500
ACCM: 0x0 0x0
V] Compression: OFF OFF

Link Active With Entity: ASY 7
IP Address: 10.101.202.238
DMNS Server IP Address: 172.31.139.17
Secondary DNS Server IP Address: 172.30.139.17
Qutgoing Call To: *98*1#

NB: The default PPP instance for the WAN interface may differ depending on the type of router.

8.2 Check the IPSEC Tunnel is Active

8.2.1 IPSEC PEERS

The IPSec Peers shows the WAN address of all the VPN Clients/Hosts that are currently in session.

Browse to STATUS = IPSEC - IPSEC PEERS
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Diagnostics - Status > IPsec > IPsec Peers

IPSec Peers

‘ Peer IP |Dur ID |Peer 1D | DPD |NA‘I‘I’ local port |NA‘I‘I’ remote port
|213.152.85.8 |WR44 |[DR6000 [Inactive. Next REQ in 30 secs (4500 [4500

[ Remowve all unused ]

8.2.2 IKESA’s

The IKE SA’s status page shows the current active IKE security associations.

Browse to STATUS = IPSEC = IKE SA’s

Diagnostics - Status > IPsec > IKE SAs

IKE Status

V1 SAs

|Dur ID |Peer ID | Peer IP | Our IP |SE55inn ID |TimE Left |Interna| 1D

|WR44 |DR6CIUU |213.152.85.8 |10.4?.13?.109|Dx0 |338 |m |

[ Remove All V1 SAs ]

8.2.3 IPSECSA’s

The IPSec SA’s status page shows the current active IPSEC security associations. Each IPSEC VPN tunnel
has IPSEC security associations for both inbound and outbound traffic.

Browse to STATUS = IPSEC > IPSEC SA’s
oignosics-Stas>sec>wsecsps

IPSec Status: Eroutes 0 -> 4

Outbound V1 SAs

| SPI |Eroute| Peer IP |Rem. selector|Loc. selector IE|ESP Auth |ESP Enc |IPCOMP |KBytes Delivered |KBytes Left |Time Left |Interface

eab40a4h |D |2].3.1.52.58.85 |].?2.].6.D.D.-"].6 |].92.].68.D.D.-"24 MN/A |MD5 |AES::].28} |N.-"A |U |D |903 |PPP 1 | Remove
Remove All

Inbound V1 SAs

| SPI |Eroute| Peer IP |Rem. selector|Loc. selector IE|ESP Auth |ESP Enc |IPCOMP |KBytes Delivered |KBytes Left |Time Left |Interface

e25e651a|(0 |2].3.1.52.58.85 |].?2.].6.D.D.-"].6 |].92.].68.D.D.-"24 M/A |MD5 |AES::].28} |N.-"A |D |D |903 |PPP 1 | Remove
Remove All

Outbound V2 SAs
List Empty.
Inbound V2 SAs

List Empty.
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8.2.4 Eventlog

You can also check the eventlog to see if the VPN tunnel establishes

Browse to DIAGNOSTICS - EVENTLOG.

15:59:16, 04 Jan 2010,Eroute 0 VPN up peer: DR6000

15:59:16, 04 Jan 2010,New IPSec SA created by DR6000

15:59:15, 04 Jan 2010, (2) IKE Notification: Initial Contact,RX

15:59:15, 04 Jan 2010,Event delay,Logger busy

15:59:15, 04 Jan 2010, (3) IKE Notification: Responder Lifetime,RX
15:59:15, 04 Jan 2010, (2) New Phase 2 IKE Session 213.152.58.85,Initiator
15:59:15, 04 Jan 2010, (1) IKE Keys Negotiated. Peer:

15:59:14, 04 Jan 2010, (1) New Phase 1 IKE Session 213.152.58.85,Initiator
15:59:14, 04 Jan 2010, IKE Request Received From Eroute O

15:59:14, 04 Jan 2010,Default Route 0 Available,Activation

8.3 Test the IPSEC Routing

When an IP packet is received by a VPN Responder/Client TransPort it must meet certain criteria for it to
be passed through the VPN tunnel. l.e. the source and destination IP address MUST match that of one of
the configured eroutes and IPSEC SA’s.

In brief, the VPN tunnel in this application note will pass data from network on subnet 192.168.0.0/24 to
network on subnet 172.16.0.0/16 and vice versa (see diagram on page 3).

Using the TransPort’s analyser trace we will see evidence of data being routed through the IPSEC VPN
Tunnel. In this example computer A (192.168.0.10) will ping Server B (172.16.0.10).

NOTE: The WR44 3G Router has been issued with a private (NAT’ed) IP address (10.16.33.234) from the
wireless network as is usually the case in the UK. Hence NAT Traversal is being used.

To view the analyser trace browse to DIAGNOSTICS - ANALYSER = ANALYSER TRACE.
Items of particular interest have been highlighted in red in the decoded IP packets.

The WR44 VPN Client receives a PING (echo request) on interface Ethernet 0 from computer A
(192.168.0.10), which is to be routed over the VPN tunnel to Server B (172.16.0.10).

————— 27-10-2005 11:36:19.810 ———=-

45 00 00 3C 9C 67 00 00 80 01 31 8D CO A8 00 0A E...eg..€.1R."
AC 10 00 0OA 08 00 41 5Cc 02 00 OA 00 61 62 63 64  ...... A..... abcd
65 66 67 68 69 6A 6B 6C 6D 6E 6F 70 71 72 73 74 efghijklmnopgrst
75 76 77 61 62 63 64 65 66 67 68 69 uvwabcdefghii

IP (In) From REM TO LOC IFACE: ETH O
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45

00

00 3c
9C 67
00 00

80

01

31 8D

CO A8 00 0A
AC 10 00 0OA
ICMP:

IP Ver:
Hdr Len:
TOS:
Delay:

Throughput:
Reliability:

Length:
ID:

Frag Offset:

Congestion:

TTL:
Proto:
Checksum:
Src IP:
Dst IP:

Type:
Code:

Checksum:

4
20

Routine
Normal

Normal

Normal

60

40039

0

Normal

May Fragment
Last Fragment
128

ICMP

12685
192.168.0.10
172.16.0.10

ECHO REQ
0
16732

The PING is passed to the PPP 1 interface for routing over the wireless network.

————— 27-10-2005 11:36:19.810 -----

45 00 00 3C 9C 67 00 00 7F 01 32 8D CO A8 00 0A E...ed....2R."~
AC 10 00 0OA 08 00 41 5C 02 00 OA 00 61 62 63 64  ...... A..... abcd
65 66 67 68 69 6A 6B 6C 6D 6E 6F 70 71 72 73 74 efghijklmnopgrst
75 76 77 61 62 63 64 65 66 67 68 69 uvwabcdefghi

ER
45

00

00
9C

0 From LOC TO REM

3C
67

IP Ver:

Hdr Len:
TOS:

Delay:
Throughput:
Reliability:
Length:

ID:

IFACE: PPP 1
4

20

Routine
Normal
Normal
Normal

60

40039
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00 00 Frag Offset: 0
Congestion: Normal
May Fragment
Last Fragment
7F TTL: 127
01 Proto: ICMP
32 8D Checksum: 12941
CcO0 A8 00 0A Src IP: 192.168.0.10
AC 10 00 0A Dst IP: 172.16.0.10
ICMP:
08 Type: ECHO REQ
00 Code: 0
41 5C Checksum: 16732

The PING is then encapsulated in a UDP IKE FLOAT (NAT-Traversal) Packet.

Note: the source IP addresses of the NAT-Traversal packet is that of the WAN interface of
VPN Client (10.16.33.234) and the destination IP address 1is that of the WAN Interface of
the VPN Responder (213.152.85.8).

————— 27-10-2005 11:36:19.820 -----
45 00 00 80 00 OE 00 00 FA 11 84 77 OA 10 21 EA E..€....... w
D5 98 3A 55 11 94 11 94 00 6C 00 00 B1 40 BB 91 u.”.”.1 >
00 00 00 OE 25 5E 10 DD B5 4E D7 EC 95 23 D9 10  ....... YUN. 1
64 BB 73 7F 94 89 CF 63 2F 0C D1 00 FE 04 A7 BB d»s.”.Ic..N....»
FO 35 66 D5 54 FC 71 C7 C7 2F FE B8 05 E5 F4 49 .5f.T.9CC..,.4.T
FO E2 76 80 40 D6 D3 DD 30 DC AF 23 1A 6B 74 FO .av€..ovou. . .kt.
0C €9 70 73 99 62 B4 7C 46 35 E1 06 3C 8E E6 1E .Eps.b".F5...Z=a.
44 A6 8D OA D4 DF 09 B4 64 6C F6 AF 3F 42 61 58 D.®.... dl...Bax
IP (Final) From LOC TO REM IFACE: PPP 1
45 IP Ver: 4

Hdr Len: 20
00 TOS: Routine

Delay: Normal

Throughput: Normal

Reliability: Normal
00 80 Length: 128
00 OE ID: 14
00 00 Frag Offset: 0

Congestion: Normal
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May Fragment

Last Fragment

FA TTL: 250

11 Proto: UDP

84 77 Checksum: 33911

0A 10 21 EA Src IP: 10.16.33.234

D5 98 3A 55 Dst IP: 213.152.85.8
UDP:

11 94 SRC Port: IKE FLOAT (4500)
11 94 DST Port: IKE FLOAT (4500)
00 6C Length: 108

00 00 Checksum: 0

The WR44 VPN Client receives a NAT-Traversal packet on interface PPP 1 from the DR6410
MKII VPN Responder (213.152.85.8).

————— 27-10-2005 11:36:20.430 -----

45 00 00 80 00 OD 00 00 E8 11 96 78 D5 98 3A 55 E..€...... -X...U
0A 10 21 EA 11 94 11 94 00 6C 00 00 03 F4 6E 4E  ..... ... N
00 00 00 OD BC FO 60 OA 6E 80 OF 7E 67 ED 69 DA SRS 7 L P« T I
4A 1D B4 87 15 3A A4 E8 EB 4F 09 FE C7 41 54 99 J. ...®..0..CAT.
98 B3 CC 1F 49 98 ¢Db 31 72 D7 DF E1 D7 33 D3 E6 L31.1.11r....302
71 72 03 A6 EO 32 C4 AD 1B 68 13 AF 43 2B 8B DC gr..a2A..h..c.«<U
E3 1C 7F CD 4C 13 70 FD 6A E9 BE A0 F6 F7 A3 3B SR o H T I S
F2 38 03 FA F2 C¢7 01 B9 58 3A 78 D2 0D 93 4C 17 .8...C."X.x0.“L.
IP (In) From REM TO LOC IFACE: PPP 1
45 IP Ver: 4

Hdr Len: 20
00 TOS: Routine

Delay: Normal

Throughput: Normal

Reliability: Normal

00 80 Length: 128

00 0D ID: 13

00 00 Frag Ooffset: 0
Congestion: Normal

May Fragment
Last Fragment
E8 TTL: 232
11 Proto: ubpP
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96 78
D5 98
0A 10
UDP:
11 94
11 94
00 6C
00 00
The wR44

3A
21

55
EA

Checksum:

Src IP:

Dst IP:

SRC Port:
DST Port:

Length:

Checksum:

38520
213.152.85.8
10.16.33.234

IKE FLOAT (4500)

IKE FLOAT (4500)

108
0

VPN Client un-packs the encrypted (ESP) packet from the NAT-Traversal packet.

————— 27-10-2005 11:36:20.430 -----
45 00 00 78 00 OD 00 00 E8 32 96 5F D5 98 3A
OA 10 21 EA 03 F4 6E 4E 00 00 00 OD BC FO 60
6E 80 OF 7E 67 ED 69 DA 4A 1D B4 87 15 3A A4
EB 4F 09 FE C7 41 54 99 98B B3 CC 1F 49 98 CD
72 D7 DF E1 D7 33 D3 E6 71 72 03 A6 EO 32 c4
1B 68 13 AF 43 2B 8B DC E3 1C 7F CD 4C 13 70
6A E9 BE A0 F6 F7 A3 3B F2 38 03 FA F2 C7 01
58 3A 78 D2 0D 93 4C 17
IP (In) From REM TO LOC IFACE: PPP 1
45 IP Ver: 4
Hdr Len: 20
00 TOS: Routine
Delay: Normal
Throughput: Normal
Reliability: Normal
00 78 Length: 120
00 OD ID: 13
00 00 Frag Ooffset: 0
congestion: Normal
May Fragment
Last Fragment
ES TTL: 232
32 Proto: ESP
96 5F Checksum: 38495
D5 98 3A 55 Src IP: 213.152.85.8
0A 10 21 EA Dst IP: 10.16.33.234

The Encrypted PING REPLY (Echo reply) 1is de-crypted.

55

E8
31
AD
FD
B9

n€..g.i.J3. ...
.0..CAT..3I.1.11
r....30eqr..a2aA.

.h..c.<0...IL.p.
.C.T

j.% .+f..
X.x0.“L.

8..

62



NOTE: The source IP address 1is that of Server B (172.16.0.10) and the destination IP
address is that of Computer A (192.168.0.10).

————— 27-10-2005 11:36:20.440 -----

45 00 00 3c 02 BO 00 00 7F 01
CO A8 00 OA 00 00 49 5C 02 00
65 66 67 68 69 6A 6B 6C 6D 6E
75 76 77 61 62 63 64 65 66 67

IP (Cont) From REM TO LOC

45 IP Ver:
Hdr Len:

00 TOS:
Delay:
Throughput:
Reliability:

00 3cC Length:

02 BO ID:

00 00 Frag Ooffset:
Congestion:

7F TTL:

01 Proto:

CC 44 Checksum:

AC 10 00 0A Src IP:

CO0 A8 00 0A Dst IP:

ICMP:

00 Type:

00 Code:

49 5C Checksum:

CC 44 AC 10 00 OA
0A 00 61 62 63 64
6F 70 71 72 73 74
68 69

IFACE: PPP 1
4

20

Routine
Normal
Normal
Normal

60

688

0

Normal

May Fragment
Last Fragment
127

ICMP

52292
172.16.0.10
192.168.0.10

ECHO REPLY
0
18780

efghijklmnopqrst
uvwabcdefghi

The PING REPLY 1is routed out of interface Ethernet 0 to Computer A (192.168.0.10).

----- 27-10-2005 11:36:20.440
45 00 00 3c 02 BO 00 00 7E 01 cD
CO A8 00 OA 00 00 49 5C 02 00 0A
65 66 67 68 69 6A 6B 6C 6D 6E OF
75 76 77 61 62 63 64 65 66 67 68

44 AC 10 00 OA
00 61 62 63 64
70 71 72 73 74
69

IP (Final) From LOC TO REM IFACE: ETH O

efghijkImnopqrst
uvwabcdefghi
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45

00

00 3c
02 BO
00 00

7E

01

CD 44

AC 10 00 0OA
CO A8 00 0OA
ICMP:

IP ver:

Hdr Len:
TOS:

Delay:
Throughput:

Reliability:

Length:
ID:

Frag Offset:

Congestion:

TTL:
Proto:
Checksum:
Src IP:
Dst IP:

Type:
Code:

Checksum:

4
20

Routine
Normal

Normal

Normal

60

688

0

Normal

May Fragment
Last Fragment
126

ICMP

52548
172.16.0.10
192.168.0.10

ECHO REPLY
0
18780

64



9 CONFIGURATION FILES

9.1 Digi Transport Configuration Files

This is the configuration file from the VPN Responder (DR6410 MklI) used in this application note.







This is the configuration file from the VPN Client (WR44) used in this application note.
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Digi Transport Versions

This is the firmware \ hardware information from the VPN Responder (DR6410 MKII) used in this
application note




This is the firmware \ hardware information from the VPN Client (WR44) used in this application note
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