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1.1 Outline

Layer 2 Tunneling Protocol (L2TP) can be used to tunnel layer 2 frames and thus provide remote access
to a private LAN.

IPsec is a standard for encryption and security; running L2TP over IPSEC can therefore provide secure
encrypted remote access to a private LAN. This is commonly known as a VPN or Virtual Private Network
connection.

Microsoft Windows XP ™ and Vista™ Windows 7™ provide a VPN client that is capable of running L2TP
over IPsec. This Application Note (AN) explains the procedure of configuring a TransPort to act as an
L2TP/IPsec VPN server for a Windows XP ™, Vista™ , Windows 7™ or Windows 10™ client.

This solution works even if the client does not have a public IP address, i.e. is connecting from a behind a
router running NAT.

Multiple remote hosts will open a VPN tunnel between themselves and the VPN server. L2TP will run over
the IPsec connection and the PPP connection will be negotiated over the newly established L2TP pipe.

The remote PCs will be running the Microsoft® Windows™ L2TP over IPsec VPN Client with a Dial-up
Networking connection to an ISP. This AN will also take the user through the Microsoft® Windows™
Connection Wizard.

NOTE: Although in this example the WR44v2 model is used, the same settings can be applied to all other
TransPort models (certain models may need the IPsec encryption software option to be enabled).
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1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product, and of the requirements for their specific
application.



This AN applies to: TransPort WR11/WR21/WR31/WR44

Models shown: TransPort WR44v2.

Other Compatible Models: All Digi TransPort products.

Firmware versions: 5.123 or later.

NOTE: This AN has been specifically rewritten for firmware release 5.123 and later but the
original AN was testing and working for routers running earlier firmware and the previous GUI.
Routers running earlier firmware will find that the screen shots do not accurately reflect what will
be seen on those older routers. Contact tech.support@digi.com if you require this document for
the older GUI.

Configuration: This AN assumes the devices are set to their factory default configurations. Most
configuration commands are only shown if they differ from the factory default.

Users have access to the TransPort command line interface (via serial port or telnet) and also the web
interface.

This AN applies only to:

TransPorts running the specified firmware version above (or newer) and factory default settings.

Client OS: Microsoft® XP™ SP1 or SP2 with correct registry settings (see Additional Assumptions)
or Windows Vista/Windows 7/Windows 8/Windows 10, default settings.

Client VPN: Microsoft® Windows™ L2TP IPsec VPN

Internet Connection:

PC is connected to an ISP that allows PPP dialup and allocates a public or “NAT’ed” (via Network Address
Translation) IP addresses with Internet access.

1.3 Corrections

Requests for corrections or amendments to this Application Note are welcome and should be addressed
to: tech.support@digi.com

Requests for new ANs can be sent to the same address.

1.4 Version

1.0 Published
1.1 Corrections and enhancement
1.2 Now supports server behind NAT
1.3 Now supports Vista

Added new section on using static
1.4

IPs
2.0 New Gui version 5.123 onwards


mailto:tech.support@digi.com
mailto:tech.support@digi.com

Updated screenshots and

2.1 instructions for new web interface,
rebranding (Jun 2016)

2.2 Added note for Windows 10

2 CONFIGURATION

2.1 Cellular WAN Configuration

The TransPort will act as the VPN server and will need to be connected to the public Internet to allow
clients to establish an IPsec and finally an L2TP connection. This can be any interface; this AN will
assume PPP 1 for cellular, but ADSL, Ethernet, ISDN, etc. are just as acceptable.

Enable IPsec on the WAN interface and then click the Apply button.

Configuration - Network > Interfaces > Mobile

Mobile Network Settings

¥ Enable NAT on this interface
" IP address '® IP address and Port

¥l Enable IPsec on this interface

| Keep Security Associations (SAs) when this Mobile interface is disconnected

Use interface | Default v | |D |f0r the source IP address of IPsec packets

¥ Enable the firewall on this interface

» Mobile Firmware (OTA) Update
b SIM Selection

b Advanced

b SMS Settings

2.2 LAN Configuration

Now assign an IP address and subnet mask to the Ethernet port. This is for the private LAN that the
remote client requires access to. The settings shown in italics are user dependent.

CONFIGURATION > NETWORK > INTERFACES > ETHERNET > ETH 0

Using the TransPort’s web interface, navigate to the above link and use this form to enter Ethernet 0
settings:

Setting Description

" <Description of Use something here that will be meaningful
Description « ”
Interface> to your setup, e.g. “AN21 Test LAN
IP Address <LAN_IP_Address> Ethernet 0 IP address
Mask <Subnet_Mask> Ethernet 0 subnet mask




Configuration - Network > Interfaces > Ethernet > ETH 0

*ETH O

Description:||AN21 Test LAN

Get an IP address automatically using DHCP
*' Use the following settings

IP Address:|/102,168.63.194

Mask: ||255,255,255.0

Gateway:

DMNS Server:

Secondary DNS Server:

Changes to these parameters may affect your browser connection

» Advanced
b QoS
P VRRP

Apply

Command line commands to achieve the above:

eth @ descr "AN21 Test LAN"
eth @ IPaddr "192.168.63.194"

2.2.1 Local LAN DHCP Configuration

If you do not intend to use DHCP on the local LAN, then the settings here can be cleared. If using DHCP
for the local LAN clients, then as the default LAN IP address range has been changed, the matching Eth 0

DHCP settings need to be changed too.

CONFIGURATION - NETWORK > DHCP SERVER > DHCP SERVER FOR ETHERNET 0

Using the TransPort web interface, navigate to the above path and use the form just below to enter Eth 0

DHCP settings, and then click the ‘Apply’ button:

IP Addresses 192.168.63.195
to 192.168.63.214
Mask 255.255.255.0
Gateway 192.168.63.194
DNS Server 192.168.63.194

The first free IP address in the range you wish
to allocate to DHCP users
The last free IP address in the range you wish
to allocate to DHCP users
Ethernet 0 subnet mask
Eth O IP Address
Eth 0 IP Address or address of the network



DNS server

Configuration - Network > DHCP Server > DHCP Server for Ethernet 0

w DHCP Server for Ethernet 0 - AN21 Test LAN

¥ Enable DHCP Server

IP Addresses:||192.168.63.195 | to |192.168.63.214 |

| | to | |

Mask:| 255.255.255.0

DMNS Server: |192. 1568.63.194

|
|
Gateway:|192.168.63.194 |
|
|

Secondary DMNS Server: |

Domain Mame: |

Lease Duration: days |D | hrs |D | mins

¥ wait for milliseconds before sending DHCP offer reply

O Duplicate Address Detection
L only send offers to Wi-Fi clients

DHCP Relay
Forward DHCP requests to: | |

b Advanced
¢ Advanced DHCP Options

Command line commands to achieve the above:




2.3 IPsec Tunnel Configuration

In this example, L2TP will connect across an established IPsec VPN tunnel, so first an IPsec Security
Association (SA) with an initiating peer will need to be established. This section contains the
configuration for all the initiating IPsec peers.

CONFIGURATION > NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC TUNNELS >
IPSEC 0

Using the TransPort web interface, navigate to the above path and use this form to enter IPsec settings:

Description

<Description of

Use something meaningful to your setup, e.g.

Interface> “L2Tp Eroute Vista and Win 7”
. Select PPP from the drop down box for the
f PPP .
Use interface Local LAN interface address
. Enter the instance number in the second box
Use interface 1

Use the following
security on this

Preshared Keys

for the Local LAN interface address

Select the radio button for the required

tunnel option
Remote ID * This will allow any ID to build a tunnel
Use <ENC> . .
encryption on this | AES (128 bit keys) Select the encryption type used for this
tunnel
tunnel
Use <.AU-I.-H> Select the authentication method to be used
authentication on SHA1 .
. on this tunnel
this tunnel
Renew the tunnel Oln?irr?s Set the period of time for SA to stay valid on
after this tunnel before rekey
0 secs
Renew the tunnel 250 Mbytes Enter 250 in the first box and select Mbytes in

after ... of traffic

the second box



Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0

w IPsec 0
Description :| LL2TP Eroute Vista and Win 7 ||

The IP address or hostname of the remote unit

Use | | as a backup unit
Local LAN Remote LAN
' Use these settings for the local LAN = Use these settings for the remote LAN
IP Address: IP Address:
Mask: Mask:
® Use interface | PPP |1 |‘ © Remote Subnet ID: |

Use the following security on this tunnel
O Ooff |®Preshared Keys| © XAUTH Init Preshared Keys ) RSA Signatures © XAUTH Init RSA

our ID:| |
OurIDtype ® IKEID ' FODN ©'User FQDN ' IPv4 Address
| Remote ID:* ”

Use| AES (128 bit keys) v |
Usel| SHAL v |[authentication on this tunnel
Use Diffie Hellman group | Mo PFS =

Use IKE to negotiate this tunnel
Use IKE configuration:

encryption on this tunnel

Bring this tunnel up
0 All the time
) Whenever a route to the destination is available
= On demand

If the tunnel is down and a packet is ready to be sent |drop the packet

Bring this tunnel down if it is idle for [0 |hrs o \mins 0 | secs
Renew the tunnel after
1 'hrs|o | mins 0 | secs

250 | MBytes v | of traffic

» Tunnel Negotiation
» Advanced

Expand the Advanced section, enter these additional values, and then click the ‘Apply’ button:

Setting \ Description

Select the relevant radio button to change
IPsec mode Transport the tunnel from Tunnel mode to Transport
mode

Allow <PROT> IP
protocol(s) in this UDP
tunnel

L2TP traffic is UDP only so we restrict the
tunnel to only carry this traffic

Remote TCP/UDP 1701 L2TP traffic only uses port 1701 so we restrict




port to this port only

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0

- Advanced
IPsec mode |® Transport] © Tunnel
Use Mo | AH authentication on this tunnel

Use compression on this tunnel

) Delete 545 when this tunnel is down

Replay detection window

) Delete Sas when Ethernet is not a VRRP master

) 3o out of service if automatic establishment fails

Disconnect the configured interface after D consecutive auto-negotiation failures

[ This tunnel can only use |Main AFN

[ Link tunnel with interface | PPP | |
Inhibit this IPsec tunnel when IPsec tunnels | |are up
Inhibit this IPsec tunnel unless IPsec tunnel | lis up

IKE negotiation source IP address is taken from the

® Interface
' Secondary IP address
O Interface | PPP o |

) Tunnel this IPsec tunnel inside another tunnel

NAT-Traversal Keepalive timer 20 | seconds
Allow IP protocol(s) in this tunnel
IP packets with ToS values | | must use this tunnel

Cnly tunnel IP packets with
lecal TCP/UDP port0
remote TCR/UDP porf1701
[ Insert remote subnet into routing table with metric

** |f 3DES/AES is not available as an option, the TransPort needs the “Encryption software” option.

*** SHAL is used by Windows Vista & Windows 7. If the client computer is Windows XP, set this to “MD5”.
If both XP and Vista machines are used, two eroutes will be needed please see next section.

Command line commands to achieve the above:
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eroute @ authmeth "PRESHARED"

eroute @ enckeybits 128

2.3.1 Optional IPsec (Windows XP) Tunnel Configuration

To enable this configuration to work with Windows XP, a second eroute must be configured. This is
because Vista is set by default to a higher encryption standard that is not supported by Windows XP.

CONFIGURATION > NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC TUNNELS >

IPSEC 1

Using the TransPort’s web interface, navigate to the above link and use this form to enter IPsec settings:

Description
Use interface

Use interface

Use the following
security on this
tunnel
Remote ID
Use <ENC>
encryption on this
tunnel
Use <AUTH>
authentication on
this tunnel

Renew the tunnel
after

Renew the tunnel
after ... of traffic

<Description of
Interface>

PPP

Preshared Keys

*

3DES

MD5

1 hrs
0 mins
0 secs

250 Mbytes

Use something meaningful to your setup, e.g.

“L2Tp Eroute XP”
Select PPP from the drop down box for the
local LAN interface address
Enter the instance number in the second box
for the local LAN interface address

Select the radio button for the required
option

This will allow any ID to build a tunnel

Select the encryption type used for this
tunnel

Select the authentication method to be used
on this tunnel

Set the period of time for SA to stay valid on
this tunnel before rekey

Enter 250 in the first box and select Mbytes in
the second box

11



Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 1

Description:“LZTP Eroute XP ”

The IP address or hostname of the remote unit

Use | | as a backup unit
Local LAN Remote LAN
' Use these settings for the local LAN ® se these settings for the remote LAN
IP Address: IP Address:
Mask: Mask:
@ Use interface | PPP vk || ' Remote Subnet ID: | |

Use the following security on this tunnel
O off  |® Preshared Keys| O XAUTH Init Preshared Keys O RSA Signatures O XAUTH Init RSA

Our ID:| |
OurIDtype ® [KEID CFQDMN  ©'User FQDN O IPv4 Address
Remote 1D}~ |

encryption on this tunnel

Use|[3DES v
Use authentication on this tunnel
Use Diffie Hellman group | Mo PFS -

Use IKE to negotiate this tunnel
Use IKE configuration:

Bring this tunnel up
2 All the time
' Whenever a route to the destination is available
® On demand

If the tunnel is down and a packet is ready to be sent |drop the packet v
Bring this tunnel down if it is idle for |0 ‘hrso | mins o | secs
Renew the tunnel after

1 ‘hrs o | mins o |secs

250 MBytes * | of traffic

» Tunnel Negotiation
¢ Advanced

Expand the Advanced section, enter these additional values, and then click the ‘Apply’ button:

Setting Description

Select the relevant radio button to change
IPsec mode Transport the tunnel from Tunnel mode to TransPort
mode

Allow <PROT>IP L2TP traffic is UDP only so we restrict the

hi DP . .
protocol(s) on this U tunnel to only carry this traffic
tunnel
Destination 1701 L2TP traffic only uses port 1701 so we restrict
TCP/UDP port to this port only

12



Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 1

+ Advanced

IPsec mode ETranspurt O Tunnel

Use |Mo v | 4H authentication on this tunnel

Use compression on this tunnel

[ Delete SAs when this tunnel is down

Replay detection window

[ Delete SAs when Ethernet is not a VRRP master

[ Go out of service if automatic establishment fails

Disconnect the configured interface after D consecutive auto-negotiation failures

U This tunnel can only use | Main APN -

[ Link tunnel with interface | PPP o |
Inhibit this IPsec tunnel when IPsec tunnels | | are up
Inhibit this IPsec tunnel unless IPsec tunnel | lis up

IKE negotiation source IP address is taken from the

= Interface
2 Secondary IP address
© Interface | PPP o |

[ Tunnel this IPsec tunnel inside another tunnel < / div>

NAT-Traversal Keepalive timer 20 | seconds
Allr:rwIP protocol(s) in this tunnel
IP packets with ToS values | | must use this tunnel

Only tunnel IP packets with

local TCP/UDP port]|0
remote TCP/UDP port]1701

) Insert remote subnet into routing table with metric

NOTE: The only differences between this tunnel and the previous one are the ESP Encapsulation method
and Auth Algorithm.

Command line commands to achieve the above:

13



2.4 Configure the TransPort L2TP settings for multiple sessions

L2TP will provide a tunnel through which a logical PPP connection can be established. When the
TransPort is configured to be an L2TP Server, it listens on UDP port 1701 and terminates L2TP
connections. It then only allows PPP frames to be passed in the L2TP “tunnel” between the TransPort
and the PC. Asthere is a need for multiple L2TP sessions, multiple L2TP instances will need to be
created. In this AN, ten L2TP instances (0-9) will be configured.

CONFIGURATION - NETWORK > VIRTUAL PRIVATE NETWORKING (VPN) > L2TP > L2TP 0

Using the TransPort web interface, navigate to the above link to enter the L2TP settings, and then
continue configuring the nine remaining L2TP instances from 1-9.

Act as a listener . Sets L2TP 0 to Listen on UDP port 1701
Ticked
only (L2TP)
Enable Server . Sets L2TP 0 to be an L2TP Server, not
Ticked -
mode initiator

Configuration - Network > Virtual Private Networking (VPN) = L2TP = L2TP 0O

[ 2TP O

4| Act as a listener only
#| Enable Server mode

Initiate connections to

Use as a backup
Bring this tunnel up ® All the time
On demand
Ering this tunnel down if it is idle for o hrs |0 mins |0 SeCs

L2TP Window Size|4 -
Route UDP packets over interface Auto T |0

Source Port ® Normal ariable
Mame:
Authentication @ Off
Secret
¢ Advanced
Apply

Command line commands to achieve the above:

12tp © listen ON
12tp © swap_io ON

Command line commands to complete the setup for the other 9 L2TP instances:

12tp 1 listen ON
12tp 1 swap_io ON
12tp 2 listen ON
12tp 2 swap_io ON
12tp 3 listen ON
12tp 3 swap_io ON

14



12tp
12tp
12tp
12tp
12tp
12tp
12tp
12tp
12tp
12tp
12tp
12tp

OOV NNOTOUVTUT D

2.5

listen ON
swap_io ON
listen ON
swap_io ON
listen ON
swap_io ON
listen ON
swap_io ON
listen ON
swap_io ON
listen ON
swap_io ON

Configure the TransPort PPP Settings

PPP frames passed up from the L2TP layer will be terminated by a PPP instance. Again, as there is a need
for multiple PPP sessions, multiple PPP instances will need to be configured. In this AN, PPP instances
10-19 will be configured.

CONFIGURATION - NETWORK > INTERFACES > ADVANCED > PPP 10 -19> PPP 10

Using the TransPort web interface, navigate to path above and then click the ‘Load answering defaults’

button:

Configuration - Network > Interfaces > Advanced = PPP 10 - 19 = PPP 10

* PPP 10

Load answering defaults

Load dialling defaults

Once the answering defaults have been loaded, which can be confirmed by looking for the “Answering
config loaded” message to the right of the buttons, enter the L2TP configuration detailed below:

Description

This PPP interface
will use
This PPP interface
will use
Use <IPADDRESS>
as the local IP
address for this
router
Attempt to assign
the following IP
configuration to
remote devices
Assign remote IP
addresses from
<IP_Address1>to
<|P_Address2>
Allow this PPP
interface to

<Description of

Interface>

L2TP

<ETH_0_IP_Address>

Ticked

*<|P_Address>

Ticked

Use something meaningful to your setup, e.g.

“L2TP 0 Dial in Interface”

Select from the drop down menu

Enter L2TP instance into the right hand box

The address that this PPP interface will use

Enable remote dialup user IP assignment

Both values will be the same address in this
project - choose a free address in your IP
addressing schema

When enabled, causes the PPP instance to
answer an incoming call

15



answer incoming
calls
Close PPP
connection ... if it
has been idle for

0 hrs
0 mins
0 secs

Remove any values in these boxes so the
connection never times out

16



Configuration - Network > Interfaces > Advanced > PPP 10 - 10 > PPP 10

v PPP 10
| Load answering defaults | | Load dialling defaults |

Descﬁptiohtllm 0 Dial in Interface i]

This PPP interface will use| L2TP v | }o |

Dial out using :; |
numbers:

Prefix: | | to the dial out number

Usermname! | |
Password: | |
Confirm password: | ]

© Allow the remote device to assign a local IP address to this router
© Try to negotiate to use | | as the local 1P address for this router

® Use [192.iss.53.194 | ag the local IP address for this router (i.e. not negotiable)
Use magk 255.255.255.255 | [for this interface

Use the following DNS servers if not negotiated
Primary DNS server: |

Secondary DNS server: |

DNS Port: 0 )

¥ Attempt to assign the following 1P
Assign remote 1P addresses fro
Primary DNS server:

Secondary DNS server: |

192.168.63.100 | to[192.168.63.100

Request packet data connection

Allow this PPP interface to answer incoming calls
Only allow calling numbers
ending with |

Close the PPP connection
after 0 seconds

if it has been up?a"g | minutes in a da
if it has been idle for|j0 | hrs | mins 0 ] secs
Alternative idle timer for static routes 0 | seconds

if the link has not received any packets for lo j seconds

if the negotiation is not complete in b N | seconds

—

' Enable NAT on this interface
Enable IPsec on this interface
Enable the firewall on this interface

Remote management access: | No restrictions ¥

» Mobile
» Advanced
» PPP Negotiation

» QoS

| Apply

The windows client will use 1400 for the MRU on this link, so we need to match this on our end. Expand
the ‘PPP Negotiation’ section, enter the following settings, and then click the ‘Apply’ button:

17



Desired local MRU 1400 Set the local MRU for the connection
Desired remote

MRU 1400 Set the remote MRU for the connection

Configuration - Network > Interfaces > Advanced > PPP 10 - 19 > PPP 10 > PPP Negotiation

* PPP Negotiation

Restrict the negotiation time to |80 seconds

Disconnect if the remote requests an IP address

Desired local ACCM:  |0x00000000 Desired remote ACCM: |OxffFFFfff

Desired local MRU: 1400 bytes Desired remote MRU: |1400 bytes

The settings shown in italics are user dependent.

NOTE #1: The “Assign remote IP addresses from <IP_Address1>to <IP_Address2>" setting specifies the
IP address that will be assigned to the remote client for each PPP instance (see Note #2 just below). This
should therefore be different for each PPP instance that you configure. In this example, an IP address on
the same subnet as the private LAN has been chosen. You must ensure that no other hosts on the private
LAN use this address. It is possible to assign an address to the remote clients that are in a different
subnet to that of the private LAN. However, if you choose to do this, any hosts on the private LAN will
need to use the TransPort as the gateway for this subnet.

If you do choose to assign an IP address to the remote client that is on the same subnet as the TransPort
local LAN, then you can choose whether broadcast packets should be routed to the remote unit by
setting the advanced PPP parameter “Forward IP broadcasts over this interface if this interface is on the
same IP network as an Ethernet interface” as appropriate (ticked for on, unticked for off). The default
and recommended value is NOT to forward broadcasts.

The advantage of forwarding broadcasts is that software features that make use of broadcast packets
(such as browsing for work groups and PCs through the “Entire Network” in Windows Explorer) should
work. The disadvantage is that an excessively large amount of traffic could be sent over the VPN tunnel
thus rendering it expensive and/or slow.

NOTE #2: This address can (not must) be an address in the LAN subnet. The address must not be in
used by another device on the same subnet as the TransPort LAN. If an address on the LAN subnet is
chosen, the TransPort will use proxy ARP and so no routing changes will be required to any devices on
the LAN.

A user can be associated with a static address for their username and this is done by allocating an IP
under the user setup for access in the next section.

The Windows VPN properties can be configured to manually specify the IP address that each PCwilluse
when connectingin to the TransPort. Forexample, ifthere are multiple answering PPPinstances and
multiple PCs connectinginand each PC mustuse aspecificIP address, ratherthan the address from the
pool, the TransPort is configured with on each PPP instance. If this is required, see the
section titled “

18



Manually specifying a Windows client IP address”.

Each answering PPP instance needs to be associated with a different answering L2TP instance.
The suggested Layer 1 interface settings for this AN are:

PPP 19 - L2TPinstance 9

PPP 18 & L2TP instance 8

PPP 17 & L2TPinstance 7

PPP 16 - L2TP instance 6

PPP 15 - L2TP instance 5

PPP 14 > L2TP instance 4

PPP 13 - L2TP instance 3

PPP 12 - L2TP instance 2

PPP 11 - L2TPinstance 1

PPP 10 - L2TP instance 0

Command line commands to achieve the above:

19



Command line commands to complete the setup for the other nine PPP for L2TP Dial in interfaces (11-19)
can be found in Section 5.1.

2.6 Server GUI Access, Preshared Key and Remote Users Configuration

2.6.1 Administration User Setup
CONFIGURATION - SECURITY > USERS > USER 0 - 9 > USER 1

As this project involves configuring a unit to be on a public address, it is highly recommended that you
use the firewall and change the default username and password. Navigate to the path above and change
the following values:

Itis recommended that you change this to
something unique
It is recommended that you change this to
something unique and hard to guess
Confirm Password | <Admin_User_Password> | Confirm the password in the section above

Username <Admin_User_Name>

Password <Admin_User_Password>

Configuration - Security > Users > User 0 -9 > User 1

+ User 1 - username

Username:| AM21AdminUser
Password:||ssssssss

Confirm Password:| | sessssss

Access Level: | Super ¥

¢ Advanced

Apply

2.6.2 Preshared Key Setup
CONFIGURATION - SECURITY > USERS > USER 10 - 14 > USER 14

The last user instance will need to be configured with the IPsec preshared key. Navigate to the last user
instance (choose the last one if there are more than 14) to enter and confirm the preshared key, then
expand the ‘Advanced’ section and untick the ‘Allow this user to log in over a PPP network’ option:

Wild card to allow any remote VPN client

Username *
access
Password <shared_secret_key> | Pre-Shared Key remote VPN Client will use
Confirm Password | <shared_secret_key> | Pre-Shared Key remote VPN Client will use
Access Level None Users knowing this password will not be
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allowed to log on to administer the

TransPort
Allow this user to This will prevent users gaining access to the
login over a PPP Unticked network with any username and the
network preshared key as the password

Configuration - Security > Users > User 10 - 14 > User 14

w User 14

Username:
Password:|ssssssss

Confirm Password:||esssssss

Access Level:| None v

¥ Advanced
|:| Allow this user to log in over a PPP network
Use this number when PPP dial-back is required for this user
Alternate IKE Key:
Confirm Alternate IKE Key:
Remote Peer IP address:
Remote Peer IP subnet:
Remote Peer IP subnet mask:
Fublic Key file: v
Default WEB page:

| Apply

Command line commands to achieve the above:

user 14 name "*"

user 14 password "shared_secret_key"
user 14 access 4

user 14 dun_en OFF

2.6.3 Remote User Configuration
CONFIGURATION - SECURITY > USERS > USER 0 - 9 > USER 9

Good network security practice would dictate that you will need to setup at least one user for each
remote access L2TP user instance available. You may then remove access to an individual without
having to get all other users to change their settings (please note that the TransPort can support RADIUS
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or TACACS+ for remote user authentication). In this project, we are setting up seven instances so the
seven users 3 through 9 can be configured:

Configuration - Security > Users > User 0 -9 > User 9

* User 9
Username:||Remote_User_1
Password:| ssssssss
Confirm Password:|sessssss
Access Level:| None v
¢ Advanced
Apply

You can assign remote users for general access for the L2TP tunnels to users 3 through 9.

NOTE: This password field represents the password that the end user will input into the Windows PC
client, which should be different than the password for the “*” user, which is the preshared key.

2.6.4 Remote User with Static IP Assignment
CONFIGURATION - SECURITY > USERS > USER 0 - 9> USER 2

A remote user can be allocated a static remote IP addresses so that they always have the same IP when
they connect. This assignment overrides the PPP configured IP assigned in the configuration step above
upon connection. We set the user so that they have no CLI or GUI access by setting the Access Level to
‘None’; this doesn’t affect whether the user can access the L2TP tunnel. In the following configuration,
the remote user will receive the IP allocation 192.168.63.10. This user will be used to access the project
in the testing section in Section 3.
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Configuration - Security > Users > User 0 - 9 > User 2

* lUser 2

Username: |Remote_User_Static
Password: |esssssse
Confirm Password: |[ssssssss

Access Level: | None ¥

* Advanced

¥ Allow this user to log in over a PPP network

Use this number when PPP dial-back is required for this user
Alternate IKE Key:

Confirm Alternate IKE Key:

Remote Peer IP address:||192.168.563.10
Remote Peer IP subnet:||255.255.255.255

Eemote Peer IP subnet mask:
Public Key file: v
Default WEE page:

Apply

NOTE: This password field represents the password that the end user will input into the Windows PC
client, which should be different than the password for the “*” user, which is the preshared key.

2.7 L2TP Server behind NAT Windows Configuration

In the special case of the TransPort L2TP/IPsec Server being behind NAT, it is necessary to create the
following case sensitive DWORD registry key and set the value to “2”.

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\IPsec\AssumeUDPEncapsulationCont
extOnSendRule

http://support.microsoft.com/kb/885407/

2.8 Configure VPN Connection on Vista/Windows 7, running L2TP Client

L2TP will run over an IPsec connection between the PC and the TransPort. This in turn will run over the
PC’s existing ISP connection. As there is a need for multiple L2TP sessions, from multiple remote PCs, this
procedure will need to be replicated on as many remote PCs as needed.

Open Control Panel -> Network and Sharing Center:
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Within it Select Set up a connection or network. This will bring up the Set Up a Connection or

Network wizard:

@ %" Set up a connection or network

Choose a connection option

Connect to the Internet

Set up 3 wireless router or access point
Set up a new wireless network for your home or small business.

/= Setup adial-up connection
“ Connect through 3 dial-up connection to the Intemet.

Connect to a workplace
Set up 3 dizl-up or VPN connection to your workplace,

\ML

Set up a wireless, broadband, or dial-up connection to the Intemet.

[ Net || cance |

Select Connect to a workplace:
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o) ® &=
@ % Connect to a workplace

Do you want to use a connection that you already have?

@ MNo, create a new connection

() ¥es, I'll choose an existing connection

RemoteUpdate

Systemns ISDN Device

| Next ][Cancd]

If prompted to use an existing connection or not, select No, create a new connection and click Next:

@ v Comedhawod?lue

How do you want to connect?

2 Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

.

< Dial directly
Connect directly to a phone number without going through the Internet.

N B

What is 3 connection?

Select Use my Internet connection (VPN):



=i
e
@ ¥ Connect to a workplace

Type the Internet address to connect to

Your network administrator can give you this address,

VlEx-‘arr;plv'::Comoscn.n:orru or 157.54.0.1 or 3ffe:1234::1111)
Destination name: @nection >

Intemet address:

|Use a smart card

¥ | Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

@nnect now; just setitup solcan @

Cancel |

Type the Internet address of the TransPort in the Internet Address box. The Destination Name labels
the connection for your use - it does not affect how the VPN works. The only other thing to tick is “Don’t
connect now, just set it up so | can connect later”. Make sure the others are unticked.

Hit Next:

@ ©* Connect to a workplace

Type your user name and password

User name: |

Password:

[] Show characters

[ Remember this password

Domain (optional):

[ Create ][ Cancel }

Put the appropriate Username and Password in and optionally select Remember this password.
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NOTE: This password field represents the password specific to the username in question. This password

is different than the preshared key (the password for the * user).

Click Create:

r .
o B ]
@ % Connect to a workplace

The connection is ready to use

A

T

< Connect now

Close

Click Close, open the Properties of the new network connection and select the Security tab:
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F ¥PN Connection Properties il

.Generall Optiohs  Sectrity | Netwnrkingl Sharingl
Type of WPH:
ILa_I,Ier 2 Tunneling Protocol with IPzec [L2TPAPSec) j

| Advanced zettings I

Data encryption:

IHequire encryption [dizconnect if server declines] j

— Authentication
" Use Extenzible Authertication Pratocaol [E&4P)

| )
Froperties |

& &llow these protocals

[ Unencrypted password [P4F)
¥ Challenge Handshake Authertication Pratocol [CHAR)
W Microzoft CHAP Yersion 2 [(MS5-CHAR +2)

[ automatically uze my Windows logan name and
pazzwiord [and domain, if any)

[k | Cancel |

Set Type of VPN to Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec).
Click the Advanced Settings button:

Advanced Properties x|

L2TP |

{* Use preshared key for authentication

ke |
™ Use certificate For aukhentication

¥ | Werify the Mame and Usage attributes of the server’s certificate

Ik I Cancel

Select Use preshared key for authentication and input the shared key in the Key field. The Preshared
key is the password of the “*” user that was setup earlier on the TransPort.

Click OK then click OK again to save the settings.

Double-click on the connection to activate it. If the password was not saved in the earlier step, it will
need to be re-entered.
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2.9 Configure VPN Connection on Windows 8 running L2TP Client

L2TP will run over an IPsec connection between the PC and the TransPort; this in turn will run over the
PC’s existing ISP connection. As there is a need for multiple L2TP sessions, from multiple remote PCs,
this procedure will need to be replicated on as many remote PCs as needed.

Open Control Panel -> Network and Sharing Center. Within it, select Set up a connection or network.
This will bring up the Set Up a Connection or Network wizard:

i Mibwaik snd Inteimasl + Metwerk ahd Shaiing Ciner .
View your basic network information and set up connections
Cential Parsl Harms

Weiw your estive neteerk
Change adepier settmgs

Change advanced sharing Acoess type Infernet
sethings Public network Comnections: aaf 'Wi-F

Change yo

fiGs et up 2 new conmection or network

Set up a broadband, deal-up, oo VPN connection_af sef up & router or sccess point,

= Troubleshoot pres %
-] mib koot prodbe

Dizgrose and repair network problems, or get troubleshooting information.

Homeioup
Inbarest Dgtians

‘Windows Firewall

Select Connect to a Workplace:

Choose a connection option
'{0 Connect to the Internet

’ff‘. Set up a new network

!

:. Manually connect to a wireless network
ag, Connectto s hidden net or Creste

udde 4 ne reless profile

- SERConnect to s wirkplace
Set up » diak up or VPN connection to your warkplace
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Select Use my Internet connection (VPN):

How do you want to connect?

Connect using a virtual private network (VPN) connection through the Internet.

& Dial directly
Connect directly to a phone number without going through the intemnet.

Type the Internet address of the TransPort in the Internet Address box. The Destination name labels the
connection for your use. It does not affect how the VPN works.

Type the Internet address to connect to

Your network administrator can grve you this address.

Internet address: ExampleContoso.com or 157.540.1 or 312341111

Destination name: @

[[]Use a smart card

|#] Remember my credentials

% [ ] Allow other people to use this connection
This option allows snyone with access to this computer to use this connection.

Hit Create. The new connection will appear on the sidebar. Do not hit Connect now.
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Right-click on the VPN Connection and chose View Connection Properties. Select the Security tab, set

the Type of VPN to L2TP IPsec VPN, and then click the Advanced Settings button.

Genersl | Opbors Secu®y  Netwodong - Shasng

Typs ol AZN
- 2Tmﬁum@lw@ v

Data enceypsion
Opbonal encryption (connect even £ no encnpion) v

Authertication
Use Bxdensble Authenticanon Protocol (EAP)

& Mlow thess grotocols

[ Unencrypted password (FAP)

[ Challenge Handshake Authertication Protocol (CHAP)
| Microsoft CHAP Version 2 (MSCHAP v2)

[] Automaticaly use my Windowa logon name and
passwoed (and domain, 1 any)

Select Use preshared key for authentication, put the shared key in the Key text box, click OK, and then

click OK again to save the settings.

Advanced Properties =
Lz

9 Use preshared key for authenticaton

o S——

Use gertficate for authenticazon
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You can then go back to the side bar, select the connection, click Connect and enter the username and

password:

Sign-in

2.10 Windows 10 additional settings

For Windows 10, follow the Windows 8 settings above. However, an additional option is required.

A W N

)
)
)
)
)

Ul

Right-click on the VPN Connection and chose View Connection Properties

Go to Options, then “PPP Settings” check all 3 boxes and click OK

Go back to the Connection Properties, go to Security and click on Advanced Settings
Make sure the password/pre-shared key is configured

Under Data Encryption, make sure to select: Require Encryption (disconnect if server
declines)

Check “Allow these protocols” and check “Challenge handshake Authentication Protocol
(CHAP) and Microsoft CHAP Version 2”

Click OK
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2.11 Configure VPN Connection on Windows XP running L2TP Client

L2TP will run over an IPsec connection between the PC and the TransPort. This in turn will run over the
PC’s existing ISP connection. As there is a need for multiple L2TP sessions, from multiple remote
PC’s, this procedure will need to be replicated on as many remote PCs as needed.

Note: The following configuration is for Windows XP. Windows Vista is very similar.

From the ‘Start’ Menu navigate to Settings - Network Connections - Create New Connection to
open the New Connection wizard.
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New Connection Wizard

Welcome to the New Connection
@ Wizard

This wizard helps you:

¢ Connect to the Intemet.

* Connect to a private network, such as your workplace
network.

* Set up a home or small office network.

To continue, click Next.

Cancel ]

Click Next, select Connect to the network at my workplace from the list, and then click Next
again.

New Connection Wizard

Network Connection Type
What do you want to do?

() Connect to the Internet
Connect to the Inteme an browse the Web and read email.

() Set up a home or small office network
Connect to an existing home or small office network or set up a new one.

(O Set up an advanced connection

Connect directly to another computer using your senal, parallel, or infrared port, or
set up this computer so that other computers can connect to it.

[ < Back (][ Nexm Cancel ]

Select Virtual Private Network connection from the list and click Next. Now give the VPN
connection a name .i.e. “L2TP Connection” and click Next.

New Connection Wizard

Network Connection
How do you want to connect to the network at your workplace?

Create the following connection:

(O Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
k (1SDN}-phene-tne.

Coni network using a virtual private ne

nect to the work [VPN) connection over the
nietrmes:

< Back l Next > [ Cancel
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New Connection Wizard

Connection Name
Specify a name for this connection to your workplace.

Type a name for this connection in the following box.

Company Name

L2TP Connectior{

For example, you could type the name of your workplace or the name of a server you
will connect to.

[ <§ackK]L Mext)/]p Cancel ]

New Connection Wizard

Public Network
Windows can make sure the public network is connected first.

Windows can automahcaily dial the initial connection to the Intemet or other public
g the virtual connection.

[ < Back I[ Next > ][ Cancel ]

Now add the Public IP address given to the TransPort WAN interface to the ‘Host name of Domain
name’ field and click Next, then finally click Finish.

New Connection Wizard
VPN Server Selection
What is the name or address of the VPN server?

Type the host name or Intermet Protocol (IP) address of the computer to which you ar
connecting. New Connection Wizard

Host name or IP address (for example, microsoft.com or 157.54.0.1 ).

Completing the New Connection

@ Wizard

You have successfully completed the steps needed to
create the following connection:

L2TP Connection
* Share with all users of this computer

The connection will be saved in the Network
Connections folder.

[“]/24dd a shortcut to this connection to my desktop:

[ <Eack(][ Next >

To create the connection and close this wizard, click Finish.

[ <Back( || Fmishj[} Cancel |
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Now some additional settings have to be changed to allow the VPN connection to use IPsec to reach the
TransPort. Click on Properties and then the Security tab, now select IPsec settings, tick the ‘Use
pre-shared key for authentication’ option and add in the Pre_shared_key defined in 2.6.2, now the click

OK once again.

& | 2TP Connection Properties

Connect L2TP Connection

| General | Options | Secuiity | Networking | Advanced |

Security options
® Typical [recommended settings}
Validate my identity as follows:

| Require secured password v

[[] Automatically use my Windows logon name and
password (and domain if any)

User name: [usermame Require data encryption (disconnect if none)

Password: CLTTLITE | O Advanced (custom settings)

[] Save this user name and password for the following users:

IPSec Settings...

[ Connect ][ Cancel K[ Properties H Help ]

IPSec Settings (&3]

[ OK ] [ Cancel ]




Select the Networking tab, from the list under Type of VPN select ‘L2TP IPsec VPN’ and click OK.

# | 2TP Connection Properties (E3[L3)

General | Options | Security | Networking | Advanced

L e —— e T

L2TP IPSec VPN

Settings

This connection uses the following items:

= Intetnet Protocol (TCP/IP)

File and Printer Sharing for Microsoft Networks
g Client for Microsoft Networks

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

(OK | [} cancel |

To activate the connection, put the appropriate Username and Password in, optionally select
Remember this password, and then click the Connect button.

NOTE: This password field represents the password specific to the username in question. This password
is different than the preshared key (the password for the * user).

2.12 Windows 2000/XP Additional Settings

The ProhibitlpSec registry value if present must NOT be set to 1 in any Windows 2000-based endpoint
computer of a L2TP/IPsec connection. This registry value prevents the automatic filter for L2TP/IPsec
traffic from being created. When the ProhibitlpSec registry value is set to 1, your Windows 2000/XP
computer does not create the IPSEC connection before initiating the L2TP tunnel.

To check the ProhibitlpSec registry value, follow these steps:

Start Registry Editor.
2. Locate and then click the following registry subkey:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Rasman\Parameters
3. Check if the prohibitipsec value exists.

4. Ifitexists either delete the key or ensure itis set to 0 and not 1.
5. Quit Registry Editor, and then restart the computer.

Warning If you use Registry Editor incorrectly, you may cause serious problems that may
require you to reinstall your Operating System. Use the Registry Editor at your own risk.
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2.13 Manually specifying a Windows client IP address

This section is optional and not required in normal circumstances. Only complete this section if there are
multiple answering PPP instances for incoming L2TP connections & each PC is required to always use the
same IP address regardless of which PPP instance it is answered by.

In the Windows VPN connection properties, click on the Networking tab. Double click on the option
“Internet Protocol Version 4 (TCP/IPv4)”.

" 4 VPN test Properties 7 | Protoco 4 (TCP/IPv4) Properties

—]

You can get IP settings assigned automatically  your network
supports this capabilty. Otherwise. you need to ask your network
administrator for the appropaate IP settings

This connection uses the following tems Obtain an IP address automatically
M -2 Intemet Protocol Version 6 (TCP/IPVE) ] ® Use the folowing IP address

S

© Use the following DNS server addresses

Preferred DNS server: Q

Aremate DNS server

Transmission Control Protocol/intemet Protocol. The defaut
wide area network protocol that provides communication
across diverse interconnected networks

Lok J[ Conce ]

Configure the IP address and DNS server that the TransPort will use for this L2TP connection. In this
example, the IP address configured would be 192.168.63.10 and the DNS sever would be
192.168.63.194. These values are taken from the configuration in Section 2.6.4, but have been specified
manually in the Windows client.

Click OK.
Click OK again to save the settings.

The TransPort also needs configuring so it doesn’t try and allocate an IP address to the Windows client
from its pool of addresses configured on the answering PPP instance. In this example, the following
configuration would need completing on PPP instances 10 through 19.

CONFIGURATION - NETWORK > INTERFACES > ADVANCED > PPP <N> - <N+9> > PPP <N>

Using the TransPort web interface, navigate to the above link for the relevant PPP connection and set the
following setting as follows then click the ‘Apply’ button:

" Porameter _setung__________ Descripton |

Attempt to assign

the following IP . Stops the TransPort assigning an address to
. . Unticked .

configuration to VPN clients

remote devices
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| Attempt to assign the following IP configuration to remote devices I |

Command line commands to achieve the above, using PPP instance 10 as an example:

ppp 10 IPmin !
ppp 10 IPrange !

3 TESTING

3.1 Connect Remote Clients to the L2TP Server

This test stage will show that the IPsec/L2TP tunnel has been established.

Windows XP - Click Start > Connect To > L2TP Connection (the name will depend on what name you gave
the connection when you set this up). Enter the username and password and then click the ‘Connect’
button.

Connect L2TP Test

Izer name: Femaote_User_1

Pazsword: STo change fhe saved passvord ofick harafl

Save thiz uzer name and pazzward for the following uzers:

(%) Me only

() Anpone wha uses this computer

[ Connect J[ Cancel ][ Fropertiez ][ Help ]

Windows 7 - Click the network icon, click the connection from the list then click the ‘Connect’ button.
Enter the username and password, and then click ‘Connect’ again.
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S Covecir o S

Currently connected to:

ROOT66.CORP
i Th Internet access

& I s

{,| Dial-up and VPN
Dial-up Connection

9475

\

wn2k3 pptp test

Qs

Connect
Password: | [To change the saved password, click here] I

& -y (L‘, i
: ’ &

Domain:

£ o -'

[] Save this ugfr name and password for the following users:

Open Network and Yharing Center

ﬁ[{ﬁ:] A |m @ 3 12:36

When the PC tries to establish a L2TP tunnel to the VPN Server an IPsec Security Association is
established first. This allows the L2TP packets to be encrypted with in the IPsec Tunnel.

MANAGEMENT - EVENT LOG

On the VPN Server’s web interface, navigate to the above link and click on the ‘Clear Log’ button:

[ Refresh ] [ Clear Log ] Open in New Window ]

Connect the PC to the Internet using an ISP that allows PPP dialup and allocates a Public IP addresses.
Now click ‘Connect’ on the L2TP/VPN connection created earlier. After some brief negotiations, the PC’s
VPN client shall receive an IP address, via PPP, from the VPN Server.

Re-navigate to the Event Log. Each stage of the L2TP establishment will have been entered in the Event
Log.

Highest PPP instance answers packets passed up from L2TP Layer

17:37:27, 14 Jun 2011,PPP 19 up

17:37:27, 14 Jun 2011,PPP 19 Start IPCP

17:37:27, 14 Jun 2011,PPP Login OK by Remote User_Static_1 1lvl 4
17:37:27, 14 Jun 2011,PPP 19 Start AUTHENTICATE

17:37:27, 14 Jun 2011,PPP 19 Start LCP

17:37:27, 14 Jun 2011,PPP 19 Start

L2TP Answering L2TP packets encrypted in IPSec tunnel

17:37:27, 14 Jun 2011,L2TP Call 9 up
17:37:27, 14 Jun 2011,L2TP Tunnel @ up

IPSec SA up

17:37:27, 14 Jun 2011,(2) IKE SA Removed. Peer: 10.1.63.1,Successful Negotiation
17:37:27, 14 Jun 2011,Eroute © VPN up peer: 10.1.63.1
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http://10.1.63.194/eventlog.asp

17:37:27, 14 Jun 2011,New IPSec SA created by 10.1.63.1
17:37:27, 14 Jun 2011,(2) New Phase 2 IKE Session 79.75.71.39,Responder

IKE SA up

17:37:26, 14 Jun 2011,(1) IKE Keys Negotiated. Peer:
17:37:26, 14 Jun 2011,(1) New Phase 1 IKE Session 79.75.71.39,Responder

MANAGEMENT - CONNECTIONS > VIRTUAL PRIVATE NETWORKING (VPN) > IPSEC > IPSEC
TUNNELS > IPSEC TUNNELS 0-9>IPSEC TUNNELSO0-9

Navigate to the above link where the status of the newly established IPsec tunnels can be seen. The first
column shows which tunnel number the tunnel is connected to. In this example, two machines are
connected, an XP and a Windows 7.

w IPsec Tunnels 0 - 9

Outbound V1 SAs

Local Network Remote Network ESP Enc C;:ID D:Fi'v ei:d KEE fts T'(r::CI;';ﬂ Interface
- . TR .wof32 Proto: UDP 10t L. /32 Proto: UDP Port: ———
| B Port: 1701 1701 N/A SHA1 AES(128) N/A 143 249857 2732 PPP 1 [ Remowe |
- 217 77T 08.wof32 Proto: UDP - o o /32 Proto: UDP ——
71 0
17...0 Port: 1701 Port: 1701 N/A  MD5 3DES N/A 4] 250000 3508 PPP 1 [Remoave |

| Remove all |

Inbound V1 SAs

P KBytes KBytes Time Left
Local Network Remote Network ESP Enc Comp Delivered Left (secs) Interface|

CR TR : wmae : : Rorous |
of -l "*gort,’ffoir"t" uoP 1701 (32 Profo: UDPPOMt: i gpiny AES(128) N/A 118 249882 2732 PPP 1 [Remove |
1 i~ '”;O'th’rf?oir"t"' uoP bort: 1701 32 Proto: UDP N/A MDS  3DES  N/A 5 249995 3508 PPP 1 [Remove |
| Remove All |
Qutbound V2 SAs
No Tunnels
Inbound V2 SAs
No Tunnels

| Refresh |

The TransPort is designed to allow the highest numbered PPP instance to answer an incoming PPP call.
If two devices are connected then they will be connected to the two highest numbered PPP instances (in
this example PPP 19 and PPP 18). For PPP 19 connection, navigate to the link below. This page will show
the local IP address that the PPP instance is using (please note this is not the IP of the remote device, but
the local interface address on the TransPort) and the L2TP instance that is associated with this PPP call.

MANAGEMENT - NETWORK STATUS > INTERFACES > ADVANCED > PPP > PPP 10-19 > PPP 19

+ PPP 19 - L2TP 9 Dial in Interface

| Raize Link | | Drop Link |

Uptime: 0 Hrs 0 Mins 8 Seconds

Option Local Remote
MRL: 1400 1400
ACCM: 0x0 OxfFFee
V] Compression: QOFF QOFF

Link Active With Entity: L2TP 9
IP Address: 192.168.63.194

MANAGEMENT - NETWORK STATUS > INTERFACES > ADVANCED > PPP > PPP 10- 19 > PPP 18

The link above will show the other connected interface as below.
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+ PPP 18 - L2TP 8 Dial in Interface

| Raise Link | | Drop Link |

Uptime: 0 Hrs 3 Mins 37 Seconds

Option Local Remote
MRU: 1400 1400
ACCM: 0x0 O
V] Compression: OFF OFF

Link Active With Entity: L2TP 8
IP Address: 192.168.63.194

The PC client will now have an L2TP tunnel running PPP on to the VPN Server.

3.2 Confirm Traffic Traverses the L2TP Tunnels

This test stage will show traffic passing across the tunnel to hosts on the LAN side of the VPN server. In
this scenario, an ICMP Echo Request/Reply (or PING) will pass from the PC to a server on the LAN side of
the TransPort.

MANAGEMENT > ANALYSER > SETTINGS

Set the Analyser to show ICMP traffic. Navigate to the above link and set the following settings then click
the ‘Apply’ button:

Enable Analyser Ticked Enable analysis of network events
Maximum packet

. 128 Bytes to be collected on the interfaces
capture size
Log size 180 Set the analyser to the maximum size
Enable IKE debug Unticked Disable logging of Tunnel negotiations
Clear all Serial . . o
Interfaces Click Click to clear any asy port monitoring
Clear all Ethernet Click Click to clear any Ethernet interface
Interfaces monitoring
Clear all PPP Click Click to clear any PPP interface monitoring
Interfaces
ETHO
PPP Interfaces PPP 18 Select only these three interfaces
PPP 19
Trace discarded Ticked Track discarded packets
packets
Eth Pack e .
F ernet Packet Clear Remove any settings in this section
Filters
IP Packet
Filters:TCP/UDP Clear Remove any settings in this section
Ports:
IP Packet Filters:IP ~1 We are monitoring ICMP only
Protocols
IP Packet Filters: Remove any settings in this section
Clear
IP Addresses
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Discarded IP

Packet Filters: Clear Remove any settings in this section
TCP/UDP Ports:

Discarded IP

Packet Filters:IP ~1 We are monitoring ICMP only
Protocols

Discarded IP

Packet Filters: IP Clear
Addresses

Remove any settings in this section

Enable Analyser
Maximum packet capture size:l 128 by‘tesl

Log size:l i80 Kb}l‘tesl

Protocol layers
Layer 1 (Physical)
Layer 2 (Link)
Layer 3 (Network)
x0T

E:‘ Enable IKE debugj

Confirm Alternate IKE Kev:

El:lear all Serial Interfal:esﬂ

Ethernet Interfaces
[Fl ETH O [ ETH 1 [ ETH 2 [ eETH 3 [ ETH 4

[ eTH S [ eETHE [l et 7 [C] eTH 8 [ eETH 5
[ etHio [[JETH11 [ ETH12 [ ETH 1= [] ETH 14

= A [l == TR ETH 17
|[ Clear all Ethernet Interfaces ]

Raw S5YNC Sources
[[l s¥ne 3 (Physical Port 0)
[T s¥nc 4 (Physical Port 1)

DSL PVC Sources
[Flevco [Flevci [pvcz [ pvcz [ pvc4

[ evcs [Oevce [0 evcy

|[ Clear all DSL PVC Euun:es]

PPP Interfaces
] rPP O ] pEP 1 [T] pPP 2 [T] pre = [T] Pre 4

[[] PPe 5 [[] PPr & [[] ppr 7 [[] pre & [ pee g
[l PP 10 [O] PPRP 11 [O] PPP 12 [O] PPP 12 [O] PPP 14

[l epp1s [[Jpprie [ PPr17 [ PPP 18 [O] FPP 19

|LCIEEr all PRPP InterﬁlcesD




IP Source
ETH O

[ ETH1 [ ETH 2 [ ETH 3 [ ETH 4
[ ETH S [ ETH S [l eTHT [ eETH & [ ETH S
[ etHio [JETH11 [ ETH1z [ ETH 13 [0 ETH 14
[[] ETH 15 [[] ETH 16 [7] ETH 17
[l oveno [[]oven1 [O] ovewz
] prr o [ prP 1 [F eep 2 [ pep 3 [ prp 4
[ pre 5 [ prr & [F] peR 7 [F] pre & ] pPP 2
Elpepio Ceepir [Opepiz [0 pepiz [0 PPP 14
[ prri1s [0 Pee 16 [ PPP 17 E PPP 18 PEP sz
IP Optiong
Tral:e discarded pa:l—cefﬂ
B [T Trace loopback packeats
Ethernet Packet Filters
MAC Addresses:
IP Packet Filters
TCP/UDF Ports:
E ié Protocols: ~1 _J
IF Addresses:
Discarded IP Packet Filters
TCP/UDP Ports:
E;rotocols: ~1 _j

IP Addresses:

===l

MANAGEMENT - ANALYSER > TRACE

Click on ‘Trace’ and click ‘Clear Trace’:

[ Refresh ]l[ CIEErTrai:E]

Open in New Window ]

Open the Windows 7 PC’s command (DOS) window. At the prompt type:

ping 192.168.63.1 -n 1

Press Enter then type:

ipconfig

Press Enter to view the allocated IP (in this instance this is 192.168.63.10 as the statically assigned IP for

the Remote_User_Static) on the L2TP connection. As you can see below, the remote client has been
issued with the Static IP we configured into the User setup above and that we used to connect into the

L2TP server:
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B Administrator: C\Windows\system32\cmd.exe

v
C:~>ping 192.168.63.1 —n 1

Pinging 192 _168_.63.1 with 32 hytes of data:
Reply from 192.168.63.1: bytes=32 time=74ms TTL=24%

Ping statistics for 192.168.63.1:

Packets: Sent = 1, Received = 1, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = ?4mz,. Maximum = 74msz. Average = P4ms
C:~>ipconfig

Windows IP Configuration

PPF adapter LZTP Test:

Connection—specific DNS Suffix . :

IPv4 Addre : 192.168.63.18
Subnet Mask = 255_255_.255_ 255
Default Gateway H

Wireless LAMN adapter Wireless Metwork Connection 2:

Media State : Media disconnected
Connection—specific DHNS Suffix

Open the Windows XP command (DOS) window. At the prompt type:

ping 192.168.63.1 -n 1

Press Enter then type:

Ping <Windows_7_Allocated IP> -n 1

Press Enter then type:

ipconfig

Press Enter to view the allocated IP on the L2TP connection:

Command Prompt

C:~Documents and Settings“RM_TEST>cd ..~-..~
C:“\>ping 192.168.63.1 -n 1
Pinging 192.168.63.1 with 32 bytes of data:
Reply from 192.168.63.1: bytes=32 time=79mz TTIL=249%
Ping statistics for 192.168.63.1:
Packets: Sent = 1. Received = 1, Lost = B (Bx loss>.
Approximate round trip times in milli—seconds:
MHinimum = ??ms. Maximum = ?%ms. Average = 79ms
C:\>ping 192.168.63.18 —n 1
Pinging 192.168.63.18 with 32 bhytes of data:
Reply from 192.168.63.18: bytes=32 time=154ms TTL=127
ics for 192.168.63.18:
Sent = 1. Received = 1, Lost = @ (Bx loss>.

Approximate round trip times in milli-seconds:
Minimum = 154msz,. Maximum = 154ms,. Average = 154ms

IC:~>ipconfig

Hindows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix H

IP Addre : 18.1.63.252
Subnet M : 255.255.8.8
Default Gateway : 18.1.2.1688

PPF adapter L2TP Test:

specific DNE Suffix
: 192.168.63.188
= 255.255.255.255
: 192.168.63.188

Return to the TransPort web interface and click ‘Refresh’. The ICMP packet should be seen entering the
TransPort on PPP 19 and leaving on ETH 0. The Host with address 192.168.63.1 will return with an ICMP

Reply that will be seen in the reverse direction.
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4.1 Error 789 on the Windows PC client:

.'_::.FErrur Connecting to ¥PN Connection il

l , Connecting bo 165, NN :ing "A5A M Miniport (L2TRT..

Error 739: The L2TP connection attempt faled because the security
layer ericountered a processing erar during initial negatiations with
the remaote computer.

[f you continue to receive eror meszages, you can enable lagging far
analysis.

) [ Enable logging
Far logging options, see diagnostics

Logging optionz can alzo be acceszed by clicking the Remaote Access
Preferences menu item under the Advanced menu af the Hetwark
Connection Faolder.

Hedial = 25 Cloze |

Possible cause #1: L2TP traffic may be blocked somewhere between the PC and the TransPort. Ensure
that L2TP is not being filtered out.

Possible cause #2: Ensure that IPsec is enabled on the appropriate TransPort PPP instance of the WAN
interface. Refer to page 5. The CLI command for thisis “ppp nipsec 1” where n is the proper instance,
for example 1 for PPP 1.
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4.2 Error 682 on the Windows PC client:

,'_?Errur Connecting to ¥PN Conneckion El

l Dhzconnected.
i

Errar 628; The connection wagz terminated by the remote computer
befare it could be completed.

|f ol comtinue o receive error meszages, vou can enable logging far
analyziz,

'E:;' [ Enable logging
For logging optiohs, see diagnostics

Logging options can also be accessed by clicking the Remaote Access
Preferences menu item under the Advanced menu of the Metwark
Connection Folder.

Redial = 54 | Close

Possible cause: The “Load answering defaults” may not have been clicked, for the PPP instance in
question. Ensure that this button is clicked for all related PPP instances. Otherwise, if copying the CLI
settings from PPP 10, ensure no settings were missed.

NOTE: Clicking the “Load answering defaults” button sets some of the values in the Advanced PPP
subsection to defaults. Depending on if non-default values were already entered, they may need to be
re-entered.



5 CONFIGURATION FILES

5.1 TransPort configuration file

This is the configuration file from the WR44v2:
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5.2 TransPort firmware version
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