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1.1 Outline

Occasionally applications send commands that are not required or understood by the TransPort’s
Command Line Interface (CLI). These commands could make unwanted changes to the TransPort's
running configuration. They could also prevent the system from working, i.e. if the TransPort responds
with "ERROR” when the application/terminal expects some other response. This Application Note (AN)
explains several ways of configuring the TransPort to ignore certain command strings or respond to
commands in a different way.

There are several ways to manipulate the interpretation of TransPort CLI commands. The following
methods are outlined in this AN:

1. Command Mapping. Map one command to another command.
2. Lock the S-Registers so that AT commands will be unable to change the TransPort’s S-Registers.

3. Apply Command Filters so some commands will reach the command interpreter and others will
not.

1.2 Assumptions

This AN has been written for use by technically competent personnel with a good understanding of the
communications technologies used in the product, and of the requirements for their specific application.

This AN applies to:

Model used for testing: TransPort WR21.

Other Compatible Models: All TransPort models.

Firmware versions: All versions.

NOTE: This AN has been specifically rewritten for firmware release 5.2.14.3 and later but the
original AN was tested and working for routers running earlier firmware and the previous web
interface GUI.  TransPorts running earlier firmware may find that the screenshots do not
accurately reflect what may be seen on units running older firmware.

Configuration: This AN assumes the devices are set to their factory default configurations. Most
configuration commands are only shown if they differ from the factory defaults.

Users have access to the TransPort’s local “"ASY" serial port and web interface.



1.3 Corrections

Requests for corrections or amendments to this AN are welcome and should be addressed to:
tech.support@digi.com

Requests for new AN'’s can be sent to the same address.

1.4 Version

Version Number Status

1.0 Published
1.1 Re-branded to Digi TransPort

Updated screenshots and instructions for new web interface, rebranding
(Apr 2016)

1.2




2.2  Command Mapping

Any command that is entered into the TransPort via the CLI can be transposed or mapped to a different
command. This feature is normally used to allow attached devices to send invalid or unrecognized AT
commands, but receive valid ‘OK’ responses. This will be applied to commands entered via remote
command sessions (e.g. Telnet) as well as through the serial ports.

Using the TransPort’s web interface, navigate to Configuration — Network > Interfaces > Serial >
Command Mappings. Use this form to enter the command to map and the mapped command.

n - Network > Interfaces > Serial > Command Mappings

mand Mappings
You can specify up to 19 command mappings

Ne command mappings configured

AT+QWERTY AT on v Add

Apply

It's also possible to configure the TransPort to respond with any string of characters. This is achieved by
mapping a command to the at%e[character string] command.

Control characters can also be included in the response by escaping the character with a ~. The control
character is derived by subtracting 64 from the escaped character’s ASCIl number. For example, a space
character may be entered as /" in the input string

To configure the TransPort to respond with “<CR><LF><STX>HELLO WORLD<ETX>", map the command
to “at%e MAJABHELLOAN'WORLDAC”.

NOTE: About the “"Allow AT Responses” setting, if you were to map to an ATD dial string, the RING and
CONNECT messages (for example) would not be relayed back to the ASY interface unless the setting was
enabled to allow responses.

Click the Apply button after adding the mappings.

Configuration - Network > Interfaces > Serial > Command Mappings

= Command Mappings

Allow AT
Responses

AT+ QWERTY AT on v Delete

AT+TEST at%e”M~I*BHELLO" "WORLD~C oN v Delate
OFF v Add

Apply

2.2 Lock S-Registers

Commands can be entered via the TransPort’s ASY serial port to change settings in the S-Registers. After
locking the S-Registers, any such commands will have no effect on the S-Registers settings.

S-Register settings usually control serial port behavior such as baud rate and echo.
NOTE: These commands are not available via the TransPort’s web interface.

cmd x sreglok 3 -> LocksS-Register so changes cannot be made.

cmd x sreglok 0 = Unlocks S-Register so changes can now be made.

The ‘X' represents the number of the ASY port that you wish to turn the lock feature On or Off.



2.3 Command Filters

When this feature is enabled, commands will not reach the TransPort’s command interpreter unless they
are defined in the Command Filters table. Terminal devices may send commands that the Transport will
not necessarily understand but that require a basic ‘OK'’ response.

With "Command Filtering” enabled, any command entered will be responded to with a modem like “"OK”
response unless the command is found in the Command Filters table.

Navigate to Configuration - Security > Command Filters and use the Command Filters table to add or
delete entries. You can use the * wildcard to allow groups of commands to match. When command
filtering is enabled, it's advisable to allow “cmd*” commands through. This is necessary so that the user
can turn the command filter OFF.

NOTE: The fields in the Command Filters table are case sensitive.

Configuration - Security > Command Filters

» System

» Users

» Firewall

F RADIUS

¢ TACACS+

w Command Filters

You can configure up to 20 command filters

atd™ Delete
ath* Delete
ata* Delete
cmd® Delete

Add




Check the appropriate tick box for the serial port(s) that the Command Filters are applicable.

NOTE: Itis advisable to edit the Command Filters table before enabling the Command Filtering function.

Configuration - Security > Commmand Filters

Enable Command Filtering on Serial interfaces

Return

Interface Enable
Error

Serial 0 o
Serial 1
Serial 2
Serial 3
Serial 4
Serial 5
Serial &
Serial 7
Serial 8
Serial @
Serial 10

CLI command to enable Command Filtering (checkmark above):
cmd x cfilton 1

CLI command to disable Command Filtering:

cmd x cfilton ©

The ‘X’ represents the number of the ASY serial port you wish to Enable or Disable the filter on.



3 TESTING

3.1 Testing the Command Mappings

Using the TransPort’s web interface, enter the command or commands defined in 2.1. Now connect to the
TransPort’s CLI using the ASY serial port or a telnet session. Enter the AT+QWERTY command. Normally,
thisis anillegal command and would result in an ERROR response. The following example shows that the
TransPort replies with OK, which is the correct response for the "AT” mapped command.

To further test the response to the AT+TEST command, it is necessary to read the Analyser trace to check
the HEX value of the CR (OD) LF (OA) STX (02) and ETX (03) highlighted in red below:

Check the Analyser trace (using the ASY serial port, tracing Serial Interface "ASY 0"):




3.2 Testing the S-Register Lock

Using the ASY serial port, view the S-Register values with the command AT &V for this example. Note the
value assigned to ‘e’, echo. Try and change the echo value with the command ATE 0 orATE 1. Note
that the echo value has changed. Use the commands defined in 2.2 to lock the S-Register. Note that
further attempts to change the echo value will not alter the current the S-Register values.




3.3 Testing the Command Filter feature

Disable Command Filtering as defined in 2.3, enter some general CLI commands, and then note the
expected responses.

Now, enable Command Filtering as defined in 2.3. Try entering commands that are not populated in the
Command Filters table and notice that they are responded to with an OK.
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