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1 INTRODUCTION

1.1 Outline

This application note aims to enable the reader to easily configure a VPN tunnel between two local
area networks using a Digi Transport router at both ends of the tunnel.

The diagram below details the IP number scheme and architecture of this example configuration.

Public Address: 166.201.91.103

Public Address: 166.241.75.182
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1.2 Assumptions

This guide has been written for use by technically competent personnel with a good understanding of
the communications technologies used in the product, and of the requirements for their specific
application.

Configuration: This application note assumes that the WR21 will be connecting to a cellular network
(i.e. GPRS, EDGE, 3G, HSDPA, HSUPA, LTE). Routers connecting to cellular networks are usually
allocated a private IP address which would translate to a routable internet external IP at the border of
the mobile internet network. In this case, the mode of IPSec needs to be “aggressive mode” with NAT-
Traversal.

The IPSec responder’s IP address needs to be in the public address range and is either fixed or
dynamic. In the case of the latter, a type of dynamic DNS hostname will be required because the IPSec
initiator always needs to know where to connect.

This application note applies to:

Models shown: Digi Transport WR21, as the Initiator, and WR21, as the responder.

Other Compatible Models: Digi Transport WR11, WR31. WR44

Firmware versions: All Versions

Configuration: This Application Note assumes the devices are set to their factory default
configurations. Most configuration commands are only shown if they differ from the factory default.
For the purpose of this application note the following applies:

+ The IPSec responder router’s IP address must be in the public address range and fully routable.

As with all Digi Transport routers you have the option of configuring the IPSec parameters either via
the web interface or by writing a new configuration file. We will show the web configuration in this
application note. Only the parts of the configuration files that specifically relate to the configuration of
this example will be explained in detail. (The configuration files used for this application note can be
found in their entirety at the end of this document).

The key to VPNs: Make sure that the settings match on both ends of the connection.

1.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be
addressed to: tech.support@digi.com

Requests for new application notes can be sent to the same address.

1.4 Version

1 Published
1.1 | Revision for new W-WAN usage in the web GUI post release 5.036.
2 Updated and rebranded
2.1 | Fixed errors and updated
2.2 | Updated screenshots and instructions for new web interface and rebranding (Sep 2016)
2.3 | Updated screenshots and instructions (Sep 2020)
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2 VPN INITIATOR (WR21) CONFIGURATION

The WR21, in this example, will act as the initiator for the IPsec tunnel. This means that it is responsible

for starting the VPN connection. Please reference the drawing on page 4. It does have a cellular

connection. An example of an initiator for an IPsec tunnel, with a DSL connection, may be found under

section 7.

2.1 VPN Initiator (WR21) Inside Ethernet Interface

This procedure includes setting up the initial Ethernet interface.

Using the TransPort’s web interface browse to:

Configuration - Network > Interfaces > Ethernet > ETH 0

The following is how the WR21 was set up for this network:

Parameter Setting Description
Enter the IP address of the
IP Address 10.1.63.254 LAN interface for the router
Mask 255.255.255.0 Enter the subnet mask

Configuration - Network > Interfaces > Ethernet > ETH 0

w Interfaces
w Ethernet
+ ETH 0O

Click Apply.

Secondary DNS Server: |

Changes to these parameters

Description:

. Get an IP address automatically using DHCP
'®' Use the following settings

IP Address: |in0.1.63.254

Mask: [355,255.255.0

Gateway: |

DNS Server: |

may affect your browser connection
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2.2 VPN Initiator (WR21) Cellular PPP Interface

IPSec is enabled on the outside interface; in this example the outside interface is the cellular interface
PPP 1.

Using the TransPort’s web interface browse to:

Configuration - Network > Interfaces > Advanced > PPP 1

Enaobr:irl]?ssec v Enable IPSec on PPP 1
interface interface

Configuration - Network > Interfaces > Advanced > PPP 1

#| Enable MAT on this interface
* 1P address IP address and Port

MAT Source IP address:
E Enable IPsec on this interface
Keep Security Associations (SAs) when this PPP interface is disconnected
Use interface | Default * |0 for the source IP address of IPsec packets

Enable the firewall on this interface

Click Apply.

2.3 VPN Initiator (WR21) Wireless WAN (W-WAN) Module

Browse to Configuration - Network > Interfaces > Mobile

Service . Enter the APN of your mobile
Plan/APN Internet provider
erl:\f/:rTﬁNP/in 0123 Enter SIM PIN if required
Username username Enter Username if required
Password/
Confirm password Enter Password if required
Password
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Configuration - Network > Interfaces > Mobile

w Interfaces
» Ethernet
* Mobile

Select a SIM to configure from the list below

Settings on this page apply to the selected SIM
SIM: |1 (PPP 1) ¥
IMSI: Unknown

+ Mobile Settings

Select the service plan and connection settings used in connecting to the mobile network.

Mobile Service Provider Settings

Service Plan / APN: IYour.APN.goes.here I

SIM PIN: : (Optional)

Confirm SIM PIN:

Username: Jusername | (optional)

Password: I-""- I(Optional)

Confirm Password:

Click Apply.

2.4 VPN Initiator (WR21) Phase 1-IKE

Use backup APN Retry the main APN after |0

minutes

IKE is the first stage in establishing a secure link between two endpoints and has to be configured to
match the settings on the VPN host Digi Transport. In this example 3DES and MD5 are used to encrypt
and authenticate. Aggressive mode is enabled. MODP group 2 is used, meaning a 1024 bit key for the
IKE Diffie-Hellman exchange. Set the IKE SAs to be removed when the IPSec SAs are removed. Set
debug to very high as this will help diagnose any problems if the two units fail to build the VPN tunnel.

This first step configures the WR44 Packet Analyser for Debugging

Browse to Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Debug

Enable IKE
v .
Debug Turn on IKE Debugging
Debug Level Very This will allow for detailed debugging and can be turned off once you

High are happy that this is working
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Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Debug

v IPsec

p IPsec Tunnels
p IPsec Default Action
» Dead Peer Detection (DPD)

w IKE

w IKE Debug

E Enable IKE Debug

Debug Level:

Debug IP Address Filter: |

) Forward debug to port

Click Apply.

Next browse to Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE 0

And make the following changes:

Setting Description

The encryption algorithm to be used for IKE exchanges over the

Encryption 3DES IP connection
Authentication MD5 The algorithm used to authenticate the IKE session
Mode Aggressive = Aggressive mode is used in this example
MOD:hggc;ulp for 2(1024) | The key length used in the IKE Diffie-Hellman exchange
MODP Group for The minimum width of the numeric field used in the
2 (1024) ) .
Phase 2 calculations for phase 2 of the security exchange.
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Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE 0

w Virtual Private Networking (VPN)
w IPsec
» IPsec Tunnels
» IPsec Default Action
» Dead Peer Detection (DPD)
v IKE
» IKE Debug
w IKE O

Use the following settings for negotiation
Encryption: U None ' DES ) AES (128 bit) ) AES (192 bit)  AES (256 hit)
Authentication: ) None ) sHAL
Mode: O Main
MODP Group for Phase 1:
MODP Group for Phase 2:
Renegotiate after |8 | hrs |C| | mins |D | secs

» Advanced

Click Apply.

Then in the Advanced section:

Parameter Setting Description
SA Removal Remove IKE SA when last IPSec SA Remove IKE SA when last IPSEC SA
Mode removed removed

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE O

* Advanced

Retransmit a frame if no response after seconds
Stop IKE negotiation after retransmissions

Stop IKE negotiation if no packet received for seconds

¥ Enable Dead Peer Detection
MAT Traversal Mode:
¥ Send INITIAL-CONTACT notifications

| Retain phase 1 SA after failed phase 2 negotiation
RSA private key file: |

SA Removal Mode: | Remove IKE SA when last IPsec SA removed 7 |

] Delete SAs when invalid SPI notifications are received

Click Apply.
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2.5 VPN Initiator (WR21) Phase 2 - IPSec

Browse to Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0
We will next configure the Eroute (encrypted route).
This will determine what traffic is routed to the remote network over the VPN.

Note: In Aggressive mode the Peer ID and the Our ID can be any alpha-numeric value as long as they
correspond with the remote VPN router, they are also case sensitive. In Main Mode, the outside
interface addresses are expected to be used.

IP Address or
Hostname of the 213.152.58.85 IP address of the VPN host machine
remote unit
Local LAN IP Address 10.1.63.0 Packets will be c_lirec'ted through this tunnel if the
source and destination IP matches
Local LAN Mask 255.255.255.0 Subnet mask for the network
Remote LAN IP 10.1.89.0 Packets will be directed through this tunnel if the
Address source and destination IP matches:
Remote LAN Mask 255.255.255.0 Subnet mask for the network

Use the following

. . Pre-shared Keys | Pre-shared keys will be used for authentication
security on this tunnel

OurID initiator The ID of the VPN initiator router (this router)
Remote ID responder The ID of the VPN responder router (remote
router)

Use () (?ncryptlon on 3DES The IPSEC encryption algorithm to use is 3DES
this tunnel

Use () Au.thentlcatlon MD5 The IPSEC ESP authentication algorithm is MD5:

on this tunnel
Use Diffie Hellman 5 The Diffie Hellman (DH) group to use when
group () negotiating new IPsec SAs.

Whenever a route
Bring this tunnel up to the destination
is available

If this tunnel is down
and a packet is ready
to be sent

Bring the tunnel
up
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Configuration - Network = Virtual Private Networking (VPN) = IPsec > IPsec Tunnels = IPsec 0

Virtual Private Networking (VPN

- IPsec
* IPsec Tunnels
¥ IPsec 0
Description:| |
The IP address or hostname of the remote unit [166.241.75.182 |
Use | | as a backup unit
Local LAN Remote LAN
® Use these settings for the local LAN ® Use these settings for the remote LAN
IP Address: [10.1.63.0 | IP Address: [10.1.89.0 |
Mask: [255.255.255.0 | Mask:|255.255.255.0 |
) Use interface |PPP |0 ) Remote Subnet ID:

Use the following security on this tunnel
D off |®preshared Keys]| O XAUTH Init Preshared Keys (O RSA Signatures O XAUTH Init RSA

Our ID: finitiator |
Our ID type ®IKEID CFQDN OuUser FQDN O IPv4 Address
Remote ID: Irespc-nder I
Use I3DE5 V‘Iencryptinn on this tunnel

Use authentication on this tunnel
Use Diffie Hellman group

Use IKE to negotiate this tunnel

Use IKE configuration:

Bring this tunnel up

' All the time
|'!' Whenever a route to the destination is availablel
' on demand

If the tunnel is down and a packet is ready to be sent Ibring the tunnel up 1'I

Bring this tunnel down if it is idle for |0 | hrs |0 | mins |D | secs

Renew the tunnel after

|8 | hrs |U | mins |C| | SEcs

|U ||I<B',rtes v | of traffic

Click Apply
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2.6 VPN Initiator (WR21) Pre-shared Key

In this section the pre-shared key is set up. The pre-shared key is enabled by creating a username with
the name of the remote peer (Peer ID from the Eroute) and the password is the pre-shared key

Browse to Configuration - Security > Users > User 10 - 14 > User 10

Parameter | Setting

Username responder Name should match the Peer ID: value from Eroute 0
Password password Enter a password
nfirm
Confi password Re-enter the password
Password

This user will not be granted any admin access as
Access Level None
only used as a pre-shared key

Configuration - Security > Users > User 10 - 14 > User 10

b System
* Users
P User 0-9
w User 10 - 14

Username: |responder |

Password: |"" |

Confirm Password: |--u |

Click Apply.
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2.7 VPN Initiator (WR21) Configure Packet Analyser for Debugging

IP analysis is also enabled on this interface for use during the testing phase.

Browse to Management - Analyser > Settings

Configure the following settings

Enable
Analyser v
Max packgt 1500
capture size
Log Size 180
Enable IKE v
Debug
IP Source Eth 0
IP Source PPP 1
IP Packet filter 500, 4500

ports

Turn on the Analyser

Capture any packet up to
1500 Bytes

The maximum size of the log
file in kilobytes

When this is ticked we will
see IKE debug in the trace
Enable logging for this
interface

Enable logging for this
interface

Restrict the ports logged to
show only IKE and IPSec
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Management - Analyser > SetHings

- Sothings
[F Enabkz nakyser

Logsze: [iag | wiytes

Proto-col layers
Laryesr 1 | Pimwesacal)
Laarysesr 2 | ILinikc )
Layer 3 | khetmoric)
Sxar
F] Enabi= 1KE debug

Enaihie (ML tram

LAFE Links
Lapg g  LLapsl

Sorial Interfaces
BEY D 0 asy 1
BEY & & asy 7
BsY 11 D asy 12
BEY 16 D asy 17

Haniimum pacost apbunes soe: frytes

AZY 3 L azyY 4 L ALY S
AZY H L azyg L3 azy 10
AZY 13 L AZyY 14 LD AZY 1S
WAk

[0 Traoe discarded packets
[ Traos koaphad packets

Ethermeet Packet Filbors

| ‘Ch=ar aill Serial Intenioes |
Ethermet Intorfaces
ETHO QD ETH1 DETH2Z D EH3I [DEHA4
ETHS D ETH& QDETH? [ ETHH [0 ETHI
Clear all Ethennst Intenxoes
FPP Interfaces
PFPD LD PPPL D PAP2 U PPPI U PPP4
PPPS W PPPE D PPPT
| Chear all PPP Lnterizoes |
IP Sources
B EM™Ha & ETH 1 ETH 2 WETHI WETHA
ETHS W ETH& ETH? WETHE WETHS
VPN O O OWPN 1 iRk 2
PRP O Hrep 1 PPP 2 U PP W PPP4
U PPPS U PPPE PPP 7
{Chz=ar all IP Sounoes
IF Ophions

AT Bddneanes: |

IP Packet Filtoers

TOPSUDP Parts: |

IF Protomis: [~500.4500 |

IP Addresses: |

Dizcarded IF Packet Filters

TOPSUDP Parts: I

IF Protomis: |

P Agdnegses: |

[ Asaiy |
Click Apply and then Save.

Page |15



3 VPN RESPONDER (WR44) CONFIGURATION

The WR44, in this example, will act as the responder for the IPsec tunnel. Please reference the drawing
on page 4.

3.1 VPN Responder (WR44) Inside LAN Ethernet Interface

Using the TransPort’s web interface browse to:

Configuration - Network > Interfaces > Ethernet > ETH 0

Parameter \ Setting Description
Enter the IP address of the
LAN interface for the router

IP Address 10.1.89.254

‘ Mask ‘ 255.255.255.0 ’ Enter the subnet mask ‘

Configuration - Network > Interfaces > Ethernet > ETH 0

w Interfaces
w Ethernet
+ ETH 0O

Description:

) Get an IP address automatically using DHCP
'® Use the following settings

IP Address: [10.1.89.254

Mask: [255,255.255.0

DNS Server: |

|
Gateway: | |
|
|

Secondary DNS Server: |

Changes to these parameters may affect your browser connection

Click Apply
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3.2 VPN Responder (WR44) Cellular PPP Interface

IPSec is enabled on the outside interface; in this example the outside interface is the cellular interface
PPP 1. IP analysis is also enabled on this interface for use during the testing phase.

Using the TransPort’s web interface browse to:

Configuration - Network > Interfaces > Advanced > PPP 1

Enable IPSec on this interface v Enable IPSec on PPP 1 interface

Configuration - Network > Interfaces > Advanced > PPP 1

#| Enable MAT on this interface
® 1P address IP address and Port

MAT Source IP address:
E Enable IPsec on this intaerface

Keep Security Associations (SAs) when this PPP interface is disconnected

Use interface | Default ¥ |0 for the source IP address of IPsec packets

Enable the firewall on this interface

Click Apply

3.3 VPN Responder (WR44) Wireless WAN (W-WAN) Module

Browse to Configuration - Network > Interfaces > Mobile

Service internet Enter the APN of your mobile
Plan/APN provider
erl:\f/:rTﬁNP/in 0123 Enter SIM PIN if required
Username username Enter Username if required
Password/
Confirm password Enter Password if required
Password
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Configuration - Network > Interfaces > Mobile

w Interfaces
» Ethernet
* Mobile

Select a SIM to configure from the list below

Settings on this page apply to the selected SIM
SIM: |1 (PPP 1) ¥
IMSI: Unknown

+ Mobile Settings

Select the service plan and connection settings used in connecting to the mobile network.

Mobile Service Provider Settings

Service Plan / APN: IYour.APN.goes.here I

Use backup APN Retry the main APN after |0 minutes

SIM PIN: : (Optional)

Confirm SIM PIN:

Username: Jusername | (optional)

Password: I-""- I(Optional)

Confirm Password:

Click Apply

3.4 VPN Responder (WR44) Phase 1-IKE

IKE is the first stage in establishing a secure link between two endpoints and has to be configured to
match the settings on the VPN host Digi Transport. In this example 3DES and MD5 are used to encrypt
and authenticate. Aggressive mode is enabled. MODP group 2 is used, meaning a 1024 bit key for the
IKE Diffie-Hellman exchange. Set the IKE SAs to be removed when the IPSec SAs are removed. Set
debug to very high as this will help diagnose any problems if the two units fail to build the VPN tunnel.

This first step configures the WR44 Packet Analyser for Debugging

Browse to Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Debug

Enable IKE v Enables IKE debugging to be
Debug displayed on the debug port
. Sets the level of IKE
Debug Level Very High debugging
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Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE Debug

v IPsec

p IPsec Tunnels
p IPsec Default Action
» Dead Peer Detection (DPD)

w IKE

w IKE Debug

E Enable IKE Debug

Debug Level:

Debug IP Address Filter: |

) Forward debug to port

Click Apply

Next browse to Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE 0

And make the following changes:

The encryption algorithm to be used for IKE exchanges over the

Encryption 3DES IP connection
Authentication MD5 The algorithm used to authenticate the IKE session
Mode Aggressive = Aggressive mode is used in this example
MOD:hggzulp for 2(1024) | The key length used in the IKE Diffie-Hellman exchange
MODP Group for The minimum width of the numeric field used in the
2(1024) - .
Phase 2 calculations for phase 2 of the security exchange.

Page |19



Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE 0

w Virtual Private Networking (VPN)
w IPsec
» IPsec Tunnels
» IPsec Default Action
» Dead Peer Detection (DPD)
v IKE
» IKE Debug
w IKE O

Use the following settings for negotiation
Encryption: U None ' DES ) AES (128 bit) ) AES (192 bit)  AES (256 hit)
Authentication: ) None ) sHAL
Mode: O Main
MODP Group for Phase 1:
MODP Group for Phase 2:

Renegotiate after |8 | hrs |C| | mins |D | secs

» Advanced

Click Apply.
Then in the Advanced section:

Setting \ Description

SA Removal Remove IKE SA when last IPSec SA Remove IKE SA when last IPSEC SA
Mode removed removed

Configuration - Network > Virtual Private Networking (VPN) > IPsec > IKE > IKE O

* Advanced

Retransmit a frame if no response after seconds
Stop IKE negotiation after retransmissions
Stop IKE negotiation if no packet received for seconds

¥ Enable Dead Peer Detection

MAT Traversal Mode:

¥ Send INITIAL-CONTACT notifications

| Retain phase 1 SA after failed phase 2 negotiation
RSA private key file: |

SA Removal Mode: | Remove IKE SA when last IPsec SA removed 7 |

] Delete SAs when invalid SPI notifications are received

This will delete the IKE SA when all the IPsec SAs that it created to a particular peer are removed.

Click Apply.
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3.5 VPN Responder (WR44) Phase 2 - IPSEC

Browse to Configuration - Network > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels > IPsec 0

-9>|Psec0

Local LAN IP Address

Local LAN Mask
Remote LAN IP
Address
Remote LAN Mask
Use the following
security on this tunnel
OurlID

Remote ID

Use () encryption on
this tunnel
Use () Authentication
on this tunnel
Use Diffie Hellman

group ()

Bring this tunnel up

If this tunnel is down
and a packet is ready
to be sent

10.1.89.0
255.255.255.0
10.1.63.0
255.255.255.0
Pre-shared Keys
Responder

Initiator
3DES
MD5

2

Whenever a route to
the destination is
available

Bring the tunnel up

Packets will be directed through this tunnel if the
source and destination IP matches
Subnet mask for the network
Packets will be directed through this tunnel if the
source and destination IP matches:
Subnet mask for the network

Pre-shared keys will be used for authentication

The ID of the VPN initiator router (this router)
The ID of the VPN responder router (remote
router)

The IPSEC encryption algorithm to use is 3DES

The IPSEC ESP authentication algorithm is MD5:

The Diffie Hellman (DH) group to use when
negotiating new IPsec SAs.
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Configuration - Network > Virtual Private Networking (VPN] > IPsec > IPsec Tunnels > IPsec O

« IPsec
= IPsec Tunnels
w IPsec O

Descriptiom: |

The IP address or hostname of the remote unit

Use | | 2= a backup unit
Local LAN Remote LAN

® Use these settings for the local LAN ¥ Use these settings for the remote LAN

b= AddrEEE:IID.l.BB.D I 1P Addre55:hl}.1.53.l} I
Mask:§255.255.255.0 Mask:55.255.255.0
) Use interface |[PFPE 7| _ ' Remote Subnet ID: |

Use the fg ing zecuri on this tunnel
O off ® prechared Keys U ®XAUTH Init Preshared Keys ) RSA Signatures O ®XAUTH Init RSA

Cur 1D :Iresel}nder I
Cur ID type ® IKE ID O FOQDMN O User FQDN O IPv4 Address
Remote ID:Qinitiator
Use | 30ES * | encryption on this tunnel
Uze authentication on thiz tunnel
Usze Diffie Hellman grl}up
Use IKE to negotiate this tunnel

Use IKE configuration:

Bring this tunnel up

Al the time

' Whenever a route to the destination iz available

® On demand
If the tunnel is down and a packet is ready to be sent Jdrop the packet i |
Bring this tunnel down if it is idle for |D | hrs |D mins |D | secs

Fenew the tunnel after
g | hrs |D | mins ||:- | secs

o | KBytes * | of traffic

Click Apply.
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3.6 VPN Responder (WR44) Pre-shared Key

In this section the pre-shared key is set up, the pre-shared key is set up by creating a username with
the name of the remote peer (initiator) VPN id and the password is the pre-shared key.

Browse to Configuration - Security > Users > User 10 - 14 > User 10

Setting Description

Username initiator Name should match the Peer ID: value from Eroute 0
Password password Enter the password
i
Confirm password Re-enter the password
Password

This user will not be granted any admin access as only

Access Level None
Y used as a pre-shared key

Configuration - Security > Users > User 10 - 14 > User 10

F System
w* Users
b User 0-9
w User 10 - 14
* User 10

Username: |initiat0r |

Password: |"'"" |

Confirm Password: |-"-u |

Access Level:

Click Apply.
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3.7 VPN Responder (WR44) Analayser.

Browse to Management - Analyser > Settings

Configure the following settings -

Enable v
Analyser
Max pack_et 1500
capture size
Log Size 180
Enable IKE v
Debug
IP Source Eth 0
IP Source PPP1
IP Packet filter 500, 4500

ports

Turn on the analyser

Capture any packet up to
1500 Bytes

The maximum size of the log
file in kilobytes

When this is ticked we will
see IKE debug in the trace
Enable logging for this
interface

Enable logging for this
interface

Restrict the ports logged to
show only IKE and IPSec
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Management - Analyser > Settings

- Sottings
[ Enabis anatyser

Mandmum packet cpture soe: frytes
Log e Hirytes
Protocol layers
DLayer 1 {Physial)
Laryer 2 {Link)
Laryer 3 { Hetwark)
3T
[l Enaie 1KE debug
Enatile QM1 tram

LAFE Links
Lapgg O Lapal

Sorial Interfaces
AEYD I AEY 1 asy 3 L AsY 4 L BEY S
BEYE A=y 7 Basyy & asva £ asy 10
AEY1l DAsy1z DaAsyl1l D Asyla D AEY1S
BEY 16 DAY 17 D WA

(Chear ol Sarial Internoes

Ethemet Interfaces
ETHO @DETH]1 DEMH2 DEMHI DEHAE
ETHS [ ETH& [DEMH7 [[EHSE [DETHI

.I:Im'ﬂmum

FFF Interfaces
PAA0 DAl D PAARZ D PRI D PARg
PPRS D PPRE D PRRT

‘Clzar all PP Lnterisoes

IP Souwrces
B ETHa B EMH1 B EH2 D EMH3I D EH4
ETHS B ETHE B ETH7 B ETHE ©ETHYS
OvPND DOVPN1 D OuPM2
PRP O H prer 1 0 PPR2 G rPP3 D PPP4
PPP 5 L PPP & B PPP7

Chear all P Souraess

IP Oyptions
0 Trace discanded |padoets

0 Traoe kaaphadk packets
Ethormet Packet Filters

HAC Addnesses: |

IF Packet Filters

TORUIDR Rarts: |

I Protocmnis: [500,2500]

IP Agddnemes: |

Dizcarded TP Packet Filters

TOPSUDP Parts: |

I Protocmis: |

1P fcdnemes: |

(T
Click Apply and then Save.
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4 TESTING

4.1 Successful connection:

4.1.1 Initiator (WR21) Log:

The Event Log may be found under Management - Event Log.

The event log shows the events occurring within the operating system. Here is a successful IPsec

connection from the Initiator point of view.

Management - Event Log

15:
159:
19:
15:
15:
19:
15:
16:
15:
159:
15:
15:
19:
15:
16:
15:
15:
19:
15:
15:

37:
37
37:

37

38

38

29,
oo,
oo,

100,
37:
36:
36:
368:

oo,
59,
59,
59,

149,
36
36:
36:
36:
36:
368:
36:
361
36:

ag,
ag,
45,
39,
29,
25,
24,
24,
19,

15,
36:

1s,

o8
o8
08
og
08
08
og
08
o8
o8
og
08
08
og
08
08
og
08
og
08

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

2000, (3) IEE SR EBemoved. Peer: responder, Successful Negotiation
2000,Eroute 0 VPN up peer: responder

2000,New IPSec 5 created by responder

2000, (3) IEE MNotification: Initizl Contact,RX

2000, (4) IEKE Hotification: Responder Lifetime,BX

2000, (3) New Phase 2 IKE Sesszion 166.241.75.182,Initiator
2000, (2) IEE Eeys Negotiated. Peer: responder

2000, IKE Bequest BReceived From Eroute 0

2000, (2) Hew Phase 1 IKE Session 166.241.75.182,Initiator
2000, IKE Beguest Received From Eroute 0

2000, (1) IEE SR EBemoved. Peer: ,Negotiation Failure

2000, (1) IEKE Hegotiation Failed. Peer: ,ERetries Exceeded
2000, IKE Reguest Received From Eroute 0

2000, IKE Reguest Receiwved From Eroute 0

2000,Network technology changed to LTE

Z000,WEE Login COK by username 1vl 0

2000,DNS Query Failed on [time.etherios.com]

2000, (1) New Phase 1 IKE Session 166.241.75.182,Initiator
2000, IKE Reguest Receiwved From Eroute 0

2000, Default Route 0 Available,Rctivation

4.1.2 Responder (WR44) Log:

Here is a successful IPsec connection from the Responder point of view.

Management - Event Log

14
14
14
14
14
14
14
14
14

HE
H a3
H e
:@5:
:@5:
1@5:
1@5:
1@5:
HE

15,
15,
13,
13,
12,
12,
11,
11,
8,

ag
ag
ag
a8
a8
a8
ag
a8
ag

Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep

2816,(3) IKE SA Removed. Peer: initiator,Successful Megotiation
2816,MNetwork technology changed to LTE

2816,Eroute @ VPN up peer: initiator

2816, ,Mew IPSec S4 created by initiator

2816, (3) IKE Motification: Initial Contact,RX

2816,(3) New Phase 2 IKE Session 166.2081.91.63,Responder
2816,(1) IKE Keys MNegotiated. Peer: initiator

2816,(1) Mew Phase 1 IKE Session 166.2081.91.63,Responder
2a16,Default Route @ Available,Activation
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4.1.3 IPSEC Security Associations

The IPSec SAs may be found under Management - Connections > Virtual Private Networking (VPN) >
IPsec > IPsec Tunnels.

When a VPN is successful, the IPSec SAs can be viewed on both the Initiator and the Responder IPSec
SAs list. This shows the peer IP, the remote and local networks, the authentication algorithm and time
left until keys are again exchanged.

Here is the Initiator (WR21)

Management - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels

¥ Virtual Private Networking (VPN)
¥ IPsec
¥ IPsec Tunnels

Outbound V1 SAs

Time
Local Remote ESP ESP 1IP KBytes KBytes

O CEer IR Luhh Network Network AR Auth Enc Comp Delivered Left (;':cf;) EEER L
0 166.241.75.182 10.1.63.0/24 10.1.89.0/24 N/A MD5 3DES N/A 0 4] 25574 PPP 1 MN/A | Remove |
Remove All
Inbound V1 SAs
& peerIp Addr 03! Remote , . ESP ESP IP  KBytes KBytes Tli‘:;f Interface VIP

Network Network Auth Enc Comp Delivered Left e
0 166.241.75.182 10.1.63.0/24 10.1.89.0/24 N/A MD5 3DES N/A 0 0 25574 PPP 1 N/A |

Remove All

Outbound V2 SAs
No Tunnels
Inbound V2 SAs
No Tunnels

Here is the Responder (WR44)

Mar - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels

» IP Connections
» PPP Connections
w Virtual Private Networking (VPN)
w IPsec
w IPsec Tunnels

Outbound V1 SAs

# Peer IP Addr Local Network Remote Network AH ESP Auth ESP Enc IP Comp KBytes Delivered KBytes Left Time Left (secs) Interface VIP

0 166.201.91.63 10.1.89.0/24 10.1.63.0/24 NfA MDS 3DES N/A a a 25316 PPP 1 N/A | Remove |

Remove All

Inbound V1 SAs

# Peer IP Addr Local Network Remote Network AH ESP Auth ESP Enc IP Comp KBytes Delivered KBytes Left Time Left (secs) Interface VIP

0 166.201.91.63 10.1.89.0/24 10.1.63.0/24 N/A MDS 3DES N/A a a 25316 PPP 1 N/A | Remove |

Remove All
Outbound V2 SAs
No Tunnels

Inbound V2 SAs

No Tunnels
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4.1.4 IPsec Peers

The IPSec Peers may be found under Management - Connections > Virtual Private Networking (VPN) >
IPsec > IPsec Peers.

This is the list of remote devices that have successfully negotiated an IPsec tunnel with the router.

Here is the Initiator (WR21)

Management - Connections > Virtual Private Networking (VPN) = IPsec > IPsec Peers

b IP Connections

P PPP Connections
¥ Virtual Private Networking (VPN)

b IPsec Tunnels
* IPsec Peers

Peer IP Dead Peer Detection

Address Our ID Peer ID (DPD)

Inactive. Mext REQ in 25

166.241.75.182 initiator responder
secs

MSA MNSA

Remove all unused ‘

Here is the Responder (WR44)

Management - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Peers

» IP Connections
» PPP Connections
w Virtual Private Networking (VPN)
w IPsec
» IPsec Tunnels

Dynamic IPsec tunnels
* IPsec Peers
NATT

Peer IP Peer Dead Peer Detection
Our ID

Address 1D (DPD) R‘i]':::_’tte

Inactive. Mext REQ in 67

166.201.91.63 responder initiator
secs

M/A /A

Remove all unused
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4.1.5 IKE SAs

The IKE SAs may be found under Management - Connections > Virtual Private Networking (VPN) >
IPsec > IKE SAs.

This displays the current status of the IKE Security Associations (SA).
Here is the Initiator (WR21)

Management - Connections > Virtual Private Networking (VPN) > IPsec > IKE SAs

» IP Connections
} PPP Connections
¥ Virtual Private Networking (VPN)
¥ IPsec
» IPsec Tunnels
b IPsec Peers
¥ IKE SAs

IKEv1 SAs

Peer IP Our IP Time Session Internal

Address Address Left (secs) ID D

initiator responder 166.241.75.182 166.201.91.63 25424 0x0 2

Refresh ‘ | Remove All V1 SAs
IKEv2 SAs

No SAs

Here is the Responder (WR44)

Management - Connections > Virtual Private Networking (VPN) > IPsec > IKE SAs

» IP Connections
w Virtual Private Networking (VPN)
w IPsec
» IPsec Tunnels
» Dynamic IPsec tunnels
p IPsec Peers
w IKE SAs

IKEv1l SAs

Peer IP Our IP Time Session Internal

Address Address Left (secs) ID ID

responder initiator 166.201.91.63 166.241.75.182 25218 0%0 1

Refresh | | Remove All V1 SAs
IKEv2 SAs
No SAs
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5 CONFIGURATION & FIRMWARE FILES

This section shows the configuration files on each side of our example.

5.1 Digi Transport WR21 (Initiator) Configuration

eth 0 IPaddr "10.1.63. 254"

eth O ipanon ON

addp O enable ON

lapbk O ans OFF

lapb O tinact 120

lapb 1 tinact 120

lapbk 3 dtemode O

lapb 4 dtemode O

lapbk 5 dtemode O

lapbk & dtemode O

ipOcidr ON

def_route 3 1l_ent "ppp"
def_route O 1]_add 1

empute 0 peerip "166.241.75. 182"
emute 0 peerid "res ponder"
emute 0 ourid "initiator"

emnute 0 locip "10.1.63.0"
emute 0 locms k " 255, 255.255.0"
emmute 0 remip "10.1.83.0"
emute 0 remmsk "255.255,255.0"
emute 0 ESPauth "MD5"
eroute 0 E5Penc "3DES"

emnute 0authmeth "PRESHARED"
emnute 0 nosa "TRY"

emnute Jautosa 1

emute 0 dhgroup 2

dhop @ IPmin "10.1.63.100"

dhep O respdelms 500

dhep 0 mask "255.255.255.0"
dhcp O gateway "10.1.63.254"
dhop O DNS "1011.63.254"

sntp 0 server "time.etherios.com”
ppp O timeout 300

ppp 1 name "W-WAN"

ppp 1 phonenum " *98% 38"

ppp 1 username "username"

ppp 1 epassword "KDGISVIDAVY g="
ppp 1 IPaddr "0.0.0.0"

ppp 1 timeout O

ppp lipsecl

ppp 1 firewall ON

ppp 1 use_modem 1

ppp 1 aodion 1

ppp 1 autoassert 1

ppp 1ipanon ON

ppp 1 r_chap OFF

ppp 3 defpak 16

ppp 4 defpak 16
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5.2 Digi Transport WR44 (Responder) Configuration

eth 0 IPaddr "10.1.89,. 254"
eth O ipanon ON

addp O enable ON

lapbk O ans OFF

lapb @ tinact 120

lapb 1 tinact 120

lapk 3 dtemode O

lapb 4 dtemode O

lapk 5 dtemode O

lapbk & dtemode O
gps0asy_add 1

gps Jgpson ON

ipOcidr ON

def_route O 1l_ent "ppp"
def_route 01 _add 1

eroute 0 peerid "initiator"
eroute 0 ourid "responder”
eroute 0 locip "10.1.89.0"
eroute 0 locms k " 255, 255.255.0"
ergute 0 remip "10.1.63.0"
eroute 0 remmsk "255,.255.255,0"
eroute 0 ESPauth "MD5"
eroute 0 E5Penc "3DES"
emoute 0 authmeth "PRESHARED"
empute 0 dhgroup 2

dhep O IPmin "10.1.29.100"
dhcp O respdelms 500

dhep 0 mask "255.255.255.0"
dhep O gateway "10.1.89.254"
dhop O DNS "1011.89. 254"
dhepeli O idismac ON

sntp O server "time.digi.com"
ppp O timeout 300

ppp 1 name "W-WAN"

ppp 1 phonenum " *93% 37"
ppp 1 username "username"
ppp 1 epassword "KDSISVIDWY g="
ppp 1 IPaddr "00000.0"

ppp 1 timeout O

ppp lipsecl

ppp 1 firewall ON

ppp 1 use_modem 1

ppp 1 cdma_backoff ON

ppp 1acdion 1

ppp 1 autoassert 1

pRp 1 pwr_dby 40

ppp 1ipanon ON

ppp 1r_chap OFF
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5.3 Digi Transport WR21 (Initiator) Firmware

Digi TransPort WR2Z1-L52A-DE1-XX¥ Ser#:293824 HW Revision:
software Build ver5.2.15.4.
ABRM Bios Ver 7.56uU w43 454MHz BOBY-MO995-FEO0-00,0 MAC:00042d047bec0

Fower Up Profile: O

Async Driver Revision:
Ethernet Port Isolate Driver Revision:
Firewall Revision:
EventEdit Revision:
Timer Module Revision:
(BIUSBHOST Revision:
L2TP Revision:
PPTP Revision:
TACPLUS Revision:
MODBUS Revision:
RealPort Revision:
MultiTx Revision:
LAPE Revision:
¥25 Layer Revision:
MACRO Revision:
PAD Revision:
®25 switch Revision:
V120 Revision:
TPAD Interface Revision:
GPS Revision:
TELITUPD Revision:
SCRIBATSK Revision:
BASTSK Revision:
PYTHON Revision:
CLOUDSMS Revision:
TCP {HASH mode) Revision:
TCP Utils Revision:
PPP Revision:
WEB Revision:
SMTP Revision:
FTP Client Revision:
FTP Revision:
IKE Revision:
Pol1ANS Revision:
PPPOE Revision:
BERIDGE Revision:
MODEM €C (SIERRA LTE) Revision:
FLASH Write Revision:
Command Interpreter Revision:
SSLCLT Revision:
OSPF Revision:
BGP Revision:
Qo5 Revision:
PWRCTRL Revision:
RADIUS Client Revision:
S5H Server Revision:
SCp Revision:
S5H Client Revision:
CERT Revision:
LowPrio Revision:
Tunnel Revision:
OVPN Revision:
TEMPLOG Revision:
QoL Revision:
(8] 4

1.

ot el el el el el el el el el el el T el el el el el el el e B e el e e e e e e e e e el e e el =R Nl e e e

Jun 22 2016 12:23:54 wWw

19 Int clk
1.11

.0
.0
o |

0

.10
.00
.00
.00
.00
.00
.12

=
o

e e =
P

[FE

COOoOMRMOOOOO0OOO DO DWRMPEPOMNORLMEWLMEPEEREOOSD OO O
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5.4 Digi Transport WR44 (Responder) Firmware

Digi TransPort WR44-L5G1-NE1-SU Ser#:387507 HW Rewvision: 2202a

Software Build ver5.2.15.4.

Jun 22 2016 12:24:12 LW

ARM Bios Ver 7.56u w43 BOOMHz B995-M1003-FE0-00,0 MAC:00042d05e9b3

FPower Up Profile: O

Async Driver Revision:
Wi-Fi Revision:
Ethernet Port Isolate Driver Rewvision:
Firewall Revision:
EventEdit Revision:
Timer Module Revision:
{B)USBHOST Revision:
L2TP Rewvision:
PPTP Revision:
TACPLUS Revision:
MODBUS Revision:
My S0L Revision:
RealPort Revision:
MultiTx Rewvision:
LAPE Revision:
¥25 Layer Revision:
MACRO Revision:
PAD Revision:
®25 switch Revision:
V120 Revision:
TPAD Interface Revision:
GPS Revision:
TELITUPD Revision:
SCRIBATSK Revision:
BASTSK Rewvision:
PYTHON Revision:
CLOUDSMS Revision:
ARM Sync Driwver Revision:
TCP {HASH mode) Rewvision:
TCP Utils Revision:
PPP Rewvision:
WEB Revision:
SMTP Revision:
FTP Client Revision:
FTP Revision:
IKE Revision:
Pol1ANS Revision:
PPPOE Revision:
BERIDGE Revision:
MODEM CC (SIERRA LTE) Revision:
FLASH Write Revision:
Command Interpreter Revision:
SSLCLT Revision:
OSPF Revision:
BGP Revision:
Qos Rewvision:
PWRCTRL Revision:
RADIUS Client Rewvision:
SSH Serwver Revision:
SCP Revision:
S5H Client Revision:
CERT Revision:
LOwWPFrio Revision:
Tunne] Revision:
OWPN Revision:
TEMPLOG Revision:
QDL Revision:
QK

1.
2.

el el el el el el el el e e el e e e e e e e e el e e e e e e e e el el el e e e e el e Bl e e e e

19 Int clk
0
1.11

.0

0

o |
.0
.10
. 00

00

. 00
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. 00
. 00
.12
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=0 000
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e
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COOoORNMOOOOOO0O0OO0O00OWRMEPORO L EW
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The key to VPNs: Make sure that the settings match on both ends of the connection.

If you are using pre-shared keys, be sure to add a user, with the ID of the remote side and the PSK as
described in sections 2.6 (initiator) and 3.6 (responder) of this document. Again, the PSK must match
on both ends.

NAT Traversal (NAT-T) is required for plans with private IP addresses which are NAT’d by the provider,
this necessitates that the remote TransPort sends keep-alive data on a regular basis.

Aggressive Mode must be used for your IKE settings if the wireless plan can only provide dynamic
addresses as it is not possible to know the IP address of the interface when creating the configuration.

Note that there is an IPsec Tunnel Wizard available that will create simple Aggressive Mode IPsec
Tunnels.

NAT-Traversal, within the advanced settings of IKE, may need to be enabled if one end of the IPsec
tunnelis behind a NAT box in order for the tunnel to pass packets.

In this example a DSL link is used, this link provided a static IP for the host Digi Transport. IPSec is
enabled on this interface. Itis using a WR44 and is the initiator to the same responder as under
section 3

For the Responder (WR44) setup, it should be the same as section 3.

7.1 VPN Initiator (WR44) with DSL Setup

For the Initiator (WR44) setup, for this DSL link, please use the following sections:
2.1 VPN Initiator (WR21) Inside Ethernet Interface

2.4 VPN Initiator (WR21) Phase 1-IKE

2.5 VPN Initiator (WR21) Phase 2 - IPSec

2.6 VPN Initiator (WR21) Pre-shared Key

2.7 VPN Initiator (WR21) Configure Packet Analyser for Debugging - Please note, use PPP 3 rather than
PPP 1 under the IP Source.
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7.2 VPN Initiator (WR44) ADSL PPP Interface

In addition, for the Initiator (WR44), please do the following:

Browse to Configuration - Network > Interfaces > Advanced > PPP 0-9 > PPP 3

Username
Password
Confirm Password
Enable IPSec
Keep (SAs) when
this PPP interface
is disconnected

Your username goes here
password

password
v

v

ADSL access username
ADSL access password
Confirm ADSL access password
Enable IPSec on PPP 1 interface

Keep the SAs when PPP 1 interface
becomes disconnected
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Configuration - Network > Interfaces > Advanced > PPP 0 -9 > PPP 3

Description: | DSL |

This PPP interface will use [DSL PVC vio |

Dial out using | ”

numbers:
Prefix: I:I to the dial out number
Username: |Your ADSL Username |

Password: [essees |

Confirm password: | |

® Allow the remote device to assign a local IP address to this router
O Try to negotiate to use |0.0.0.0 as the local IP address for this router

O Use |0.0.0.0 as the local 1P address for this router (i.e. not negotiable)
Use mask |255.255.255.255 | for this interface

Use the following DMNS servers if not negotiated

primary NS server:[ ]
Secondary DNS server: I:I
DNS Port:

[J Attempt to assign the following IP configuration to remote devices

M Request packet data connection

L] Allow this PPP interface to answer incoming calls

Close the PPP connection

after D seconds

if it has besn up for D minutes in a day

if it has been idle fcnr|CII | hrs |D | mins|0 | secs

Alternative idle timer for static routes D seconds
if the link has not received any packets for D seconds

if the negotiation is not complete in seconds

W Enable MAT on this interface
(2 IP address ® 1P address and Port

MAT Source IP address: | |

E Enable IPsec on this interface
E Keep Security Associations (SAs) when this PPP interface is disconnected

Use interface | Default V| |0 | for the source IP address of IPsec packets

M Enable the firewall on this interface

Remote management access: |No restrictions V|

Click Apply and then Save.
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7.3 Successful Connection

7.3.1 Initiator Log
The Event Log may be found under Management - Event Log.

Here is a successful IPsec connection from the Initiator point of view. You can see the DSL interface
(PPP 3) establishing followed by the VPN.

Management - Event Log

07:07:38, 21 Sep 2016, (2) IEE 52 Bemowved. Peer: responder, Successful HNegotiation
07:07:02, 21 Sep 2016,Ercute 0 VEFN up peer: responder

07:07:09, 21 Sep 201&,New IPSec SR created by responder

07:07:08, 21 Sep 2016, (2) IEE Hotification: Imnitial Contact,BX

07:07:08, 21 Sep Z2016,IEKE Reguest Eeceived From Eroute 0

07:06:58, 21 Sep 2016, (2) New Phase 2 IKE Seszion 166.241.75.182,Initiator
07:06:58, 21 Sep 2016, (1) IEE Eeys Hegotiated. Peer: responder

07:06:58, 21 Sep 2016,IEE Reguest Received From Eroute 0

07:06:48, 21 Sep 2016, (1) New Phase 1 IEE Session 166.241.75.182,Initiator
07:06:48, 21 Sep 2016,IEE Reguest Received From Eroute 0

07:06:48, 21 Sep 2016,Default Boute 0 Availakle,Rcotiwvation

07:06:48, 21 Sep 2016,PPPF 3 Available,fctivaticn

o7:06:48, 21 Sep 201&,PFF 3 up

o7:06:48, 21 Sep Z2016,PPF 3 Start IPCE

7:06:48, 21 Sep 2016,PPP 3 Start RUTHENTICATE

7:06:45, 21 Sep 2016,PPP 3 Start LCPF

7:06:45, 21 Sep 201&,PPP 3 Start

7:06:40, 21 Sep 2016,ATM BFVC O up

7:06:40, 21 Sep 201&,D5L 0 up

07:06:40, 21 Sep 2016,DSL line: Showtime (1024 kbps down 544 kbps up)
07:06:37, 21 Sep 2016,PPF 3 down,Max negotiation time

07:06:31, 21 Sep 2016,D5L line: Training

07:06:27, 21 Sep 2016,DHNS Query Failed on [time.devicecloud.com]

07:06:24, 21 Sep 2016,DNS Query Failed on [time.devicecloud.com]

07:06:21, 21 Sep 2016,DNS Query Failed on [time.devicecloud.com]

07:06:20, 21 Sep 2016,D5L line: Activating

Lahr U = O ] 1 Cmnm AT S TWOT Taamm s Tl =

Refresh || Clear Log || Open in New Window
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7.3.2 IPSEC Security Associations

The IPSec SAs may be found under Management - Connections > Virtual Private Networking (VPN) >
IPsec > IPsec Tunnels.

This shows the peer IP, the remote and local networks, the authentication algorithm and time left

until keys are again exchanged.

Management - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Tunnels

} IP Connections
» PPP Connections
~ Virtual Private Networking (VPN)
* IPsec
¥ IPsec Tunnels

Outbound V1 SAs

# Peer TP Addr (0, Nornork  AM auth Enc Comp Delivered | Left | (sece)  IMterface VIP

0 166.241.75.182 10.1.63.0/24 10.1.89.0/24 N/A MD5 3DES N/A 0 0 28764 PPP 3 N/A| Remove |
Remove All

Inbound V1 SAs

# Peer IPAMIr (0001 ytwork M Auth Enc Comp Delivered | Left . (seca) IMterface VIP

0 166.241.75.182 10.1.63.0/24 10.1.89.0/24 N/A MD5 3DES N/A 0 0 28764 PPP 3 N/A| Remove |

Remove All

Outbound V2 SAs
No Tunnels
Inbound V2 SAs
No Tunnels

7.3.3 IPSec Peers

The IPSec Peers may be found under Management - Connections > Virtual Private Networking (VPN) >
IPsec > IPsec Peers.

This is the list of remote devices that have successfully negotiated an IPsec tunnel with the router.

Management - Connections > Virtual Private Networking (VPN) > IPsec > IPsec Peers

} IP Connections
¥ Virtual Private Networking (VPN)
* IPsec
} IPsec Tunnels
» Dynamic IPsec tunnels
* IPsec Peers

Peer IP Dead Peer Detection
Address Our ID Peer ID (DPD)
166.241.75.182 initiator responder  1Nactive. '“;i’;ts REQin 24 N/A N/A

Remove all unused
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7.3.4 IKE SAs

The IKE SAs may be found under Management - Connections > Virtual Private Networking (VPN) >
IPsec > IKE SAs.

This displays the current status of the IKE Security Associations (SA).

Management - Connections > Virtual Private Networking (VPN) > IPsec > IKE SAs

} IP Connections
» PPP Connections
* Virtual Private Networking (VPN)
¥ IPsec
} IPsec Tunnels
» Dynamic IPsec tunnels
» IPsec Peers
* IKE SAs

IKEv1 SAs
Our Peer Our IP Time Session Internal

ID ID Address Left (secs) D D

initiator responder 166.241.75.182 216.160.3.110 28665 0=0 1

Refresh | | Remove All V1 SAs

IKEv2 SAs
No SAs
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